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Preface

This book provides a brief introduction to misinformation and various novel
approaches for solving misinformation detection problems. In recent times, most
people get information through social media platforms. Social media news and
information contain several attributes like text, image, audio, and video. False
news creators manipulate any or all of these attributes to create false information.
Misinformation has undoubtedly become a significant issue affecting businesses,
economies, election outcomes, and societies. The dissemination and effects of
inaccurate, distorted, or false information spread rapidly and reached millions of
people within minutes through various communication channels. False information
may be of various forms, such as fake news, disinformation, misinformation,
rumors, satire, etc. This book considers all kinds of false information as fake news or
misinformation and uses the terms fake news and misinformation interchangeably.
The primary purpose of this book is to provide a foundation for the problems
of misinformation or false content detection including various challenges and
approaches to solve them. This book is helpful for academicians, researchers,
postgraduate as well as undergraduate students, and industry people who wish to
explore various dimensions of misinformation detection regardless of their past
knowledge and experience.

The book starts with an overall description of misinformation. It briefly intro-
duces the history, various issues or challenges, several reasons for creating and
spreading misinformation, several forms, and its impact on individuals and society.
The second chapter discusses the prior works on misinformation detection that
helped structure the book to solve the various problems. This chapter explores
various datasets, recent advancements, and state-of-the-art mechanisms for misin-
formation detection. The third chapter demonstrates that the presence of surprising
content in the story draws instant attention and appeals to strong emotional stimuli
in the story reader, which is one of the significant characteristics of the virality of
misinformation. It first introduces novelty, novelty detection, emotion, and emotion
recognition, briefly. After that, it discusses various terminologies that are used
throughout the chapter. Subsequent sections explore the application of novelty
and emotion in the misinformation detection domain. It also explores a case
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study demonstrating a methodology for misinformation detection using emotion
recognition and novelty detection. The primary goal of this chapter is to use this
concept and implement emotion recognition novelty detection as supporting tasks
for automatic misinformation detection. This chapter repurposes textual entailment
for novelty detection and classifies disinformation using models trained on extensive
entailment and emotion datasets. The fourth chapter explores the importance of
the joint learning of interrelated tasks to improve the performance of the primary
task. This chapter first introduces multitasking and then discusses its advantages.
It focuses on developing a framework for joint learning of interrelated tasks such
as emotion recognition, novelty detection, and misinformation detection. More
specifically, this chapter justifies that affective information and textual novelty
are the main ingredients to consider while designing an automatic misinformation
detection framework.

After Chap.4, this book majorly focuses on the role and importance of multi-
modality in misinformation detection. The fifth chapter explores various datasets
and mechanisms leveraging multimodal information. It first introduces multimodal-
ity, its importance, and its applications in various domains for solving different
tasks. In continuation, this chapter also talks about challenges in the multimodality.
It further discusses a case study for developing a multimodal misinformation
detection framework. It aims to leverage various information from different sources
(e.g., text, image, video, etc.) to build an efficient system. It justifies that an effective
combination of different input modalities may assist the system in proper learning.
This chapter also demonstrates the fusion mechanisms of text and image modalities
to obtain an efficient multimodal feature that ultimately helps to classify multimedia
fake news. The sixth chapter discusses how novelty and emotion can be helpful in
multimodal misinformation detection. It justifies that detecting misleading informa-
tion is difficult without earlier knowledge about that particular news and explores
the possible solutions to tackle this problem. Chapter 7 introduces the concept of
multilingualism. It starts with discussing multilingual content, its importance, and
applications in the NLP domain and continues with the challenges and benefits. It
implements an effective neural model to detect fabricated multilingual information,
which overcomes the research and development gap in misinformation detection for
regional languages as a case study. Finally, the last chapter (Chap. 8) summarizes
the contents of the book.

Each chapter starts with an introductory section to briefly introduce the topic.
Wherever required, each chapter includes pictorial descriptions of methods and
concepts to improve clarity and facilitate better understanding.

Bihar, India Asif Ekbal
Bhubaneswar, India Rina Kumari
December, 2023
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Chapter 1 ®
Introduction Check for

News and reports contain numerous details, such as author, source, prominent
headlines, attractive writing styles, photos, videos, etc. Any variations created to
these details result in fake or misleading news. Misinformation or false information
is created by manipulating any one or all of these attributes. Misinformation has
undoubtedly become a significant issue affecting businesses, economies, election
outcomes, and societies. The dissemination and effects of inaccurate, distorted,
or false information spread rapidly and reach millions of people within minutes
through various communication channels. Fake news aims to emulate the pre-
sentation of news and information to obtain legitimacy and credibility. However,
fake news is not only limited to gaining the emergence of the news. It seeks to
follow journalistic writing, how an authentic news article includes an image, and
how a reliable news site presents itself. The quick spread of information has been
facilitated by the development of the Internet and the quick uptake of social media
sites like Facebook and Twitter. With the help of these platforms, users generate
and disseminate more information than ever before, some of it false or misleading
and has no bearing on reality. The resemblances of fake news with journalistic
news reports amplify the seriousness of this threat regarding the other elements
of disinformation. Subsequent sections in this chapter briefly discuss the history
of fake news, different definitions, various forms, modalities, clues in fake news,
the purpose and reason for creating and spreading misinformation, and the impact
of misinformation on society and individuals. It also explores the objective and
challenges of misinformation detection.
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