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Foreword

For many years, it was assumed that the world market, along with globalization,
would enable society to buy and received all kinds of products, such as food,
at any time. The crises of recent years, such as COVID-19 with shortages of
hygiene products or certain foods, e.g., rice, or Russia’s war against Ukraine
with shortages of food, grain, and energy supply, show that the general supply of
food to the world’s population is by no means guaranteed in the long term and
that societies need to become resilient. The failure of digital infrastructures can
also have an enormous impact on digitalized agriculture.

This dissertation by Franz Kuntke addresses the tension between digitaliza-
tion and resilience from the perspective of business continuity in the agricultural
domain. In this context, agriculture is regarded as an essential infrastructure for
food security, which means that this sector is attributed a high criticality for soci-
ety. As current research on the intersection of resilience and agriculture focuses
mainly on the topics of climate change and social changes, the topic of resilient
digitalization has received less attention.

The dissertation uses qualitative and quantitative methods to understand the
extent to which the technologies currently used by farmers are at risk of fail-
ure. Furthermore, new software is designed and implemented that increases the
resilience of these technologies due to a failed internet connections. Overall, the
dissertation fulfills my expectations. This thesis looks at a highly relevant topic.
It is characterized in particular by the innovative combination of human-computer
interaction, distributed systems and resilience in the context of digital agriculture
with empirical findings, as well as conceptual and technical approaches. As such,
this dissertation is pioneering work in this field.
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vi Foreword

The studies included in this PhD thesis have been published as seven peer-
reviewed papers. In addition to working on his dissertation and his 22 scientific
publications, Franz was involved in project management of various projects of
agricultural IT (e.g., AgriRegio or GeoBox), research-oriented teaching in our
program-ming courses and our lecture series Secure Critical Infrastructures as
well as in the management of our internal IT infrastructure, thus contributing to
the future development of PEASEC.

Franz Kuntke has proven that he is capable of independent scientific work.
Thus, in December 2023, his dissertation was accepted by the Department of
Computer Science at the Technical University of Darmstadt for the degree of
Dr.-Ing.—as the fifth PhD thesis in our research group PEASEC. I would like to
see a further focus on topics of such high importance. Franz, thank you for your
contribution and for allowing me to ac-company you on your way to your PhD.
I wish you all the best and every success for the future.

Prof. Dr. Dr. Christian Reuter
Professor for Science and Technology

for Peace and Security (PEASEC)
and Dean of the Department

of Computer Science at Technical
University of Darmstadt

Darmstadt, Germany
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Abstract

Like many sectors, agriculture is experiencing a continuous digitalization, i.e.
an increase in data-driven technologies used. In contrast to companies of other
critical infrastructures—e.g. energy or telecommunication—a typical farm is com-
paratively small and often run as a family business. Accordingly, the demands
on farming technology, its implementation, and regulations are different in
many terms. Furthermore, the circumstances that influence crisis risks and cri-
sis management are different in agriculture—and as digitalization introduces new
potential risks, this process should be reviewed critically. Currently, the most
advanced approaches for agriculture are typically referred to as smart farm-
ing and agriculture 4.0, which incorporate more precise cultivation with less
manual effort. But such new agriculture technology developments usually lack
an assessment about its impact on the sector’s resilience and dependencies on
other infrastructures. The research domains of crisis informatics and informa-
tion technology security (IT security) mostly focuses on other topics, apart from
agriculture. The resilience research in agriculture itself is currently intensify-
ing, however, this line of research focuses more on problems resulting from the
climate crisis and social change. For these reasons it remains unclear, how dig-
italization impacts the resilience of food production and food safety. Therefore,
it is not well researched which technological developments may lead to unde-
sired effects in the future. How modern systems should be designed to allow for
both, positive impacts on efficiency, and prevention of negative effects in terms of
reduced resilience capacities, is also not answered by current literature. The aim
of the present work is to close this research gap at the intersection of agriculture,
digitalization, and resilience.
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x Abstract

To answer the question to what extent current technologies used by farmers
are at risk of failure, the dissertation first presents a snapshot of the resilience
state of agricultural companies and the technologies used. This involves inter-
views with stakeholders, mainly farmers, as well as surveying security issues
of the Long Range Wide Area Network (LoRaWAN) protocol, a transmission
technology especially useful for agricultural Internet of Things. Which desires
of farmers exist regarding software focusing on aspects of business continuity
and secured operations, is another open question. This dissertation aims to also
answer this question with empirical methods, mainly focus groups and usability
tests. Then the rise of Internet of Things in agriculture raises another question,
whether such technologies acquired for smart farming could also have benefits for
resilience against internet-connection-lost situations. This question is answered
by empirical evaluation of LoRaWAN range characteristics in agricultural land-
scapes, as well as artifact generation for resilient communication channels on top
of LoRaWAN transmission devices.

Several findings are derived from the conducted research: There is a lack of
understanding of how strong the used tools in agriculture depend on Information
and Communications Technology, and many tools require a working internet con-
nection. Moreover, information technology employed by agricultural enterprises
presents security concerns similar to those encountered in other domains. Based
on these findings, developments, and evaluations of new software approaches are
presented: Derived design criteria and own system designs that allow for modern
data-driven business operations, including Internet of Things integration based on
LoRaWAN. The developed solutions show an increase in resilience capacities by
enhancing the communication possibilities in crisis situations. The detected low
absorption capacities against communication infrastructure outages shows room
for improvement. To improve agricultural information technologies’ resilience,
software engineers could use the concepts and designs of this dissertation for
their product development, like a modular offline- capable farm management
storage that allows an exchange of small data in an autarkic manner via com-
modity LoRaWAN hardware. But also technology advisors and farmers benefit
from the technological analyses and suggestions embedded in this work, like
using multiple LoRaWAN gateways with an overlapping coverage to mitigate
security vulnerabilities.
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