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Preface

IoT is becoming part of our day-to-day activities. There are lots of areas where IoT
has made its mark. There are many areas where IoT solutions are being or will be
explored. The IoT is being adopted, incorporated, and envisioned in multiple areas
of human life. It is also an area that is fast evolving. Also, many new communication
technologies [8] are taking shape specifically suited for IoT in terms of problem
solutions or domains. Major application domains include health care, industrial IoT,
smart vehicles, agriculture, homes [6], cities, sustainability, etc. Different application
domains will have a different set of challenges [1] in terms of implementation, mass
expectations, mass acceptance, change management, privacy, security, etc. Chal-
lenges in terms of implementation will involve technology-related challenges. The
available technology around IoT solutions has constraints and needs careful study
before incorporation. The domains of IoT solutions as discussed in [5] desire high
scalability, reliability, and availability. Above all, since the IoT adds to the comfort
zones of people and organizations it is always going to be vulnerable to various
attacks. There are challenges about sensor technologies, communication systems,
communication protocols, edge computing [4], fog computing [2], etc. Both the
technology and application areas in IoT involve several challenges that need to be
pointed out. The book will present a collection of various challenges corresponding
to both IoT application domains and IoT technology domains. The book will also
present best practices that need to be followed while carrying out designing and devel-
oping IoT solutions. Every aspect of applications and corresponding technology will
be covered through a set of case studies from several sources and industrial inputs.
The book will be useful for IoT solution designers and developers to get initial-
ization guidance and will help them channelize their approaches. Communication
technologies play a vital role in IoT, and hence must be fast to adapt to the evolving
security threats. It is obvious that apart from ensuring basic requirements of IoT
solutions, security challenges of IoT and communication technologies and protocols
are vital aspects of which a developer must be aware. The book is also designed
to present the overall communication technologies and protocols used in IoT like
focusing on the architecture and threat perseverance of each. The book also presents
the new/future technological additions and changes coming up in communication
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systems like blockchain in IoT [3] and its possible security aspects. The book will
also cover security aspects in communication mechanisms in domain-specific IoT
solutions about healthcare, smart cities, smart homes, smart vehicles, etc. The overall
objective of the book is to assist IoT developers to have a good insight into available
and upcoming communication technologies so that they can employ the best possible
practices while designing and developing IoT solutions.

Organization of the Book

The book is organized in a fashion where the Communication methodologies and their
security challenges are discussed in the first ten chapters. The range of discussion
starts from various communication modes and models towards the quantum era.
The later nine chapters focus on a few application areas of IoT ranging from smart
logistics, Smart Homes to healthcare. Here the case studies and architectures are
presented with suggestive approaches addressing several security issues. The last six
chapters present the advancements in IoT communication each with a different view
and related security aspects. The book is organized into twenty-six chapters. A brief
description of each of the chapters follows:

Chapter “Communication Technologies and Security Challenges in IoT: An Intro-
duction” sets the preamble of entire topic and gives a comprehensive outlook on the
topic.

Chapter “IoT Communication Models and Modes of Connectivity” presents
various standard ways in which sensor data can be communicated which are hereby
referred to as “communications models” and various means that are used to establish
connections between different entities of [oT which are hereby referred to as “modes
of communication”. The technologies pertaining to these are also presented.

Chapter “Challenges and Key Issues in IoT Privacy and Security” addresses the
challenges of IoT security and suggests methods to improve its security so that more
benefits can be realized by the growing number of connected devices and services.

Chapter “Security Challenges in IOT” presents another way of looking into IoT
Security Challenges. It discusses various [oT security challenges, IoT security archi-
tectures, IoT security solution trust zones and boundaries, potential risks of IoT
devices, notable cases of IoT security breaches, solutions to IoT security breaches,
strategies for securing [oT data, and best IoT security practices.

Yet another way to look into IoT Challenges is to perceive the fact that IoT
platforms are rapidly changing. Chapter “Survey of IoT Security: Application Areas,
Threats and Solutions” presents different technologies currently in use and those still
in the development stage. The enhancement of IoT security is the focus of current
research into four distinct technologies: edge computing, fog computing, blockchain,
and machine learning.

People can use SaaS, PaaS, laaS, and other benefits of cloud computing even
though many cloud computing providers, like Google, Microsoft, IBM, and Amazon,
are moving toward adopting cloud technology, which is causing a noticeable increase
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in the utilization of various cloud services. There are still numerous difficulties that
users must overcome. Chapter “Security and Privacy Issues in Cloud and IoT Tech-
nology and Their Countermeasures” brings the Cloud into picture and relates the
security challenges thus.

Chapter “Security Threats in IOT and Their Prevention” looks at IoT as layered
architecture and discusses various security issues deeply in layer-wise fashion. It
describes different kinds of security issues pertaining to each layer as a reference
point for the beginners in IoT and discusses the means and methods to deal with
these security threats.

In the context of IoT, Chapter “IPV6: Strengths and Limitations” focuses on the
strengths and weaknesses of IPV6. It does give a good background of IPv6 and its
transitioning intricacies.

Chapter “A Survey: Internet of Things (IoTs) Technologies, Embedded Systems
and Sensors” brings in an elaborate study of various embedded systems such as
Raspberry Pi, ZYNQ, Jetson, Altera Cyclone II, Beagle Bone, Odroid, STM32,
and PSoC, were investigated, along with IoT communication protocols including
IPv6, 6LowPAN, ZigBee, Bluetooth, Wi-Fi, LoORaWAN, Z-Wave, NFC, and Sigfox.
Furthermore, a comparative analysis of the sensors utilized in these systems and their
respective application areas has been provided.

Though the IP-based communications are more prevalent since the internet, the
non-IP communications are taking charge in largely low-powered IoT setups. Chapter
“Non-IP Based Communication in [oT: Handling Security Challenges” discusses IoT
non-IP communication security issues. It outlines threats and attacks that can compro-
mise the integrity and confidentiality of non-IP-based communication technologies
and their inherent risks and vulnerabilities. Real-world case studies demonstrate non-
[P-based IoT communication and analyze the security concerns and solutions in each
scenario.

Bringing in the inevitable. Chapter “Security Challenges to IOT and Cloud-Based
Systems in the Era of Quantum Attacks” discusses the threats to internetworked
devices and their mitigation in the era of quantum computers.

Chapter “Overview of Internet of Things-Based Smart Logistics Systems”
outlines essential technologies and effects of IoT-based smart logistics research
and implementations, as well as their industry and regional distributions, are shown
through a bibliometric analysis of articles published between 2008 and 2019.

Chapter “Fault Sensor Detection and Authentication Mechanism for Improving
Quality of Services in Smart Homes” presents a fault sensor detection and authenti-
cation mechanism for improving the quality of services in smart homes. This chapter
presents a fault identification mechanism of various sensors that help to resolve the
fault and get the proper and enough information for various services. Further, the
chapter validates the data source which helps to improve the data integrity.

Chapter “Security in IOT-Enabled Smart Agriculture Systems” discusses criteria
for security based on a proposed architecture for smart agriculture that is irrespective
of any core technologies that could be deployed. The authors confer the technology
of ToT-based smart ecosystem for agriculture by estimating their framework, and
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their claim. In addition, it also presents opportunities and trends of IoT claims for
precise agriculture and specifies the open challenges and issues of IoT in agriculture.

Chapter “Comprehensive Study of Intelligent Transference System in a Contem-
porary [oT Commuting Environment” discusses resourceful message communication
amid the automobiles and RSUs in IoT setup for the Intelligent Transference System.

Chapter “Redefining Urban Development: Technology and Automation in India”
explores the significance of technology and automation in transforming urban devel-
opment in India. It highlights the key areas where technology and automation can
revolutionize urban planning, infrastructure, governance, and sustainability. Addi-
tionally, the challenges and opportunities associated with implementing technology-
driven solutions are discussed, along with examples of successful initiatives in Indian
cities.

Chapter “Trust-Free Homes: The Zero-Trust Paradigm in a Smart Home Setting”
is aimed to serve as a guide to implementing a Zero-Trust network model in Smart
Home systems.

Chapter “Security Challenges of IoT-Enabled Vehicular Communications
and Their Countermeasures” provides a comprehensive overview of the state of
the art in this area and identifies challenges and solutions for securing current and
future IoT-enabled vehicular communications.

Chapter “Industrial IoT Security Infrastructures and Threats” discusses essential
ways to mitigate cyber-attacks on Industrial IoT systems and is presented with a
comprehensive review and security strategy that includes risk assessment, threat
modeling, and vulnerability testing as well as the proposed countermeasure models
keeping IoT infrastructure in context.

Chapter “Industrial IOT: Security Threats and Counter Measures” comprehen-
sively examines the security threats faced by industrial IoT systems and presents
effective countermeasures to mitigate these risks. By exploring the unique character-
istics of IToT environments, such as interconnectedness, heterogeneity, and resource
constraints, this study identifies potential vulnerabilities that can be exploited by
adversaries.

Chapter “Internet-of-Things Enabled Smart Health Monitoring System Using
AutoAl: A Graphical Tool of IBM Watson Studio” presents the use of internet-of-
things (IoT) enabled smart health monitoring systems to improve healthcare service
quality using a method including IBM Watson studio and AUTO AI services to
produce a real-time warning and precise predictions of patient health.

Chapter “Phase Noise Performance of MIMO—GFDM Systems for Millimeter
Wave 5G Technology” provides an understanding of phase noise effects and their
implications for MIMO-GFDM systems, thus enhancing the development of efficient
communication systems for millimeter wave 5G networks.

Chapter “Credit Card Fraud Detection Using Deep Learning for Inter-
net-of-Things Enabled Smart Digital Financial System” discusses cases of a few
machine learning-based and deep learning-based methods for Internet-of-Things-
enabled smart digital financial systems and the associated difficulties.

Chapter “Development of a Secure and Transparent Blockchain for Electricity
Bill Management in Smart Cities Using Enhanced Proof of Energy Consumption”



Preface ix

presents a case of a blockchain-based model for electricity use in smart cities to
address the issues of maintaining transparency and protecting consumers’ privacy.

Chapter “A Comparative Study of Threat Detection for IoT Devices Using
Machine Learning Techniques” brings forth a study of threat Detection for IoT
Devices Using Machine Learning Techniques and examines how machine learning
is applied to the IoT defense.

Chapter “Exhaustive Theoretical Study of Practical Free Space Optical Cooper-
ative Relaying Technology: New Trends in IoT Communication” discusses a new
trend of communication in IoT, i.e., “Optical Cooperative Relaying Technology”.
It brings insights into the key components of Optical Wireless transmission and to
highlight various factors that need to be included in mixed radio/ Optical Wireless
relaying systems to quantify the impact of its practical problems.

Dehradun, India Ajay Prasad
Greater Noida, India Thipendra P. Singh
Abha, Saudi Arabia Samidha Dwivedi Sharma
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Communication Technologies )
and Security Challenges in IoT: e
An Introduction

Ambrish Kumar, Ajay Prasad, and Thipendra P. Singh

Abstract The Internet of Things (IoT) has become integral to our daily lives. IoT
is tightly governed by the principles of communication and the technologies around
it. Thus an in-depth discussion on Communication Technologies and Security Chal-
lenges in [oT is required for a professional to design and develop IoT applications.
The core aspects that need elaborate discussion are being brought forward in this
chapter. It is identified here that three major aspects of IoT Security are vital and
require extensive discussion. They are, Communication methodologies and their
security challenges, Application areas and approaches addressing several security
issues, and the advancements/New trends in IoT communication and related security
aspects.

Introduction

Kevin Ashton first used the term “Internet of Things” (IoT) in 1999, and the Interna-
tional Telecommunication Union (ITU) formally adopted it in 2005. The intercon-
nectivity of [oT devices is also referred to as a “Network of Things” (NoT) [1]. Every
NoT has a distinct function and goal, and together they make up the overall Internet of
Things [2]. A global network of interconnected physical and virtual objects that are
embedded with sensors, software, and network connectivity that allows these objects
to gather and exchange data is what the ITU defines as the Internet of Things. These
gadgets can be anything from basic household items to highly advanced industrial
tools. Establishing independent connections between actual objects and applications
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to facilitate information transfer and intelligent decision-making is the core concept
of the Internet of Things. IoT makes it possible to link real-world activities to digital
ones, which spurs the creation of a wide range of services and applications that
are advantageous to professionals, enterprises, and individuals alike. The Internet of
Things (IoT) is growing quickly; projections indicate that there will be more than
75 billion connected devices globally by 2025. Technological developments, falling
costs, and the growing need for connected devices and services are the main drivers
of this growth.

IoT System Model

The IoT is having a transformative impact on various industries, including health-
care, manufacturing, logistics, and smart cities. It enables new levels of automation,
efficiency, and personalization. A generic IoT system model can be represented by
three key layers [3]. Perception Layer, Transportation Layer, and Application Layer.
Each of these layers summarized in Fig. 1 has its technologies that bring issues and
some possible security weaknesses.

e Perception Layer (PL): The Perception layer is responsible for collecting the data
from the physical objects using sensors, actuators, and other embedded devices.

e Transportation Layer (TL): The transportation layer is mainly responsible for
transmitting the data between the perception layer(PL) and the application layer
(AL). The data s typically transmitted over wireless networks, for example, Wi-Fi,
Bluetooth, and cellular networks.

e Application Layer (AL): In addition to offering services to consumers, the appli-
cation layer is in charge of handling and assessing the data it receives from the

Application Layer

Cloud Computing
e _ 8

Lo

Smart Industry

Smart Healthcare

.

Transport Layer

5G wireless Communication Internet WiFi

GPS

g]’echlwlo zy

Fig. 1 IoT system model
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layer of perception. This layer typically consists of software applications that can
control the overall IoT system.

IoT Communication Models and Technology Requirements

The best communication technology for a particular IoT application will depend on
several factors, including the range required, and the power consumption. The most
commonly used communication technologies in IoT are as under:

IoT (Internet of Things) Sensors and Models of Communication Systems
[4]: Wireless sensor networks (WSNs) are used to connect and manage large
numbers of low-power devices. These networks typically use short-range commu-
nication protocols such as ZigBee, Thread, and Bluetooth Low Energy (BLE). The
networks are often used in industrial and environmental monitoring applications
such as monitoring the temperature, humidity, and vibration of equipment in a
factory or the air quality in a city.

Low-Power Communication Systems [5]: Low-power communications are used
to connect devices over long distances with low power consumption. Networks
typically use protocols such as LoRaWAN, NB-IoT, and Sigfox. These networks
are often used in smart cities and smart agriculture applications, for example, to
monitor the level of water in a reservoir or the temperature of crops in a field.
Long-Range Communication Systems [6]: Cellular networks are used to provide
high-speed, reliable connectivity for long-range communication to IoT devices.
Cellular networks typically use protocols such as LTE-M and LTE Cat-1. These
networks are often used in connected car and wearable device applications, for
example, to track the location of a vehicle or to monitor the health of a person
wearing a fitness tracker.

Non-Internet Protocol (NON-IP) based Communication Systems [7]: Cell-
phones and additional gadgets are frequently connected to Internet of Things (IoT)
devices via Bluetooth connectivity, a short-range communication technology. IoT
devices are frequently connected to smartphones and other devices via Bluetooth.
It can be used to connect a smartwatch to a smartphone or a smart thermostat to
a smartphone app.

Wireless Fidelity (Wi-Fi): [oT devices are frequently connected to home networks
and other Wi-Fi networks via Wi-Fi, a medium-range communication protocol.
IoT devices are frequently connected to home networks and other Wi-Fi networks
via Wi-Fi. Additionally, it can be used to link a smart doorbell to a Wi-Fi-enabled
doorbell chime or a smart speaker to a home network.

Ethernet: IoT devices are frequently connected to wired networks via Ethernet,
a high-speed communication protocol. IoT device connections to wired networks
are frequently made using it. Additionally, it can be used to link a smart TV or
security camera to a wired network.
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IoT Sensors and Models of Communication

Sensors are key components of the IoT system for gathering information or data
from physical objects and converting the data into digital signals for processing and
analysis. These sensors can be extremely important in Internet of Things applica-
tions since they allow for automation, data-driven decision making, and continuous
surveillance. Communication models in [oT systems define the way data is exchanged
between devices, networks, and applications. These models play a significant role
in ensuring efficient and reliable data transmission, especially in large-scale IoT
deployments.

IoT Sensors: According to the Measurement Capabilities, IoT Sensors can be
Defined as Follows

¢ Environment Sensors: These sensors measure environmental parameters such
as temperature, humidity, pressure, light, and air quality. They are widely used in
weather monitoring, smart homes, and industrial control systems.

e Motion Sensors: These sensors detect motion, including acceleration, tilt, and
rotation. They are used in security systems, wearables, and robotics.

e Proximity Sensors: These sensors detect the presence of nearby objects. They
are used in collision avoidance systems, proximity sensing for user interaction,
and gesture recognition.

e Chemical Sensors: These sensors detect the presence and concentration of
specific chemicals. They are used in environmental monitoring, industrial process
control, and healthcare applications.

¢ Biological Sensors: These sensors detect biological phenomena such as heart
rate, blood pressure, and blood glucose levels. They are used in wearable health
monitoring devices and medical diagnostics.

Communication Models
Common Communication Models for IoT Applications Are as Follows [8].

e Client-Server Model: In this model, IoT devices act as clients, requesting data
or services from servers. The server responds to client requests and provides the
requested information or services. This model is widely used in web-based IoT
applications.

e Publish-Subscribe Model: In this model, devices publish data to a central broker
or messaging system. Subscribers interested in the data can subscribe to the topic
and receive updates whenever new data is published. This model is well-suited
for real-time data dissemination and event-driven applications.

e Peer-to-Peer Model: In this model, devices communicate directly with each other
without the need for a central server or broker. This model is often used in mesh
networks and applications that require decentralized control and data sharing.

e Hybrid Models: Combinations of the above models can be used to create more
complex and flexible communication architectures for specific IoT applications
(Fig. 3).
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Communication Methodologies and Their Security
Challenges

Many IoT devices are vulnerable to attack due to weak or default passwords, inade-
quate authorization mechanisms, insecure communication protocols, lack of regular
software updates and security patches, limited resources, and the heterogeneous
nature of the IoT landscape. An overview of security challenges in IoT systems that
needs to be tackled is presented in Fig. 2. IoT device growth presents a number of
security problems that should be carefully considered. Vulnerabilities in IoT devices
due to their limited computing capacity can make them susceptible to viruses and
hacking attempts, exacerbated by the absence of regular security updates. Privacy
and data integrity are paramount, particularly in sensitive domains like healthcare
and smart cities, where securing the confidentiality and integrity of data is imper-
ative. Additionally, the scalability of IoT ecosystems, often comprising millions of
devices, poses significant challenges to conventional centralized security methods.
Ensuring that only authorised users can interact with IoT devices requires robust
access control and authentication procedures. This is because poor or nonexistent
authentication can result in unauthorised access and data breaches. This study exam-
ines the various security issues that arise in the Internet of Things environment and
addresses appropriate risk mitigation techniques. Therefore, security is a critical
concern for IoT systems, as they collect and transmit a vast amount of sensitive data.
By understanding the security challenges at each layer of the IoT system, organiza-
tions can take steps to mitigate these risks and protect their data and systems. The
security challenges at different layers of the IoT system are described in Table 1.

Fig. 2 An overview of
security challenges in IoT
systems
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Table 1 Threats in IoT system model

Layer Main threats

Prediction layer Data leakage

DoS attacks

Malicious code injection

Transportation layer Routing attacks

DoS attacks

Data transmit attacks

Application layer Physical attacks

Impersonation

DoS attacks

Routing attacks (e.g. in WSN, RSN)
Data transmit attacks (e.g. in WSN, RSN)

Challenges at the Perception Layer

Data Tampering at Physical Object: An Internet of Things system’s data
obtained through a sensor node may contain inaccurate or deceptive information.
Furthermore, a physical injection of malicious malware could grant an attacker
access to the IoT system.

Impersonation: During the authentication process, an attacker may use a fictitious
identity to launch harmful attacks against an IoT system.

Denial of Service (DoS): An attacker uses the legitimate node’s limited processing
power to prevent it from accepting new requests for service.

Routing attacks: The routing pathway of the network is changed by a malicious
intermediary node during the data collection and forwarding operation.

Data transit attacks: These happen when an attacker compromises the
integrity and confidentiality of information being transported throughout the data
processing process..

Security Challenges at the Transportation Layer
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Interception: Internet of Things (IoT) gadgets may be employed to track adher-
ence to medications, keep an eye on the vitals of patients, and offer distant
treatment.

Manufacturing: IoT devices can be used to optimize production processes,
monitor equipment health, and track inventory levels.

Logistics: IoT devices can be used to track shipments in real-time, optimize
delivery routes, and reduce costs.

Smart Cities: IoT devices can be used to monitor traffic congestion, optimize
energy consumption, and improve city services.

Security Challenges at the Application Layer

Unauthorized Access: A malicious actor can access the application server or
cloud infrastructure that can steal or modify the system configurations in order to
disturb the IoT system.

Vulnerabilities in Application Software: An adversarial node may utilise the
application software to obtain private information or take over the Internet of
Things.

Data Breaches: A malicious node can expose the sensitive information about the
users of the IoT system itself.

Communication Protocols in IoT Systems

The Internet of Things (IoT) depends on protocols for communication to facilitate
data flow and device engagement [8]. By defining the guidelines and formats for data
transfer, these protocols guarantee interoperability and compatibility across various
internet of things networks and devices.

Internet Protocol Version 6 (IPv6) protocols

IPv6 is the successor to IPv4, the current protocol that underpins the Internet.
IPv6 has been in development since the early 1990s and was officially standardized
in 1998. However, it has only recently begun to be widely adopted. Some key IPv6
protocols can be described as follows.
Control Message Protocol version 6 (CMPv6): CMPv6 is responsible for
sending control messages between IPv6 devices, such as error reports and
diagnostic information.
Neighbor Discovery Protocol (NDP): NDP protocol is used to discover and
maintain neighbor relationships between IPv6 devices on a local network.
Stateless Address Autoconfiguration (SLAAC) Protocol: SLAAC allows IPv6
devices to automatically configure their own IP addresses without requiring
manual configuration or DHCP servers.
Dynamic Host Configuration Protocol version 6 (DHCPv6): It is an additional
sophisticated method for configuring IPv6 devices with an IP address alongside
additional network-related settings.
Path MTU Discovery (PMTUD) Protocol: In order to prevent message frag-
mentation and increase transmitting effectiveness, the PMTUD protocol is used
to calculate the maximal transmitting unit (MTU) size over a network path.



8 A. Kumar et al.

e Multicast Listener Discovery (MLD) Protocol: In order to control multicast
group membership and guarantee that multicast packets are only sent to interested
devices, the MLD standard is utilised.

e Secure Neighbor Discovery (SND) Protocol: This protocol provides crypto-
graphic authentication for neighbor discovery messages to prevent attackers from
impersonating other devices and disrupting network communications.

e Authentication Header (AH) Protocol: The AH protocol provides optional
authentication and integrity protection for IPv6 packets.

e Encapsulating Security Payload (ESP) Protocol: It can provide optional
encryption and authentication for IPv6 packets.

Internet Protocol (IP)-Based Protocols

Internet protocol (IP)-based is the fundamental aspect of the IoT system. It is an
underlying protocol suite that enables devices to exchange data between objects over
the internet [9]. In IoT, IP-based communication is very important as it can manage
and connect a vast network of devices by enabling them to share information. IP-
based communication is a cornerstone of the [oT, providing a standardized, scalable,
and secure framework for connecting and managing a vast network of devices. Its
integration with existing infrastructure, support for diverse network technologies,
and ability to accommodate future protocols make it an essential enabler for the
continued growth and development of the IoT. The key IP-based communication
protocols given in Table 2 can be described as follows.

e Transmission Control Protocol (TCP): The connection-oriented protocol TCP
offers dependable and systematic transfer of information across apps. In order
to ensure the confidentiality of information and avoid loss or fraud, it connects
both ends, divides the data into segments, then reconstructs these at the point of
reception.

Table 2 Communication protocols in IoT systems

IPv6 protocol | IP based protocol | Non-IP based | RFID protocols NFC protocols
protocol
CMPv6 TCP LoRaWAN EPC Class 1 TNEP
Generation 2 (ISO
18000-3)
NDP UDP Sigfox Mifare (ISO 14443) | DOP
SLAAC IP Zigbee EPCglobal Gen 2 BCP
DHCPv6 ICMP BLE UHF RFID LAC
PMTUD ARP 6LoWPAN HF RFID SNEP
MLD DHCP LF RFID SNEP +
SND
AH
ESP
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e User Datagram Protocol (UDP): UDP is a connectionless protocol that provides
best-effort data delivery between applications. It sends data packets without estab-
lishing a prior connection, making it faster and less overhead-intensive than
TCP. UDP is suitable for applications where data delivery is less critical, such
as streaming audio or video.

¢ Internet Protocol (IP): The network layer protocol known as IP is responsible for
addressing and directing information packets over the Internet. It gives devices and
networks distinct IP addresses, allowing routing algorithms to choose the most
efficient route for information packets to take in order to get to their intended
location.

e Internet Control Message Protocol (ICMP): ICMP is a network layer protocol
used for sending control messages between devices. It provides error reporting,
diagnostic information, and network management capabilities, enabling trou-
bleshooting and monitoring of network connectivity and performance.

e Address Resolution Protocol (ARP): ARP is a protocol at the network layer
that maps IP addresses to MAC addresses. By doing so, devices on the same
local network are able to communicate directly with one another by learning the
physical MAC address of a device linked to an IP address that is particular.

¢ Dynamic Host Configuration Protocol (DHCP): A protocol at the network
layer called DHCP is used to give IP addresses and other network configuration
parameters to connected devices dynamically. It lowers administrative cost and
streamlines network administration, especially in large networks with changing
configurations of devices.

Protocols not Based on IP

The IoT applications can benefit greatly from non-IP-based connectivity [7]. These
protocols are appropriate for limited IoT contexts due to their low power consump-
tion, low latency, and immunity to interference, in contrast to IP-based commu-
nications. The following is a description of the non-IP-based protocols listed in
Table 2.

¢ Wide Area Network for Long Range (LoRaWAN): Using chirp spread spectrum
technology, LoORaWAN is a low-power wide-area network (LPWAN) protocol
that enables low-power, long-range communication. It works especially well with
Internet of Things devices that need to transmit data only sometimes, like asset
tracking devices and sensors for environmental monitoring.

e Sigfox: This other LPWAN protocol makes use of ultra-narrowband tech-
nology to provide low-power, long-range communication. While operating at a
higher frequency than LoRaWAN, it is comparable and allows for quicker data
throughput. [oT devices like smart parking systems and smart metres that need to
transmit data sometimes are a good fit for Sigfox.

e Zigbee: Zigbee is a low-power wireless personal area network (WPAN) protocol
that uses the unlicensed 2.4 GHz frequency. It is frequently utilised in enclosed
spaces, such smart homes and buildings, for short-range communication between
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IoT devices. Mesh networking is made possible via Zigbee, which allows devices
to relay data for greater coverage.

e Bluetooth Low Energy (BLE): BLE is a low-power Bluetooth wireless protocol
variation created especially for short-range, low-power communication. In order
to facilitate data sharing and configuration, it is frequently used to couple Internet
of Things devices with smartphones or tablets. Beacon technology, which enables
proximity-based location tracking applications, is another application that uses
BLE.

e [Pv6 over Low-Power Wireless Personal Area Networks (6LoWPAN): Zigbee
and 802.15.4 are examples of low-power wireless networks that can support
IPv6 communication thanks to the 6LoWPAN protocol. It changes IPv6 packets
into more manageable, smaller datagrams that can be sent over these low-power
networks. [oT devices can join bigger IoT ecosystems and connect to the Internet
thanks to 6LoWPAN.

Protocols for radio frequency identification (RFID)

RFID [10, 11] technology can wirelessly identify and monitor objects, it has become
a critical enabler for the Internet of Things. RFID readers enable real-time tracking
and monitoring of a variety of assets by the attachment of RFID tags, which are
embedded with unique IDs. These guidelines consist of.

The most popular RFID protocol is EPC Class 1 Generation 2 (ISO 18000-
3), which is especially useful for supply chain management and asset monitoring
applications. It can read at a distance and operates in the ultra-high frequency (UHF)
band.

e Mifare (ISO 14443): Applications for contactless payments and proximity cards
frequently employ this protocol. It provides a good mix of performance and range
while operating in the high frequency (HF) band.

Another well-liked protocol for contactless and proximity card applications is iCOde
(ISO 15693). It provides a performance and security combination while operating in
the HF band.

e EPCglobal Gen 2: Developed by EPCglobal to improve interoperability and
compatibility among RFID systems, this is a standardised version of ISO 18000-
3. It specifies extra requirements for reader communication, tag identification,
and data encoding.

e RFID systems that operate in the UHF band, usually at frequencies between 860
and 960 MHz, are referred to as Ultra High Frequency (UHF) systems. Because
UHF RFID tags can read over a long distance, they are useful for inventory
management and asset tracking applications.

e High Frequency (HF) RFID: This describes RFID systems that use frequencies
in the HF band, usually 3.56 MHz to 13.56 MHz. Due to its ability to balance
performance and range, HF RFID tags are a good fit for contactless payment
applications, access control systems, and proximity cards.
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RFID systems that operate in the LF region, usually at frequencies between 30
and 500 kHz, are referred to as low-frequency (LF) systems. Although LF RFID
tags have a limited reading range, they are less prone to interference and can pass
through metal and water.

Protocols for Near Field Communication (NFC)

NFC [12] is a 13.56 MHz short-range wireless communication technology which
enables data sharing between two devices when they are near together, usually less
than 10 cm. NFC is commonly utilised in mobile phones, contactless payment cards,
and other devices for peer-to-peer data transfer, access control, and secure transac-
tions. Numerous NFC protocols are optimised for Internet of Things applications,
providing improved functionality and features catered to the particular requirements
of IoT networks and devices. These guidelines consist of.

Tag NDEF Exchange Protocol (TNEP): NFC-enabled devices can communicate
with one other by exchanging NDEF (Near Field Communication Data Exchange
Format) messages thanks to this lightweight protocol. NDEF messages are appro-
priate for a variety of Internet of Things applications since they can contain
multiple data kinds, including text, URLs, and contacts.

Device Orientation Protocol (DOP): NFC devices can detect their relative posi-
tions and orientations by exchanging orientation information using the standard-
ised method provided by DOP. Applications like augmented reality and indoor
navigation that depend on exact placement need this information.

Battery Check Protocol (BCP): BCP enables power management and guarantees
that devices have enough power for communication by enabling NFC devices to
inquire about the battery level of other NFC devices.

Logical Access Control (LAC) Protocol: NFC devices can transmit sensitive data,
including encryption keys and authentication credentials, via a secure channel
with LAC. Applications that need higher security, such financial transactions and
access control systems, depend on this protocol.

Simple NDEF Exchange Protocol (SNEP) Protocol: This protocol is designed to
make it easier for NFC devices to exchange NDEF messages with one another. It
is especially helpful for low-power Internet of Things sensors and tags, as well as
other devices with constrained memory or processing capabilities.

Secure NDEF Exchange Protocol (SNEP+): SNEP+ uses Secure Sockets Layer
(SSL) encryption to improve the security of NDEF message exchange. Applica-
tions requiring the highest level of security, like sensitive data sharing and financial
transactions, are advised to use this protocol.



12 A. Kumar et al.

Securing IoT Applications

The network of physically connected objects that communicate and share data with
one another over the Internet is known as the Internet of Things (IoT). IoT applications
offer creative answers to a variety of problems across a broad range of sectors and
use cases. Figure 4 displays a few typical [oT applications from various industries.

The domains listed in Fig. 4 are just a few examples, and the applications of IoT
continue to expand as technology advances. The potential of gadgets together and
exchange data in real time opens up numerous possibilities for improving efficiency,
reducing costs, and creating new services across various industries.

*Home automation for controlling lights, thermostats, security systems,
Smart Homes: and appliances.
*Smart meters for monitoring and managing energy consumption.
. *Remote patient monitoring for continuous health tracking.
Healthcare: *Wearable devices for fitness tracking and real-time health data.
*Predictive maintenance for machinery and equipment.

*Supply chain monitoring and optimization.
eSmart factories with connected sensors for process optimization.

#Traffic management and smart transportation systems.
Smart Cities: sWaste management optimization.
sEnvironmental monitoring for air and water quality.

*Precision farming for efficient crop management.
Agriculture: *Soil monitoring and irrigation control.
slivestock tracking and health monitoring.

sinventory management and supply chain optimization.
Reta sSmart shelves and beacons for personalized shopping experiences.
sCustomer analytics for targeted marketing.

Ene *Smart grids for efficient energy distribution.
M ey e *Monitoring and control of renewable energy sources.
Bl +Energy consumption optimization in buildings.

#\ehicle tracking and fleet management.

*Predictive maintenance for automobiles.

*Enhanced driver safety and assistance systems.

¢Logistics and Supply Chain:

#Asset tracking for real-time visibility.

sInventory monitoring and management.

#Cold chain monitoring for the transportation of sensitive goods.

*Remote sensing for natural resource management.
*Wildlife tracking and conservation efforts.
*Disaster management and early warning systems.

Environmental
Monitoring:

*Building automation systems for energy efficiency.
Smart Building: sSecurity and access control systems.
*Occupancy monitoring for space optimization.

sFraud detection and prevention.
sAsset tracking and management.
*Personalized financial services based on user behavior.

Financial
Services:

Fig. 4 IoT application domains
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Ensuring the security of IoT applications is paramount in safeguarding the inter-
connected network of devices that form the Internet of Things (IoT) [13]. With
the proliferation of connected gadgets across various industries, the complexity of
securing these applications has grown exponentially. Robust security measures begin
with strong device authentication, utilizing unique identifiers and secure key manage-
ment protocols. Secure communication channels, employing encryption methods
such as TLS or DTLS, are important to safegaurd data in transit. Regular firmware
updates and patch management are critical for addressing vulnerabilities and main-
taining the resilience of IoT devices. Network security, both through segmentation
and the deployment of firewalls and intrusion detection systems, helps mitigate the
impact of potential breaches. Physical security measures, including tamper-evident
packaging and access controls, add a layer of protection. Privacy considerations, user
education, and compliance with regulatory standards contribute to a holistic approach
to IoT application security. Ongoing security testing, incident response planning, and
vendor security assessments are integral components of a comprehensive strategy to
identify and address potential threats in this dynamic and evolving landscape.

When studying IoT (Internet of Things) application security, there are several
factors that need to be considered. Here are some key areas to focus on:

Device Security

Put robust permission and authentication processes in place to manage who has access
to IoT networks and devices. To limit access to authorised users exclusively, utilise
restricted access lists, encryption, and distinctive passwords. There are a number of
factors to consider when thinking about IoT device safety [14]. Following are a few
important things to think about:

e Secure Hardware Design: Ensuring that the hardware components of IoT devices
are designed with security in mind. This includes using secure elements for storing
cryptographic keys, implementing tamper-resistant hardware, and protecting
against physical attacks.

e Secure Software Development: Following secure coding practices during the soft-
ware development process for IoT devices. This includes minimizing vulnerabili-
ties such as buffer overflows, input validation issues, and insecure configurations.
Secure coding practices should also address authentication, encryption, and access
control mechanisms.

e Authentication and Authorization: Implementing best authentication mechanisms
to verify the identity of IoT devices and users accessing the devices. This may
involve using unique device credentials, digital certificates, or secure tokens.
Additionally, implementing proper authorization mechanisms to control device
access and permissions is crucial.

e Encryption and Data Protection: Encrypting sensitive data both at rest and in
transmission. This includes using strong encryption algorithms to safegaurd infor-
mation from unauthorized access or tampering. Encryption should cover commu-
nication between devices, as well as data stored on the device and transmitted to
the cloud or other systems.
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e Over-the-Air (OTA) Updates: Implementing a safe and robust mechanism for
delivering OTA updates to IoT devices. This includes verifying the authenticity
and integrity of updates, ensuring secure communication channels for delivering
updates, and providing rollback mechanisms in case of failed updates.

e Physical Security Measures: Protecting the physical integrity of IoT devices to
prevent unauthorized access, tampering, or theft. This may involve using tamper-
evident seals, secure enclosures, and physical access controls.

e Secure Communication Protocols: Using secure communication protocols, such
as HTTPS, MQTT with TLS, or CoAP with DTLS, to establish encrypted and
authenticated communication between devices and other components in the IoT
ecosystem. This helps protect data privacy and integrity.

e Device Management and Monitoring: Implementing robust device management
and monitoring capabilities to detect and respond to security events. This includes
monitoring device behavior, detecting anomalies, and implementing mechanisms
for remote device management, such as revoking device access or disabling
compromised devices.

e Privacy Considerations: Considering privacy implications when designing IoT
devices. Minimizing the collection and use of personal data, implementing
privacy-by-design principles, and complying with relevant privacy regulations
are important aspects of IoT device security.

e Security Testing and Vulnerability Management: Conduct regular security testing,
including penetration testing and vulnerability assessments, to identify and reme-
diate security vulnerabilities in IoT devices. Establishing a process for managing
and patching vulnerabilities is crucial to maintaining the security of IoT devices
over their lifecycle.

It’s important to note that IoT device security requires a holistic approach, considering
both hardware and software components, as well as the broader ecosystem in which
the devices operate.

Data Security

Encrypt data at rest and in transit to protect it from unauthorized interception or
tampering. Use secure protocols like HTTPS, TLS/SSL, and IPSec for data trans-
mission. Implement data encryption algorithms like AES, RSA, or ECC to safeguard
sensitive data. Data security in IoT (Internet of Things) applications is a critical aspect
that involves protecting the confidentiality, integrity, and availability of data gener-
ated and exchanged by connected devices. Several key considerations contribute to
robust data security in IoT applications [15]:

e Encryption: Utilize strong encryption algorithms to protect data both in transit
and at rest. This prevents unauthorized access to sensitive information as it travels
between devices and the cloud.

e Authentication and Authorization: Implement secure authentication mechanisms
to ensure that only authorized devices and users can access IoT data. Proper
authorization controls define what actions and data each device or user can access.
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e Secure APIs: Use secure Application Programming Interfaces (APIs) for commu-
nication between devices and backend systems. API security involves employing
authentication tokens, encrypted connections, and proper access controls.

e Data Integrity: Implement mechanisms to ensure the integrity of IoT data. This
involves verifying that data has not been tampered with during transmission or
storage, ensuring its accuracy and reliability.

e Role-Based Access Control (RBAC): Enforce role-based access controls to limit
access to sensitive data based on the roles and responsibilities of users and devices.
This helps prevent unauthorized users from gaining access to critical information.

e Secure Device Onboarding and Lifecycle Management: Securely onboard devices
to the IoT network by using secure provisioning methods. Implement proper
lifecycle management to handle device activation, deactivation, and updates
securely.

e Data Minimization: Adopt a principle of data minimization, where only the neces-
sary data is collected and stored. This reduces the potential impact in case of a
security breach.

e Secure Cloud Services: If data is stored in the cloud, ensure that cloud services
are secured with strong authentication, access controls, and encryption. Regularly
monitor and audit cloud infrastructure for security vulnerabilities.

e JoT Gateway Security: Secure IoT gateways that mediate communication between
devices and the cloud. Apply security measures such as firewalls, intrusion
detection systems, and regular security updates.

e Privacy by Design: Integrate privacy considerations into the design and develop-
ment of IoT applications. This involves minimizing the collection of personally
identifiable information (PII) and ensuring that privacy controls are implemented.

e Security Analytics and Monitoring: Implement security analytics and monitoring
tools to detect unusual patterns or anomalies in data traffic. Prompt identification
of security incidents allows for swift response and mitigation.

e Regulatory Compliance: Adhere to relevant data protection and privacy regula-
tions. Understand the legal requirements for handling IoT data and ensure compli-
ance with standards such as GDPR, HIPAA, or industry-specific regulations.

A comprehensive approach to data security in IoT applications involves a combina-
tion of technological measures, secure development practices, and ongoing moni-
toring and adaptation to emerging threats. As the IoT landscape continues to
evolve, maintaining a proactive stance on data security is essential to building and
maintaining trust in connected systems.

Other application security measures

e User Awareness and Training: Educate users about IoT security risks and best
practices. Train users on strong password management, phishing awareness, and
secure device handling procedures.

e Vulnerability Management: Regularly scan IoT devices and networks for vulner-
abilities and misconfigurations. Use vulnerability scanning tools and penetration
testing to identify and remediate security weaknesses.
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¢ Incident Response: Establish an incident response plan to effectively handle secu-
rity incidents. Define clear roles, responsibilities, and communication protocols
for incident response.

e Compliance: Adhere to relevant industry regulations and data privacy laws.
Implement data governance practices to ensure compliance with data protection
requirements.

e Continuous Improvement: Continuously review and update IoT security practices
to adapt to evolving threats and technologies. Stay informed about emerging
security trends and vulnerabilities, and implement appropriate countermeasures.

New Trends in IoT Communication and Related Security
Aspects

IoT security and communication technologies have a bright future ahead of them,
with a number of exciting new innovations planned. The creation of new, more
secure communication protocols is one important trend. One new area of study is
post-quantum cryptography, which is creating new cryptographic algorithms that are
immune to assault by quantum computers. In the future, these algorithms might be
applied to secure Internet of Things communication protocols. The creation of fresh
security solutions created especially for the Internet of Things is another important
trend. Moreover, new intrusion detection and prevention systems that are more adept
at recognising and obstructing malicious traffic can be created using artificial intel-
ligence (AI) and machine learning (ML) technology. The Internet of Things is being
more and more linked with other technologies, such edge computing and 5G, which
opens up new possibilities for processing data and facilitating safe communication.
Furthermore, Edge computing can handle data from Internet of Things devices closer
to the point of collection, which can lower latency and boost security. Future IoT
communication technologies may be secured by promising new technologies like
homomorphic encryption, zero-trust security, and post-quantum cryptography. New
security solutions that are being developed expressly for the Internet of Things include
safe device management solutions, blockchain-based security solutions, and Al and
ML-based intrusion detection and prevention systems. In the Internet of Things, edge
computing, 5G, and other cutting-edge technologies are opening up new possibilities
for data processing and secure communication. IoT security and connectivity tech-
nologies have a bright future ahead of them. An increasingly dependable and safe
Internet of Things is being created via the creation of new integrated technologies,
security solutions, and communication protocols.

Because it allows businesses and organisations to make well-informed decisions
based on data acquired from IoT sensors, forecasting is a crucial component of the
Internet of Things. IoT forecasting can offer useful insights into future behaviour by
evaluating past data and seeing patterns and trends. This allows for proactive planning
and resource allocation. Furthermore, protecting linked devices, networks, and the
data they produce requires addressing risks associated with the Internet of Things.



