Windows
Forensics

Understand Analysis Techniques
for Your Windows

Dr. Chuck Easttom

Dr. William Butler
Jessica Phelan

Ramya Sai Bhagavatula
Sean Steuber

Karely Rodriguez
Victoria Indy Balkissoon
/ehra Naseer

Apress’




Windows Forensics

Understand Analysis Techniques
for Your Windows

Dr. Chuck Easttom

Dr. William Butler
Jessica Phelan

Ramya Sai Bhagavatula
Sean Steuber

Karely Rodriguez
Victoria Indy Balkissoon
Zehra Naseer

Apress®



Windows Forensics: Understand Analysis Techniques for Your Windows

Chuck Easttom William Butler

Plano, TX, USA Maryland, MD, USA

Jessica Phelan Ramya Sai Bhagavatula

Austin, TX, USA Houston, TX, USA

Sean Steuber Karely Rodriguez

Kansas City, MO, USA Bonney Lake, WA, USA

Victoria Indy Balkissoon Zehra Naseer

Lake Mary, FL, USA Eastvale, CA, USA

ISBN-13 (pbk): 979-8-8688-0192-1 ISBN-13 (electronic): 979-8-8688-0193-8

https://doi.org/10.1007/979-8-8688-0193-8

Copyright © 2024 by Chuck Easttom, William Butler, Jessica Phelan, Ramya Sai
Bhagavatula, Sean Steuber, Karely Rodriguez, Victoria Indy Balkissoon, Zehra Naseer

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

Trademarked names, logos, and images may appear in this book. Rather than use a trademark symbol with
every occurrence of a trademarked name, logo, or image we use the names, logos, and images only in an
editorial fashion and to the benefit of the trademark owner, with no intention of infringement of the
trademark.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if they are not
identified as such, is not to be taken as an expression of opinion as to whether or not they are subject to
proprietary rights.

While the advice and information in this book are believed to be true and accurate at the date of publication,
neither the authors nor the editors nor the publisher can accept any legal responsibility for any errors or
omissions that may be made. The publisher makes no warranty, express or implied, with respect to the
material contained herein.

Managing Director, Apress Media LLC: Welmoed Spahr
Acquisitions Editor: Jessica Vakili

Development Editor: Laura Berendson

Editorial Assistant: Smriti Srivastava

Cover designed by eStudioCalamar
Cover image designed by Freepik (www.freepik.com)

Distributed to the book trade worldwide by Springer Science+Business Media New York, 1 New York Plaza,
Suite 4600, New York, NY 10004-1562, USA. Phone 1-800-SPRINGER, fax (201) 348-4505, e-mail orders-ny@
springer-sbm.com, or visit www.springeronline.com. Apress Media, LLC is a California LLC and the sole
member (owner) is Springer Science + Business Media Finance Inc (SSBM Finance Inc). SSBM Finance Inc
is a Delaware corporation.

For information on translations, please e-mail booktranslations@springernature.com; for reprint, paperback,
or audio rights, please e-mail bookpermissions@springernature.com.

Apress titles may be purchased in bulk for academic, corporate, or promotional use. eBook versions and
licenses are also available for most titles. For more information, reference our Print and eBook Bulk Sales
web page at http://www.apress.com/bulk-sales.

Any source code or other supplementary material referenced by the author in this book is available to readers
on GitHub. For more detailed information, please visit https://www.apress.com/gp/services/source-code.

If disposing of this product, please recycle the paper


https://doi.org/10.1007/979-8-8688-0193-8

This book is dedicated to forensic analysts and students of forensics.



Table of Contents

About the AUtROIS.........ccceemmssmmmssnsmssnssssnsssssssss s s s s s ssn s ss s s sssansssssnnsnssnnsnnsnnnnnsns XV
About the Technical REVIEWET ........cuccessssmsmsssnsssssnsssssnsssssnsssssssssssnsssssnsssssnsssssnssnnsns Xix
Acknowledgments.......ccccveruissssnmennmmmmmmsssssssssssssneesssssssssssssnsnsesssssssssnnnnnnssesssssssnnnnnns XXi
INtroduction........cccciiimmnnmmmnns s ———————————— Xxiii
Chapter 1: Introduction to WindOWS.........ccciurmmssmmnsmssssssnssssssssssssssssssssssssssssssssssnnssssss 1
L1070 1T 0 o R 1
What Is an Operating SYStEM?.......cccveciinnrnenre e 1
HiSTOry Of WINAOWS ....ccveceiiierincsineserse e ss s ss e s ss e ssssssessensnsnnens 2
LN 5 T=TR ] (=T RS 6
WINdowS DETAIIS .......coveiereerce e 12
WindoWS TIMESTAMPS.......cecerererierite e rerser e s s s s s e e s s s e e sae s e s e e aesae s e e aesnesaeanean 13
WindOWS ACEIVE DIFECIONY.....ccveruererieecererer e r st s e n e s e n e s ne e ean s 14

DLLS @NQ SEIVICES .....ceerererrsreesereresssssssesesssssss e s s sesesss s s s sesssss s s sessssssssssssesssssnsaes 15
Swap File and HYDEIILSYS ...cvuerrerirrererereesersereresessesessessesessessessessssesessessessssessessessssssnensesaes 18
WiINAOWS LOGS «.vvererieeneeririessee s resseessesesesssesaesessesssesaessesssessessessesssssasssesssessesaessssssessesssnnes 18
Windows ComMmMANd LINE.......ccovureerererenseesesesesssssssesesess s sssssssssssssesssssssssssssssssssassssens 21
WiNndOWS DEENAET ..ot 33
WindoWs CONtrol PANEL..........ccouruieereserenisscsesesesssssse e se s s sessssssssssssens 34

{8 10T OSSO PTSRO S 37
Windows BOOt SEQUENCE .......ccocereiiirircne it 38
Warm and Cold BOOTING.........ccovererenereeserenesesenesessesessese s sessesessssessssesessesessesesssnesesssssnssnens 39

PO ST .ttt AR R R A e e 39
21T (- RSOSSN 40
CONCIUSIONS.....cueitierrrreseere st s srsse e b e s e e re e a e e n e e Re e b e nr e e nnnne e 42
Test YOUr KNOWIBUGE ......coveririrrie ettt s sr e sn e s a s s n e s s nn e s 42



TABLE OF CONTENTS

Chapter 2: Forensics CONCEPLS ...ccuveerrrmsssnnsmmssssnnnsssssssnsssssssnsssssssssnsssssssnsnssssssnnnssss 45
WhY WINAOWS FOFENSICS? .....ciueerirererieierieseresesessesese e sas e sessesesss e e e stssesessesessssesssssssssssesssnessnnes 45
Windows Forensics vs. COmMpPULEr FOrENSICS .......covvcvrrererenerinierinesese s seses e sesesesesessenens 47
Scope of WINAOWS FOIENSICS.......cccrirerererernserine st se e ss e se s e ses e ssssesessesens 49
312 T L 50
Relevant Standards.........c.cuovvenernnrnesrneserese s 51
EUropean UnION ... s st st s st s st s 52
FBI FOrensics GUIAEINES........ccueerrererrnenenresesrese s sr s sss e sn s sssssse s s ssssssnns 53
WiNdOWS FOrENSICS PrOCESS .......cceerereirsseiiseresssssssse e ss s s s sss s s 53
The Scientific METhod ... s 55
Writing a Digital FOrensics REpOrt ... nnens 56
IMPOMEANT CrItEHIA ....c.eceeeeceice e e e e a e e sp st 56
GENEIAl STIUCLUIE ....c.coveeeeeccre e ne s 58
Testifying As an EXpert WItNeSS ..o e st e s e e sssssssessessens 59
FOrensic QUAIITY .......oueeeeeerrrrsecssse s e e ne s 61
CONCIUSIONS......cueiviertrriserre s s s e s e e R e a e e n e e Re e be e e e e nnnre e 62
RETEIBINCES ......ececceririrc e e 62
Test YOUr KNOWIBUGE ......coveriririe it s s e sn e s s s s sa e s s sn e s 63
Chapter 3: Creating Forensic Images Using OSForensics, FTK Imager, and
AU OPISY . uueetriisssnnnnnsssssnnnmmssssnsnnessssssnnsssssssnnmssssssnnessssssnnessssssnnsssssssnnessssnnnnnssssnnnnssssnnns 65
G 00 4T T 0 S 67
Terminology: Distinguishing Between Disk Images and Forensic Images..........ccccoevvvvenuenne. 68
Logical VS. PRYSICAl DIIVES ......cccoerenerrnsmrenesessesessssesessssessssessssesessssssssssssssssssssssssssssssssssssssenns 68
Hashing Algorithms: SHA-256 As Digital Fingerprints ..........ccocueverrnnsnsesessnenssesessesessesensnns 70
Best Practices for Admissibility in Court .........cooovvierresnnses s 70
NIST STANUANTS ...c.veveerreerirerrese s e e b e n s 4l
Creating Forensic Images With OSFOIENSICS .......cccvveverrersereresenserereses s s e sessessessessssessessees 71
WRY OSFOIENSICS?.....veererrereesersersessesessessessesessessessessesessessesaesessessesaessesessessessessssessessssssnessesses 72
INSTAINNG OSFOIENSICS ....ccveerererierersere e r s se s e s sae e s e s s aesae e s saesaese e e naennens 72
Step-by-Step Guide to Image a Drive Using OSFOreNSICSs ......cccvvevrrrerrerierenessensesessesessensenees 72
Creating Forensic Images With FTK IMAQET ........ccvcererrrnimnenensnsenessessssesessesssssssessessesssssssessenes 80

vi



TABLE OF CONTENTS

WRY FTK IMAQEI? ...veveirerieriesesesseseesesessessessssessessesssssssessesaessssessessssssssssesassssssssessesasssssensesaes 80
INSTalliNg FTK IMAQET......ccce it s sa e s s s 81
Step-by-Step Guide to Imaging a Drive Using FTK IMAQer.......ccccvvvvevrrierenensensesessssessessenes 81
MOUNTING @ DFIVE.....cee e e s r e e nnan 88
Step-by-Step Guide 1o Mounting @ DriVe........cccvrevererrrce s 89
USING AULOPSY -.vueuerueereeerenesesseesssesessesesseessesesessesesssessssssessssesssssssssssssssssssnsssssssssssssssensssnssssnns 97
Understanding the Contents of a Forensic Image Through Deeper Analysis .........cc.coveereneen. 102
Recovering Deleted FileS........ccuurrinrnsesrssesesese s sessesesssse s sesss e s ssssessssesssssssssssessnss 103
Autopsy and Deleted FileS........cuuviienneiernsesnsessnese e s s ssans 113
UNCOVErNG USEI ACHIVITY.....cocoerreerinsesrne s s sn e 115
AUTOPSY USEE ACHIVITY ...evereerereriesensere s s e s s s e sas e s s s e s e s s st e e s s sae st e e s e saesaeses e nsesnens 116
0] T 11T (0] o T 117
(31C] (<] €T 11T 118
TeSt YOUr KNOWIBUGE ........cevecrereereseriecresese e se s e e s s ses e e nnenens 119
Chapter 4: Windows File Artifacts ........cccccurrrmmnsssssmmmmmmmmmmsssssssssssnsssesssssssssssssssnnnes 121
Why Study Windows ArtifaClS? ........ccoveermrernenmrsserssssssesessse s sessesssssssssssssessssssssnens 122
What Are WindOWS ArtifaCtS?.......cucucerirernsennnenessse s sssssssssese s ssssssssssssssssssssssssssenens 122
012 o o N TR 123
INAIVIAUAI FIIBS 1.vuvvveeceeee s 127
LNK FHIS..vvviiirireserese st 127
T 1SS 131
LT 0y (- 2 o S 135
130 FlB..eueueeeeeeesssses st b b e e 137

LU LI 1011 - | 140
$Standard_Information vs. SFile_Name........cccoverevrmrnerensninesesrnesssss e ssssessssses 141
AUtorun COMMANGS .......ccecerrrrseeise s 142
BrOWSEE AMIfACES .....coeeeeereecrercsere e 143
STOred Credentials .........coorceerererecrerese s 145
[0 ] (0] o TS 146
Less CommON ArtifactS ... e 146

vii



TABLE OF CONTENTS

Windows Error Reporting (WER) FOrenSiCSs.........ccvirinninneniensensenssesessesses e ssessessssssessesaesns 146
RDP CaChe FOrBNSICS.....cccvururriuieseseresssssssesessssssssssse e ssssssssssssssssessssssssssssesssssssassssens 147
Windows TIMEIINE ......covviieiiirc e e 147
BrowSer EXIBNSIONS.......ccccciieririiree s s 151
CONCIUSIONS....c.citrerreueceseresssesesesesesss s se e s e e e s e e e se e e e s Re e e e e sa R e e s e e nenanne e s 152
L31C] (<] T[T 152
TeSt YOUr KNOWIBUGE .......ccvveerererersenesrsesesesssse e sessesesss e sssesessesssssssssssssssssssssssssssnssesssssnssnees 153
Chapter 5: Windows Registry Forensics Part 1..........cccccunnemmmmmnssnmnmmsssssnsssssssnnns 155
INEFOAUCTION.....c. et r e nr e e 155
REQISIIY DVEIVIBW ..ot 156
SPECITIC REGISIIY KBYS ..vvuerrirerieriereriesenseressessssesessessessssessessesssssssessessssssssssessessssessssaesssssssessesaes 163
General INTOrMALtioN.........ccocoeeerinie s 164
LTS3 01{0] 11T (o] O 166
IVIRU ...ttt s e e e R ne e e e 167

LS 12T 115 TR 168
USEI ASSIST.....cuciiiieriee s e 170
PIEfEICN ... ——————————————— 171
MOUNEA DBVICES ......couiereierircirc e 173
AULOSTArT Programs ... ..o s sssssssssssssssssssssssssnns 173
TOOIS .. et e e e R e e e e Re e Re e e e e e nne e 174
OSFOIBNSICS. ...vvveueueereressesemesesssssseese e e s e s e e e ss s se e s ss e e nese s e e e e senae e s e e e nensnnnaes 174
ShellBagS EXPIOTEN .....cceeueerirerire et sas e se et st sse e sa e 176
RegiStry EXPIOTEN ......ceiecietecirer sttt 177

{0 0 e 1T 03T 179
RETBIBNCES ... e 179
TSt YOUr KNOWIBAGE......c..coveererereieere e s s s 179
Chapter 6: Windows Registry Forensics Part 2 ...........ccouvcmmmsmmsssmmsssssssssssssassnsas 181
INEFOTUCTION ...t 181
SPECITIC KBYS ..vruerrerrererererseressessessesseses e s ssesasssssessesae s s e ssesaesa s e saesaesaessssesaesaessesensesaesssssssensenaes 181
0] 11100 7O 182
LU0 T 3T T 182

viii



TABLE OF CONTENTS

WiIreleSs NEIWOIKS......c.ccciereirici e 183
MaIWare ANAIYSIS.......ccvveriririiriie s s r e s a e 185
RECENTIY USEU..... .ottt s a e s s n e s 187
Registered APPlICALIONS..........ccuvereririr s e 187
Other SOTEWAIE ......cccoererircrrr e 188
Installed APPlICALIONS .......cccciirirre e s 191
1041 L TSRS 193
Uninstalled Programs ... s s s e s sss s s sesssssaesaessssssssaessennens 194
Page File Management..........ccooeviininnn e se s s s ssens 195
BAM/DANM ....oootitiiririresesesesesesssssssssssssssssssssssssssssssssssssssesssesssssssssssssassssssssssasssssasnsssnsssssnsnsnes 196
AMCACKHE ... 198
SNAred FOIUEIS ....cvvieccciriri s 200

L =0 I L1 S 200
Using the COrreCt TOOIS .......couruevireirecc et 201
More Details 0n the REgISIrY.......cccoreerrierererereeree s 202
{0 e 1T 03 205
Test YOUr KNOWIBAGE......c..coveeererer et s s 205
Chapter 7: Windows Shadow COPY ......ccuueemmmmsssssmnmsssssnssmssssssnsssssssnssssssssnssssssssnnnss 207
INEFOTUCTION ...t 207
HOW [EWOTKS ...t 207
VSS DELAIIS......ceererrrueeereressnseesese e e e e se e e e se e se e e e e ne e s nens 216
VSS FOPBNSICS ...vuecerucereeereecsesesessesesseeses e e sse e se e ses e sse e se e e s e sse e sse e sessesesssessanesensesnsenens 222
{0 e 1T 03 228
RETBIBNCES ... ettt e 229
Test YOUr KNOWIBUGE ......cooeriririe ettt s n e s s s s s s s 229

Chapter 8: Windows Memory FOrenSiCs ....ccuumssssssssmmmsssssssssssssssssssssssssssssssssssssssss 23 1

INEFOAUCTION.....c.eiciice e e 231
What IS COMPULEr MEMOIY? .....ccvvcerererieserserersessssessessessesessessessessssessessesaesssssssessessessssessesaes 232
How Does Computer MemOory WOrK? .........ccocecrerrnsennnenereseressesesesesssessesessssessssesessesessssesenns 233
Windows Memory Management............ccovrerennnnnnennsnnssnse s sss s e ssssessessesnes 234

ix



TABLE OF CONTENTS

What IS MEmMOrY FOTBNSICS?.....cuverrirerrereressesessersessessssesessesssssssessessesssssssessesssssssessessesssssssessenes 235
Understanding MaIWare...........ccoucririnnininnn s se s s st snens 236
TYPES OF MAIWAKE ..ot e s s 237
Malware Hiding TEChNIQUES........ccveririiriererinsire s sae s 241
MEMOIY ANAIYSIS......cceeeeereecrererere e e s e e re e ne e e 242
LS O A ) T T 243
02T (0 0T 12T o) T 244
ANAlYZING the MEMOTY ......ccceeereernesere s s nre e 250
VOIALHIEY ..veueeeeeerreerrssesenesese s s s e s e s e s e se e e e s e nse e nre e e nnn e nnennns 250
PassMark OSForensics Volatility WOrkDench.............cocueeevenmrnnsnsesensesssssesessesessssessssesenss 262
Process of Analyzing a Computer’s Memory DUMP.......cccvveerenrnsesesnesesenesessesesesessssesenns 266

(0] 1 e [T SO SRS 268
RETEIBINCES .....cucucciriis iR 268
Test YOUr KNOWIBUGE ......covveiirieie et sa e e a e s s s s s s s 269
Chapter 9: PowerShell FOrenSiCS . ...ccuurussssssmrsssssnnsssssssnssssssssnnssssssssnsssssssnnssssssnnnnss 271
L C 0T 1T 0 o T 27
What IS POWEISNEI? ...t e 272
L 10 L0 6 S 275
POWEISHEl DESKIOP ...ccerverieirire sttt 276
POWEISNEII COTE .....cuveveerreerissesesse e s e s e e se s e s s e s s s e nss s s nennis 276
OPEIN SOUICE......cetiuierreerreesessese e s e s e e r s e e s e e e e R e R e e e Re e R e e b e e e R e e R e e e e e nns 277
Getting Started With POWEISREIL..........cccvvrivrnriere s enes 278
Your First PowerShell Command! ... 285
POWEIrShEll BaSiC CONCEPLS.....cccerererrererererserersessssessessesaesessessessessssessessesssssssessesssssssessesses 288
Important COMMANGS ........cccveerererirrire s e s ae e aesa e e s nae e 289

[T TTer= I 00 ] 01 o OO 292
POWEISNEI GAIIEIY ....veveereerrereesererersessssersessessssesessessssssessessessssessessesssssssessesssssssessessessessnsessens 304
Digital Forensics With POWEISREl ... 306
Standard 0S COMMANGS.........ccocrerererreeereseresrssesesese s sss s sesessssssssesesessans 306
Powerful Built-In FUNCLIONS .......ccucoeeeeeceeeeree e 307



TABLE OF CONTENTS

PowerForensics MOUIE ..........ccvcercnernsre e 312
INVOKE-FOrENSICDD ......coviiiiiiree s s 315
Get-FOrenSiCNEtWOrKLIST........c.oviccrersnss s 318
Get-FOrenSiCTIMElING .......cccocverirrinrcrirrr s 318
CONCIUSIONS....c.civrerriuecereressse e sesss e se e ss e se e s e e e e s se e e e e s R e e e e nansn e n e e nenanne e s 319
L3TC] (2] T4 T 319
TeSt YOUr KNOWIBUGE .......ccvveerrrerrrenerisesesesessesesss e sessssesse s s e sessssessssessssssessssssssssssssssesssssnssnees 321
Chapter 10: Web Browser FOrenSiCs .......cccsrmsssssmnmsssssnsnsssssssnssssssssnssssssssnsssssssnnnss 323
INEPOAUCTION.....c. e e e nr s 323
What IS Web BrowSer FOTeNSICS?........uuurnmrermmmssisesnsssssssse s s ssssssssssans 324
Web Browser TErMINOIOQY ......ccecerervirieeririensissee s ssesses e sesssessesessesssesaessesssssaessessesssssaesaenaes 326
An Overview: Artifacts of Web Browsers in FOrensic Cases..........coovuenerereressnssssesessssessesenens 328
Specific Web Browsers and FOrENSICS......c.cuurnrerininnnienessssissessess s sessssessessesssssssessesnes 329
GOOGIE CRIOME ... e n e nne e 329
e 0T = o o T 333
a1 L W T {03 337
Web Browser FOrenSiC TOOIS ........cuovoerrererrnsesesesessesesessessssesessssssessssssssssssssssssssssssssssssssssssssssssnnns 341
L] 0] (TP 341
Belkasoft EVIAENCE CENTET.........c.cccrerernerrnesesese s sessesessse e sesse e e sessesesssssssssessnses 342
ChromeANAIYSIS PIUS ......cccovveerreerrnsesese e res s s e s sss e e e sss e s sessssssnssessnss 343
PASSWOIAFOX ..veevrueerreerreesrssesessesessesessssessssssessssessssssessesssssssssssessssssssssssssnssssssssnssnssssnsssnnes 343
Internet Evidence FINder (IEF) ..o s se s sennes 344
The Web Browser Forensic Analyzer (WEFA) .........ccovvernnrensenesssesssssessesessssessssesesssssssenens 344
LT =T 1 = g RTR 345
Challenges of Webh BrowSer FOrNSICS.......cuuuerurerrnesminsesinsessssessssssesessessssssesssssssssssssssssssssesenns 345
0] T 11T (0] 3 347
RETBIBINCES ...t e 347
Test YOUr KNOWIBAQE......cc.couierreresirire st 348

xi



TABLE OF CONTENTS

Chapter 11: Windows Email FOrenSics ......ccccusssssssesssssnsnsssssssnssssssssnssssssssnssssssnnnnss 351
10T 1T 0 o 351
Understanding EMail..........ccccoiriiininnnnnnn s se s st se e snens 352

o 0T o 00T ] T 352
EMAIl File TYPES .. 354
EMAil STANAAIUS ... s 354
VIieWING HEAURKS. ..ot s bbb e 358
EMAIl FOPBNSICS...cviueierreerreeressessssesesss s sessesssse e s sessesssss s s e ses e sesssssssssesssssssssssssssnssssssssssssenns 361
EQISCOVEIY......eiiieeeieeirieser e ne e nr s 372
0] T 1110 3 373
RETBIBINCES .....cvcecce e 373
Test YOUr KNOWIBAQE.......c..cov ittt s s s 373

Chapter 12: Microsoft Azure and Cloud FOrensics ......ccccussssenssssssssnssssssssssssssssnnnss 375

1011070 1T 0 o 375
0 T 0T 377
Cloud Connectivity and SECUNTY........covoerererrrrcrerrererese e 378
FEARAIMP .......eeeettet et bbb e e nr s 379

MICTOSOTE AZUIE.....ceeecereeerieeres s e ne e s 382

ClOUA FOTBNSICS......coviuierriesrssesesese s sr s s s r s r e e ne e e nr e e 385
NIST 800-201......c0cuererrerererererereseesee s se e bbbt p e 387
L0 a1 o TSRS 387
IR 390
AZUIE FOPBNSICS 1.vueveuerrrsesessesessaesessessssasessssessssessssessssesessssssssssssssasessassssssesssensssssessasesssanees 393

0] T 1110 3 S 394

RETBIBINCES ... ettt e 394

Test YOUr KNOWIBAQE.......c..co it s s s s 394

Chapter 13: Data Hiding Techniques in WindOWS .......cccsuusssssnnsmssssnsssssssssssssssssnnnss 397
Why Study Data Hiding TEChNIQUES? ...t 398
WindOwS ENCIYPLION ......ceeeecriccseseserse e s ss s s ssssssessssssesssssnssnens 398
What IS Windows ENCIYPLioN?........ccviceiniennnisnnsse s ssssessssesss e ssssesssssssssssesesssssssenens 399

xii



TABLE OF CONTENTS

BitLocker Drive ENCIYPLION.........cocviiiiererierrin e nenes e ses s s s s se s sn e s sn s sae s 399
Activating BitLocker on WiNAOWS ... sesses e sessss s s sesessssssesaesnes 400
Architecture and COMPONENTS ......ccvcevereierreriere s sse s s e ssesaessessssessesaes 401
Recovering BitLOCKEr Data.........ccccccvvrinnninsin s s s ssens 403

Encrypted File SYSTEM ... e 404
Encrypting @ File Or DIr€CIOrY......cccucvvvierenrcirc e s 404
Architecture and COMPONENES.........ccoveerrrrne e ae e s sesne e 405
EFS Artifact EXamination ............cocovrnenenenenesssssesesess e sesssssssesesessssssssssnens 408

L4100 1T 00T 410

Encryption ANAIYSIS TOOIS........cccorererrererenesesesesre s s s s se s se s sessssenns 411

StEgANOGrAPNY ....cceeeeece e ———————————— 411

What IS Steganograpiy?........ccccevevrrrieniene e sss s sse s s ssessssessesaesassssessesaesssssssesseses 412

Stegan0ographiC PrOCESS ......civirierererersersersessssessessessessssessessesssssssessesssssssessessessssessessesssssssessesaes 412

Steganography DOMAINS.........ccccccrrcrrerre e s 413
S0 L L1034 1 OO 413
Transform DOMAIN ..o s se e e nne e 414

Types of STegan0graphy ... e 415
04 T 415
o o PSR 418
L T PP RTR 420
LD TP RTR 421

Steganography TOOIS. ... s 425

STEGANAIYSIS ... euerrrrerrreerree s e p e 434
DEteCiON TOOIS .....ceeereeerreer et e r e nr s 435
STAtISHCAl ANAIYSIS ...vcveveerereeree e s 437

DEEP LEAMING.....cereruereereriererre st s sreses e sse e s e e s e s sae e s e s s saese e e s aesae s s e e e e s aesaese e e naesaene e e nannnees 438

LS T - P 439
WRAL IS SIACK SPACE?.....cevcereerreririerere s sre e s sse s sas e s e s s sas e s e ssesaesasnessesaesasssssesaesaes 439

Calculating SIACK SPACE ......ccceeruererireriresere st se s e 440
Hard Disk Cluster and SECIOr SiZeS..........covrrrerermrerermnenesesesesssssssse s sssesenens 441
File SIACK CaICUIALION ......cccoveeeeecrererineecse e 442

xiii



TABLE OF CONTENTS

Hiding Data in the SIACK SPACE........cccevvrerierirrrrirrerere s ses e sse s s e ssese s ssessessssessesnens 443
Analyzing Slack Space for Hidden Data.............ccovevnrirnicnnc s seens 446
BiNary TrEE SETUCTUIE.....ccvevveerere s rersere s s s s e e s s e e s sae s s e s sae s r e e e saesae e s e naenaes 446

D W 0 T 3T 446
HeXadeCimal VIBW ........cccceiererree e rcrer e rere s s sese e sae s e e s s s s e e sn e saesae s e e saesnenaenns 447
ANAIYEIC TOOIS......cceierieircirer e e s e s p e e s 447
03T T 448
L) (=] (][ 449
TS ES 1] 1] 2 451
Appendix A: Volatility Cheat Sheet ............cccouvcmmnnmmnsmmisnmemmsmms s, 455
Appendix B: Registry Cheat Sheet ..........cccurmmmnnnemmmnnnssmnmmmssssmmmssssnmssssnmmma. 457
INA@X...uuuunnnnnnnnnnnnnsnssssssssssssssnssssssssssssssssssssssssssssssssnssssssnssnsnnssnnnsnnnnnsnsnnnnnnnnnnnnnnnnnnns 463

Xiv



About the Authors

Dr. Chuck Easttom is the author of 42 books, including
several on computer security, forensics, and cryptography.
He is also an inventor with 26 patents and the author of

over 70 research papers. He holds a doctor of science in
cybersecurity, a PhD in nanotechnology, a PhD in computer
science, and four master’s degrees.

Dr. William Butler is Vice President of Academic Affairs
and Executive Director of the Center for Cybersecurity
Research and Analysis (CCRA) at Capitol Technology
University (located in Laurel, Maryland). Before this
appointment, Bill served as the Chair of Cybersecurity
programs for eight years.

Jessica Phelan is a computer science graduate student at
Vanderbilt University. She is currently doing research in
natural language processing at the University of Texas at
Austin.




ABOUT THE AUTHORS

Ramya Sai Bhagavatula is a cybersecurity enthusiast and
holds a Security+ Certification from CompTIA. She

is currently working as an Al engineer for a medical
organization, Baylor Genetics, where she is using her Al
expertise to work with genomic data to bring out valuable
insights and predictions. She has previously worked for

NASA as a Deep Learning Research Intern, where she
developed deep learning models to effectively predict
severe climate patterns. She was also a lead Data Analyst Intern at an arts organization,
Houston Arts Alliance, where she was involved in analyzing in-depth patterns and
providing recommendations for their future art grants. Through her dedication to
continuous learning and professional development, she pursued her master's in Data
Analytics at the University of Houston and is currently pursuing her second master's

in Computer Science at Vanderbilt University. She is also 3x Microsoft Certified in Al
and Data Engineering. She aspires for her future career path to involve cybersecurity,
quantum computing, and Al In her free time, she loves to volunteer at local organizations
to raise awareness about computer science among underprivileged school students. She
has also received the Presidential Volunteer Service Award for her volunteer services.

s " Sean Steuber holds a BS in Engineering from the University
of Alabama and an MS in Computer Science from Vanderbilt
University and has eight years of professional computer

science experience.

Karely Rodriguez is a first-generation DACA recipient and a woman pursuing
STEM. She earned a Bachelor of Science in Computer Science and minored in
Mathematics at the University of Washington and has continued her education in
achieving a Master of Computer Science from Vanderbilt University.



(ANDERB]|

ABOUT THE AUTHORS

Victoria Indy Balkissoon is working in the Naval Enterprise
Research Data Science (N.E.R.D.S.) team at NAWCTSD
Orlando where she currently works on developing software
applications and data science solutions for the US Navy. She
is also currently pursuing a master’s degree in Computer
Science at Vanderbilt University.

Zehra Naseer holds an MS in Computer Science from
Vanderbilt University.

xvii



About the Technical Reviewer

Dylan Waggy is a Senior Advisor and Incident Response
Analyst with over eight years of experience at a leading
American multinational technology company. Armed with
a bachelor's in Digital Forensics, he holds certifications

in Certified Forensic Computer Examiner (CFCE), Cloud
Forensics Responder (GCFR), and Reverse Engineering
Malware (GREM). Dylan has successfully contributed to

over 300 federal crime cases, assisting law enforcement

I' " entities. He has also played a crucial role in establishing
digital forensics and incident response teams for Fortune 500 companies. Passionate
about proactive and retrospective protection, Dylan takes pride in fortifying
organizations against both internal and external threats. His work reflects a commitment
to elevating the standards of digital forensics and incident response in today's dynamic

cybersecurity landscape.



Acknowledgments

The authors of this book would like to thank the wonderful team at Apress publishing,
including the technical reviewer. Without their help, this book would not be possible.

xxi



Introduction

Windows is a ubiquitous operating system. As a forensic examiner, you will likely
encounter Windows machines quite frequently. Certainly, many forensics tools can
extract data from a Windows computer, even if the user of such tools is not well versed in
Windows. However, it is important that you fully understand the Windows operating
system. This is necessary first so that you can properly understand and interpret the
information that such tools provide. Secondly, a thorough knowledge of Windows is
important because no tool is perfect. Any tool may miss something. Only by having a
solid understanding of the Windows operating system can you identify such gaps and
seek the evidence through alternative means.

This book begins with an overview of the Windows operating system. This will
provide you a foundational understanding to base the rest of the book on. Then in
Chapter 2, you will learn forensic concepts. This includes legal standards such as the
Daubert vs. Dow Chemicals case and Federal Rule 702, as well as the scientific method.
Subsequent chapters will then go through different portions of Windows including the
Windows Registry, Shadow Copy, and related topics. You will also learn to use Microsoft
PowerShell to accomplish forensics tasks.

This book is designed for two audiences. The first is the student that is learning
forensics. This could be in a university setting or less formal setting. As the book
assumes no prior knowledge of either forensics or Microsoft Windows, it can be used by
a beginner. The second audience is the professional forensic examiner that requires a
more in-depth understanding of Microsoft Windows forensics. This book will provide a
depth that will give you a thorough understanding of how to do Windows forensics.

Throughout the book, you will be introduced to forensic tools. These will include
commercial tools such as OSForensics as well as open source tools such as Autopsy. The
coverage of tools will allow you to actually conduct a detailed forensic examination of a
Microsoft Windows computer.
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CHAPTER 1

Introduction to Windows

Introduction

It is certainly possible to perform Windows forensics without a deep understanding

of the operating system. That is, however, a serious mistake. The various automated
forensics tools, many of which you will see in this textbook, can provide you evidence,
but they cannot interpret the evidence for you. Furthermore, the automated tools
cannot always catch everything. To be a truly competent Windows forensic examiner,
you must have an understanding of the operating system itself. The goal of this chapter
is to provide you a working knowledge of the Windows operating system and a strong
foundation for learning more. To be able to truly perform forensics on any system, you
need a deep understanding of that system.

What Is an Operating System?

Before delving too deeply into the Windows operating system, it is helpful to first explore
what an operating system is. An operating system (OS) is the underlying software

that provides a computer user with all the basic services of resource management

on the machine, including a file system structure for data storage and a means of
communicating with all the various computer hardware. The operating system controls
input and output (I/0) from disk storage (hard drives, solid-state drives, etc.), and other
computer components. It is also the job of the operating system to make sure programs
running on the computer do not interfere with each other when competing for system
resources. This involves memory and resource management.
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The core of any operating system is referred to as the kernel. The kernel is the core
of the operating system. A process is an executing instance of a program. The kernel
ensures that processes are allocated the necessary resources and are executed without
interfering with each other. There are three types of kernel. With a monolithic kernel,
all the system services run along with the main kernel thread in a single memory space.
This makes them fast but potentially less secure, as a bug in one service can affect the
entire system. A microkernel will manage the core system services like networking,
file system drivers, etc., as separate processes, usually in user space. This can provide
increased system stability and security but might be slower due to the additional
overhead of communication between the kernel and the service processes. A hybrid
kernel is a mix of monolithic and microkernel designs.

Most modern operating systems support multitasking. Multitasking is the ability of
an operating system to simultaneously support two or more running programs. When
multitasking, it seems to the user that both programs are running simultaneously even
though they are not. The computer simply switches control between the programs,
giving the illusion they are running at the same time. For example, imagine you printed
a file while browsing the Internet, streaming music, and checking your email. It may
appear as though all these programs are running simultaneously, but in reality, the
computer runs the software in between sending packets of data to the printer.

One common way to accomplish multitasking is called preemptive multitasking,
sometimes referred to as time slicing, which is a process that allows multiple programs
to share control of the operating system. For example, two or more programs can share
the CPU for processing information, but no single program can totally take charge of a
computer system. All programs running in preemptive mode are allowed to run for a
set period of time, called the time slice, by an operating system process known as the
scheduler. At the end of the time slice, a process is interrupted so the next process in line
can run. This way, all the processes on the computer can share the CPU fairly. Since each
time slice is quite brief, a few milliseconds, it appears the system is performing tasks
simultaneously.

History of Windows

Microsoft Windows was released as just a graphical user interface (GUI) for the MS-DOS
(Microsoft Disk Operating System) operating system. Windows itself was not actually an
operating system. In fact, versions 1.0 to 3.11 were simply GUIs on top of MS-DOS.
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Windows 1.0 was released in 1985 but received very little notice from the public.
Windows 2.0 and 2.1 were released in 1987 and 1988, respectively, but were still not
widely popular. Windows 3.0 was released in 1990, then 3.1 in 1992. Most of the public
began to use Windows with version 3.1. It became quite popular.

Windows NT was released in 1993 and was a separate product from the consumer
Windows versions. Windows NT was designed to be used in a work environment, on a
local area network. While the interface looked quite similar to the consumer version, the
internals were different. There were workstation and server versions of Windows NT.

Windows 95 marked a shift in the consumer version of Windows. While not entirely
a stand-alone operating system, it was not simply a GUI either. Furthermore, Windows
95 was 32 bits (at least most of it). The fusion of the GUI with the operating system has
continued throughout subsequent versions. The general outline and description of
various versions is given here:

Windows 1.0 (1985): The first version of Windows was essentially
a graphical shell for MS-DOS, allowing users to run programs in

a graphical environment. It introduced basic features like scroll
bars, windows, and icons.

Windows 2.0 (1987): Improved on the first version with better
graphics support and overlapping windows. It was during this era
that Microsoft introduced the Excel and Word programs.

Windows 3.0 and 3.1 (1990-1992): These versions marked the
true beginning of Windows’ dominance. They supported 16
colors and improved the interface significantly. Windows 3.1, in
particular, saw widespread adoption.

Windows 95 (1995): A major milestone, Windows 95 introduced
the Start menu, Taskbar, and the concept of “plug and play”
hardware. It also integrated MS-DOS with Windows more tightly.

Windows 98 (1998): Built on Windows 95 but with additional
support for new technologies like USB, DVD, and ACPI.

Windows ME (Millennium Edition) (2000): Aimed at home
users, it was not very well received due to its instability and was
quickly overshadowed by its NT-based counterparts.
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Windows 2000: Part of the NT family, it was geared more toward
business users, known for its stability and security.

Windows XP (2001): One of the most successful versions,
combining the consumer-friendly interface of the 9x series with
the stability of the NT line. XP remained popular for many years,
even well beyond its intended life cycle.

Windows Vista (2006): Introduced Aero graphics, improved
security, and a new search function. However, it faced criticism for
heavy resource requirements and compatibility issues.

Windows 7 (2009): Addressed many of Vista’s issues and was
praised for its performance, user interface, and enhanced security
features.

Windows 8 (2012): Represented a significant overhaul,
introducing a touch-centric interface and the Metro design
language. However, the removal of the Start menu and focus on

touch were controversial.

Windows 8.1 (2013): An update to Windows 8, it brought back
the Start button and made several adjustments based on user
feedback.

Windows 10 (2015): Aimed to address the criticisms of Windows
8, reintroducing a Start menu and supporting both touch and
traditional PC users. It was positioned as a service, with regular
updates.

Windows 11 (2021): The latest version as of this writing, Windows
11 introduced a redesigned Start menu, improved window
management features like Snap Layouts, and a focus on security
and performance.

These are just the client systems. The server operating systems is given in the
following brief paragraphs:

Windows NT 3.1 Advanced Server (1993): This was the first
version of Microsoft’s server operating system, building on the
Windows NT architecture, which was designed for robustness and
security.
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Windows NT 3.5 Server (1994): An update to the original NT
system, it included performance improvements and support for
new hardware.

Windows NT 3.51 Server (1995): This release focused on
interoperability with NetWare networks and included the first
version of the web server, Internet Information Services (IIS).

Windows NT 4.0 Server (1996): A major upgrade with a new user
interface aligned with Windows 95. It included IIS 2.0 and brought
in the concept of domains and user accounts for managing
network resources.

Windows 2000 Server (2000): Introduced Active Directory, a
directory service for managing domains, users, and resources. It
also brought in improved support for web services and scalability.

Windows Server 2003 (2003): This version improved Active
Directory and included better default security, IIS 6.0, and support
for .NET framework. It was also the first server OS to drop support
for older Windows 9x clients.

Windows Server 2003 R2 (2005): An update to the 2003 version,
itincluded enhancements like a common log file system and
improved branch office performance.

Windows Server 2008 (2008): Introduced Server Core, a minimal
installation option for reduced maintenance and attack surface.

It also included Hyper-V for virtualization and improved security
and management features.

Windows Server 2008 R2 (2009): This was the first Windows
Server OS exclusively for 64-bit processors. It improved upon
virtualization with Hyper-V 2.0 and included features like
DirectAccess and BranchCache.

Windows Server 2012 (2012): A major release with a focus
on cloud computing, it introduced a redesigned user interface
based on Windows 8, a new version of Hyper-V, and a new file
system (ReFS).
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Windows Server 2012 R2 (2013): Included enhancements to
Hyper-V, storage, networking, and included the return of the Start
button in the UL

Windows Server 2016 (2016): This version focused on cloud and
container support, introducing Docker compatibility, Nano Server
for lightweight environments, and enhanced security features like
Shielded Virtual Machines.

Windows Server 2019 (2018): Continued the focus on hybrid
cloud environments, with improved Kubernetes support,
Windows Admin Center for management, and enhanced security
features.

Windows Server 2022 (2021): The latest version as of my
last update, focusing on advanced multilayer security, hybrid
capabilities with Azure, and a flexible application platform.

The File System

Operating systems interact with the file system to access files. A file system refers to

the method of organizing files on a storage device. It is an indexing system used by the
operating system to keep track of all files on the disk. The file system maintains a file
table of all areas on the disk, and it tracks which areas are being used for data and which
are free and available at any given time. A file table is a component of a file system used
to organize files on a storage device.

Microsoft uses NTFS, New Technology File System. One major improvement of
NTFS over FAT was the increased volume sizes NTFES could support. The maximum
NTFS volume size is 2*—1 clusters. NTFS also introduced the Encrypted File System
(EFS). This allows the end user to easily encrypt and decrypt individual files and
folders. There are several individual files that are key to this file system. Two of the most
fundamental are the MFT (Master File Table, some sources call it the Meta File Table) file
and the cluster bitmap. The MFT describes all files on the volume, including file names,
timestamps, security identifiers, and file attributes such as “read only,” “compressed,”
“encrypted,” etc. This file contains one base file record for each file and directory on
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an NTFS volume. It serves the same purpose as the file allocation table does in FAT
and FAT32. The cluster bitmap file is a map of all the clusters on the hard drive. This
is an array of bit entries where each bit indicates whether its corresponding cluster is
allocated/used or free/unused.

Unlike FAT/FAT32, NTES is a journaling file system, which means it records actions
so they can be undone. NTFS uses the NTFS Log ($Logfile) to record information about
changes to the volume. With the advent of NTFS, file names can be 1 to 255 characters
in length, including the path. You can use uppercase and lowercase (case-aware, but not
case-sensitive). You can use spaces and periods. You cannot use these characters:

[\*F24<>

With Windows 2000, Microsoft added reparse points to NTES. Reparse points provide
a mechanism to extend the functionality of the file system and are used to implement
several advanced features in Windows. A reparse point is essentially a type of data
attribute that can be associated with a file or directory, instructing the file system to treat
that file or directory in a special way. There are three types of reparse points:

1. Junction Points: Similar to Unix hard links, they allow directories
to be aliased at another location in the file system. These are the
most common.

2. Symbolic Links: Introduced in Windows Vista, they are more
flexible than junction points and can point to files or directories
and work across local and network paths.

3. Volume Mount Points: Allow a volume to be mounted at a
directory rather than a drive letter.

Since Windows Vista, NFTS has supported what is called Transactional NTFS
(TxF). Developers can use this to write transactions that either succeed completely or
fail completely, much like database transactions. TxF allows for grouping a series of
file operations into a single transaction. This transaction is atomic, meaning either all
operations in the transaction are completed successfully or none of them are applied.
This is crucial for maintaining data integrity. Transactions are isolated from each other.
Changes made in one transaction are not visible to other transactions until they are
committed.

The NTFS boot sector contains values described in Table 1-1.
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Table 1-1. NTFS Boot Sector

Byte Field Typical Value Field Name Purpose
Offset Length
0x00 3 bytes 0xEB5290 x86 JMP and NOP This causes execution
instructions to continue after the
data structures in this
boot sector.
0x03 8 bytes “NTFS” Word “NTFS” OEM ID This is the indicator
followed by four that this is an NTFS
trailing spaces (0x20) file system.
0x0B 2 bytes 0x0200 BPB Bytes per sector  The number of bytes
in a disk sector.
0x0D 1 byte 0x08 BPB Sectors per The number of
cluster sectors in a cluster.
0xO0E 2 bytes 0x0000 BPB Reserved sectors,
unused
0x10 3 bytes 0x000000 BPB Unused This field is always 0.
0x13  2bytes  0x0000 BPB  Unused by NTFS  This field is always 0.
0x15 1 byte OxF8 BPB Media Descriptor ~ The type of drive.
0xF8 is used to
denote a hard drive.
0x16 2 bytes 0x0000 BPB Unused This field is always 0.
0x18 2 bytes 0x003F BPB Sectors per track  The number of disk
sectors in a drive
track.
Ox1A 2 bytes 0x00FF BPB Number of heads  The number of heads
on the drive.
0x1C 4 bytes 0x0000003F BPB Hidden sectors The number of
sectors preceding the
partition.
0x20 4 bytes 0x00000000 BPB Unused Not used by NTFS.
(continued)
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Table 1-1. (continued)
Byte Field Typical Value Field Name Purpose
Offset Length
0x24 4 bytes 0x00800080 EBPB  Unused Not used by NTFS.
0x28 8 bytes 0x00000000007FF54A EBPB  Total sectors The partition size in
sectors.
0x30 8 bytes 0x0000000000000004 EBPB  $MFT cluster The cluster that
number contains the Master
File Table.
0x38 8 bytes 0x000000000007FF54 EBPB  $MFTMirr cluster  The cluster that
number contains a backup of
the Master File Table.
0x40 1 byte 0xF6 EBPB  Bytes or Clusters  The number of
per File Record clusters in a File
Segment Record Segment.
0x41 3 bytes 0x000000 EBPB  Unused This field is not used
by NTFS.
0x44 1 byte 0x01 EBPB  Bytes or clusters  The number of clusters
per index buffer in an index buffer.
0x45 3 bytes 0x000000 EBPB  Unused This field is not used
by NTFS.
0x48 8 bytes 0x1C741BC9741BA514 EBPB  Volume serial A unique random
number number assigned to
this partition.
0x50 4 bytes 0x00000000 EBPB  Checksum, unused
0x54 426 bytes Bootstrap code The code that loads
the rest of the
operating system.
OxO1FE 2 bytes 0xAA55 End-of-sector marker This flag indicates

that this is a valid
boot sector.
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There is a great deal of information in the boot sector, as you might expect. All of this
is used in the booting of the system. Figure 1-1 is a screenshot of the boot sector of an
NTFS volume as viewed in OSForensics.
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Figure 1-1. NTFS boot sector
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