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Introduction

Windows is a ubiquitous operating system. As a forensic examiner, you will likely  

encounter Windows machines quite frequently. Certainly, many forensics tools can 

extract data from a Windows computer, even if the user of such tools is not well versed in 

Windows. However, it is important that you fully understand the Windows operating  

system. This is necessary first so that you can properly understand and interpret the  

information that such tools provide. Secondly, a thorough knowledge of Windows is  

important because no tool is perfect. Any tool may miss something. Only by having a 

solid understanding of the Windows operating system can you identify such gaps and 

seek the evidence through alternative means.

This book begins with an overview of the Windows operating system. This will 

provide you a foundational understanding to base the rest of the book on. Then in 

Chapter 2, you will learn forensic concepts. This includes legal standards such as the 

Daubert vs. Dow Chemicals case and Federal Rule 702, as well as the scientific method. 

Subsequent chapters will then go through different portions of Windows including the 

Windows Registry, Shadow Copy, and related topics. You will also learn to use Microsoft 

PowerShell to accomplish forensics tasks.

This book is designed for two audiences. The first is the student that is learning 

forensics. This could be in a university setting or less formal setting. As the book 

assumes no prior knowledge of either forensics or Microsoft Windows, it can be used by 

a beginner. The second audience is the professional forensic examiner that requires a 

more in-depth understanding of Microsoft Windows forensics. This book will provide a 

depth that will give you a thorough understanding of how to do Windows forensics.

Throughout the book, you will be introduced to forensic tools. These will include 

commercial tools such as OSForensics as well as open source tools such as Autopsy. The 

coverage of tools will allow you to actually conduct a detailed forensic examination of a 

Microsoft Windows computer.
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CHAPTER 1

Introduction to Windows

 Introduction
It is certainly possible to perform Windows forensics without a deep understanding 

of the operating system. That is, however, a serious mistake. The various automated 

forensics tools, many of which you will see in this textbook, can provide you evidence, 

but they cannot interpret the evidence for you. Furthermore, the automated tools 

cannot always catch everything. To be a truly competent Windows forensic examiner, 

you must have an understanding of the operating system itself. The goal of this chapter 

is to provide you a working knowledge of the Windows operating system and a strong 

foundation for learning more. To be able to truly perform forensics on any system, you 

need a deep understanding of that system.

 What Is an Operating System?
Before delving too deeply into the Windows operating system, it is helpful to first explore 

what an operating system is. An operating system (OS) is the underlying software 

that provides a computer user with all the basic services of resource management 

on the machine, including a file system structure for data storage and a means of 

communicating with all the various computer hardware. The operating system controls 

input and output (I/O) from disk storage (hard drives, solid-state drives, etc.), and other 

computer components. It is also the job of the operating system to make sure programs 

running on the computer do not interfere with each other when competing for system 

resources. This involves memory and resource management.

https://doi.org/10.1007/979-8-8688-0193-8_1
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The core of any operating system is referred to as the kernel. The kernel is the core 

of the operating system. A process is an executing instance of a program. The kernel 

ensures that processes are allocated the necessary resources and are executed without 

interfering with each other. There are three types of kernel. With a monolithic kernel, 

all the system services run along with the main kernel thread in a single memory space. 

This makes them fast but potentially less secure, as a bug in one service can affect the 

entire system. A microkernel will manage the core system services like networking, 

file system drivers, etc., as separate processes, usually in user space. This can provide 

increased system stability and security but might be slower due to the additional 

overhead of communication between the kernel and the service processes. A hybrid 

kernel is a mix of monolithic and microkernel designs.

Most modern operating systems support multitasking. Multitasking is the ability of 

an operating system to simultaneously support two or more running programs. When 

multitasking, it seems to the user that both programs are running simultaneously even 

though they are not. The computer simply switches control between the programs, 

giving the illusion they are running at the same time. For example, imagine you printed 

a file while browsing the Internet, streaming music, and checking your email. It may 

appear as though all these programs are running simultaneously, but in reality, the 

computer runs the software in between sending packets of data to the printer.

One common way to accomplish multitasking is called preemptive multitasking, 

sometimes referred to as time slicing, which is a process that allows multiple programs 

to share control of the operating system. For example, two or more programs can share 

the CPU for processing information, but no single program can totally take charge of a 

computer system. All programs running in preemptive mode are allowed to run for a 

set period of time, called the time slice, by an operating system process known as the 

scheduler. At the end of the time slice, a process is interrupted so the next process in line 

can run. This way, all the processes on the computer can share the CPU fairly. Since each 

time slice is quite brief, a few milliseconds, it appears the system is performing tasks 

simultaneously.

 History of Windows
Microsoft Windows was released as just a graphical user interface (GUI) for the MS-DOS 

(Microsoft Disk Operating System) operating system. Windows itself was not actually an 

operating system. In fact, versions 1.0 to 3.11 were simply GUIs on top of MS-DOS.  

Chapter 1  IntroduCtIon to WIndoWs
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Windows 1.0 was released in 1985 but received very little notice from the public. 

Windows 2.0 and 2.1 were released in 1987 and 1988, respectively, but were still not 

widely popular. Windows 3.0 was released in 1990, then 3.1 in 1992. Most of the public 

began to use Windows with version 3.1. It became quite popular.

Windows NT was released in 1993 and was a separate product from the consumer 

Windows versions. Windows NT was designed to be used in a work environment, on a 

local area network. While the interface looked quite similar to the consumer version, the 

internals were different. There were workstation and server versions of Windows NT.

Windows 95 marked a shift in the consumer version of Windows. While not entirely 

a stand-alone operating system, it was not simply a GUI either. Furthermore, Windows 

95 was 32 bits (at least most of it). The fusion of the GUI with the operating system has 

continued throughout subsequent versions. The general outline and description of 

various versions is given here:

Windows 1.0 (1985): The first version of Windows was essentially 

a graphical shell for MS-DOS, allowing users to run programs in 

a graphical environment. It introduced basic features like scroll 

bars, windows, and icons.

Windows 2.0 (1987): Improved on the first version with better 

graphics support and overlapping windows. It was during this era 

that Microsoft introduced the Excel and Word programs.

Windows 3.0 and 3.1 (1990–1992): These versions marked the 

true beginning of Windows’ dominance. They supported 16 

colors and improved the interface significantly. Windows 3.1, in 

particular, saw widespread adoption.

Windows 95 (1995): A major milestone, Windows 95 introduced 

the Start menu, Taskbar, and the concept of “plug and play” 

hardware. It also integrated MS-DOS with Windows more tightly.

Windows 98 (1998): Built on Windows 95 but with additional 

support for new technologies like USB, DVD, and ACPI.

Windows ME (Millennium Edition) (2000): Aimed at home 

users, it was not very well received due to its instability and was 

quickly overshadowed by its NT-based counterparts.
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Windows 2000: Part of the NT family, it was geared more toward 

business users, known for its stability and security.

Windows XP (2001): One of the most successful versions, 

combining the consumer-friendly interface of the 9x series with 

the stability of the NT line. XP remained popular for many years, 

even well beyond its intended life cycle.

Windows Vista (2006): Introduced Aero graphics, improved 

security, and a new search function. However, it faced criticism for 

heavy resource requirements and compatibility issues.

Windows 7 (2009): Addressed many of Vista’s issues and was 

praised for its performance, user interface, and enhanced security 

features.

Windows 8 (2012): Represented a significant overhaul, 

introducing a touch-centric interface and the Metro design 

language. However, the removal of the Start menu and focus on 

touch were controversial.

Windows 8.1 (2013): An update to Windows 8, it brought back 

the Start button and made several adjustments based on user 

feedback.

Windows 10 (2015): Aimed to address the criticisms of Windows 

8, reintroducing a Start menu and supporting both touch and 

traditional PC users. It was positioned as a service, with regular 

updates.

Windows 11 (2021): The latest version as of this writing, Windows 

11 introduced a redesigned Start menu, improved window 

management features like Snap Layouts, and a focus on security 

and performance.

These are just the client systems. The server operating systems is given in the 

following brief paragraphs:

Windows NT 3.1 Advanced Server (1993): This was the first 

version of Microsoft’s server operating system, building on the 

Windows NT architecture, which was designed for robustness and 

security.
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Windows NT 3.5 Server (1994): An update to the original NT 

system, it included performance improvements and support for 

new hardware.

Windows NT 3.51 Server (1995): This release focused on 

interoperability with NetWare networks and included the first 

version of the web server, Internet Information Services (IIS).

Windows NT 4.0 Server (1996): A major upgrade with a new user 

interface aligned with Windows 95. It included IIS 2.0 and brought 

in the concept of domains and user accounts for managing 

network resources.

Windows 2000 Server (2000): Introduced Active Directory, a 

directory service for managing domains, users, and resources. It 

also brought in improved support for web services and scalability.

Windows Server 2003 (2003): This version improved Active 

Directory and included better default security, IIS 6.0, and support 

for .NET framework. It was also the first server OS to drop support 

for older Windows 9x clients.

Windows Server 2003 R2 (2005): An update to the 2003 version, 

it included enhancements like a common log file system and 

improved branch office performance.

Windows Server 2008 (2008): Introduced Server Core, a minimal 

installation option for reduced maintenance and attack surface. 

It also included Hyper-V for virtualization and improved security 

and management features.

Windows Server 2008 R2 (2009): This was the first Windows 

Server OS exclusively for 64-bit processors. It improved upon 

virtualization with Hyper-V 2.0 and included features like 

DirectAccess and BranchCache.

Windows Server 2012 (2012): A major release with a focus 

on cloud computing, it introduced a redesigned user interface 

based on Windows 8, a new version of Hyper-V, and a new file 

system (ReFS).
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Windows Server 2012 R2 (2013): Included enhancements to 

Hyper-V, storage, networking, and included the return of the Start 

button in the UI.

Windows Server 2016 (2016): This version focused on cloud and 

container support, introducing Docker compatibility, Nano Server 

for lightweight environments, and enhanced security features like 

Shielded Virtual Machines.

Windows Server 2019 (2018): Continued the focus on hybrid 

cloud environments, with improved Kubernetes support, 

Windows Admin Center for management, and enhanced security 

features.

Windows Server 2022 (2021): The latest version as of my 

last update, focusing on advanced multilayer security, hybrid 

capabilities with Azure, and a flexible application platform.

 The File System
Operating systems interact with the file system to access files. A file system refers to 

the method of organizing files on a storage device. It is an indexing system used by the 

operating system to keep track of all files on the disk. The file system maintains a file 

table of all areas on the disk, and it tracks which areas are being used for data and which 

are free and available at any given time. A file table is a component of a file system used 

to organize files on a storage device.

Microsoft uses NTFS, New Technology File System. One major improvement of 

NTFS over FAT was the increased volume sizes NTFS could support. The maximum 

NTFS volume size is 264−1 clusters. NTFS also introduced the Encrypted File System 

(EFS). This allows the end user to easily encrypt and decrypt individual files and 

folders. There are several individual files that are key to this file system. Two of the most 

fundamental are the MFT (Master File Table, some sources call it the Meta File Table) file 

and the cluster bitmap. The MFT describes all files on the volume, including file names, 

timestamps, security identifiers, and file attributes such as “read only,” “compressed,” 

“encrypted,” etc. This file contains one base file record for each file and directory on 
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an NTFS volume. It serves the same purpose as the file allocation table does in FAT 

and FAT32. The cluster bitmap file is a map of all the clusters on the hard drive. This 

is an array of bit entries where each bit indicates whether its corresponding cluster is 

allocated/used or free/unused.

Unlike FAT/FAT32, NTFS is a journaling file system, which means it records actions 

so they can be undone. NTFS uses the NTFS Log ($Logfile) to record information about 

changes to the volume. With the advent of NTFS, file names can be 1 to 255 characters 

in length, including the path. You can use uppercase and lowercase (case-aware, but not 

case-sensitive). You can use spaces and periods. You cannot use these characters:

/ \ : * ? “ < > |

With Windows 2000, Microsoft added reparse points to NTFS. Reparse points provide 

a mechanism to extend the functionality of the file system and are used to implement 

several advanced features in Windows. A reparse point is essentially a type of data 

attribute that can be associated with a file or directory, instructing the file system to treat 

that file or directory in a special way. There are three types of reparse points:

 1. Junction Points: Similar to Unix hard links, they allow directories 

to be aliased at another location in the file system. These are the 

most common.

 2. Symbolic Links: Introduced in Windows Vista, they are more 

flexible than junction points and can point to files or directories 

and work across local and network paths.

 3. Volume Mount Points: Allow a volume to be mounted at a 

directory rather than a drive letter.

Since Windows Vista, NFTS has supported what is called Transactional NTFS 

(TxF). Developers can use this to write transactions that either succeed completely or 

fail completely, much like database transactions. TxF allows for grouping a series of 

file operations into a single transaction. This transaction is atomic, meaning either all 

operations in the transaction are completed successfully or none of them are applied. 

This is crucial for maintaining data integrity. Transactions are isolated from each other. 

Changes made in one transaction are not visible to other transactions until they are 

committed.

The NTFS boot sector contains values described in Table 1-1.
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Table 1-1. NTFS Boot Sector

Byte 
Offset

Field 
Length

Typical Value Field Name Purpose

0x00 3 bytes 0xeB5290 x86 JMp and nop 

instructions

this causes execution 

to continue after the 

data structures in this 

boot sector.

0x03 8 bytes “ntFs” Word “ntFs” 

followed by four  

trailing spaces (0x20)

oeM Id this is the indicator 

that this is an ntFs 

file system.

0x0B 2 bytes 0x0200 BpB Bytes per sector the number of bytes 

in a disk sector.

0x0d 1 byte 0x08 BpB sectors per 

cluster

the number of 

sectors in a cluster.

0x0e 2 bytes 0x0000 BpB reserved sectors, 

unused

0x10 3 bytes 0x000000 BpB unused this field is always 0.

0x13 2 bytes 0x0000 BpB unused by ntFs this field is always 0.

0x15 1 byte 0xF8 BpB Media descriptor the type of drive. 

0xF8 is used to 

denote a hard drive.

0x16 2 bytes 0x0000 BpB unused this field is always 0.

0x18 2 bytes 0x003F BpB sectors per track the number of disk 

sectors in a drive 

track.

0x1a 2 bytes 0x00FF BpB number of heads the number of heads 

on the drive.

0x1C 4 bytes 0x0000003F BpB hidden sectors the number of 

sectors preceding the 

partition.

0x20 4 bytes 0x00000000 BpB unused not used by ntFs.

(continued)
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Table 1-1. (continued)

Byte 
Offset

Field 
Length

Typical Value Field Name Purpose

0x24 4 bytes 0x00800080 eBpB unused not used by ntFs.

0x28 8 bytes 0x00000000007FF54a eBpB total sectors the partition size in 

sectors.

0x30 8 bytes 0x0000000000000004 eBpB $MFt cluster 

number

the cluster that 

contains the Master 

File table.

0x38 8 bytes 0x000000000007FF54 eBpB $MFtMirr cluster 

number

the cluster that 

contains a backup of 

the Master File table.

0x40 1 byte 0xF6 eBpB Bytes or Clusters 

per File record 

segment

the number of 

clusters in a File 

record segment.

0x41 3 bytes 0x000000 eBpB unused this field is not used 

by ntFs.

0x44 1 byte 0x01 eBpB Bytes or clusters 

per index buffer

the number of clusters 

in an index buffer.

0x45 3 bytes 0x000000 eBpB unused this field is not used 

by ntFs.

0x48 8 bytes 0x1C741BC9741Ba514 eBpB Volume serial 

number

a unique random 

number assigned to 

this partition.

0x50 4 bytes 0x00000000 eBpB Checksum, unused

0x54 426 bytes Bootstrap code the code that loads 

the rest of the 

operating system.

0x01Fe 2 bytes 0xaa55 end-of-sector marker this flag indicates 

that this is a valid 

boot sector.
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There is a great deal of information in the boot sector, as you might expect. All of this 

is used in the booting of the system. Figure 1-1 is a screenshot of the boot sector of an 

NTFS volume as viewed in OSForensics.

Figure 1-1. NTFS boot sector
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