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CHAPTER 1

Introduction

Hacking Is Different

There aren’t many books on the subject of leading hackers. Trust me,
I've looked. But if you look for a book on how to hack, you'll find them
by the truckload. In fact, if you took the number of books on offensive
cybersecurity and compared it to the number of books written about other
areas of cybersecurity or even information technology (IT) in general, you
could easily assume that the field of hacking is one of the largest within
IT. Of course, anyone familiar with the field will tell you that penetration
testing is a relatively small subset within the cybersecurity industry. The
majority of cybersecurity professionals are working to identify, defend,
detect, and respond to threats. So why then is the literature on the
technical subject of offensive cybersecurity so prolific?

The answer might be fairly obvious - hacking is exciting! It’s interesting
and flashy. The idea of getting paid to break into IT systems can be
very attractive, especially when compared to jobs that may seem more
mundane on the surface such as security analysis and engineering. The
profession is also very different from its sister professions. To the initiate in
cybersecurity, this difference is first made clear by the diverging paths of
education. At some point early in the development of their cybersecurity
skills, a professional will have to choose whether to focus on the offensive
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CHAPTER 1  INTRODUCTION

or defensive side of the house. While there is some overlap, the tools,
techniques, and even mindsets of professionals on these paths are
radically different.

Hacking is different. The skill repertoire a professional hacker
cultivates includes identifying a vulnerable server hidden within
thousands of data points, deceiving people into giving up sensitive data,
and hiding in the noise on a network wire to stay under the threshold of
detection. It is understandable that this would require a different approach
and mindset than other areas of cybersecurity. While this difference
seems to be generally accepted, my years in building and leading offensive
cybersecurity teams have led me to another conclusion - leading hackers
is different.

Recruiting, motivating, developing, and retaining offensive
cybersecurity professionals come with unique challenges, but the
differences don’t end there. They extend into team scaling, marketing,
and sales. The needs of the clients of an offensive cybersecurity team are
different and require different strategies to meet. The operational flow is
different. The parameters for success are different. The way in which an
engagement is approached mentally is different.

These differences arise from the place that hacking has within an
organization’s cybersecurity programs. It is used to set the direction for the
next iteration in security engineering and as the last step in validating the
progress that each iteration has made. This is starkly different from other
cybersecurity disciplines that are concerned with either the operation
and monitoring of defenses (security analysts) or the construction of new
defenses to meet threats identified through hacking or other means.

The management-level differences hide pitfalls that catch those new to
building and managing an offensive cybersecurity capability by surprise.
The differences aren’t obvious, making them difficult to anticipate and
adequately address. It can take years of stumbling, experimentation,
and stressful nights to find the way to navigate the pitfalls. I'm speaking
from experience. Even the years I spent as an offensive cybersecurity
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professional did not prepare me for leading a team and then later building
a capability from the ground up. I can look back now on my experiences
and see myself groping in the dark for an adequate solution that wouldn’t
appear for years. I have no doubt that I am not the first person to
encounter many of these challenges. In fact, I have spoken to and heard
of other teams struggling with the same things I have struggled with. And
I often see the same sense of lost frustration in leaders that I had and, to
some degree, still have. I am also certain that I am not the first person to
find solutions to many of these challenges, but as mentioned at the start
of this chapter, I haven’t found many that wrote their solutions down
afterward.

Bad Team, Good Team

My experience in offensive cybersecurity capability (OCC) management
comes from building and leading two different teams over the course of
roughly 10 years each. Both teams represented the offensive offering of
small cybersecurity consulting firms.

Ijoined the first team as a penetration tester executing long-term staff
augmentation contracts. For the uninitiated, staff augmentation is when a
member of a consultant company’s staff joins the client’s team in a semi-
permanent position that is renewed typically on a 6-month to 1-year basis.
Before long, I was the contract director, team lead, and senior penetration
tester for a contract with a very large commercial organization and a
second contract with a very large government agency. I was very busy.

My time building that team helped me to develop an appreciation of
the variety of clients that needed offensive cybersecurity services, how
their requirements differed, and the techniques that seemed to work
best for each. While I very much enjoyed my time on that first team, the
team’s construction was flawed from the start. The team was created as
areaction to client requests for offensive cybersecurity services. There
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was no structure, vision, or collaboration. The pentesters on the team
were handed engagements by the management and then executed them
in a silo.

Much like the team’s construction, its management was also reactive in
nature. Problems were addressed when they became significant enough to
warrant attention. New pentesters were only hired when new work needed to
be executed. Tools and techniques were not actively developed unless a team
member wanted to put in their own time outside of the contract requirements.

In that team, there were few efforts to foster a connected, supportive,
and growing team environment. The team members met once weekly via
video call. The call was rather awkward, and the testers retreated to their
contract silos the moment it ended.

I am not criticizing any one person other than myself with the
lackluster leadership of that team. As one of the earliest testers on the
team and the director of the largest contract that included an offensive
cybersecurity component, I became one of the de facto leaders of the
team. I had a lot to learn about leading an offensive cybersecurity
capability (OCC), and my lack of experience and vision did the team no
favors. What I did obtain from that experience was an understanding of the
problems and challenges inherent to leading that kind of team, a few good
ideas, and a lot of knowing what not to do.

I'was given a second chance when I was asked to build an offensive
cybersecurity capability from the ground up at a new cybersecurity startup.
I'had a vision and I had learned enough from the first team to know what I
didn’t want. Over the next several years, the team grew and went through
several phases of maturity. From our infancy with just two testers doing
whatever it took to make our clients happy to the startup phase of a small team
building internal tooling and improving processes to the professional phase
with a large team and fine-tuned practices and automation. These phases of
growth each presented a unique set of challenges and required me and the
leaders within the capability to mature to address them. Our vision developed
to include a deeper understanding of the following areas of management:
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o Agile experimentation

o (Client management

o Capability structure

o Development of team members

o Inspiring collaboration and camaraderie
o Standards of deliverables

e General penetration testing standards

Through this book, we will discuss each of those management domains
and their place within the framework of building a successful team that is
also capable of growing to meet new challenges.

The difference between these teams is stark but it comes down to
two things: a defined vision and a willingness to engage with challenges
proactively. I believe these two principles are the bedrock of successful
management both in and out of the offensive security world.

In the chapters to come, I will refer back to these two teams, their
successes and failures, to demonstrate the right and wrong ways to
approach challenges.

Why This Book Matters

My hope and goal for this book is to clearly frame the challenges that
anyone involved in the creation, development, and management of an
offensive cybersecurity capability will encounter. I will present my own
experiences, mistakes, and solutions as I have developed them thus far
in my career. This book is not intended to be the definitive source of
solutions; rather, it is intended to help begin a larger conversation about
leadership in the offensive cybersecurity world.



CHAPTER 1  INTRODUCTION

To that end, I have enlisted the help of my good friend and colleague,
Dr. Jacob Oakley. Together we bring 30 years of experience in the offensive
cybersecurity industry. That experience spans military leadership, the
US intelligence community, defense and non-defense contracting,
cybersecurity for space vehicles, and commercial companies that run
the gamut from local startups to those listed on the Fortune 100 not to
mention extensive time within academia.

Together, we will cover how to build an offensive cybersecurity
capability from the ground up, develop it, scale it, and understand your
stakeholders. We'll discuss effective assessment practices and how to
develop reports and touch a bit on marketing. Finally, we will look to the
future of our industry with topics such as cyber arms, cybersecurity in
space, and artificial intelligence (AI).



CHAPTER 2

The Service

Definitions

Our exploration of building and managing an offensive cybersecurity
service begins with a few definitions to establish a common language
between the various types of services.

Offensive Cybersecurity Service (0CS)

An offensive cybersecurity service is the mechanism by which an
organization is able to acquire, manage, and execute offensive
cybersecurity tasking as well as all elements involved in the management,
development, and growth of the service and its personnel. This is not the
same as a red team or a penetration testing team although it encompasses
such teams. An OCS represents all elements of the service to perform
offensive cybersecurity within an organization including elements that
are not usually directly associated with a red team or penetration testing
team such as sales, marketing, client management, team management,
capability development, and more.

This book will explore all areas of an offensive cybersecurity service
and not only the topics that are important to the penetration testing team
itself. Therefore, you will often see this term used.
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The definition of this term is broad by design because within the
offensive cybersecurity field, there are few subtypes of teams and
professionals. In my experience, the various subtypes are far more similar
than they are different, and for most of the points in this book, they can be
grouped together under the offensive cybersecurity banner. There are of
course a few notable exceptions. For example, internal red teams may not
find the content on marketing particularly useful. But generally speaking,
all types of professionals and teams can benefit from an exploration of the
topics in this book.

Team Types

There are two primary labels given to teams of offensive cybersecurity
professionals: red teams and penetration testing teams. These terms are
often used interchangeably and sometimes one team will fill both roles,
but there is an important difference in the objectives for each type of team.
We will explore each one to gain an understanding of the differences and
where they overlap.

Penetration Testing Team

A penetration testing team consists of IT professionals trained in offensive
cybersecurity techniques. The objective of a penetration test is to identify
vulnerabilities within the engagement scope. Once vulnerabilities
are identified, the team will work to demonstrate the impact of the
vulnerabilities through exploitation if the client allows.

The outcomes of a penetration test for the client are

o Identification of previously unknown vulnerabilities

e A deeper understanding of the risks the

environment faces

o Identification of weaknesses in the systems and
processes that develop and deploy the environment
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Let’s look at an analogy to express these outcomes. A penetration
testing team is assigned to assess a web application. The team identifies a
low complexity SQL injection vulnerability and uses it to access sensitive
client information. In the engagement report, the team provides the details
of the vulnerability and makes recommendations on how to remediate it.
In addition, the team suggests more robust dynamic and static scanning
be added to the lifecycle of the application to help prevent similar
vulnerabilities in the future.

In this analogy, the client would work to remediate the identified
vulnerability and improve the application development pipeline to include
better security practices, and they would have a greater understanding of
the potential impact of a real-world attack.

A penetration test is an important part of the security of any
application, system, or environment. They give a real-world perspective
and leverage the attacker’s mindset. This isn’t something that those
involved with the development or securing of the system can do. They
will not usually have the skills or mindset to carry out an offensive
cybersecurity assessment of their environment, and they will most likely
make assumptions about the system due to their understanding of it.

Red Team

A red team also consists of IT professionals trained in offensive
cybersecurity techniques, but their objective is quite different. The
objective of a red team is to test and assess the detection and response
capabilities of an environment.
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The outcomes of a red team assessment for the client are

o Identification of blind spots in the environment’s ability
to detect a compromise

o Identification of weaknesses in an environment’s ability

to respond to a compromise scenario

¢ Anunderstanding of the level of sophistication
required to bypass detection and response measures

As an example, a red team is given access to a host that is joined to
the internal network of an organization. The members of the red team
emulate the actions of a sophisticated adversary by slowly and stealthily
enumerating the aspects of the network that the compromised host gives
them access to. This is what is known as an “assumed breach” scenario.

By moving slowly and blending in with normal network traffic, the
red team is able to stay under the threshold of detection and thereby
cirvumvent network defenses. They work to identify hosts within the
network that could provide the team with additional access, escalated
privileges, and/or access to services or processes that are critically
important to the business of the organization (commonly referred to
as “critical terrain”). Once identified, the red team will attempt to find
vulnerabilities within these hosts and exploit them to demonstrate the
impact of flawed detection and response mechanisms.

As the engagement proceeds, the red team will use less and less stealth
and sophistication until they are caught. This provides the client with a
real-world understanding of the level of attacker their current defenses
are capable of detecting and the level of sophistication necessary to
bypass them.

After the engagement is complete, the client can use the results to drive
improvements in their internal network’s detection and response systems
and processes with the goal of detecting attackers that operate at a higher
level of sophistication.

10
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Purple Team

One final team type that we need to discuss is the purple team. The purple
team is a more collaborative approach to the assessment of the blue team’s
capabilities. It combines the blue and red teams; therefore, purple! In a
purple team engagement, the offensive side executes attacks and other
actions within the protected network and the defensive side makes sure
that (1) the action is detected and (2) the response is adequate. The great
benefit of this approach is the real-time improvement of defenses.

Purple team engagements can go a step further by leveraging
frameworks of documented behavior by various groups of attackers. For
example, the MITRE ATT&CK framework is a knowledge base for adversary
tactics and techniques based on real-world observations. A purple
team can use the MITRE ATT&CK framework to emulate the behavior
of an adversary that is likely to target the organization. This allows the
organization to prioritize efforts to defend itself against specific threats that
it most likely faces rather than attempting to be secure against all threats
simultaneously.

It is not common for organizations to staff a dedicated purple team,
and since the skillset of the red team significantly overlaps with that of the
purple team, the red team will often be given both responsibilities. In my
experience, when a red team performs purple team engagements, it has an
unexpected benefit. It can cool tensions between the red and blue teams
who are usually seen as adversarial in their work and can easily become
adversarial in their relationship.

Some competition is good. It helps to keep both team sharp when they
have some skin in the game. However, I have witnessed organizations that
allowed this natural competitiveness to grow to an unhealthy level, which
negatively affected the usefulness of the engagements. The collaborative
aspect of purple team engagements helps re-establish healthy
relationships between the security teams and reminds them that they are
all on the same side.

11
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Team Differences

The primary differences between these two types of offensive
cybersecurity teams lie within their objectives and client outcomes, but
there are secondary differences as well. Red team engagements are most
effective when the blue team (the defenders of the environment) are not
alerted that the assessment is happening. This creates a more real-world
scenario where the blue team must identify and respond to any alerts from
the red team as if they are an actual compromise.

On the other hand, pentesting engagements do not require any level
of secrecy. In fact, it is often beneficial to have all parties involved in the
development and maintenance of the target environment included in the
test so that they can provide feedback and suggestions to the testers.

When a pentester identifies a vulnerability, they will report it and may
attempt to exploit it to determine the severity of the vulnerability. Red
teams test a system until they find a vulnerability that grants a higher level
of access, and then they move on to testing the next system. While this
methodology does not thoroughly test each system the red team member
encounters, it does simulate how a real-world threat actor would move
through the environment.

The end product of each engagement, the engagement report, also
contains some differences. While both teams will produce a report that
highlights vulnerabilities and impact, the red team report will primarily
evaluate the alerts and actions that occurred in response to their testing.

We have discussed these two teams as if they are two separate entities,
but in practice, both engagements are almost always the responsibility
of the same team due to the significant overlap of skills required. Not
only does one team handle both types of engagements, but both types of
engagements may be found in the same assessment. For example, a team
may perform an assessment of a web application and find a significant
vulnerability that gives them access to the server that hosts the application.
With the client’s approval, the team may pivot into the client’s internal

12
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network and evaluate the blue team’s response or lack thereof. A pentester
can simultaneously evaluate an environment and evade detection.

Internal vs. Consultative

The second major difference between the teams within offensive
cybersecurity is their client base. Some teams serve the needs of a

single client. These teams are either contractors or employees brought

on board to consistently provide offensive cybersecurity services to the
organization. These kinds of teams only exist in rather large organizations
who have a need for a dedicated internal team. My first exposure to
commercial penetration testing was with such a team. I worked for

a small cybersecurity firm that had a contract to supply fulltime offensive
cybersecurity professionals to a very large commercial company.

Other teams serve a variety of clients. These clients only need the
services occasionally, perhaps annually or quarterly. These kinds of
teams exist at services-based cybersecurity companies who market their
capabilities and services to bring in clients and scale the team to meet
the market demand. The engagements these teams perform typically last
anywhere from 2 weeks to a few months before the pentesters involved move
on to another client. The second team I joined was primarily consultative.
The team executed engagements for multiple clients every week.

It's important to recognize that although there are some differences,
these two types of teams are more alike than they are different. The
challenges present in one type are generally present in other type with a
few notable exceptions. The differences between internal and consultative
teams are significantly reduced once you consider that even when serving
a single organization, an internal team is responsible for testing multiple
departments, networks, and applications. Interacting with those various
departments is no different than a services-based team interacting with
multiple clients. For ease, I will refer to anyone who requires offensive
cybersecurity services and to whom the final report is delivered as a client,
whether that party is an internal department or an external customer.

13
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Establishing the Service

Vision

If you've worked within the offensive cybersecurity field for a few years,
you’ll most likely have encountered teams that were started without

any real consideration as to their structure. This lack of vision results in

a structure that is developed in reaction to the needs of the work. The
outcome is a haphazard patchwork of short-term band-aid solutions put in
place to solve immediate problems without consideration for the long-
term health of the service.

The first commercial penetration testing team that I joined took this
approach, or lack of an approach, and the result was the following team
dynamic that has become all too familiar in our industry:

A single senior technical leader begrudgingly takes the responsibility of
organizing the team and their engagements while, often publicly, wishing
they were able to spend more time on the technical side of the job and less
time doing project management. The team itself is made up of mostly mid-
to senior-level pentesters who work remotely and rarely communicate
unless they are collaborating on a given project. The team meets once a
week or less to discuss projects and possible operational issues in a video
call where very few team members turn on their camera. The call contains
many awkward pauses that go on for just a little too long, and the team
members are happy to end it as quickly as possible.

This service structure is less than ideal. It results in team members
having little reason to remain on the team other than their paycheck. It
does not attract motivated and hungry testers to join the team. It does not
produce engaged testers who are passionate about their work and who
develop tools to assist the team as a whole. The quality of the engagement
output drops over time, and team member turnover becomes a serious
challenge.

14
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Of course, no one sets out to build this kind of team structure. It is the
result of there being no planned structure, no vision. It can begin from an
upper management-level decision to create an offensive cybersecurity
service due to an internal or market requirement. The management then
hires someone who knows a lot about the technical aspects of offensive
cybersecurity to lead the new team, and then they consider the job done
as the requirement has been met. If the construction of the service lacks
vision from the onset, it is unlikely to suddenly attain a purpose once it is
established. As a friend of mine once said, “You can’t accidentally do well
for the long term.”

So we have to start with a vision. The vision needs to be clear and
simple enough to be easily communicated and implicitly understood.
This might seem a bit daunting at first, but it’s not as intense as you might
initially assume. In fact, it is preferrable that the initial service vision is
very simple.

The vision should consist at minimum of the basic priorities of the
service and an idea of what the service and its team will look like in one
year. Even this very simple vision will give the team a much higher chance
of success than a team without a vision.

The service vision will change and be adapted over time as the service
members and their leader mature and develop a greater understanding of
their mission, what works, and what doesn’t work. A basic vision will lend
itself to this growth and adaptability from the start.

Structure

Management of an offensive cybersecurity service consists of five domains:
e Lead
o Project

¢ Client

15
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e Team
o Capability

When an OCS is first established, its structure will be rather simple.
This is not because some of these five domains do not exist in new OCCs.
Rather, it is because multiple domains are managed by the same person
or people. This is casually referred to as wearing multiple hats. So even
though a new OCS will not require dedicated personnel or as much
dedicated effort to each domain as a more mature OCS, it is still important
to note the domains and track the service’s maturity across them.

Lead

The lead domain is concerned with all operations that occur between the
initial notification that a lead exists and the lead becoming a schedulable
project. This domain exists even for internal OCCs even though they do
not require a traditional sales/lead pipeline. A lead for an internal team is
defined as a request or requirement to execute an assessment of a specific
environment. For example, a product may have a new update that requires
a pentest before it can be pushed to production. A lead for a team of
consultants is defined as a potential project from a client who is interested
in the services of the OCC.

For consultative teams, this domain may seem misplaced. You may be
thinking, “aren’t leads the responsibility of the sales team?” While that idea
is mostly correct for teams that work with a sales team, the sales team will
need technical support from the OCS to communicate the technical details
of the project’s requirements and the types of assessments the service
provides to the client. Sales people rarely possess the technical education
to convince clients of the service’s quality and to adequately scope the
client’s project. They will often lean on the members of the OCS to provide
that support.

16
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Within the lead domain, the OCS develops processes to educate
clients (even internal clients) on OCS services, help the client develop
project requirements, establish project scope, discuss testing requirements
(access, credentials, lists of target IP addresses, etc.), ensure the paperwork
contains language necessary for project execution, establish a schedule for
the project, and select a calendar date for the project to begin.

Project

A lead becomes a project once any necessary paperwork is signed and
a date on the calendar is selected. The project domain is responsible for
ensuring that the team is ready and able to execute the given engagement.
That means that there is space on the team’s calendar, team members
with the skills that the engagement requires are assigned to it, any special
considerations or objectives are communicated with the assigned team
members, and all technical requirements such as scope and access have
been negotiated and provided to the team.

Once the engagement begins, project management is responsible
for monitoring the engagement to ensure that all aspects of it are
executed and that any unique client requirement is met. At the end of
the engagement, the project management handles the deliverables and
communication of findings to the client and discusses any further activities
that might be necessary before the engagement is closed. An example of
further activities would be re-testing identified vulnerabilities once the
developers of a given system have implemented patches.

Client

Clients are the single most important factor for any offensive cybersecurity
service, and client satisfaction is the primary metric for team success

and output quality. This might be difficult to swallow for many offensive
cybersecurity professionals. Our job is technical. We find vulnerabilities,
exploit them, and report. Someone else can manage the clients! This
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