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Preface 

In this evolving global world-order where apart from economics and sustainability as 
the two major indicators, there are overriding factors, like ‘de-risking’—that covers 
random as well motivated or intended components of risk (safety and security)— 
and ‘reliability’ that form an integral part of dependability metrics. The current 
engineering systems, having their roots in technological evolution, are essentially 
governed by rules or specifications, best-practices, hands-on learning, experience, 
and peer-reviewed and enforcement systems. Here, the scope for interpretation, at 
times, is limited towards arriving at decisions. 

We witness phenomenal progress in science and technology that is also reflected 
in advanced technologies that not only support but effectively enhance safety and 
reliability objectives. The advancement in safety and reliability technology in safety-
critical systems, viz., structural, process, space, nuclear, water transport, and rail and 
road transport are a testimony or tribute to the success of state of the art in science and 
technology. However, if we look at the history of accidents and societal challenges, 
we still see that further efforts are required. One of the major observations has been 
that the human factor is one of the major contributing factors to accidents and unrest, 
and one still wonders—‘a lot has to be done even now’. 

If the present international eco-system is any indicator, then it is evident that 
for true progress and happiness, we need a profound value-based system where 
‘consciousness or to be more precise conscience-driven value system is the need of 
the hour’. Of course, ‘quality’ metrics is effective to a great extent ensuring desired 
performance and dependability-related aspects for engineering and social systems as 
a starting point. Here come risk and reliability attributes that have potential to ensure 
product, system and service overall performance employing quantitative goals and 
criteria, to a large extent, in perpetuality. 

However, the challenge is the science and technology of risk and reliability is 
yet to achieve the higher level of considerations, e.g., demands for higher capability 
in terms of capturing dynamic, common cause failure, human factor and data and 
models with an acceptable level of uncertainty, for improved acceptability, and further 
become part of risk-informed and further risk-based engineering. Here, the risk also

v
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covers loss of availability and reliability that might lead to loss of production and 
compromised services that eventually and adversely impact the business bottom-line. 

The state of the art in PRA is generally considered as matured enough to form a 
part of risk-informed evaluation. The reason is, PRA provides an integrated, struc-
tured and quantified model with provision to characterize uncertainty, documented 
required for any review and evaluation. Here, the Probabilistic Risk Assessment 
(PRA) provides a needed platform to either complement or supplement the existing 
deterministic methods as part of a risk-informed approach or as an alternate or 
standalone approach for not only risk assessment but also for the development of 
risk-based applications requiring identification and prioritization, e.g., risk-based in-
service inspection, generally one-time activities—ageing management and routine 
maintenance management, safety significance identification to support prioritization 
of regulatory review management, etc. The increasing interest in the use or adoption 
of risk-based or risk-informed approach and effective solutions that can be seen in 
the open literature shows that these tools and methods will become an integral part 
of design, operation and regulation. 

In the present context, there appears a silver lining in the context of de-risking 
our systems, structures and components. The phenomenal growth of advanced tech-
nologies including digital, complex computing, artificial intelligence & machine 
learning coupled with availability of data and experience is creating an eco-system 
for advanced research and development, towards addressing real-time engineering 
challenges. This is truly a promising development for further consolidating the 
effectiveness of the risk-informed approach and further development or improving 
risk-based technology as applicable to complex system engineering systems. The 
objective is to support various stages of development right from conceptualization, 
design, commissioning, operation, regulation and finally disposal as part of tracking 
sustainability. 

The above discussion provides the background for identifying the title and 
theme of this book entitleds Advances in Risk-Based Approach for Complex Engi-
neering Systems—Transformative Role of Evolving Technologies. Even though the 
plenary sessions of International Conference on Reliability, Safety and Hazard-2024 
(ICRESH-2024) proceedings comprised seventeen keynote talks, this volume covers 
only 12 full-length papers. The four manuscripts were not available due to time and 
logistic constraints. The keynote talks in ICRESH-2024 covered a wide spectrum of 
topics dealing with the application of advanced tools and methods right from risk 
and reliability assessment, role of digital technology in general and digital twins in 
particular for the simulation to support, training, performance and model develop-
ment, artificial intelligence and machine learning approaches as operator support aids, 
data-driven-based prognostics and management, etc. There is a dedicated chapter on 
organizational and safety technology management aspects, through an integrated 
approach to safety, touching upon international practices to support national regula-
tory objectives. Apart from this, the integrated view of asset management employing 
transformative technologies towards addressing Industry-4 requirements also formed 
a part of the conference proceedings.
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It can be argued that the treatment of the subject is not exhaustive; however, the 
major objective of plenary sessions, i.e., to discuss the core evolving technologies 
and its implementations, has been met. As such, this volume can be considered to 
complement the contributory book volume, comprised of full-length papers as part 
of ICRESH-2024 proceedings. Further, pre-conference tutorial lectures provide an 
improved perspective on the subject, i.e., the role of reliability and risk in elimi-
nating or reducing the potential hazard for complex engineering systems, through 
the development of insight on prevention, enhanced tolerance(s) and/or removal of 
the failure(s) or consequences of failure. 

We sincerely thank our keynote speakers, many of whom have come from a 
long distance in India and abroad to grace the ICRESH-2024 and enlightened the 
participants and organizers of the event. We thank them for their support and for 
presenting their excellent work capturing their R&D and professional experience. 

Special thanks to Springer team, Ms. Priya Vyas, Senior Editor, and colleagues 
for the development and management of the tasks associated with this volume and 
for bringing out the keynote talk book of ICRESH-2024, well in time. 

Mumbai, India 
November 2023 

Prabhakar V. Varde 
Manoj Kumar 

Mayank Agarwal
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Chapter 1 
Tends in Engineering Asset 
Management: The Impact 
of Transformative Technologies on Risk 
and Reliability Management 

Uday Kumar 

Introduction 

In recent years, technology has played an increasingly vital role in revolution-
izing the management of risk and reliability in engineering assets, presenting both 
unprecedented opportunities and unforeseen challenges. However, with the advent 
of transformative technologies, the engineering asset management paradigm has 
shifted dramatically. This transformation is driven by the recognition that proac-
tive, data-driven approaches can significantly enhance the operational performance 
of assets while mitigating risks and ensuring reliability. Further, these technologies 
empower engineering managers to make informed decisions while simultaneously 
minimizing operational costs. Consequently, asset managers across industries have 
eagerly embraced digital technologies, with the aim of achieving operational excel-
lence. The deployment and use of industrial Internet of Things (IoT), Artificial Intel-
ligence (AI), Machine Learning (ML), and 5G communications, has provided the 
asset managers with tools for near perfect cost optimization and risk elimination. 
As we look into the future, it is evident that technologies will continue to evolve 
like living organism, providing even more advanced solutions for engineering asset 
management. 

The convergence of AI, IoT, and 5G communication is expected to open new 
frontiers in real-time monitoring and predictive maintenance. Furthermore, advance-
ments in data analytics will enable asset managers to extract deeper insights from 
their data, leading to more informed decision-making. For high-risk industry, RAMS 
(Reliability, Availability, Maintainability and Safety) engineers must get used to new 
tools and technologies that will reduce the risk and eliminate unforeseen reliability

U. Kumar (B) 
Luleå University of Technology, Luleå, Sweden 
e-mail: uday.kumar@ltu.se 
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2 U. Kumar

and safety issues. Further, during the last two decades the area of PHM (Prognostics 
and Health Management) has been evolving and complementing the area of RAMS 
to eliminate technical and financial risks from asset operation with deployment of 
transformative technologies. 

RAMS (Reliability, Availability, Maintainability and Safety) & PHM (Prognostics 
and Health Management) 

RAM management traditionally focuses on reducing failure occurrences and 
devising cost-effective maintenance programs to mitigate associated safety, business, 
and societal risks, considering the entire asset lifecycle. A well-structured RAMS 
program has become an indispensable driver of sustainable asset management for all 
organizations and plays a pivotal role in adapting to the challenges posed by climate 
change. It holds the key to ensuring competitiveness, the safe delivery of services, 
and the attainment of sustainability objectives. RAM parameters are determined and 
dimensioned during an asset’s design phase, allowing for objective testing, verifica-
tion, and certification. In a broader life cycle perspective, RAM assurance programs 
contribute to product support strategies aimed at mitigating total business risks while 
accounting for the unique operational context. This phase deals with population-level 
considerations. 

PHM is operationalized during the operational phase and revolves around indi-
vidual assets or engineered objects. RAM assists in planning PHM programs during 
operations, while the availability of PHM programs aids in the dimensioning of 
RAM parameters during the design phase. The overarching goal of a PHM program 
is to enhance asset availability by affording early proactive maintenance planning, 
thereby averting the consequences of unforeseen failures. PHM programs encom-
pass detection, diagnostics, prognostics, and the identification of the Best Possible 
Solution (BPS) in the presence of various sources of risks and uncertainties. 

Traditional reliability techniques harness probability models to characterize 
failure arrival rates, identify critical failure modes, and assess their severity through 
programs like Failure Modes and Effects Criticality Analysis (FMECA). These 
insights are instrumental in developing PHM algorithms. PHM algorithms, in turn, 
enhance classical reliability efforts by lowering the bounds on design reliability. In 
essence, a well-structured PHM program or tool obviates the need for extra relia-
bility provisions, such as redundancies or additional costs. Maintenance serves to 
compensate for deficiencies in reliability by leveraging maintainability characteris-
tics, thereby reducing maintenance action durations. PHM further facilitates accurate 
estimation of Remaining Useful Life (RUL) and the formulation of cost-effective 
maintenance tasks and policies leading to minimization of total asset operational 
risks. Figure 1.1 illustrates the concept of RUL.

The paper aims and underscores the profound significance of digital and enabling 
technologies in modern engineering asset management. It explores the associated 
challenges and opportunities, offering insights into how these technologies can 
reshape the future of asset management.



1 Tends in Engineering Asset Management: The Impact of Transformative … 3

Fig. 1.1 Estimation of remaining useful life

New Technology for Asset Monitoring and Maintenance 

The transformative technologies facilitate or are expected to facilitate correct deci-
sions and actions at the lowest possible cost using the power of predictive and 
prescriptive analytics by the asset managers. These are expected to support organi-
sations’ digital transformation journey and operations goals. These technologies can 
be broadly classified as supporting, optimizing and transformative technologies, as 
outlined in Fig. 1.2, and collectively provide the foundation for the predictive tech-
nologies, being used for the estimation of the Remaining Useful Life (RUL) of assets. 
Condition monitoring, Multiphysics simulation, RAMS (Reliability, Availability, 
Maintainability and Safety) modelling, LCC (Life-Cycle Costs) analysis, etc. arrive at 
the correct optimal maintenance decision form the core of supporting and optimizing 
technologies. Other technologies such as Virtual Reality (VR), Augmented Reality 
(AR), predictive and prescriptive analytics, Industrial Internet of Things (IIoT), 5G 
communication technologies can offer near perfect solutions (even in real time) for 
the management of new or existing assets and are collectively termed as transforma-
tive technologies. For successful implementation domain knowledge is critical and 
expert with deep insight into the engineering system design and operation must be 
part of the technology deployment and implementation team.

Furthermore, for the successful development and implementation of transforma-
tive technologies and solutions, there is a spoken need for the convergence of the 
Operational Technology (OT) and Information Technology (IT).
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Fig. 1.2 Transformative asset maintenance framework

Digitization and Digitalization 

The effort to develop and implement new technology is founded on digitalization of 
assets. The digitalisation process in industry and the corresponding implementation 
of AI technologies require availability and accessibility of both data and models. Data 
and models are considered digital assets that affect system’s dependability during its 
whole lifecycle. 

It provides directions for digitization, digitalization and digital transformation of 
maintenance process.

• Digitization is the process of converting continuous information to digital format. 
It is the conversion of information (i.e., objects, images, sounds, documents, data, 
etc.) into an electronically stored digital format that can be accessed with right 
tools, authorization and infrastructures.

• Digitalization is the process of leveraging value hidden in the data to improve 
business processes. Digitalization facilitates use of digital technologies and data 
to visualize the physical health of the asset and develop optimal solution for the 
operation and maintenance. 

In short Digitization encompasses technologies that are aimed to enable the 
process of transforming analogue data to digital data. Digitalisation on the other 
hand encompassed to the provision of digital services which creates value to its user.


