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papers.
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research. Our special thanks go to the Program Chairs: Ji Su Park (Jeonju University,
Korea), Hiroyuki Takizawa (Tohoku University, Japan), Hui Tian (Griffith University,
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papers for the conference.
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A Blockchain System for Fake News Detection

Janusz Bobulski®)

Department of Computer Science, Czestochowa University of Technology, Czestochowa, Poland
januszb@icis.pcz.pl

Abstract. The media greatly impacts the world’s perception and what is happen-
ing in it. Nowadays, the Internet is a medium where information flowing from all
over the world meets. Every year, more and more information websites are created
from which we learn about the reality surrounding us. The problem is that many
of these websites do not use primary and reliable sources but only use sources
that have already been processed and duplicated. Very often, these portals omit
not only important facts for a given event but also reproduce false information.
There are also situations where fake news is deliberately created and disseminated.
The phenomenon called “fake news” has long been known as disinformation or
propaganda. Contemporary scientific analyses focus primarily on its new dimen-
sion, i.e. the dissemination of untrue or incorrect information on the Internet, the
reasons for the popularity of fake news on the Internet, and the speed and manner
of information dissemination. However, the most important problem is preventing
the spread of fake news. In the article, the authors propose a method of autho-
rising content using blockchain technology. The presented method is resistant to
manipulation attempts, confirmed by the tests.

Keywords: blockchain - fake news - cybersecurity

1 Introduction

Blockchain is a technology that enables the decentralised, secure, and immutable storage,
transmission, and verification of information. As a result, it has found applications in
various fields, including [1]:

e Cryptocurrencies and finance: Blockchain is widely used in cryptocurrencies such
as Bitcoin, Ethereum, and Litecoin. It allows for direct storage and transfer of value
between users without the involvement of financial intermediaries. Blockchain also
enables the secure verification of financial transactions, identities, and audits.

e Supply chains: With blockchain, products can be traced from producer to consumer,
allowing for better control over production processes, fraud prevention, and increased
food safety.

e Medical data management: Blockchain enables the secure and unalterable storage
and transfer of medical data, which can help protect patient privacy and enhance the
effectiveness and speed of healthcare.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
J.S. Park et al. (Eds.): PDCAT 2023, LNEE 1112, pp. 1-11, 2024.
https://doi.org/10.1007/978-981-99-8211-0_1
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e Electronic voting: Blockchain provides secure and reliable electronic voting, which
can prevent electoral fraud and ensure transparent and fair elections.

e Identification systems: Blockchain can securely and unalterably verify user identities,
helping combat fraud and preventing cyber-attacks.

e Smart contracts: Blockchain enables the creation and execution of smart contracts
that automatically fulfil the terms of the contract, without the need for intermediaries.

e Artificial intelligence: Blockchain can store and process large amounts of data
required to train machine learning and artificial intelligence algorithms.

These are just a few examples of blockchain applications. This innovative technology
has the potential to revolutionise many fields and industries. Blockchain allows for the
decentralised, direct, and immutable storage and transmission of information, which
makes it a promising tool in the fight against false information, particularly in verifying
the credibility of content and information sources. Here is a literature review of the use
of blockchain in combating fake news.

In their article [2], the authors systematically reviewed several scientific papers on
using blockchain to verify fake news. They found that blockchain could detect and ensure
correct information. The findings revealed that the suggested technique is satisfactory
and efficient in recognising rumours and preventing their spread.

Due to availability of news and also for the free scope of sharing, most of the time
rumours are being extensive in a short period of time. Detecting and preventing rumors
and false information remains a significant challenge for social network. The introduction
of blockchain technology has paved the way for the development of decentralised apps in
order to address this issue. In this technology any information is recorded permanently.
The authors in [2] explore a strategy to eliminate bogus news on social media by utilising
the benefits of peer-to-peer network ideas. By issuing non-fungible token content rating
we can detect and ensure appropriate news. The findings revealed that the suggested
technique has a satisfactory performance and efficiency in recognising rumours and
preventing their spread.

Prior research has proposed adding a quorum, a group of appraisers trusted by users
to verify the authenticity of digital content, to the fake news prevention systems. In the
paper [3], the authors propose an entropy-based incentive mechanism to diminish the
negative effect of malicious behaviours on a quorum-based fake news prevention system.
To maintain the Safety and Liveness of our system, their employed entropy to measure the
degree of voting disagreement to determine appropriate rewards and penalties. They use
Hyperledger Fabric, Schnorr signatures, and human appraisers to implement a practical
prototype of a quorum-based fake news prevention system. The outcomes of the case
analyses and experiments show that the presented mechanisms are feasible and provide
an analytical basis for developing fake news prevention systems.

In conclusion, scientific literature suggests blockchain technology can help combat
fake news by increasing data transparency and immutability. With further research and
innovation in the field of blockchain, there is a promising prospect for its development
in the fight against fake news.
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2 The Structure of the Blockchain

Blockchain, i.e. a chain of blocks, is a technology used to store data securely, immutably
and decentralised way. The blockchain structure consists of the following elements:

e Blocks - each block contains a set of transactions grouped and added to the chain
at a particular time. Blocks are chained using hashes of cryptographic functions,
preventing tampering with the blocks’ data.

e Block header - The block header contains information about the block itself, such as
the block number, its creation time, the hash of the previous block, and the proof of
work used to validate the block’s authenticity.

e Proof of Work - This is a mechanism used in the blockchain to protect the network
against attacks and confirm the block’s authenticity. It consists of solving mathemat-
ical problems using high computing power, making it difficult for attackers to falsify
data.

e Peer-to-peer network - blockchain works based on a peer-to-peer network in which
nodes are connected directly, creating a decentralised network.

e Network Nodes - Network nodes are the computers that create and maintain the
blockchain by processing transactions, validating blocks, and sending them to other
nodes in the network.

e Addresses - each blockchain account has its unique address used to carry out
transactions.

e Transactions are saved in blocks and contain information about transferring values
between addresses. Network nodes must verify and accept each transaction before
being added to the block.

e Time Company - The blockchain uses a Time Company system to ensure that
transactions are added to blocks in the correct order and time.

Thanks to such a structure, blockchain provides security, immutability and decen-
tralised control over stored data.

3 The Problem of the Byzantine Generals

The blockchain network structure should ensure resistance to failures, disruptions in
transmission and attempts to attack the content of individual blocks. A properly func-
tioning decentralised system must implement mechanisms ensuring reliability in any
situation.

In the case of analysing the situation with the appearance of incorrect messages in the
blockchain network, the problem of Byzantine generals is often explored. Its assumptions
are as follows: many Byzantine generals are planning an attack on the city. All generals
must attack simultaneously or decide to retreat together to be victorious. They can only
communicate with each other through messengers. The problem is that there are traitors
among the generals who send the wrong messages. The solution to this theoretical
problem must consider that the messages are open to all generals, including traitors.
This thought experiment is described in detail in [4]. The problem of Byzantine generals’
problem directly impacts distributed systems, for example, those based on blockchain.
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The nodes in a distributed network, equivalent to the generals in the theoretical problem,
can send and receive messages from each other. Those of them that work incorrectly
is called Byzantine knots. Any node action that goes against the assumptions can be
considered Byzantine action.

One of the conditions necessary for the proper operation of the blockchain net-
work is creating a mechanism that ensures the creation of new blocks correctly. Such a
mechanism is correct if it allows the product of blocks according to generally accepted
consensus rules. At the same time, it shows high resistance to such problems as nodes
with limited connectivity or nodes sending incorrect messages (intentionally or as a
result of a failure). It is crucial that after the voting process, the servers make the same
joint decision and the related action - adding a new block to the local chain or rejecting
it. If even one server decides otherwise, it can lead to anomalies in the future. Supposing
any server chooses to include a block that the rest of the network will not, then in future
votes, that server will consider each subsequent block incorrect. When the node adds a
new block, it checks whether the hash provided as the hash of the previous block in the
candidate block is equal to the hash of the most recent block stored in the local copy. If
the hash is incorrect, the server votes against that block.

Similarly, the system will behave when it has not previously attached a block that
most servers have joined. Also, there will be a conflict when checking the consistency of
the previous block’s hash. Skipping a block is more likely than adding a block without
majority approval. It can happen due to the temporary unavailability of the server. Let’s
assume, during this time, other servers vote to add a new block and accept it. The inactive
server will never know about this vote unless it decides to compare its blockchain instance
with one of the other servers later. However, the server does not have to be unavailable
not to accept a new block. There may be a situation where a server fails to propagate
its address when joining the network sufficiently. As a result, other servers fail to send
their opinions about candidate blocks to it. So, the decision is made by a majority vote.
It is assumed that consensus is reached if more than 50% of the servers consider the new
block correct. In general, most nodes in the network will work fine.

Blockchain-based fake news detection.

Another serious problem is when servers send erroneous messages not because of an
error but because of deliberate human interference. These types of situations are more
dangerous because the attacker can act in a more coordinated manner and attack several
servers simultaneously. One of the assumptions of a decentralised system is that each user
or server has an equal impact on the network, and actions that interfere with the system’s
proper operation are not allowed and must be countered. Situations, where nodes send
misleading messages, are closely related to the problem of Byzantine generals.

In the case of a problem with disseminating fake news, misleading messages will
be untrue and should not be published. To analyse the problem, we chose a simple
network consisting of four servers (A, B, C and D) during the voting process on the
correctness of the new block, i.e. the truth of the information. All servers received
the block and validated it. Servers B, C, and D determined the block was correct, while
server A determined it was invalid and forwarded its vote information to the other servers.
Even though server A cast the vote differently from the others in this case, this is not
incorrect. Each server has the right to vote following the actual state of its blockchain.
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In the analysed situation, the block will be accepted despite one vote against it because
75% of the servers say that the block is correct. In this case, server A will also decide to
include a new block based on the votes from other servers. Since its vote was different, its
blockchain is broken, and it needs to download the correct version from one of the other
trustworthy servers. However, when server A (called the Byzantine or misleading server)
knows that the block is correct (his correct vote would be a vote for block inclusion). It
sends information to servers B and D that it thinks the block is correct, while it sends a
misleading message to block C that the block is incorrect. In this way, it may disrupt the
voting process in individual nodes; server B and D, after counting, consider that 100%
of servers are in favor of including the block, while server C finds that only 75%.

One change increases the risk of making a wrong decision, in this case, on server
C. For networks with less unanimity or more Byzantine servers, it can lead to an error
in one or more nodes. In a situation where servers B and D, receive information that
75% of nodes found the block correct, they attach it to the local blockchain instance.
Server C, on the other hand, as a result of the operation of the Byzantine server, receives
information that the compatibility is 50%. In the case of the analysed example of fake
news, a match greater than 50% is needed to reach a consensus, so server C does not
accept the block. In this case, the Byzantine server achieves its goal - it manages to
corrupt one of the servers, leading it to a situation where it has an outdated string.

The above analysis shows that the operation of Byzantine servers consists in sending
misleading messages in such a way as to lead some servers to make an incorrect decision.
Such servers may perform attacks randomly or direct them to a specific server. It is
possible when the attacker controls multiple servers simultaneously and sends the wrong
message only to the selected node.

The authors of this theoretical problem have already proposed the basic algorithm
for solving the problem of Byzantine generals. The authors of the problem proposed the
OM(m) algorithm, which solves the above problem for a group of not less than 3m + 1
generals, where m is the number of traitors [4].

The algorithm looks like this: for the value of OM(0), the commander sends his
vote to every other general, and each general uses the received value to decide. If m is
greater than zero, the OM(m) algorithm assumes that each general. After receiving a
message, it will additionally send it to the other generals, omitting the original author of
the message; it will therefore perform the OM(m-1) algorithm.

The creators also described the operation of this algorithm for the simplest case -
four generals, one of whom is a traitor. For one traitor, this is the minimum number of
generals, according to the following equation:

3xm+1=3x14+1=4, (1)

where m is the number of traitors.

If the server sending the voice is not a traitor, it sends its valid vote to all servers.
Byzantine server B sends server D a false vote in the second voting round. However,
server D also gets a vote for adding a block from server C. So it has three votes - two for
(from the original server and server C) and one against adding a new block. So, based on
the majority’s decision, it accepts the new block. The algorithm must also work correctly
when the original message’s sender is a Byzantine server. The byzantine server sends
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three messages to other servers; it is not essential what the messages are because, in
the second round of sending messages, the servers will exchange received messages.
Therefore all nodes that are working correctly will have the same pool of messages (1,
2, 3) and will make the same decision.

The above algorithm has several disadvantages. As the analysis shows, for n nodes,
the OM(m) algorithm first calls n-1 separate OM(m-1) algorithms, each of which calls
the OM(m-2) algorithm n-2 times, which causes further recursive calls the algorithm
until OM(0) is reached.

It follows that for networks with more than 1 Byzantine server, a large number of
messages are required to be sent. Therefore, it has a negative impact on network perfor-
mance, and a mechanism should be implemented that will allow for the differentiation
of messages at successive levels of nesting.

3.1 A Simplified Solution with Signed Messages

The problem of Byzantine generals is much easier to solve when we can say with certainty
that a given voice is coming from a specific server. As the analysed article shows,
the problem under consideration becomes much easier to solve when the following
assumptions are added: the signature of a loyal general cannot be forged, and every
other general can verify the signature’s correctness. As the authors of this algorithm
claim and then prove, a solution can be used that works independently of the number of
Byzantine generals [4].

The algorithm assumes that each general receives a signed order from the commander
and then sends it to the other generals. As emphasised, generals, in contrast to the oral
communication solution, can determine with certainty whether a commander is a traitor
by comparing the received messages [4].

For the analysed problem of verifying the correctness of messages, a simplified
algorithm with signed messages can be implemented based on the above idea. After
receiving the voice from the server, each other server additionally marks the received
vote and distributes it to other nodes. After receiving a certain number of votes or after the
voting time has elapsed, each server checks the received votes. However, to determine
what vote a particular server cast, it does not make decisions based on the majority - if
it finds even one vote that contradicts the others, it means that the server is a Byzantine
server. It is because each vote is cryptographically signed and unquestionably correct.
The server thus has evidence that another server has attempted to interfere illegally with
the network by sending conflicting messages to different nodes.

Attempted forgery when sending messages about the received vote is even easier
to detect. First, the transmitted voice must be cryptographically correct, so you cannot
effectively convince the other servers that the given server made a different decision than
it was. Each server must provide proof of the original vote they previously received. In
addition, there is no possibility of impersonating another server because also, at the
second level, the voice must be cryptographically signed [5].

So the algorithm looks like this:
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1. Server A sends its signed voice to the other servers.
. For each server and different from A:

2.1. The server i saves the received vote.

2.2. Server i signs the received vote and distributes it to all other servers except
A.

2.3. Server i starts the process of collecting information about what vote other
servers received from server A. He gets a vote from every server except A:

2.3.1. The server i validates the voice. If it is incorrectly signed, it rejects it. If it
is correct, it adds it to its list.

2.4. After the set time or receiving votes from all servers except A, the server
verifies the received votes. If at least one of them is different from the oth-
ers, it means that server A is a Byzantine server and is trying to make an
unauthorised interference with the network. The server i notes this fact in
a separate list and does not consider server A's vote.

The above algorithm applies to accepting a vote only from server A. It is performed
as many times as there are servers in the network - each time, one of the servers sends
its vote on a given block. Based on the stored list of Byzantine servers, each server can
determine which votes to take into account and which to ignore during the final counting
of votes.

3.2 Selection of the Consensus Algorithm

The correct operation of the application depends on the mechanisms based on which
users decide whether a new block can be attached to the blockchain. Such tools are called
consensus algorithms. There are many different types of mechanisms.

In public blockchains, it is necessary to introduce restrictions on who and on what
basis can create new blocks. It avoids problems such as double spending or filling up
the chain with unnecessary blocks with artificial transactions. An appropriate algorithm
for reaching a consensus positively impacts the stability of the entire application, as it
allows you to establish an actual rate of new data creation. For example, the Bitcoin
chain implements a mechanism that determines the difficulty of creating a new block
in a given period (difficulty matching period), considering the time stamp in the blocks
of a given interval. Thanks to such calibration, regardless of the users’ involvement, it
always takes an average of 10 min to extract one block [6].

In the case of verifying the authenticity of the message, we suggest using an algo-
rithm for reaching a consensus based on the reputation of a given user/server in the
network. So it implements the Proof of Authority algorithm (PoA). In the case of this
type of solution, PoA blockchain networks are secured by nodes that are uncompro-
misingly selected as reliable units [7, 8]. Anti-fake news portals, such as Snops.com,
FactCheck.org, PolitiFact, and ABC, will play the role of these nodes. The second group
of trusted servers will be recognised by large, credible publishers such as CNN, BBC,
Times, Washington Post, etc. [9, 10].
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3.3 Network Effectiveness Testing

A messaging application and a Byzantine server implementation were built as part of
the research. Such a server sends a random message to each server during voting. It will
be possible to examine the behaviour of both the server trying to influence the network
and the incorrect action due to a failure. The probability for both vote values is 50%.
The result of running the program for four servers, one of which is a Byzantine server,
is as follows:

Node A | my choice: true | ratio: 75%

Node B | my choice: true | ratio: 75%

Node C | my choice: true | ratio: 100%

Byzantine Node D | my choice: false/false/true | ratio: 100%
Votes for: 4

Votes against: 0

Real ratio: 100 %

Final consensus: true

Even though the block was accepted, nodes A and B received a vote from the
Byzantine server, resulting in a lower-than-real vote rate (ratio) for adding the block.

In another attempt, the Byzantine server was successful in attacking network
integrity. The actual result of the vote is 75% - this is the result that should be in each
of the servers, if there were no wrong messages sent. The Byzantine server sent node
A a vote for adding a block and nodes B and C against it. Therefore, nodes B and C
made a decision contrary to the actual state and rejected the block that, according to the
objective state of the network, they should join. In addition, due to the fact that as many
as 50% of the servers made a different decision, there was an unintended branching of
the blockchain.

Node 0 | my choice: false | ratio: 75%

Node 1 | my choice: true | ratio: 50%

Node 2 | my choice: true | ratio: 50%

Byzantine Node 4 | my choice: true/false/false | ratio: 50%
Votes for: 3

Votes against: 1

Real ratio: 75 %

Final consensus: false

The test shows that less compatibility of properly functioning nodes increases the
probability of error and the performance of Byzantine servers. The research conducted
1000 tests on a network of 100 servers. We conducted a second step or experiment to
test the network’s performance against the number of Byzantine servers.

The tests were repeated 100 times for each case with a different number of malfunc-
tioning nodes. Since the total number of servers is 100, the number of Byzantine servers
also equals their percentage. The obtained results are presented in Table 1 and graph 1.
The results show that the network achieved 100% efficiency even when as much as 42%
of the nodes were Byzantine servers. In further testing, there were isolated cases where
the servers made a decision different from the general conclusion, but the efficiency
remained around 99% until Byzantine servers made up 58% of the network; above this
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value, the efficiency of the network began to drop drastically. With 73% of the nodes
defective, more than half of the tests were negative, and with 82%, almost all.

Therefore, a large number of nodes positively affect the correct operation of the
network. It should be noted, however, that in the simulations, the Byzantine servers
made decisions at random, which was more similar to the behaviour of servers sending
incorrect messages as a result of a failure than as a result of intentional interference. One
would expect that Byzantine servers could perform targeted attacks, i.e. send multiple
messages to specific servers to achieve certain benefits. These types of actions are more
difficult to simulate. On the other hand, more such groups of servers could try to exert
an unfair influence on the network, and they would pursue different goals, so these tests
seem reliable. Regardless of whether we consider Byzantine servers to be random or
directed, our tests clearly show that such servers have a very large impact on the network
and can easily lead to inconsistencies between individual nodes. The implementation
of algorithms that counteract this type of attack is therefore necessary for the proper
operation of the network.

Table 1. Correctness of network operation depending on the percentage of Byzantine servers

Percentage of Byzantine servers Network correctness (%)
20 100
30 100
40 100
42 100
43 99,99
45 99,99
50 99,97
55 99,81
60 98,39
65 91,45
70 69,75
75 31,16
80 4,10
85 0,03
86 0,01
87 0

90 0

Therefore, a large number of nodes positively affect the correct operation of the
network. It should be noted, however, that in the simulations, the Byzantine servers
made decisions at random, which was more similar to the behaviour of servers sending
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incorrect messages as a result of a failure than as a result of intentional interference. One
would expect that Byzantine servers could perform targeted attacks, i.e. send multiple
messages to specific servers to achieve certain benefits. These types of actions are more
difficult to simulate. On the other hand, more such groups of servers could try to exert
an unfair influence on the network, and they would pursue different goals, so these tests
seem reliable. Regardless of whether we consider Byzantine servers to be random or
directed, our tests clearly show that such servers have a very large impact on the network
and can easily lead to inconsistencies between individual nodes. The implementation
of algorithms that counteract this type of attack is therefore necessary for the proper
operation of the network (Fig. 1).

120
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40
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20

. LN

0 20 40 60 80 100
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Fig.1. Correctness of network

4 Conclusion

Blockchain technology will find future applications in areas not yet associated with it.
This technology can significantly reduce the real scourge of the Internet, fake news.
Blockchain technology will allow you to track the way information is created and all
attempts to modify it at every stage, thus preventing attempts to create false informa-
tion. It has not been possible until now. Only blockchain technology allows you to do
this by supporting the mechanism of interconnected transaction chains, which are 100%
protected against outside interference. This article contains a proposal for the practical
application of blockchain to protect against fake news. The study confirms the effective-
ness of the proposed method. Its simple structure will undoubtedly be a vote for its use
in practice.
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Abstract. ZooKeeper Atomic Broadcast (Zab) is a high-performance atomic
broadcast protocol, which is a key component of Apache ZooKeeper. By ensuring
strong consistency and fault tolerance, the Zab protocol plays a crucial role in
building robust and resilient distributed systems. However, the correctness and
reliability of the Zab protocol have received limited attention in research. Thus,
we employ Communicating Sequential Processes (CSP) to analyze and evaluate
of the Zab protocol’s properties and behavior. We utilize Process Analysis Toolkit
(PAT) to verify six important properties, including Deadlock Freedom, Divergence
Freedom, Data Reachability, Consistency, Sequentiality and Atomicity. The verifi-
cation results demonstrate that the Zab protocol provides assurance of correctness
and reliability.

Keywords: Zab protocol - CSP - Modeling - Verification - PAT

1 Introduction

With the rapid advancement of distributed systems and blockchain technology, a large
number of novel protocols and algorithms have been proposed, such as Paxos [14],
Raft [16], Zab [11], etc. However, numerous widely-utilized protocols and algorithms
in distributed systems have yet to undergo further analysis and verification to ensure the
security and correctness of the system.

To cover the gap, formal methods provide a rigorous and systematic approach to
distributed system development, analysis, and verification [2, 8]. Formal methods are
powerful technology and widely applied in numerous domains, such as operating systems
[13], blockchain [17], cyber-physical systems [3], artificial intelligence [12] and so on.

Most recently, there are also some works using formal methods to verify protocols
and algorithms. Wilcox et al. [19] presented a framework Verdi and verify Raft [16].
Chand et al. [4] used TLAPS to describe formal specification and verification of Multi-
Paxos algorithm. Yin et al. [20] employed the TLA+ to specify and verify the limited
properties of Zab. Inspired by these works, we choose process algebra CSP [7] to further
model and analyze the Zab protocol.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2024
J. S. Park et al. (Eds.): PDCAT 2023, LNEE 1112, pp. 12-24, 2024.
https://doi.org/10.1007/978-981-99-8211-0_2
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In addition, the research on the correctness and reliability of Apache ZooKeeper
and the Zab protocol has received limited attention. Apache ZooKeeper [9, 10] is a
centralized and highly reliable distributed coordination service that is widely used in
distributed systems. The fundamental protocol employed by ZooKeeper is the ZAB
(Zookeeper Atomic Broadcast) protocol [11], which serves as a foundational building
block for developing robust, scalable, and reliable distributed applications, and plays a
crucial role in the frontier research and innovation in the field of distributed systems.
Thus, it is crucial to conduct formal verification of the Zab protocol.

In this paper, we aim to provide a solid foundation for the analysis and verification of
the Zab protocol by using process algebra CSP (Communicating Sequential Processes)
[7]. We utilize model checker PAT (Process Analysis Toolkit) [18] to verify a broader
range of properties, including Deadlock Freedom, Divergence Freedom, Data Reacha-
bility, Consistency, Sequentiality and Atomicity. The verification results show that the
correctness and reliability of Zab protocol are guaranteed.

The remainder of this paper is organized as follows. Section 2 provides a brief
introduction of the Zab protocol and the process algebra CSP. In Sect. 3, we illustrate
the detailed modeling of the Zab protocol with three phases. In Sect. 4, we adopt PAT
to implement the constructed model and verify six properties. Finally, Sect. 5 provides
a summary of the contributions and potential future work.

2 Background

In this section, we give a concise explanation of the Zab protocol. At the same time, we
give a brief introduction to the process algebra CSP.

2.1 Workflows of the Zab Protocol

Before introducing the Zab protocol, it is essential to clarify the entities involved in the
protocol.

— Client: Clients interact with the distributed system and send update requests to the
leader.

— Leader: Servers in the leading state are responsible for coordinating the replication
of data updates across the followers. In case of failures or leader re-election, a new
leader is elected among the followers.

— Follower: Servers in the following state replicate data updates received from the
leader. They maintain a copy of the leader’s log and execute the updates in the same
order as the leader.

— Looker: Servers in the looking state actively participate in the leader election process
by requesting votes from other servers, which occurs when there is no leader present
in the system.

The Zab protocol operates in three main phases: Discovery phase, Synchronization
phase and Broadcast phase. Next, we delineate them respectively.
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Discovery Phase. In this phase, the servers in the ZooKeeper system discover each
other and determine their roles. Initially, all servers start in the looking state, indicating
that there is no leader. In addition, servers communicate and exchange information to
elect a leader. They send election requests and respond with election requests from other
servers to establish a new primary. Once a server receives votes from the majority, it
switches to the leading state, indicating that it is recognized as a leader. The workflows
of this phase are illustrated in Fig. 1.
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VoteMessage .
(4. ToBeLeader / "
{=i= =y 7 2. VoteMessage|"._
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Server4 Server3
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Fig. 1. The Workflows of the Discovery Phase

Synchronization Phase. After the leader is elected, the synchronization phase begins.
In this phase, the followers synchronize data with the leader. It sends synchronization
requests to the followers, which reply with their last known committed proposal. The
leader then compares its own transaction log with the followers’ logs and sends the
missing proposals to bring them up to date. This ensures that all followers have an
identical copy of the leader’s log and brings them into a consistent state. The workflows
of this phase are shown in Fig. 2.

1. NewEpoch & ZXid,/"—‘\t NewEpoch & Zxid
2. UpdateData 2. UpdateData
Requesrt Requesrt
Serveri > Server2 < Server3
3. Send Data 3. Send Data
4. Ack \ 4. Ack

\
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Fig. 2. The Workflows of the Synchronization Phase

Broadcast Phase. Once synchronization is complete, the servers enter into the broad-
cast phase. During this phase, the leader receives client’s requests and proposes new
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proposals. It orders the proposals, assigns unique identifiers, and broadcasts them to
all followers. The followers replicate the proposals. Then, when the leader receives the
ACK message from more than half of the followers for the transaction proposal, it will
send a commit message to all the followers. This ensures durability and guarantees the
consistency of transactions across the entire cluster. Figure 3 shows the workflows of
this phase.
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Fig. 3. The Workflows of the Broadcast Phase

22 CSp

CSP (Communicating Sequential Processes) [ 7] provides a rigorous mathematical theory
and language. Additionally, CSP has been successfully applied to model and verify
various concurrent systems and communication protocols [1, 5, 15]. Part of CSP syntax
used in our model are described as follows.

P, Q = Skip|Stopla — P|clx — Plc?v — P|POQ
PlIQIP||IQIP «b> Q|P; QIP[IX]1Q

— Skip: The process does nothing, but terminates immediately.

— Stop: The process reaches deadlock.

— a — P: After the execution of event a, process P is executed.

— clx — P: The process receives a message through channel ¢ andassigns it to variable
x, then behaves like P subsequently.

— ¢?v — P: The process sends a value v through channel ¢, and then starts executing
process P.

— POQ: It stands for general choice between the processes P and Q.

— P||Q: Processes P and Q run in parallel.

— PJ]|Q: Processes P and Q run concurrently without barrier synchronization.

— P<brQ: If the Boolean expression b equals true, then process P is executed, otherwise
process Q is executed.

— P; O: Processes P and Q execute in sequence.

— P[|X|]Q: The parallel composition of P and Q performs the concurrent events on the
set X of channels.
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3 Modeling

In this section, we present the formal modeling of the Zab protocol with CSP. Firstly, we
give the whole structure of our model and then we model each phase of the Zab protocol
respectively.

3.1 Sets, Messages and Channels

To facilitate the procedure of modeling and clarify the whole system, we give the
definitions of sets, messages and channels used in this model.

Based on the mechanisms and processes involved in the Zab protocol, some sets
have been defined. The set Module denotes all modules within the Zab protocol, which
comprises clients, servers, and proposals. The set ID represents the unique identifier for
each of the above module. The set Status is composed of all status that a server may be
in. The set Data includes the data transmitted between modules. The set Req defines
request messages and the set Ack contains feedback messages. Furthermore, we show
a detailed definition of the relationship between relevant sets and constants in Table 1.

Table 1. The Relationship Between Involved Constants and Predefined Sets

Set Constants

Module C (client), S (server), P (proposal)

1D CID (client id), SID (server id), ZXID (proposal id)

Status Leading, Following, Looking, Crashing

Data Data

Req ReadData (request for data), ProposalMsg (request to store proposal),

Election (request for election), LeaderMsg (request to be the leader),
ReqProposal (request for proposal),
CommitProposal (request to commit proposal)

Ack True/1 (positive feedback), False/0 (negative feedback),
VoteMsg (voting result)

Based on the above sets, we define messages transmitted among components.
Depending on the type of messages, we abstract and classify the messages, and the
definitions are as follows:

MSGrey = {mSgreq.A.B.content|A € Module, B € Module, content € Req}
MSGyep = {msgrep.A.B.content|A € Module, B € Module, content € Ack}
MSGaatq = {msgdarqa-A.B.content|A € Module, B € Module, content € {Data, ID}}

where, MSGe, is composed of the request messages transmitted from module A to
module B, MSG., denotes the response messages and MSG,,, represents the data
messages. A and B are the sender and the receiver respectively, and content represents
content contained in each message.
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Then, we define that MSG consists of the above three types of messages.

MSG = MSG oy U MSGep UMSG gara

Furthermore, we define the channels for communication among various modules.
These channels are denoted as COM _PATH , shown as below:

— ComCS: The channels are between the client and server. In a ZooKeeper system,
there are multiple client and server processes interacting with each other. So, the
corresponding channels will also be generated, and we use subscript i to distinguish
each channel expressed as ComCS;.

— ComSS': The channels are between servers. Similarly, there are multiple channels. We
use subscript j to distinguish each channel, denoted as ComSS;.
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Fig. 4. The Communication Flow of the Zab Protocol

3.2 Overall Modeling

As described in Sect. 2, the behavior and status of servers differ depending on the phase
of the Zab protocol. Therefore, the definition of Server is as follows:
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Serversgq() =qr Lookers;q() < Status[sid] == looking >
< Leaderg;;() < Status[sid] == leading > )
(Followergiy () < Status[sid] == following I> Faildg;())

where, the array Status[sid] records the current status of server with IDsid.
Lookeriq (), Leaderqig (), Follower;q () and Faild;g () are processes.

The ZooKeeper system can be abstracted as a system consisting of clients and servers.
The communication flow of the Zab protocol is shown in Fig. 4. We formalize the whole
model System() as below:

System=qf || cigec:sides: zvidep (Clienteiq[| COM _PATH |]Serverssiq)

3.3 Discovery Phase

During this phase, the servers do not process requests from clients. Instead, they com-
municate with each other using the ComSS channels to conduct a leader election.
This phase contains three core processes, Discoverysig isia (), SendElectionsiq isia.1()
and SendLeadergig isiq ().

Firstly, the process Discoverysiq isiq () represents what the server needs to do dur-
ing the discovery phase. If the leaderCount == 0, the server needs to initiate elec-
tion requests, handle election requests from other servers, and process leader election
requests. Otherwise, the server needs to synchronize data with the existing leader. The
model is shown as follows:

Discoverysiasia) =ar
Vote(sid, Isid) — SendElectiongq siar
ComSS;? MSGreq. Isid. sid. Eletion{Vote(lsid, sid)} —
. <ComSSj! MSGrep. Sid. Isid. VoteMsg — Discoveryg;q sia( ))
O ComSS;? MSGreq. Isid. sid. LeaderMsg — Synchronizationgiq siq()

O fail. sid{Status|sid] = crashing} - Faildg,()

< leaderCount == 0 >
Synchronizationeggerip,sia()

(fail.sid{Status[sid] = crashing} - Faildg;q( ))

In the above formula, Vote(sid, Isid) is utilized to cast a vote from server sid to
server [sid. leaderCount Records the number of leaders in the current system.

Secondly, the process SendElectiong;q isiq, () means that server sid initiate an elec-
tion request. It sets a time parameter 7', so the process will wait for the reply message
from the server Isid until the time exceeds 7. Within the time limit, if the server receives
votes from more than half of the servers, it will be elected as the prospective leader. The
model is depicted as follows:



