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Preface 

Blockchain has become the buzzword of the day. Developers are focusing on more user-friendly 
applications with the help of blockchain, achieving decentralization and a trustless environment 
without third-party involvement. This includes diverse concepts and tools that play major roles in 
developing crypto-based applications in various programming languages. The distributed ledger and 
smart contracts involved reveal the importance of blockchain in creating immutable and transparent, 
cryptographically secure record-keeping of transactions. The programming approach helps to shed 
light on the core concepts of blockchain and relevant applications in easy steps. This helps to motivate 
learners to become part of the solution to most of the applications demanding trustless and inde-
pendent autonomous systems. The identification and examination of blockchain technology beyond 
cryptocurrency will help to investigate alternative solutions using many blockchain-supportive tools. 

The main purpose of this book is to present the difficult concepts of blockchain technology in very 
accessible and easy-to-understand language using a programming approach so that learners can easily 
grasp the key concepts arising from the emerging notion of blockchain technology. Another purpose 
of this book is to make available the experience of academia and industry to the target audience 
through hands-on programming. 

This book presents the concepts of blockchain technology in a concise manner with clear and easy 
examples using trending blockchain programming languages. The book fills a gap of address issues 
surrounding the practical implementation of blockchain concepts using case studies. The book also 
highlights the usefulness of blockchain technology beyond its current applications. 

Mumbai, India Ramchandra Sharad Mangrulkar 
September 2023 Pallavi Vijay Chavan
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1Introduction to Blockchain 

Readers of this book are likely to have some knowledge and basic idea about the enormous potential 
of the trending, decentralizing, and trustworthy technology called blockchain. This technology 
represents an innovation in the digital ecosystem that has significantly impacted trusted computing 
activities, resulting in an enhanced level of protection from cyber security threats. 

This chapter lays out the fundamentals of blockchain technology, presenting its theoretical 
background, historical milestones, and present growth trends. Further, the conceptual view of a block 
in blockchain and the types of blockchain are described. The chapter discusses the basic skill set and 
libraries required to start doing “blockchain programming,” which is a key objective of this book. The 
chapter ends with a few examples and their implementation in Python. 

1.1 Prerequisites 

The prerequisites for blockchain technology include: 

• Understanding of cryptography: Cryptography is the foundation of blockchain technology. A basic 
understanding of cryptographic concepts, such as hashing, public-key encryption, and digital 
signatures, is necessary. 

• Distributed systems: Blockchain is a distributed system that runs on multiple nodes. Therefore, it 
is essential to have a good understanding of distributed systems to build and deploy blockchain 
applications. 

• Data structures and algorithms: Blockchain technology relies on complex data structures such as 
Merkle trees and algorithms such as consensus algorithms. Understanding of these concepts is 
crucial for building a robust blockchain system. 

• Networking and security: Blockchain technology requires a good understanding of networking 
protocols, such as TCP/IP, HTTP, and HTTPS. Additionally, a solid understanding of security 
concepts, such as firewalls, encryption, and authentication, is necessary to develop secure 
blockchain applications. 

• Smart contracts: Smart contracts are self-executing contracts with the terms of the agreement 
between buyer and seller directly written into lines of code. Knowledge of smart contract 
programming languages, such as Solidity, is necessary for building decentralized applications. 
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2 1 Introduction to Blockchain

• Business and economics: Blockchain technology is disrupting traditional business models and 
creating new opportunities. Understanding the economics of blockchain and how it can be applied 
to business is essential for leveraging its potential. 

• Legal and regulatory dimensions: Blockchain technology operates in a regulatory gray area in 
many countries, and regulations are constantly evolving. Understanding the legal and regulatory 
environment in which blockchain operates is critical for creating compliant and successful 
blockchain applications. 

1.2 Blockchain Myths 

Blockchain is an emerging technology. The following list dispels some of the myths surrounding 
blockchain: 

• Blockchain is the same thing as Bitcoin (or any other cryptocurrency) 
There is a misleading idea that if you learn blockchain technology, you will become a good trader! 
This is untrue. Blockchain is not equivalent to any cryptocurrency, whether Bitcoin or any other 
currencies on the market like Altcoins. In fact, blockchain is a technology, whereas Bitcoin is 
a cryptocurrency that makes use of blockchain technology. Blockchain has many applications 
outside the crypto world. Blockchain technology provides a full support system for developing 
cryptocurrencies, whereas Bitcoin is a fundamental application that builds on this emerging 
blockchain technology. 

• Blockchain can solve all security issues 
Blockchain cannot be used to definitively eliminate corruption or fraudulent activities. 
Blockchain’s many applications have been developed by players in the various models governing 
economies around the world. Blockchain cannot all issues related to security. Solving all societal 
issues using blockchain is a formidable challenge. Thus, careful consideration needs to be given 
as to which societal issues should be addressed using blockchain. 

• Blockchain is the only possible technology 
Blockchain is not necessarily the best technology for solving your problems; they might be better 
solved employing technology that does not use blockchain. It is possible that many different 
existing technologies would yield better results in terms of security without the use of blockchain. 

• Blockchain and distributed databases are similar technologies 
Blockchain and distributed databases are different technologies. Blockchain is not a distributed 
databases. Blockchain is not designed to store and secure data. Blockchain and distributed 
databases are two different technologies, each with its own merits and demerits and different 
potential to solve different problems. Both are essential, and one cannot easily replace the other. 

1.3 Blockchain and Decentralization 

Blockchain technology emerged to solve most of the issues in decentralization. Decentralization 
refers to the distribution of power or authority away from a single central entity to multiple individuals 
or groups. In the context of technology, it refers to systems or networks that operate without a central 
authority controlling them. Figure 1-1 gives an overview of centralized and decentralized systems. 

Decentralization is required to address trust issues, that is, the different parties involved do not 
trust each other, but they should cooperate. The network of different entities such as businesses, 
individuals, government, private- and public-sector organizations, with their own interests, can come
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Figure 1-1 Overview: centralized and decentralized systems 

Figure 1-2 Blocks and chain in blockchain 

together and cooperate with each other to solve societal issues. Decentralization and blockchain work 
together to create a secure, transparent, and tamper-proof system that operates without the need for a 
central authority. 

1.4 What Is Blockchain? 

Blockchain is an append-only, immutable, never-ending chain of data where data, once added, cannot 
be deleted or modified, achieving a tamper-proof system. The immutable property of blockchain 
means no one can change it. Its append-only nature ensures that no one can erase data once they are 
written in the blockchain. This append-only nature of blockchain makes it a never-ending but fully 
traceable system. Figure 1-2 shows the basic idea of blocks and chain in blockchain. 

Every individual player maintains a copy of the blockchain, removing the need for central 
administration or centralization. The addition of information to the existing blockchain happens in 
the form of a new block appended at the end while at the same time ensuring that all copies of the 
local blockchain available to the different network players must also be updated in the same order. 
This will ensure data consistency in the blockchain, and all copies will be the same. This doubtlessly 
will require an additional authentication and validation mechanism, but at a superficial level, everyone 
will have an updated copy of the blockchain. 

The data structure in blockchain consists of a chain of blocks linked together with the help of 
current and previous pointers. These two fields store the hashed data of the contents of the block, the 
previous pointer stores the hashed data of the previous block, and the current pointer stores the hashed 
data of the current block. 

The data are stored in the blockchain in a transparent way and are available to everyone, allowing 
anyone to validate and verify the data as and when required. 

Definition 1.1 Blockchain is a decentralized, immutable, append-only public ledger.
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1.5 Disruptive Technology 

Clayton Christensen introduced the idea of disruptive technologies in a 1995 Harvard Business 
Review article. Disruptive technology refers to any innovation that disrupts an existing market or 
industry, displacing established products or services and creating new markets and opportunities. 
These technologies often have a transformative effect on society, leading to changes in business 
models, consumer behavior, and even cultural norms. 

Not all innovations are disruptive technologies. It is the process rather than product or services. 
Blockchain is a sustaining innovation rather than a disruptive innovation in the financial sector. 

Disruptive technologies typically emerge from unexpected sources and are often initially dismissed 
as inferior or irrelevant by established players in the market. However, as they gain momentum and 
become more widely adopted, they can completely change the competitive landscape and reshape 
entire industries. 

The following are examples of disruptive technologies: 

• Ecommerce: The rise of ecommerce in the 2000s disrupted traditional brick-and-mortar retail, 
creating new opportunities for businesses to sell products and services online. 

• Personal computers: The development of personal computers in the 1970s and 1980s disrupted the 
established mainframe computer industry, creating new markets and opportunities for businesses 
and individuals. 

• Social media: The emergence of social media in the 2010s disrupted traditional media and 
advertising industries, leading to the rise of new platforms for content creation and distribution. 

• Digital photography: The advent of digital photography in the 1990s disrupted the traditional film 
photography industry, leading to the demise of many established companies and the emergence of 
new players in the market. 

Blockchain is considered a disruptive technology for several reasons: 

• Decentralization: One of the key features of blockchain technology is its ability to operate 
in a decentralized manner, without the need for intermediaries such as banks or government 
institutions. This eliminates the need for trust in centralized institutions, which can be slow, 
expensive, and prone to corruption. 

• Immutable and transparent: Blockchain technology is immutable and transparent, meaning that 
once data are added to a blockchain, it cannot be modified or deleted. This creates a high degree of 
trust in the data stored on the blockchain and eliminates the need for intermediaries to verify data. 

• Security: Blockchain technology is secured by cryptographic algorithms that make it virtually 
impossible to tamper with the data stored on the blockchain. This creates a high degree of security 
for transactions and other data stored on the blockchain. 

• Smart contracts: Smart contracts are self-executing contracts with the terms of the agreement 
between buyer and seller being directly written into lines of code. This eliminates the need for 
intermediaries to execute and enforce contracts, which can be slow, expensive, and prone to errors. 

• Tokenization: Blockchain technology enables the creation and exchange of digital assets, or tokens, 
which can represent anything of value, such as currency, property, or ownership rights. This creates 
new opportunities for businesses to generate value and disrupt traditional business models.
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1.6 History 

Blockchain, a technology with the potential to become the foundation of global record-keeping 
systems, was introduced a mere decade ago by anonymous individuals associated with the digital 
currency Bitcoin, under the pseudonym Satoshi Nakamoto. Despite its relatively recent inception, 
blockchain has quickly gained recognition as a transformative innovation, poised to revolutionize 
various industries through its decentralized and secure nature. 

1.6.1 Milestones in Blockchain Development 

The subsection discusses some of the significant milestones in the development of blockchain 
technology (Figure 1-3). 

1. 2008 – The publication of Bitcoin’s whitepaper by Satoshi Nakamoto marked the groundbreaking 
introduction of the cryptocurrency. This event revolutionized the financial landscape, ushering in 
a new era of decentralized digital currency. The whitepaper laid the foundation for a peer-to-peer 
electronic cash system that would eventually disrupt traditional monetary systems worldwide. 

2. 2009 – The inaugural Bitcoin transaction between Satoshi Nakamoto and Hal Finney stands as 
a significant milestone in cryptocurrency history. This historic event symbolized the practical 
application and transferability of Bitcoin as a digital currency. The transaction showcased the 

Figure 1-3 Blockchain timeline
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potential of Bitcoin as a decentralized payment system, setting the stage for its widespread 
adoption and subsequent impact on the financial industry. 

3. 2011 – Namecoin’s launch marked a groundbreaking moment as it became the first alternative 
cryptocurrency to utilize blockchain technology. This pioneering step opened the door for a 
multitude of innovative blockchain-based digital assets. Namecoin’s introduction demonstrated 
the potential for decentralized systems beyond traditional currencies, paving the way for the 
development of various blockchain applications and cryptocurrencies. 

4. 2013 – Vitalik Buterin’s creation of Ethereum unleashed a revolutionary platform enabling 
the creation of smart contracts and decentralized applications (dApps). Ethereum’s emergence 
introduced a new paradigm in blockchain technology, empowering developers to build complex 
applications on a decentralized network. Buterin’s vision laid the foundation for a vibrant 
ecosystem of dApps, fueling innovation and transforming industries through the power of 
decentralized computing. 

5. 2015 – The formation of the Enterprise Ethereum Alliance united leading corporations and 
blockchain startups, fostering collaboration in the advancement of blockchain technology. This 
alliance served as a catalyst for exploring the potential of Ethereum in various industries and 
promoting blockchain adoption on a global scale. The Enterprise Ethereum Alliance aimed 
to accelerate innovation, establish industry standards, and drive the mainstream integration of 
blockchain solutions across sectors. 

6. 2016 – The Hyperledger Project, initiated by the Linux Foundation, set out to develop open-
source blockchain software specifically tailored to enterprise applications. This strategic launch 
brought together industry leaders and technologists to collaborate on building scalable and 
interoperable blockchain solutions. By providing a collaborative platform, the Hyperledger 
Project aimed to accelerate the adoption of blockchain technology among businesses, fostering 
transparency, efficiency, and trust in enterprise operations. 

7. 2017 – The cryptocurrency market witnessed an unprecedented surge in value, primarily led by 
Bitcoin, accompanied by an explosive growth in initial coin offerings (ICOs). This phenomenon 
resulted in widespread frenzy and speculation, attracting investors seeking to capitalize on 
the potential returns of digital assets. The soaring value of cryptocurrencies and the ICO 
boom reshaped the financial landscape, bringing both opportunities and risks while fueling the 
development of innovative blockchain projects worldwide. 

8. 2018 – Blockchain-based platforms like IBM’s Food Trust have emerged as transformative 
solutions for supply chain management, enabling enhanced transparency and traceability within 
the food industry. By leveraging blockchain technology, these platforms offer a secure and 
immutable record of every step in the supply chain, promoting accountability and reducing fraud. 
The adoption of such blockchain solutions has the potential to revolutionize the way we track and 
verify the origins, quality, and safety of food products, ensuring consumer confidence and driving 
industry-wide improvements. 

9. 2019 – Facebook’s launch of the Libra cryptocurrency encountered substantial regulatory scrutiny 
and widespread resistance from governments worldwide. The ambitious project aimed to create 
a global digital currency, but concerns over data privacy, monetary sovereignty, and potential 
risks to the financial system led to intense pushback. The Libra initiative highlighted the 
complex challenges and regulatory hurdles that arise when tech giants venture into the realm 
of cryptocurrencies and sparked discussions on the future of digital currencies in a regulated 
environment. 

10. 2020 –Major financial institutions like JPMorgan and Goldman Sachs have embraced blockchain 
technology, recognizing its potential for efficiency and security in financial operations. Simulta-
neously, numerous countries have launched their own central bank digital currencies (CBDCs),
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aiming to leverage the benefits of blockchain and enhance their monetary systems. This combined 
trend showcases the growing acceptance and integration of blockchain technology within the 
traditional financial sector, paving the way to transformative changes in how transactions and 
currencies are managed globally. 

11. 2021 – In a historic move, El Salvador became the first country to officially adopt Bitcoin as legal 
tender in 2021. This decision enabled businesses to utilize Bitcoin for paying employee salaries 
and established its acceptance as a valid payment method throughout the country. El Salvador’s 
embrace of Bitcoin as a form of currency marked a significant milestone in the mainstream 
acceptance and integration of cryptocurrencies into national economies. 

12. 2022 – The year 2022 witnessed notable blockchain growth, particularly in the emergence of 
national cryptocurrencies. This concept revolved around the idea of CBDCs, where central banks 
opted to develop their own digital coins instead of relying on decentralized cryptocurrencies. 
This trend highlighted a shift toward more centralized control over digital currencies, with central 
banks exploring the benefits and challenges of issuing their own blockchain-based currencies. 

13. 2023 – The year 2023 has witnessed a notable focus on environmentally friendly blockchains, 
facilitated by carbon offsetting practices and energy-conscious network architectures. The 
adoption of greener blockchains will be made more feasible through the utilization of eco-friendly 
algorithms like proof of stake. These developments signify a growing commitment to reducing 
the environmental impact of blockchain technology and promoting sustainable practices within 
the industry. 

1.7 Features of Blockchain 

The remarkable attention and interest surrounding blockchain technology can be attributed to several 
key factors (Figure 1-4). 

1. Immutable 
Immutability lies at the core of blockchain technology, rendering it an unchangeable and enduring 
network. By operating through a network of nodes, the blockchain ensures that once a transaction 
is recorded, it becomes permanent and resistant to modification. This immutability characteristic 
establishes the blockchain as a secure and trustworthy ledger, bolstering confidence in its integrity 
and authenticity. 

Figure 1-4 Features of blockchain


