Handbook of Peer-to-Peer Networking



Xuemin Shen - Heather Yu - John Buford -
Mursalin Akon
Editors

Handbook of
Peer-to-Peer
Networking

@ Springer



Editors

Xuemin Shen

Department of Electrical & Computer
Engineering

University of Waterloo

200 University Avenue W.

Waterloo, ON N2L 3G1

Canada

xshen@bbcr.uwaterloo.ca

Heather Yu

Huawei Technologies USA
400 Someset Corp Blvd.
Bridgewater, NJ 08807
USA

heathery @ieee.org

ISBN 978-0-387-09750-3
DOI 10.1007/978-0-387-09751-0

John Buford

Avaya Labs Research
233 Mount Airy Road
Basking Ridge, NJ 07920
USA

buford @samrg.org

Mursalin Akon

Department of Electrical & Computer
Engineering

University of Waterloo

200 University Avenue W.

Waterloo, ON N2L 3G1

Canada

mursalin@ieee.org

e-ISBN 978-0-387-09751-0

Springer New York Dordrecht Heidelberg London

Library of Congress Control Number: 2009937578

(© Springer Science+Business Media, LLC 2010

All rights reserved. This work may not be translated or copied in whole or in part without the written
permission of the publisher (Springer Science+Business Media, LLC, 233 Spring Street, New York,
NY 10013, USA), except for brief excerpts in connection with reviews or scholarly analysis. Use in
connection with any form of information storage and retrieval, electronic adaptation, computer
software, or by similar or dissimilar methodology now known or hereafter developed is forbidden.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if
they are not identified as such, is not to be taken as an expression of opinion as to whether or not

they are subject to proprietary rights.

Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



For our parents.
-Xuemin Shen, Heather Yu,
John F. Buford and Mursalin Akon



Preface

Peer-to-peer networking is a disruptive technology for large scale distributed appli-
cations that has recently gained wide interest due to the successes of peer-to-peer
(P2P) content sharing, media streaming, and telephony applications. There are a
large range of other applications under development or being proposed. The un-
derlying architectures share features such as decentralizaton, sharing of end system
resources, autonomy, virtualization, and self-organization. These features constitute
the P2P paradigm. This handbook broadly addresses a large cross-section of cur-
rent research and state-of-the-art reports on the nature of this paradigm from a large
number of experts in the field.

Several trends in information and network technology such as increased perfor-
mance and deployment of broadband networking, wireless networking, and mobile
devices are synergistic with and reinforcing the capabilities of the P2P paradigm.
There is general expectation in the technical community that P2P networking will
continue to be an important tool for networked applications and impact the evolu-
tion of the Internet. A large amount of research activity has resulted in a relatively
short time, and a growing community of researchers has developed.

The Handbook of Peer-to-Peer Networking is dedicated to discussions on P2P
networks and their applications. This is a comprehensive book on P2P computing.
It addresses all issues currently developed as well as under development including
P2P architectures, search and queries, incentive mechanisms, multimedia streaming,
service oriented architectures, collaboration to share non-storage resources, mobile
P2P, theory and analysis, and P2P databases. In addition, it covers rather practical
perspectives such as traffic characteristics and trends of P2P applications, the E-
business model in P2P applications, and software characteristics. Finally, the book
contains chapters on emerging P2P concepts and applications.

The goal of this handbook is to provide an exhaustive view of the state-of-the-art
of the P2P networking field. In organizing the book, the following objectives were
followed:

* Provide an overview of the fundamentals of P2P networks
* Describe the current practice in P2P applications and industries
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viii Preface

* Comprehensively cover the areas of interest
¢ Give the most recent perspective from the P2P research community

This book is written for researchers, professionals, and computer science and en-
gineering students at the advanced undergraduate level and higher who are familiar
with networking and network protocol concepts and basic ideas about algorithms.
For the more advanced parts of the book, the reader should have general familiarity
with Internet protocols such as TCP and IP routing. For some sections of the book
such as discussions of mobility or multicasting, familiarity with mobility in IP and
IP multicasting will be helpful but is not required.

The Handbook of Peer-to-Peer Networking is intended to provide readers with
a comprehensive reference for the most current developments in the field. It offers
broad coverage P2P networking with fifty chapters written by international experts.
In addition, we hope the book becomes an important reference to those who are
active in the field. The fifty chapters of the Handbook of Peer-to-Peer Networking
are organized into the following sections:

¢ An Introduction to Peer-to-Peer Networking — This section contains back-
ground chapters accessible to the general reader, and covers the basic models,
applications, and usage.

* Unstructured P2P Overlay Architectures — The majority of deployed P2P
applications use unstructured overlays. These chapters cover the organizational
principles and discuss a variety of examples, including overlays using social and
semantic relationships.

e Structured P2P Overlay Architectures — Structured overlays have been a
widely studied alternative approach, with over fifty different designs having been
proposed. These chapters describe some of the leading models and their algo-
rithms, as well as dynamics, bootstrapping, formalization, and stabilization.

e Search and Query Processing — Search is perhaps the most fundamental ser-
vice in an overlay. A wide range of techniques are discussed, from basic keyword
search to semantic search, and database query processing and indexing mecha-
nisms applied to the P2P architecture.

e Incentive Mechanisms — In practice, peers are not altruistic, so techniques to
ensure fair and mutual resource sharing have been proposed. An important cat-
egory is incentive mechanisms which allows peers to participate proportional to
their resource contribution to other peers.

* Trust, Anonymity, and Privacy — In most P2P overlays, peers are in au-
tonomous security domains, and have no a priori basis for safe cooperation. Peer
reputation management is an important category of enabling trust, and is dis-
cussed here in three chapters. In addition, work on anonymity in P2P networks
and private P2P networks are presented in two chapters.

* Broadcast and Multicast Services — Multicast services are some of the earliest
use of overlays and are often described as application layer or end system mul-
ticast to distinguish them from network layer multicast. This section has a rich
coverage of work in both multicast and broadcast mechanisms, include gossip-
based approaches and hybrid designs.
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e Multimedia Content Delivery — The inherent scalability of the P2P paradigm
makes it an attractive choice for large scale media streaming. The first chapter
in this section examines key business models for P2P content delivery. The re-
maining chapters address recent work in IPTV and Video-on-Demand in P2P
networks.

e Mobile P2P — When peers roam or are operating in ad hoc networks, the effi-
ciency and stability of the overlay is effected. The growing importance of mobile
and ad hoc networking for many applications has attracted research on the use of
P2P overlays in MANETS, which is discussed in three chapters in this section.

* Fault Tolerance in P2P Networks — Uneven workloads and instability due to
churn are some of the practical issues in operating large-scale P2P systems. Var-
ious load balancing techniques have been studied for adapting to uneven work-
loads, and are surveyed in one chapter in this section. Stabilization of the overlay
and automatically correcting network partitions are topics of two other chapters.

* Measurement and P2P Traffic Characteristics — Another topic of great prac-
tical interest is the network traffic of P2P applications, which has become the
dominant flow on the Internet. This issue affects both network operators, as dis-
cussed in one chapter, and the design of the overlay, as described in three other
chapters.

* Advanced P2P Computing and Networking — Four special topics represent
areas of P2P research that will gain more attention in future years are discussed
in this section: formal models of P2P software, the use of web services in the
P2P architecture; support for publish-subscribe and event-driven processing; and
enabling collaborative applications in a P2P overlay.
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