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Preface

Peer-to-peer networking is a disruptive technology for large scale distributed appli-
cations that has recently gained wide interest due to the successes of peer-to-peer
(P2P) content sharing, media streaming, and telephony applications. There are a
large range of other applications under development or being proposed. The un-
derlying architectures share features such as decentralizaton, sharing of end system
resources, autonomy, virtualization, and self-organization. These features constitute
the P2P paradigm. This handbook broadly addresses a large cross-section of cur-
rent research and state-of-the-art reports on the nature of this paradigm from a large
number of experts in the field.

Several trends in information and network technology such as increased perfor-
mance and deployment of broadband networking, wireless networking, and mobile
devices are synergistic with and reinforcing the capabilities of the P2P paradigm.
There is general expectation in the technical community that P2P networking will
continue to be an important tool for networked applications and impact the evolu-
tion of the Internet. A large amount of research activity has resulted in a relatively
short time, and a growing community of researchers has developed.

The Handbook of Peer-to-Peer Networking is dedicated to discussions on P2P
networks and their applications. This is a comprehensive book on P2P computing.
It addresses all issues currently developed as well as under development including
P2P architectures, search and queries, incentive mechanisms, multimedia streaming,
service oriented architectures, collaboration to share non-storage resources, mobile
P2P, theory and analysis, and P2P databases. In addition, it covers rather practical
perspectives such as traffic characteristics and trends of P2P applications, the E-
business model in P2P applications, and software characteristics. Finally, the book
contains chapters on emerging P2P concepts and applications.

The goal of this handbook is to provide an exhaustive view of the state-of-the-art
of the P2P networking field. In organizing the book, the following objectives were
followed:

• Provide an overview of the fundamentals of P2P networks
• Describe the current practice in P2P applications and industries
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• Comprehensively cover the areas of interest
• Give the most recent perspective from the P2P research community

This book is written for researchers, professionals, and computer science and en-
gineering students at the advanced undergraduate level and higher who are familiar
with networking and network protocol concepts and basic ideas about algorithms.
For the more advanced parts of the book, the reader should have general familiarity
with Internet protocols such as TCP and IP routing. For some sections of the book
such as discussions of mobility or multicasting, familiarity with mobility in IP and
IP multicasting will be helpful but is not required.

The Handbook of Peer-to-Peer Networking is intended to provide readers with
a comprehensive reference for the most current developments in the field. It offers
broad coverage P2P networking with fifty chapters written by international experts.
In addition, we hope the book becomes an important reference to those who are
active in the field. The fifty chapters of the Handbook of Peer-to-Peer Networking
are organized into the following sections:

• An Introduction to Peer-to-Peer Networking – This section contains back-
ground chapters accessible to the general reader, and covers the basic models,
applications, and usage.

• Unstructured P2P Overlay Architectures – The majority of deployed P2P
applications use unstructured overlays. These chapters cover the organizational
principles and discuss a variety of examples, including overlays using social and
semantic relationships.

• Structured P2P Overlay Architectures – Structured overlays have been a
widely studied alternative approach, with over fifty different designs having been
proposed. These chapters describe some of the leading models and their algo-
rithms, as well as dynamics, bootstrapping, formalization, and stabilization.

• Search and Query Processing – Search is perhaps the most fundamental ser-
vice in an overlay. A wide range of techniques are discussed, from basic keyword
search to semantic search, and database query processing and indexing mecha-
nisms applied to the P2P architecture.

• Incentive Mechanisms – In practice, peers are not altruistic, so techniques to
ensure fair and mutual resource sharing have been proposed. An important cat-
egory is incentive mechanisms which allows peers to participate proportional to
their resource contribution to other peers.

• Trust, Anonymity, and Privacy – In most P2P overlays, peers are in au-
tonomous security domains, and have no a priori basis for safe cooperation. Peer
reputation management is an important category of enabling trust, and is dis-
cussed here in three chapters. In addition, work on anonymity in P2P networks
and private P2P networks are presented in two chapters.

• Broadcast and Multicast Services – Multicast services are some of the earliest
use of overlays and are often described as application layer or end system mul-
ticast to distinguish them from network layer multicast. This section has a rich
coverage of work in both multicast and broadcast mechanisms, include gossip-
based approaches and hybrid designs.
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• Multimedia Content Delivery – The inherent scalability of the P2P paradigm
makes it an attractive choice for large scale media streaming. The first chapter
in this section examines key business models for P2P content delivery. The re-
maining chapters address recent work in IPTV and Video-on-Demand in P2P
networks.

• Mobile P2P – When peers roam or are operating in ad hoc networks, the effi-
ciency and stability of the overlay is effected. The growing importance of mobile
and ad hoc networking for many applications has attracted research on the use of
P2P overlays in MANETs, which is discussed in three chapters in this section.

• Fault Tolerance in P2P Networks – Uneven workloads and instability due to
churn are some of the practical issues in operating large-scale P2P systems. Var-
ious load balancing techniques have been studied for adapting to uneven work-
loads, and are surveyed in one chapter in this section. Stabilization of the overlay
and automatically correcting network partitions are topics of two other chapters.

• Measurement and P2P Traffic Characteristics – Another topic of great prac-
tical interest is the network traffic of P2P applications, which has become the
dominant flow on the Internet. This issue affects both network operators, as dis-
cussed in one chapter, and the design of the overlay, as described in three other
chapters.

• Advanced P2P Computing and Networking – Four special topics represent
areas of P2P research that will gain more attention in future years are discussed
in this section: formal models of P2P software, the use of web services in the
P2P architecture; support for publish-subscribe and event-driven processing; and
enabling collaborative applications in a P2P overlay.
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Alexander Löser, Steffen Staab, and Christoph Tempich
1 Semantics and Communities in Peer-to-Peer Networks . . . . . . . . . . . . . . . 190

1.1 Query Routing Strategies in Social Networks . . . . . . . . . . . . . . . . . 190
1.2 Knowledge Sharing Strategies in Virtual Organizations . . . . . . . . . 191



Contents xvii

2 System Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192
2.1 Building Blocks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192
2.2 Query and Result Messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193
2.3 Similarity Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 194

3 Overlay Construction, Index Creation and Maintenance . . . . . . . . . . . . . . 195
3.1 Content Provider and Recommender Shortcuts . . . . . . . . . . . . . . . . 195
3.2 Bootstrapping Shortcuts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 197
3.3 Default Network Shortcuts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

4 Routing in Semantic Social Overlay Networks . . . . . . . . . . . . . . . . . . . . . . 198
4.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199
4.2 Selecting Best Matching Shortcuts . . . . . . . . . . . . . . . . . . . . . . . . . . 199

5 Experimental Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200
5.1 Content Distribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202
5.2 Query Distribution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
5.3 Peer-to-Peer Network Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
5.4 Simulator Setup and Simulation Statistics . . . . . . . . . . . . . . . . . . . . 206
5.5 Evaluation Measures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

6 Evaluation and Optimization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207
6.1 Performance Against State-of-the-Art Approaches . . . . . . . . . . . . . 208
6.2 Layer and Semantic Similarity Function Contribution . . . . . . . . . . 209
6.3 Tradeoff Between Clustering and Recall . . . . . . . . . . . . . . . . . . . . . . 210
6.4 Setting Optimal Index Size . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212
6.5 Setting Optimal Index Weight . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213
6.6 Performance for Conjunctive Queries . . . . . . . . . . . . . . . . . . . . . . . . 214

7 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215
8 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 217
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

Part III Structured P2P Overlay Architectures

Overview of Structured Peer-to-Peer Overlay Algorithms . . . . . . . . . . . . 223
Krishna Dhara, Yang Guo, Mario Kolberg, and Xiaotao Wu
1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 223
2 Basic Features of Structured P2P Overlays/Networks . . . . . . . . . . . . . . . . 224

2.1 Geometries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
2.2 Routing Algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 226
2.3 Join/Leave Mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227
2.4 Routing Table Maintenance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229
2.5 Bootstrapping . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230

3 Logarithmic Degree Overlays . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230
3.1 Chord . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230
3.2 Pastry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232
3.3 Kademlia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 234
3.4 Tapestry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 235
3.5 P-Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 236



xviii Contents

4 Constant Degree Overlays . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238
4.1 CAN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238
4.2 Ulysses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 240
4.3 Cycloid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241

5 O(1)-Hop Overlays . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 243
5.1 Kelips . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 243
5.2 OneHop . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244
5.3 EpiChord . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 246
5.4 D1HT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 248

6 Comparison and Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 249
7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 253

7.1 Open Research Issues . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 253
7.2 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 254

Distributed Hash Tables: Design and Applications . . . . . . . . . . . . . . . . . . 257
C.-F. Michael Chan and S.-H. Gary Chan
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257
2 Performance Characteristics and Design Considerations . . . . . . . . . . . . . . 258

2.1 Common Performance Characteristics . . . . . . . . . . . . . . . . . . . . . . . 259
2.2 Design Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 259

3 DHT Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 260
3.1 Chord . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 260
3.2 Pastry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 262
3.3 Kademlia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 264
3.4 Other DHTs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 265

4 Design Fundamentals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
4.1 Static Resilience . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
4.2 Path Latency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 266
4.3 Local Convergence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267
4.4 Network Diameter and Node State Tradeoffs . . . . . . . . . . . . . . . . . . 267

5 Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 268
5.1 Cooperative File Storage (CFS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 268
5.2 Scribe . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 270
5.3 VMesh . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 271
5.4 Internet Indirection Infrastructure (i3) . . . . . . . . . . . . . . . . . . . . . . . . 272

6 DHTs in Wireless Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 274
6.1 Characteristics of Wireless Networks . . . . . . . . . . . . . . . . . . . . . . . . 274
6.2 Challenges of Using DHTs in Wireless Networks . . . . . . . . . . . . . . 275
6.3 Search Approaches for Wireless Networks . . . . . . . . . . . . . . . . . . . . 277

7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 278
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279



Contents xix

The Gamut of Bootstrapping Mechanisms
for Structured Overlay Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 281
Anwitaman Datta
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 281
2 A Taxonomy of Structured Overlay Topologies . . . . . . . . . . . . . . . . . . . . . 283

2.1 Ring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 283
2.2 Tree . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286

3 Quasi-Sequential Construction of Overlays . . . . . . . . . . . . . . . . . . . . . . . . 288
3.1 Load-Balancing Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289

4 Parallelized Construction of Overlays . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 290
4.1 Sorting Peer-IDs as a Mechanism to Build a Ring . . . . . . . . . . . . . . 292
4.2 Recursive Proportional Partitioning . . . . . . . . . . . . . . . . . . . . . . . . . . 295

5 The Need and Challenges of Merging Two Similar Structured
Overlays . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 298
5.1 Merger of Two Ring Based Networks . . . . . . . . . . . . . . . . . . . . . . . . 301
5.2 Merger of Two Structurally Replicated P-Grid Networks . . . . . . . . 304

6 Summary and Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 306
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307

Network-Aware DHT-Based P2P Systems . . . . . . . . . . . . . . . . . . . . . . . . . 309
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João Leitão, José Pereira, and Luı́s Rodrigues
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 831
2 Gossip-Based Broadcast . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 833

2.1 Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 833
2.2 Strategies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 834
2.3 Peer Sampling Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 835
2.4 Partial View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 836
2.5 Strategies to Maintain Partial Views . . . . . . . . . . . . . . . . . . . . . . . . . 837
2.6 Partial View Properties . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 837
2.7 Performance Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 839
2.8 An Overview of Existing Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . 840

3 The HyParView Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 845
4 Achieving Resilient Broadcast . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 847
5 Building Low Cost Spanning Trees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 848
6 Experimental Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 850

6.1 Experimental Setting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 851
6.2 HyParView and Eager Push Strategy . . . . . . . . . . . . . . . . . . . . . . . . . 852
6.3 Plumtree . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 855



xxviii Contents

7 Discussion and Future Directions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 858
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 859

Employing Multicast in P2P Overlay Networks . . . . . . . . . . . . . . . . . . . . 861
Mario Kolberg
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 861

1.1 IP Layer Multicast . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 861
1.2 Application Layer Multicast (ALM) . . . . . . . . . . . . . . . . . . . . . . . . . 862

2 Using IP Multicasting for Parallel P2P Overlay operations . . . . . . . . . . . . 862
2.1 Host Group Multicasting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 864
2.2 Multi-Destination Multicasting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 864
2.3 Chuang-Sirbu Scaling Law . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 866
2.4 Strengths and Weaknesses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 867

3 Application Layer Multicast . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 868
3.1 Mesh First Approaches (NARADA) . . . . . . . . . . . . . . . . . . . . . . . . . 869
3.2 Tree First Approaches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 869
3.3 Implicit Approaches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 870
3.4 Strengths and Weaknesses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 871

4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 872
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 873

Multicast Services over Structured P2P Networks . . . . . . . . . . . . . . . . . . 875
Pilar Manzanares-Lopez, Josemaria Malgosa-Sanahuja,
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