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1

Software Fault Localization: an Overview of Research,
Techniques, and Tools

W. Eric Wong®, Ruizhi Gao?, Yihao Li°, Rui Abreu®, Franz Wotawa®,
and Dongcheng Li*

1 Department of Computer Science, University of Texas at Dallas, Richardson, TX, USA

2 Sonos Inc., Boston, MA, USA

3 School of Information and Electrical Engineering, Ludong University, Yantai, China

“ Department of Informatics Engineering, Faculty of Engineering, University of Porto, Porto, Portugal
® Institute of Software Technology, Graz University of Technology, Graz, Austria

1.1 Introduction

Software fault localization, the act of identifying the locations of faults in a
program, is widely recognized to be one of the most tedious, time-consuming,
and expensive - yet equally critical - activities in program debugging. Due to
the increasing scale and complexity of software today, manually locating faults
when failures occur is rapidly becoming infeasible, and consequently, there is a
strong demand for techniques that can guide software developers to the locations
of faults in a program with minimal human intervention. This demand in turn has
fueled the proposal and development of a broad spectrum of fault localization tech-
niques, each of which aims to streamline the fault localization process and make it
more effective by attacking the problem in a unique way. In this book, we catego-
rize and provide a comprehensive overview of such techniques and discuss key
issues and concerns that are pertinent to software fault localization.

Software is fundamental to our lives today, and with its ever-increasing usage
and adoption, its influence is practically ubiquitous. At present, software is not
just employed in, but is critical to, many security and safety-critical systems in
industries such as medicine, aeronautics, and nuclear energy. Not surprisingly,
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this trend has been accompanied by a drastic increase in the scale and complexity
of software. Unfortunately, this has also resulted in more software bugs, which
often lead to execution failures with huge losses [1-3]. On 15 January 1990, the
AT&T operation center in Bedminster, NJ, USA, had an increase of red warning
signals appearing across the 75 screens that indicated the status of parts of the
AT&T worldwide network. As a result, only about 50 percent of the calls made
through AT&T were connected. It took nine hours for the AT&T technicians to
identify and fix the issue caused by a misplaced break statement in the code.
AT&T lost $60 to $75 million in this accident [4].

Furthermore, software faults in safety-critical systems have significant ramifica-
tions not only limited to financial loss, but also to loss of life, which is alarming [5].
On 20 December 1995, a Boeing 757 departed from Miami, FL, USA. The aircraft
was heading to Cali, Colombia. However, it crashed into a 9800 feet mountain.
A total of 159 deaths resulted; leaving only five passengers alive. This event
marked the highest death toll of any accident in Colombia at the time. This acci-
dent was caused by the inconsistencies between the naming conventions of the
navigational charts and the flight management system. When the crew looked
up the waypoint “Rozo”, the chart indicated the letter “R” as its identifier. The
flight management system, however, had the city paired with the word “Rozo”.
As a result, when the pilot entered the letter “R”, the system did not know if
the desired city was Rozo or Romeo. It automatically picked Romeo, which is a
larger city than Rozo, as the next waypoint.

A 2006 report from the National Institute of Standards and Technology (NIST)
[6] indicated that software errors are estimated to cost the US economy $59.5 bil-
lion annually (0.6 percent of the GDP); the cost has undoubtedly grown since then.
Over half the cost of fixing or responding to these bugs is passed on to software
users, while software developers and vendors absorb the rest.

Even when faults in software are discovered due to erroneous behavior or some
other manifestation of the fault(s)," finding and fixing them is an entirely different
matter. Fault localization, which focuses on the former, i.e. identifying the loca-
tions of faults, has historically been a manual task that has been recognized to
be time-consuming and tedious as well as prohibitively expensive [7], given the
size and complexity of large-scale software systems today. Furthermore, manual
fault localization relies heavily on the software developer’s experience, judgment,
and intuition to identify and prioritize code that is likely to be faulty. These limita-
tions have led to a surge of interest in developing techniques that can partially or
fully automate the localization of faults in software while reducing human input.
Though some techniques are similar and some very different (in terms of the type
of data consumed, the program components focused on, comparative effectiveness
and efficiency, etc.), they each try to attack the problem of fault localization from a
unique perspective, and typically offer both advantages and disadvantages relative
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to one another. With many techniques already in existence and others continually
being proposed, as well as with advances being made both from a theoretical and
practical perspective, it is important to catalog and overview current state-of-the-
art techniques in fault localization in order to offer a comprehensive resource for
those already in the area and those interested in making contributions to it.

In order to provide a complete survey covering most of the publications related
to software fault localization since the late 1970s, in this chapter, we created a pub-
lication repository that includes 587 papers published from 1977 to 2020. We also
searched for Masters’ and PhD theses closely related to software fault localization,
which are listed in Table 1.1.

Table 1.1 A list of recent PhD and Masters’ theses on software fault localization.

Author Title Degree  University Year

Ehud Y. Shapiro [8] Algorithmic Program  PhD Yale 1983
Debugging University

Hiralal Agrawal [9] Towards Automatic PhD Purdue 1991
Debugging of University
Computer Programs

Hsin Pan [10] Software debugging PhD Purdue 1993
with dynamic University

instrumentation and
test-based knowledge

W. Bond Gregory [11] Logic Programs for PhD Carleton 1994
Consistency-based University
Diagnosis
Benjamin Robert Liblit [12]  Cooperative Bug PhD The 2004
Isolation University of
California,
Berkeley
Bernhard Peischl [13] Automated Source- PhD Graz 2004
Level Debugging of University of
Synthesizeable VHDL Technology
Designs
Haifeng He [14] Automated Master  University of 2004
Debugging using Arizona
Path-based Weakest
Preconditions
Alex David Groce [15] Error Explanation PhD Carnegie 2005
and Fault Mellon
Localization with University

Distance Metrics

(Continued)
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Concurrency Bugs

Champaign

Table 1.1 (Continued)

Author Title Degree  University Year

Emmanuel Renieris [16] A Research PhD Brown 2005
Framework for University
Software-Fault
Localization Tools

Daniel K6b [17] Extended Modeling PhD Graz 2005
for Automatic Fault University of
Localization in Technology
Object-Oriented
Software

David Hovemeyer [18] Simple and Effective PhD University of 2005
Static Analysis to Find Maryland
Bugs

Peifeng Hu [19] Automated Fault PhD The 2006
Localization: University of
a Statistical Predicate Hong Kong
Analysis Approach

Xiangyu Zhang [20] Fault Localization via ~ PhD The 2006
Precise Dynamic University of
Slicing Arizona

Rafi Vayani [21] Improving Automatic ~ Master  Delft 2007
Software Fault University of
Localization Technology

Ramana Rao Kompella [22]  Fault Localization in PhD University of 2007
Backbone Networks California,

San Diego

Andreas Griesmayer [23] Debugging Software: PhD Graz 2007
from Verification to University of
Repair Technology

Tao Wang [24] Post-Mortem PhD Fudan 2007
Dynamic Analysis For University
Software Debugging

Sriraman Tallam [25] Fault Location and PhD The 2007
Avoidance in Long- University of
Running Arizona
Multithreaded
Applications

Opbhelia C. Chesley [26] CRISP-A fault Master  Rutgers, The 2007
localization Tool for State
Java Programs University of

New Jersey

Shan Lu [27] Understanding, PhD University of 2008
Detecting and Illinois at
Exposing Urbana-
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Table 1.1 (Continued)
Author Title Degree  University Year
Naveed Riaz [28] Automated Source- PhD Graz 2008
Level Debugging of University of
Synthesizable Verilog Technology
Designs
James Arthur Jones [29] Semi-Automatic Fault PhD Georgia 2008
Localization Institute of
Technology
Zhenyu Zhang [30] Software Debugging PhD The 2009
through Dynamic University of
Analysis of Program Hong Kong
Structures
Rui Abreu [31] Spectrum-based Fault PhD Delft 2009
Localization in University of
Embedded Software Technology
Dennis Jefferey [32] Dynamic State PhD University of 2009
Alteration California
Techniques for Riverside
Automatically
Locating Software
Errors
Xinming Wang [33] Automatic PhD The Hong 2010
Localization of Code Kong
Omission Faults University of
Science and
Technology
Fabrizio Pastore [34] Automatic Diagnosis PhD University of 2010
of Software Milan
Functional Faults by Bicocca
Means of Inferred
Behavioral Models
Mihai Nica [35] On the Use of PhD Graz 2010
Constraints in University of
Automated Program Technology
Debugging — From
Foundations to
Empirical Results
Zachary P. Fry [36] Fault Localization Master The 2011
Using Textual University of
Similarities Virginia
Hua Jie Lee [37] Software Debugging PhD The 2011
Using Program University of
Spectra Melbourne

(Continued)
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Table 1.1 (Continued)

Author Title Degree  University Year
Vidroha Debroy [38] Towards the PhD The 2011
Automation of University of
Program Debugging Texas at
Dallas
Alberto Gonzalez Sanchez ~ Cost Optimizations in ~ PhD Delft 2011
[39] Runtime Testing and University of
Diagnosis Technology
Jared David DeMott [40] Enhancing PhD Michigan 2012
Automated Fault State
Discovery and University
Analysis
Xin Zhang [41] Secure and Efficient PhD Carnegie 2012
Network Fault Mellon
Localization University
Xiaoyuan Xie [42] On the Analysis of PhD Swinburne 2012
Spectrum-based Fault University of
Localization Technology
Alexandre Perez [43] Dynamic Code Master  University of 2012
Coverage with Porto
Progressive Detail
Levels
Raul Santelices [44] Change-effects PhD Georgia 2012
Analysis for Effective Institute of
Testing and Technology
Validation of Evolving
Software
George. K. Baah [45] Statistical Causal PhD Georgia 2012
Analysis for Fault Institute of
Localization Technology
Swarup K. Sahoo [46] A Novel Invariants- PhD University of 2012
based Approach for Illinois at
Automated Software Urbana-
Fault Localization Champaign
Birgit Hofer [47] From Fault PhD Graz 2013
Localization of University of
Programs written in Technology
3rd level Language to
Spreadsheets
Aritra Bandyopadhyay [48]  Mitigating the Effect PhD Colorado 2013
of Coincidental State
Correctness in University

Spectrum-based Fault
Localization
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Table 1.1 (Continued)

Author Title Degree  University Year

Shounak Roychowdhury A Mixed Approach to  PhD The 2013

[49] Spectrum-based Fault University of
Localization Using Texas at
Information Theoretic Austin
Foundations

Shaimaa Ali [50] Localizing State- PhD The 2013
Dependent Faults University of
Using Associated Western
Sequence Mining Ontario

Christian Kuhnert [51] Data-driven Methods =~ PhD Karlsruhe 2013
for Fault Localization Institute of
in Process Technology Technology

Dawei Qi [52] Semantic Analyses to ~ PhD Tsinghua 2013
Detect and Localize University
Software Regression
Errors

William N. Sumner [53] Automated Failure PhD Purdue 2013
Explanation Through University
Execution
Comparison

Mark A. Hays [54] A Fault-based Model ~ PhD University of 2014
of Fault Localization Kentucky
Techniques

Sang Min Park [55] Effective Fault PhD Georgia 2014
Localization Institute of
Techniques for Technology
Concurrent Software

Gang Shu [56] Statistical Estimation =~ PhD Case Western 2014
of Software Reliability Reserve
and Failure-causing University
Effect

Lucia [57] Ranking-based PhD Singapore 2014
Approaches for Management
Localizing Faults University

Seok-Hyeon Moon [58] Effective Software Master Korea 2014
Fault Localization Advanced

using Dynamic
Program Behaviors

Institute of
Science and
Technology

(Continued)
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Table 1.1 (Continued)

Author Title Degree  University Year

Yepang Liu [59] Automated Analysis PhD The Hong 2014
of Energy Efficiency Kong
and Performance for University of
Mobile Applications Science and

Technology

Cuiting Chen [60] Automated Fault PhD Delft 2015
Localization for University of
Service-Oriented Technology
Software Systems

Matthias Rohr [61] Workload-sensitive PhD Kiel 2015
Timing Behavior University
Analysis for Fault
Localization in
Software Systems

Ozkan Bayraktar [62] Ela: an Automated PhD The Middle 2015
Statistical Fault East
Localization Technical
Technique University

Azim Tonzirul [63] Fault Discovery, PhD University of 2016
Localization, and California
Recovery in Riverside
Smartphone Apps

Laleh Fault Localization PhD The 2016

Gholamosseinghandehari based on University of

[64] Combinatorial Texas at
Testing Arlington

Ruizhi Gao [65] Advanced Software PhD The 2017
Fault Localization for University of
Programs with Texas at
Multiple Bugs Dallas

Shih-Feng Sun [66] Statistical Fault PhD Case Western 2017
Localization and Reserve
Causal Interactions University

Rongxin Wu [67] Automated PhD The Hong 2017
Techniques for Kong
Diagnosing Crashing University of
Bugs Science and

Technology

Arjun Roy [68] Simplifying dataleft PhD University of 2018
fault detection and California
localization San Diego
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and Container
Cloning for Replay
Debugging of
Microservices

Los Angeles

Table 1.1 (Continued)
Author Title Degree  University Year
Yun Guo [69] Towards PhD George 2018
Automatically Mason
Localizing and University
Repairing SQL Faults
Nasir Safdari [70] Learning to Rank Master  Rochester 2018
Relevant Files for Bug Institute of
Reports Using Technology
Domain knowledge,
Replication and
Extension of a
Learning-to-Rank
Approach
Dai Ting [71] A Hybrid Approachto  PhD North 2019
Cloud System Carolina
Performance Bug State
Detection, Diagnosis University
and Fix
George Thompson [72] Towards Automated Master  North 2020
Fault Localization for Carolina
Prolog A&T State
University
Xia Li [73] An Integrated PhD The 2020
Approach for University of
Automated Software Texas at
Debugging via Dallas
Machine Learning
and Big Code Mining
Muhammad Ali Gulzar Automated Testing PhD University of 2020
[74] and Debugging for Big California,
Data Analytics Los Angeles
Mihir Mathur [75] Leveraging Master  University of 2020
Distributed Tracing California,

9

All papers in our repository” are sorted by year, and the result is displayed in
Figure 1.1. As shown in the figure, the number of publications grew rapidly after
2001, indicating that more and more researchers began to devote themselves to the
area of software fault localization over the last two decades.
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Figure 1.1 Papers on software fault localization from 1977 to 2020.
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Figure 1.2 Publications on software fault localization in top venues from 2001 to 2020.

Also, as per our repository, Figure 1.2. gives the number of publications related
to software fault localization that have appeared in top quality and leading jour-
nals and conferences that focus on Software Engineering - IEEE Transactions
on Software Engineering, ACM Transactions on Software Engineering and



