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Preface

Pursuing ever higher data rates has been the central design goal in all the pre-
vious generations of mobile communications. This has been changed in the 5th
generation (5G)mobile communications that aims to support various new emerg-
ing services with diverse and stringent quality-of-service requirements. The most
formidable challenge in 5G is to achieveUltra-Reliable Low-LatencyCommunica-
tions (URLLC) for manymission-critical services including autonomous vehicles,
industry automation, and tele-robotic surgery, i.e. the roundtrip delay of 1 mil-
lisecond and less than 1 out of a million in packet loss. In the 4th generation
(4G) systems, the average latency is usually a few hundred milliseconds, and the
packet loss probability is around 1%. 5G systems need to significantly improve the
latency and reliability by several orders of magnitude compared to 4G systems.
This presents unprecedented challenges.
This book covers a range of topics from fundamental theories to practical

solutions in URLLC.
In Chapters 2 and 3, the authors analyze the statistical features and tail distri-

butions of wireless channels and provide useful insights on the performance of
URLLC. Chapter 2 presents the statistical aspects of URLLC in both frequentist
and Bayesian approaches. The authors have analyzed the statistical features and
guarantees for outage probability in a narrowband wireless channel. Chapter 3
considers various metrics of URLLC including tail distribution, higher-order
statistics, extreme events with very low occurrence probabilities, worst-case met-
rics, and reliability/latency. The authors have introduced readers to the entropic
risk measure in financial mathematics, generalized extreme value distribution,
and generalized Pareto distribution to investigate these metrics.
In Chapters 4–7, the authors have introduced several techniques to guarantee

the reliability and latency ofURLLC, includingmachine learning, candidate chan-
nel codes, sparse vector coding, and network slicing. Two problems of resource



viii Preface

allocation in URLLC are addressed in Chapter 4 with an unsupervised learn-
ing approach. The results have shown that bandwidth utilization efficiency of
URLLC can be improved more significantly by exploiting frequency diversity
than by multi-user diversity. Chapter 5 discusses the channel coding and decod-
ing schemes for URLLC. This chapter reviews state-of-the-art channel codes for
URLLC and analyzes them in terms of performance and complexity. Furthermore,
the Ordered Statistics Decoding (OSD) is promoted as one of the potential uni-
versal decoding algorithms for URLLC. In Chapter 6, a new approach to support
short packet transmissions, referred as Sparse Vector Coding (SVC) is introduced.
The numerical evaluations and performance analysis which validate the proposed
SVC technique is highly effective in URLLC transmissions. Chapter 7 studies
a CoMP-enabled RAN slicing system simultaneously supporting URLLC and
eMBB services. The authors address a joint bandwidth and CoMP beamforming
optimization problem to maximize the long-term total slice utility.
In Chapters 8 and 9, downlink Orthogonal Frequency DivisionMultiple Access

systems (OFDMA) and full-duplex relay system are optimized for URLLC, respec-
tively. Chapter 8 investigates the beamforming design for downlink ODFMA to
enable the stringent delay requirement. In particular, the authors address a non-
convex optimization problem to maximize the weighted system sum throughput
subject to Quality-of-Service (QoS) of URLLC users. Chapter 9 presents an up-to-
date overview of the end-to-end latency for a Full-Duplex (FD) relay system in the
context of URLLC. The authors not only provide an insightful investigation of reli-
ability and latency together for FD relay assisted URLLC but also discuss possible
relaying latency reduction solutions in the chapter.
In Chapters 10 and 11, the authors investigate URLLC in vertical industries:

Tactile Internet and Industrial Internet-of-Things. More specifically, Chapter 10
addresses an optimization problem thatmaximizes the number ofURLLC services
by jointly optimizing time and frequency resources and the prediction horizon.
The numerical results clearly demonstrate the effectiveness of the proposed solu-
tion. In addition, a proof-of-concept experiment with the remote control in a
virtual factory is also provided to illustrate a typical application of Tactile Internet.
Finally,Chapter 11 considers relay robots-aidedURLLC in 5G factory automation,
which consists of multiple relay robot deployment and decoding error probabil-
ity minimization problems. There are two different approaches introduced for
relay robot deployment, includingDeepNeuralNetworks (DNN) and theK-means
clustering algorithm. A low-complexity iterative algorithm is also provided to
deal with the joint blocklength and power allocation problem to minimize the
decoding error probability.
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URLLC: Faster, Higher, Stronger, and Together
Changyang She1,∗, Trung Q. Duong2, Saeed R. Khosravirad3, Petar
Popovski4, Mehdi Bennis5, and Tony Q.S. Quek6

1 School of Electrical and Information Engineering, University of Sydney, 2006, NSW, Australia
2 School of Electronics Electrical Engineering and Computer Science, Queen’s University Belfast, BT7 1NN, Belfast, UK
3 Nokia Bell Labs, NJ 07974-0636, Murray Hill, USA
4 Connectivity Section at the Department of Electronic Systems, Aalborg University, 9220, Aalborg, Fredrik Bajers Vej 7A,
Denmark
5 Centre for Wireless Communications, University of Oulu, Oulu, Finland
6 Information Systems Technology and Design, Singapore University of Technology and Design, 487372, Singapore
∗ Corresponding Author

As one of the new communication scenarios in the 5th Generation (5G) mobile
communications, Ultra-Reliable and Low-LatencyCommunications (URLLC) are
crucial for enabling a wide range of emerging applications, including indus-
try automation, intelligent transportation, telemedicine, Tactile Internet, and
Virtual/Augmented Reality (VR/AR). According to the requirements in 5G stan-
dards, to support emerging mission-critical applications, the End-to-End (E2E)
delay cannot exceed 1 ms and the packet loss probability should be 10−5–10−7.
Compared with the existing cellular networks, the delay and reliability require
significant improvements by at least two orders of magnitude for 5G networks.
This capability gap cannot be fully resolved by the 5G New Radio (NR), i.e. the
physical-layer technology for 5G, even though the transmission delay in Radio
Access Networks (RANs) achieves the 1ms target. Transmission delay contributes
only a small fraction of the E2E delay, as the stochastic delays in upper networking
layers, such as queuing delay, processing delay, and access delay, are key bottle-
necks for achieving URLLC. Beyond 5G systems or so-called 6th Generation (6G)
systems should guarantee the E2E delay bound with high reliability.
In addition to the latency and reliability requirements, some other Key Perfor-

mance Indicators (KPIs) should also be taken into account, including Spectrum

Ultra-Reliable and Low-Latency Communications (URLLC) Theory and Practice: Advances in 5G
and Beyond, First Edition. Edited by Trung Q. Duong, Saeed R. Khosravirad, Changyang She,
Petar Popovski, Mehdi Bennis and Tony Q.S. Quek.
© 2023 John Wiley & Sons Ltd. Published 2023 by John Wiley & Sons Ltd.
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Efficiency (SE), throughput, Energy Efficiency (EE), Age of Information (AoI),
jitter of latency, round-trip delay, network availability, and security (shown in
Table 1.1). These requirements will pose unprecedented challenges in terms
of design methodologies and enabling technologies in the 6th Generation (6G)
mobile communications. To fill the gap between 5G URLLC and the diverse KPI
requirements, we shall investigate novel methodologies and innovative technolo-
gies for the next generation URLLC (xURLLC), also known as eXtreme URLLC,
[23]. This book will cover various methods and technologies to achieve URLLC
from the physical layer, link layer, and network layer, to diverse applications in
vertical industries of 5G/6G communications.

Table 1.1 KPIs and research challenges. ©IEEE 2021. Reprinted with permission
from [28].

Indoor large-scale scenarios

Applications KPIs Research Challenges

Factory automation SE, EE, and AoI Scalability and network
congestions

VR/AR applications SE and throughput Processing/transmission
3D videos

Indoor wide-area scenarios

Applications KPIs Research Challenges

Tele-surgery Round-trip delay,
throughput, and jitter

Propagation delay and
high data rate

eHealth monitoring EE and network availability Propagation delay and
localization

Outdoor large-scale scenarios

Applications KPIs Research Challenges

Vehicle safety AoI, SE, security, and
network availability

High mobility and
scalability

Outdoor wide-area scenarios

Applications KPIs Research Challenges

Smart grid SE Propagation delay and
scalability

Tele-robotic control SE, security, network
availability, and jitter

Propagation delay and
high data rate

UAV control EE, security, network
availability, and AoI

Propagation delay and
high mobility
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1.1 Requirements of URLLC: Faster, Higher, Stronger, and
Together

The next generation URLLC is expected to be “faster, higher, stronger - together”.
The specific requirements and research challenges are discussed in the sequel.

1.1.1 Faster Responses and Movement

In factory automation and autonomous vehicles, mobile devices need to make
decisions according to their local observation in a real-timemanner. Given the fact
that the energy budget and the computing capability of each device are limited, it
may need the help of Mobile Edge Computing system (MEC). Unlike centralized
mobile cloud computing with routing delay and propagation delay in backhauls
and core networks, the E2E delay in MEC systems consists of Uplink (UL) and
Downlink (DL) transmission delays, queuing delays in the buffers of users and
Base Stations (BSs), and the processing delay in the MEC [26]. Although MEC
helps reduce latency in communication systems, there are two bottlenecks for
providing fast responses to mobile devices. First, optimization problems in MEC
systems are generally non-convex. To find the optimal solution, such as user asso-
ciation and task offloading. The computing complexity for executing searching
algorithms is too high to be implemented in real-time. Second, exchanging infor-
mation among different edge servers will lead to high overheads and latency. To
avoid this issue, edge servers need to make decisions in a distributed manner. As
a result, a local decision may not be optimal for all the devices.
Supporting high mobility URLLC is critical for some outdoor applications, e.g.

Unmanned Aerial Vehicle (UAV) control. Since the mobile devices are moving
fast, the Doppler frequency shift is large. Thus, the inter-symbol interference is
strong and the receiver needs to adjust the carrier frequency according to the
Doppler shift. Besides, frequent handovers in high mobility URLLC will result
in service interruption. The BS with good channel quality may not have suffi-
cient radio resources due to the dynamic traffic load in high mobility scenarios.
Therefore, how to serve high mobility URLLC remains an open issue in 6G.

1.1.2 Higher Throughput and Density

As one of the killer applications in 5G networks, VR/AR applications require
ultra-reliable and low-latency tactile feedback and high data rate 360o videos [8].
Meanwhile, as the sizes of devices shrinks, battery lifetime will become a bottle-
neck for enabling high data rate URLLC [24]. To implement VR/AR applications
in future wireless networks, we need to investigate the fundamental trade-offs
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among throughput, energy efficiency, reliability, and latency in communications,
caching, and computing systems [34], as well as enabling technologies such as
touch user interface and haptic codecs [4, 31].
Due to the explosive growth of the numbers of autonomous vehicles and

mission-critical IoT devices [9], future wireless networks are expected to support
massive URLLC. To support massive URLLC, novel communication and learn-
ing techniques are needed. With orthogonal multiple access technologies, the
required bandwidth increases linearly with the number of devices. To achieve bet-
ter trade-offs among delay, reliability, and scalability, other multiple access tech-
nologies should be used, such as non-orthogonal multiple access and contention-
based multiple access technologies [29, 30]. Meanwhile, we may need to exploit
the above 6 GHz spectrum including mmWave [16] and the Terahertz band [36].

1.1.3 Stronger Connectivity and Security

Multi-connectivity is a promising approach to provide seamless services toURLLC
users [17]. As illustrated in [22], one way to improve network availability with-
out sacrificing spectrum efficiency is to serve each user with multiple BSs over
the same subchannel (or subcarrier). The disadvantage of this intra-frequency
multi-connectivity is that the failures of different links are highly correlated. For
example, if there is a strong interference on a subchannel, then the signal to inter-
ference plus noise ratios of all the links are low. To alleviate cross-correlation
among different links, different nodes can connect to one user with different sub-
channels or even with different communication interfaces [21]. Further consider-
ing that terrestrial networks may not cover rural areas and marine areas, we need
to use non-terrestrial networks to provide global connectivity for long-distance
URLLC services, e.g. Tactile Internet.
Future URLLC systems will suffer from different kinds of attacks that result

in inefficient communications [19]. The widely used cryptography algorithms
require high-complexity signal processing, and may not be suitable for URLLC,
especially for IoT devices with low computing capacities. To defend against eaves-
dropping attacks in URLLC, physical layer security is a viable solution [3]. The
maximal secret communication rate in the short blocklength regime over a wire-
tap channel was derived in [37]. The results show that there are trade-offs among
delay, reliability, and security. Based on this fundamental result, we can further
investigate the technologies for improving physical-layer security.

1.1.4 Human Intelligence Together with Artificial Intelligence in URLLC

As illustrated in Figure 1.1, a new trend of developing communication net-
works is to integrating human intelligence (expert knowledge in wireless
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Ensuring 1 ms
delay in RANs

 State-of-art:
5G NR 

No E2E delay
guarantee

Bene�t Methods Open issues  

Ensuring E2E
performance 

Cross-layer
design

High complexity
algorithms

Fast inference
for real-time

implementation  

Deep learning Long training
phase

Improving
learning
ef�ciency

 
Knowledge +
deep learning 

Model
mismatch 

Good initial
performance &
fast adaptation

Fine-tuning in
real-world

systems

Figure 1.1 Wireless AI for developing URLLC systems. ©IEEE 2021. Reprinted with
permission from [28].

communications) into artificial intelligence (deep learning) for optimizing com-
munication systems.
Cross-layer Design Existing design methods divide communication networks

into multiple layers according to the Open Systems Interconnection model [18].
Communication technologies in each layer are often developed without consid-
ering the impacts on other layers, despite the fact that the interactions across
different layers are known to significantly impact on the E2E delay and reliability.
Most existing approaches do not reflect such interactions; this leads to subopti-
mal solutions and thus we are yet to be able to meet the stringent requirements
of URLLC. To guarantee the E2E delay and the reliability of the communication
system, we need accurate and analytically tractable cross-layer models to reflect
the interactions across different layers.
Deep Learning With 5G NR, the radio resources are allocated in each Trans-

mission Time Interval (TTI) with a duration of 0.125 ∼ 1 ms [1]. To implement
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optimization algorithms in 5G systems, the processing delay should be less than
the duration of one TTI. Since the crosslayer models are complex, related opti-
mization problems are non-convex in general. Most of the existing optimization
algorithms incur high computing overheads, and hence can hardly be imple-
mented in real-world systems. Deep learning has significant potential to address
the above issue in beyond 5G/6G networks. The basic idea is to approximate the
optimal policy with a Deep Neural Network (DNN). After the training phase, a
near-optimal solution of an optimization problem can be obtained from the out-
put of the DNN in each TTI. Essentially, by using deep learning, we are trading off
the online processing time with the computing resource for off-line training.
Integrating Knowledge into Learning Algorithms Although deep learning algo-

rithms have shown significant potential, the application of deep learning in
URLLC is not straightforward. As shown in [27], deep learning algorithms con-
verge slowly in the training phase and need a large number of training samples
to evaluate or improve the E2E delay and reliability. If some knowledge of the
environment is available, such as the estimated packet loss probability of a cer-
tain decision, the system can exploit this knowledge to improve the learning
efficiency [13]. Domain knowledge of communications and networking includ-
ing models, analytical tools, and optimization frameworks have been extensively
studied in the existing literature [12, 14]. How to exploit them to improve deep
learning algorithms for URLLC has drawn significant attention as well, including
in [15, 32, 38].
Fine-tuning in Real-world Systems Communication environments in wireless

networks are non-stationary in general. Theoretical models used in off-line train-
ing may not match this non-stationary nature of practical networks. As a result,
a DNN trained off-line cannot guarantee the Quality-of-Service (QoS) constraints
of URLLC. Such an issue is referred to as the model mismatch problem in [5].
To handle the model mismatch, wireless networks should be intelligent to adjust
themselves in dynamic environments, explore unknown optimal policies, and
transfer knowledge to practical networks.

1.2 Scope of This Book

We invited leading researchers in both academia and industry from diverse
backgrounds to share their recent studies in URLLC.
In Chapter 2, T. Kallehauge et al. focus on the physical layer and present the

statistical aspects of URLLC, detailing both frequentist and Bayesian approaches.
Specifically, the authors analyze the statistical features and guarantees for outage
probability in a narrowbandwireless channel. As amotivating example, they treat
the practical case in which a Base Station (BS) collects channel statistics for users
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at different locations and attempts to predict the performance of a user at a new
location. Their results show that the BS can obtain high-quality predictions of the
reliability performance even for locations that are not in proximity.
InChapter 3, instead of analyzing the average latency and the delay outage prob-

ability, C.-F. Liu et al. investigate the statistical information and/ormetrics, rooted
in the tail behavior of probability distributions to gain insights in URLLC systems.
Specifically, the authors analyzed the tail distribution of the delay, channel fad-
ing, or packet inter-arrival time; variance and higher-order statistics; threshold
deviation with a very low occurrence probability; worst-case metrics; age of infor-
mation.Usefulmethodologies and extensive numerical results are provided in this
chapter.
In Chapter 4, C. Sun et al. establish a unified framework of using unsuper-

vised deep learning to solve both kinds of problem with both instantaneous
and statistic constraints. For a constrained variable optimization, the authors
first convert it into an equivalent functional optimization problem with instanta-
neous constraints. Then, to ensure the instantaneous constraints in the functional
optimization problems, the authors use DNN to approximate the Lagrange multi-
plier functions, which is trained together with a DNN to approximate the policy.
By taking resource allocation problems in URLLC as examples, the authors
show that unsupervised learning outperforms supervised learning in terms of
quality-of-service violation probability and approximation accuracy of the optimal
policy.
In Chapter 5, C. Yue et al. overview candidate channel codes for URLLC,

and compare them in terms of performance and complexity. Their respective
strengths and weaknesses are investigated in terms of the performance gap to
theoretical limits and the computational complexity of practical decoding algo-
rithms. Furthermore, Ordered Statistics Decoding (OSD) is introduced as one
of the potential universal decoding algorithms for URLLC, which can achieve
near-optimal performance for any block code. The error performance and com-
putational complexity of OSD are investigated in this chapter. Finally, recent
improvements on OSD, including decoding rules and complete decoder design,
are studied.
In Chapter 6, B. Shim et al. introduce a new type of short packet transmis-

sion framework named the Sparse Vector Coding (SVC) technique. The key idea
behind SVC is to transform an information vector into the sparse vector in the
transmitter and to exploit the sparse recovery algorithm in the receiver.Metaphor-
ically, SVC can be thought as marking dots on the empty table. As long as the
number of dots is small enough and the measurements contains enough informa-
tion to figure out the marked cell positions, accurate decoding of the SVC packet
can be guaranteed. The numerical results demonstrate that SVC is very effective
in the short packet transmission for URLLC scenarios.
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In Chapter 7, P. Yang et al. consider a CoMP-enabled RAN slicing system simul-
taneously supporting URLLC and eMBB traffic transmission. In the presence of
eMBB traffic, the authors orchestrate the shared network resources of the system
to guarantee amore reliable burstyURLLC service provision from the perspectives
of lowering bothURLLCpacket blocking probability and codeworddecoding error
probability. The authors formulate the problem of RAN slicing for bursty URLLC
and eMBB service multiplexing as a resource optimization problem and develop
a joint bandwidth and CoMP beamforming optimization algorithm to maximize
the long-term total slice utility. Several bandwidth allocation and beamforming
algorithms are evaluated in the RAN slicing system.
In Chapter 8,W. R. Ghanem et al. investigate the beamforming design for down-

link Orthogonal Frequency Division Multiple Access (OFDMA) URLLC systems.
To enable the stringent URLLC delay requirements, finite blocklength transmis-
sion is adopted for the beamforming algorithm design. The authors formulate the
beamforming algorithm design as a non-convex optimization problem for max-
imization of the weighted system sum throughput subject to constraints on the
Quality of Service (QoS) of theURLLCusers. A sub-optimal algorithm is proposed
based on Sequential Convex Approximation (SCA). Numerical results reveal that
the proposed design can achieve a considerable gain compared to several baseline
schemes.
In Chapter 9, H. Duan et al. first present an up-to-date overview of the end-

to-end latency for a Full-Duplex (FD) relay system. The authors investigate the
possible solutions in the literature to achieve the goal of URLLC. The efficient
solution is to allow a simple Amplify-and-Forward (AF) FD relay mode with low-
complexity SI radio frequency and analog cancellations, and process the residual
SI alongside the desired signal at base station in an adaptive manner, rather than
being canceled at relay in digital domain. Their results show that the FD relay
assisted system with adaptive SI utilization or cancellation enables extended net-
work coverage, enhanced reliability, and reduced latency, compared to the existing
overview work.
In Chapter 10, Z. Hou et al. aim to reduce the user experienced delay through

prediction and communication co-design, where each mobile device predicts its
future states and sends them to a data center in advance. Since predictions are
not error-free, the authors consider prediction errors and packet losses in com-
munications when evaluating the reliability of the system. Then, the authors
formulate an optimization problem that maximizes the number of URLLC ser-
vices supported by the system by optimizing time and frequency resources and the
prediction horizon. Simulation and experiment results verify the effectiveness of
the proposedmethod, and show that the trade-off between user experienced delay
and reliability can be improved significantly via prediction and communication
co-design.
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In Chapter 11, D. V. Huynh et al. investigate the URLLC supported Industrial
Internet-of-Things (IIoT) devices in industry automation. To enhance the URLLC
performance, the authors propose two approaches to optimize the deployment of
multiple relay robots in assistingURLLC system, namelyDNN-based deployment,
and the K-means clustering algorithm. An optimal resource allocation scheme is
proposed to minimize the error probability at the IIoT devices. To solve the highly
non-covex optimization problems ofURLLC, the authors propose an effective iter-
ative algorithm for solving the reliabilitymaximization. Representative numerical
results demonstrate the proposed scheme can significantly improve the reliability
over various conventional approaches.

1.3 Future Directions

Considering the diverse application scenarios and KPIs of URLLC in 6G,
the design of future communication systems requires considerable additional
research efforts beyond what the community has done so far. We discuss some
promising research directions in this section.

1.3.1 Constrained Deep Learning for URLLC

When applying deep learning for URLLC applications, the reward is usually
defined as a weighted sum of different KPIs.With different weighting coefficients,
the final achieved KPIs are different. Thus, we need to select these weighting
coefficients manually to achieve satisfactory KPIs. A potential way to overcome
this difficulty is to formulate the problem as a constrained optimization prob-
lem and use constrained unsupervised deep learning to find the optimal policy
[7]. If the problem turns out to be a sequential-decision making problem with
constraints, constrained deep reinforcement learning algorithms can be applied
[20]. Nevertheless, the reliability of URLLC is extremely high and the closed-form
results may not be available. Therefore, the required number of training samples
is extremely large. How to achieve the target KPIs with a reasonable amount of
training samples remains an open issue.

1.3.2 Distributed Learning for URLLC

In IIoT, collecting the status of all the devices in the central server will bring
considerable overheads to wireless networks, and hence the devices should
be controlled in a distributed manner. To achieve this goal, distributed learn-
ing with partial observation is a promising framework. With this framework,
edge computing servers, VR glasses, and IoT devices can take actions based
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on local observations. In this way, the overheads for exchanging control infor-
mation and updating global status can be reduced remarkably [25]. The major
issues of distributed learning include long convergence time, poor performance
with partial observation, and limited computing and storage resources of mobile
devices.

1.3.3 Graph Neural Networks for Network Management of URLLC

Since the dimensions of the input and the output of a Fully-connected Neu-
ral Network (FNN) grows with the number of devices, we need to adjust the
hyper-parameters of the FNN and retrain the parameters whenever the number
of devices varies. Thus, FNNs are not flexible in managing dynamic networks.
To address this issue, a promising approach is to use GNNs to represent the
topology of wireless networks [11]. As indicated in [35], GNN is a very general
structure that can be applied to solve large-scale problems with non-Euclid data
structure. Since the number of parameters of a GNN does not increase with the
dimension of the input, GNNs are suitable for resource management in dynamic
networks [6]. In most of the existing literature, the network status is assumed to
be perfectly known at the central control plane. How to find optimal policy with
inaccurate/outdated/partial network status remain open problems.

1.3.4 Few-shot Learning for URLLC

The real-world data samples from practical systems are limited and could be
non-stationary in wireless networks. A promising learning framework for fast
adaptation is known as few-shot learning [33]. The basic idea is to use meta learn-
ing to optimize hyper-parameters, including initial parameters, learning rates, and
the structures of neural networks [2, 10]. After off-line training in existing tasks,
the neural networks can be transferred to new tasks with limited data samples.
Most of the existing few-short learning algorithms for image classification cannot
achieve high reliability. Whether it is possible to meet the reliability requirement
of URLLC with few-shot learning remains open.
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