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Introduction

I wrote this book so that people who want to leverage the fantastic capabilities of
Wireshark have a reference where you get the “hands-on” tactical concepts that are not
covered in most publications about Wireshark. I wrote this from an analysis perspective
based on more than 30 years of being an analyst, training analysts and leading analysis
teams across the globe. Within this book, you will find the tips and techniques that I
have mastered and refined over those years of extensive analysis. For the most part,
the process has not changed, but the methods and sophistication of the attackers and
criminals have, and this is why we have to continue to enhance and hone our skills.

As the title suggests, this book is broken down into three main parts:

e Intrusion Analysis
e Malware Analysis
o Forensics Analysis

The book does not go deep into topics or concepts that are not part of what we
use from a tactical standpoint of Wireshark. There are plenty of references that are
available for this. Wherever possible, we do explain some areas outside of Wireshark,
and this is most evident when we talk about memory and how malware uses system
calls for connections. We start off with a review of what an actual intrusion looks like,
and then we introduce a methodology. This is a common theme of the book; we present
methodologies that are proven when it comes to performing a systematic analysis
process. Each of the areas can be taken on its own, so if you just want to focus on
malware, then you can read that section.



CHAPTER 1

Customization of the
Wireshark Interface

While it might not seem like a big deal, the fact is the customization of the interface is
very important in the creation of an effective analysis plan. The Wireshark interface by
default will display the following columns of information:

e Nos. - For the number identification of the packet within the
display window.
o Time - The time the packet was captured; this is one of the columns

we will want to perform some changes to.

e Source - The source of the generated packet; this can be in the form
of a layer two MAC address or a layer three IP address.

o Destination - The destination of the generated packet; this too can
be in the form of a layer two MAC address or a layer three IP address.

e Protocol - The protocol that the Wireshark tool has determined is in
the packet.

o Length - The length of the data that is contained within the packet.

o Info - Where additional information can be displayed about the
packet that has been captured.

In this chapter, we will review different methods of how to customize the columns of
Wireshark to assist our analysis with special tasks. We will review a customization that
can be used to assist with malware analysis.

© Kevin Cardwell 2023
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CHAPTER 1  CUSTOMIZATION OF THE WIRESHARK INTERFACE

Configuring Wireshark

An example of the default Wireshark display configuration is shown in Figure 1-1.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR :omiERB Rex2»xEFEIIFAaaqE

W | Current filter: tep

No. Time Source Destination Protocol Lengtk Info
H 7 pia b TCP

Figure 1-1. The Wireshark default display configuration

The figure reflects the default columns and the information that is reflected. As a
reference, the Protocol is Modbus.

If you are not familiar with the Modbus protocol, it was originally created by the
company Modicon in 1979. They published the protocol as a method of communication
with their Programmable Logic Controllers or PLC. Modbus has become a popular
communication protocol and is now a commonly available means of connecting
industrial electronic devices. Modbus is popular in industrial environments because
itis openly published and royalty-free. The company Modicon is known as Schneider
Electric today. As you continue to review the packet capture, you can see in the “Info”
section additional information about the captured packet. As the information indicates,
the packet capture is that of a Transaction Query, the number of the Query is 209, the
Unit is 1, and the Query is of type 3, which means it is a reading of the Holding Registers.

We will not cover any more details here of this packet that has been captured;
however, as the book progresses, you will get much more data on this and many other
types of protocols.

As we stated at the beginning of this chapter, we want the Wireshark interface to be
configured so we can get the best results when we process our data capture files, and
while the default settings are okay, they are not providing us the best opportunity to get
the most from the Wireshark tool.

The first thing we want to do is to clean up the current columns on the Wireshark
tool. When we start thinking about the process and concept for analysis, we need
to have the port information of our communications, and with the current settings,
we do not have this. We can look for it, but it is much more efficient to have the port
information easily at our disposal. When you think of a port, a good analogy is that of
a door, so when we have a port open on a machine, it is equivalent to an open door,
and since it is open, then there can be connections to it. This is what we want to focus
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on when we are reviewing a capture file, because everything starts with a connection.
Once the connection is made, then the data will flow, especially when we discuss the
communication protocol Transmission Control Protocol (TCP) later in the book.

So now that we have a little bit of an idea on the ports and the concept of
connections, let’s see how to make the customizations and changes.

The main Wireshark settings when it comes to the display options are accessed
via the main top bar menu; we access the Preferences settings by clicking on Edit »
Preferences. An example of this is shown in Figure 1-2.

1 M wire < - Preference b
Vv |Appearance Remember main window size and placement
Columns
Font and Colors Open Mes
(@ The most recently used folder
) Layout = -
( Capture O This folder: [C:\Users\cyber\OneDrive\Documents Browse... |
Expert Show up to
Filter Buttons ) [E] filter entries
n Name Resolution
> Protocols 10 | recent files
‘( RSA Keys Confirm unsaved capture files
> Statistics Display autocompletion for filter text
I Advanced r !
Main toolbar style: Iconsonly |
‘_ Window title | |
{ Prepend window title | |
Language: |Use system setting
< >

oK Cancel Help

Figure 1-2. The Wireshark Preferences settings

As shown in the image, we do have a variety of settings that we can select to change
the way our captured data is displayed. Having said that, for our purposes here, we will
just focus on the UTC settings, which is our representation of the GMT zone. Since we
have more than one setting available, we will use the UTC Time of Day. Additionally, we
will change the setting from Automatic to Seconds. An example of the format changes is
shown in Figure 1-3.
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Time Display Format [} » Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+Alt+1
Name Resolution ] Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
T N Time of Day (01:02:03.123456) Ctrl+Alt+2
Seconds Since 1970-01-01 Ctri+Alt=3
Expand Subtrees Shift+Right Seconds Since Beginning of Capture Ctrl+Alt=4
Collapse Subtrees Shift+Left Seconds Since Previous Captured Packet Ctrl+Alt+5
Expand All Ctrl +Right Seconds Since Previous Displayed Packet Ctrl+Alt+6
Collapse All Ctrl +Left UTC Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+7
= Colorize Packet List UTC Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
B Catorig el |7 UTC Time of Day (01:02:03.123456) | Ctrl+Alt+8
Colorize Conversation -/ Automatic (from capture file)
Reset Layout Ctrl+Shift+W
¥ Resize Columns Ctrl+Shift+R Tenths of a second
Hundredths of a second
[=nE s Milliseconds
Show Packet in New Window Microseconds
Reload as File Format/Capture Ctrl+Shift+F Manoseconds
?—I Reload C,trl-t-R | Display Seconds With Hours and Minutes

Figure 1-3. Time format changes

Now that we have made the settings changes, we can refer to what the capture file
looks like. An example of the time field before the settings and one with the settings is

shown next.

2 0.000256
3 0.027943
4 0.028186
50.032231
6 0.032450

201:59:36
301:59:36
4 01:59:36
501:59:36
6 01:59:36

For most people, including your author, it is preferred to have the normal time
format and not the default selection of number of seconds ticked off when captured.
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Column Customization

We next want to review and make some changes to our columns; this will assist us when
we are performing different types of capture file analysis tasks. We return to our Columns
settings located in the Preferences menu and review the columns that are displayed by
default. It is true that the columns that are displayed are a matter of personal preference;
however, there are some that are displayed that are in many cases rarely referenced.
Since our User Interface does have some limitations, we want to get the most from our
displayed data. The columns that we can delete for our first analysis profile are the

following:
1. No
2. Length

These columns are not commonly used, so it is a good idea to remove them. Another
column that you might want to remove when doing malware analysis is the Protocol,
while it is good to see the protocol, we can determine this by more than one method, so
itis a matter of personal preference if we leave this displayed.

Once we have removed these columns, our Wireshark User Interface will reflect that
shown in Figure 1-4.

01:59:36 192.168.2.147 192.168.2.255 Registration NB LYAKH-WINT-PC<0@>
21:59:36 192.168.2.147 192.168.2.255% Registration N8 DNIPROMOTORS<®d>
©1:59:36 192.168.2.147 192.168.2.4 Standard query @x25af SRV _ldap._tcp.Default-First-Site-Name._sites.dc._msdcs.dnipromotors.com

Figure 1-4. Custom columns

As reflected in Figure 1-4, we now have a more streamlined display for our interface.
We now want to add some additional columns to discover information we commonly
use in our analysis.

We add columns via the same menu selections from before and access the settings
within the Edit » Preferences » Columns path. Once we are there, we need to click on
the “+” sign to add a new column. An example of this is shown in Figure 1-5.
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1 ‘ Wireshark - Preferences %
v Appearance 3 = o :
Columns Displayed Title Type Fields Field Ocq
Font and Colors, |[] No. Number
Layout Time Time (format as specified)
Capture Source Source address
Expert Destination Destination address
Filter Buttons O Protocol  Protocol
Name Resolution {5 Length Packet length (bytes)
> Protocols [~ Info Information
RSA Keys | New Colu... Number
> Statistics
Advanced
Lz .
e 5 + = [] show displayed columns only
L
oK I Cancel Help

Figure 1-5. Adding columns

Once we have added the new column, we want to customize it, we do this by double-
clicking the name, and this will highlight the name in blue so it can be edited directly.
For the first custom column, we will use the Source Port as the name, so enter this in the
Name field. An example of this is shown in Figure 1-6.
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M \Wireshark - Preferences X
v Appearance
Columns Displayed Title Type Fields Field Ocg
Font and Colors| ([ No. Number
Layout Time Time (format as specified)
Capture Source Source address
Expert Destination Destination address
Filter Buttons O Protocol  Protocol
Name Resolution ] Length Packet length (bytes)
> Protocols Info Information
RSA Keys Source Port Number
> Statistics
Advanced ’

Figure 1-6. The source port column

Any time we create a custom setting, it is always good to put as much amplifying
information as possible. We do this in the Type field. When you double-click on the
Type field, a listing of the different type options will be displayed; an example of this is
shown in Figure 1-7.



CHAPTER 1  CUSTOMIZATION OF THE WIRESHARK INTERFACE

M Wireshark - Preferences X
v Appearance
Columns Displayed Title Type Fields Field Oc¢
Font and Colors| | No. Number
Layout Time Time (format as specified)
Capture Source Source address
Expert Destination Destination address
Filter Buttons O Protocol  Protocol
Name Resolution O Length Packet length (bytes)
> Protocols Info Information
RSA Keys Source Port Number
> Statistics IEEE 802.11 TX rate A
Advanced IP DSCP Value
Information
Net dest a...(resolved)
Net dest a...nresolved)
Net src addr (resolved)
Net src ad...nresolved)
Network dest addr
Network src addr
& >
‘ 5 [L [_ [[] show displayed columns only
| ok || cancel Help

Figure 1-7. Column type options

For our Source Port column, we want to select the Src port (unresolved). An example
of this is shown in Figure 1-8.

Source Port [Src port (unresolved) v
Number A
Packet length (bytes)
Protocol

Relative time

Source address

Source port

Src addr (resolved)

Src addr (unresolved)

Src port (resolved)

< Src port (unresolved) Rl

Figure 1-8. Src port unresolved setting
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The source port is one of those important items that we want to be able to see in a
relatively quick manner. We need this when we are reviewing network communication
sequences between machines. As a refresher, network communication is usually from
a client to a server; this connection from the client is usually at a port >1023, so by
displaying the source port, it allows a quick review of the method of communication
that is reflected in the capture file. When we see a port that is <1023 to another port that
is <1023, this could be suspicious. We say “could” because unfortunately, over time the
normal communications procedures of the network protocols are not as structured as
when we started. While it is normally a fact that the client connection comes from a port
>1023, it is not always guaranteed. These ports >1023 are referred to as ephemeral ports.
This means the ports are considered transitory in nature, because a client should make
the connection, receive the required data, and then disconnect, and this is a temporary
sequence, hence the name.

The next column we want to add to the display is that of the destination port; the
process is the same as before; we click on the “+” and then double-click on the name and
enter the name of Dest Port. Then as before, we click in the drop-down of the Type field
and select Destination Port (unresolved). You should now have two custom ports that
you have added. Great job! A port is resolved if the tool recognizes the service running on
the port. An example of our two ports is shown in Figure 1-9.

Source Port Src port (unresolved)
Dest Port  Dest port (unresolved)

Figure 1-9. Src and Dest port columns

We now want to get the display order set with our two new columns. We can achieve
this very easily by dragging the columns into the order that we prefer. A good location
for the Source Port is right after the Source Address, so we can drag this to that location.
Now, we want to do the same for the Destination Port and place it right after the
Destination Address. An example of these changes is shown in Figure 1-10.
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M Wireshark - Preferences

v Appearance

Columns Displayed Title Type Fields
Font and Colors No. Number
Layout Time Time (format as specified)
Capture Source Source address
Expert Source Port Src port (unresolved)

Destination Destination address
Dest Port  Dest port (unresolved)

Filter Buttons
Name Resolution

ROORKMRKRO

> Protocols Protocol  Protocol
RSA Keys Length Packet length (bytes)
> Statistics Info Information

Figure 1-10. Setting the order of the display columns

You might find it a little tricky to get the column to move, so look for the red circle
that is displayed to change and you should be able to drop the column there.

After adding the source and destination port columns, click the “OK” button to
apply the changes. These new columns are automatically aligned to the right, so right-
click on each column header to align them to the left so they match the other columns.
An example of this is shown in Figure 1-11.

10
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hAlign Left
Align Center
Align Right

Column Preferences...
Edit Column

Resize to Contents

Resize Column to Width...
Resolve Names

No. Number
v Time Time (format as specified)
v Source Source address
v Source Port Src port (unresolved)
v Destination Destination address
v Dest Port Dest port (unresolved)
Protocol Protocol
Length Packet length (bytes)
v Info Information

Remove this Column

Figure 1-11. The list of selected columns

Once you have finished this, then the display should reflect that as shown in

Figure 1-12.

91:59:36 193.148.2.347 9155 192.148.2.4. ﬂ“ -ﬂu“_uum

[#1:56: 36 192.164.2. 347 49155 192.158.2.4 lﬂu“l"“hl‘ !“_r.l-.lm‘ EPA VD0 (BIbit MR}, EPRRA VDD (6cBT7McHc-12-4540-8300
1199108 19).188.0. 187 9193 19018804 AN Map Fequest, EAC METLOGON, MBIt

Figure 1-12. Wireshark custom column display

We can now quickly determine the source and destination port. This allows us to
identify a potential service that could be targeted. We will look at an example of this
now. A common method of attack is to look for a service and then attempt to gain
access once a service is discovered that could provide us access, so with our new display
that we have just customized, we can see how easy it is to identify when a service is
getting either attacked or a lot of attention. The first service we will look at here is the
File Transfer Protocol, otherwise known as FTP. Now, many of you reading this might
be saying, “FTP. It is old!” While this is true and an argument could be made for this,
itis just being used as an example here and in many environments is still used today,

11
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especially in Industrial Control Systems (ICS) enterprise networks. As a refresher, the
FTP uses two ports: one for communication and one for data. With our now custom
display, we should be able to identify this, which will also allow us to demonstrate the
analysis and determination as to the mode of FTP. But before we do this, we need to have
a good understanding of FTP. So what exactly is it? A good source and probably one of
the best ones is that of the Request for Comments (RFC) that have been released as a
recommended standard for FTP. We refer to this as “recommended” because there is no
requirement that you have to follow the RFC, and unfortunately, many vendors do not,
but that is a topic outside of this book. Now we could refer to the Internet Engineering
Task Force at https://ietf.org, which is shown in Figure 1-13.

ol QO 8 httpsywawiettorg 7 Q Search

News & blog Supportus Getstarted Contact Links = Q Search
ABOUT = TOPICS OF INTEREST = PARTICIPATE = INTERMNET STANDARDS f‘

RFCs

Intellectual property rights

TOWardS a net Zero |ETF Standards process

Publishing and accessing RFCs
A new ooking at h o measure and potentially ¢.oco oo caicon ciiemss o Of IETF meetings to reach the level of a

Learn more about the project's background and next steps.

Figure 1-13. Internet Engineering Task Force

As the image shows, we have the Internet Standards menu option, and within
this, we have the RFCs. An example of when the menu item is selected is shown in
Figure 1-14.

News & blog Support us Get started Contact Links ¥ Q Search

ABOUT ~ TOPICS OF INTEREST ~ PARTICIPATE ¥ INTERNET STANDARDS ~

# > Internet standards

RFCs

RFC documents contain technical specifications and organizational notes for the

Internet.

Figure 1-14. Request for Comments
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The green box in Figure 1-14 is the main thing about the RFC; these are the notes and

specification for the Internet! So we must be familiar with them if we are going to work in

IT. These are documents that are in a text format and not the best structure to read, so it

does take some time to get used to them. An example of an RFC is shown in Figure 1-15.

C @ O B https://www.rfc-editor.org/rfc/rfc1918
[REC Home] [TEXT|PDF|HTML] [Tracker] [IPR] [Errata] [Info page]

BEST CURRENT PRACTICE

Updated by: 6761 Errata Exist
Network Working Group Y. Rekhter
Request for Comments: 1918 Cisco Systems
Obsoletes: 1627, 1597 B. Moskowitz
BCP: 5 Chrysler Corp.
Category: Best Current Practice D. Karrenberg
RIPE NCC

G. J. de Groot

RIPE NCC

E. Lear

Silicon Graphics, Inc.
February 1996

Address Allocation for Private Internets
Status of this Memo

This document specifies an Internet Best Current Practices for the
Internet Community, and requests discussion and suggestions for
improvements. Distribution of this memo is unlimited.

1. Introduction

For the purposes of this document, an enterprise is an entity
autonomously operating a network using TCP/IP and in particular
determining the addressing plan and address assignments within that
network.

Figure 1-15. Example of an RFC
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Figure 1-15 reflects the RFC 1918, which is the standards document that identifies
the private addressing for IP addresses that should not be routed. These are the following

addresses:
1. 10.0.0.0(10/8)
2. 172.16-172.31 (172.16/12)

3. 192.168 (192.168/16)

We will refer to the first block as “24-bit block”, the second as ““20-bit block”,

and to the third as “16-bit” block. Note that (in pre-CIDR notation) the first
block is nothing but a single class A network number, while the second block
is a set of 16 contiguous class B network numbers, and third block is a set of
256 contiguous class C network numbers.

—RFC 1918

The power of the RFC is anytime someone wants to research or understand a
communication protocol, the first reference is that of the RFC. Having said that, for
some, they can be a challenge to read, so there are Internet sites that can assist with
that. Even the IETF has a set of tools that can assist us with the interpretation of an
RFC; the site can be found at https://tools.ietf.org. An example of this is shown in

Figure 1-16.
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IETF Tools

IETF-related tools, standalone or hosted on tools.ietf.org.

(Tools hosted by the secretariat are listed at http:/fwww.ietforg/tools). Which license? See Preferred License

/_‘ Prepare documents “ Search, show and print documents

RFC dependency checker

Joe Touch

A script to check the references in Internet Drafts for dependencies
and updates.

Bibtex Citation Converter

Yaron Sheffer

This tools converts bibtex-formatted citations into the bibxml
format used in xml2rfe. Many (if not most) academic papers have
bibtex citations available online, and the tool makes it easier to
reference them in Internet Drafts.

Eiwyn Davies

Elwyn Davies has produced a template as a starting point for
writing drafts using xml2rfe. You can find a copy of the schema v3
version of the XML template at tools.ietf.org.

Draft Submission API

Henrtk Levkowerz

A simplified draft submission interface. intended for
is available at hitps:/datatracker.ietf.orp/api/submit".

The interface accepts only xml uploads which can be processed on
the server, and requires the user to have a datatracker account. A

successful submit still requires the same email confirmation
roundtrip as submissions done through the regular submissi

tool.

ib; to down Converter
Yaron Sheffer
This simple script, bibxmI2md, converts bibxml references
extracted from xml2rfe files into markdown, for use in kramdown-
rfc2629 Internet Drafts.

Figure 1-16. The IETF tools

Download the latest documents
Rsyne access to various document archives:
+ Unpurged IETF drafts repository:
To list the content, do:
rsync rsync.tools.ietf.org::tools.id
To syne the content, do:
rsync -avz rsync.tools.ietf.org::tools.id ./fid
+ Currently available htmlized drafts and RFCs:
To list the content, do:
rsync rsync.tools.ietf.org::teols.html
To sync the content, do:
rsync -avz rsync.tools.ietf.org::tools.html . /htal
+ For a full list of the various rsyne sources at teols.ietf.org,
do:

rsync rsync.tools.ietf.org::

Access IETF-related files from the command line
Paul Hoffman

The "ietf" program lets you access IETF-related files from the
command line. It creates a local copy of these files on your
computer using rsync. and gives a friendly way to access them.
You can give commands from your normal shell, or you can run
an interactive shell that is part of the program.

Chrome: Rewrite [ETF ID URLSs to the Tools or Datatracker
versions

Warren Kumari

This will rewrite the "official" IETF Intemet Draft URLs
(https://www.ietforg/id/foo-42.1xt) to the Tools
(https://tools.ietf.org/htm1/foo-42) or Datatracker
(https://datatracker.ietf.org/docs/foo) versions instead.

We will take a brief moment to explain some of the components of an RFC. There

Internet Engineering Task Force (IETF)

Request for Comments: 7230
Obsoletes: 2145, 2616
Updates: 2817, 2818
Category: Standards Track
ISSN: 2070-1721

should be a header related to the RFC; an example of this is shown in Figure 1-17.

R. Fielding, Ed.
Adobe

J. Reschke, Ed.
greenbytes

June 2014

Figure 1-17. RFC header

At the top left, this header states “Internet Engineering Task Force (IETF)”. That
indicates that this is a product of the IETF; although it’s not widely known, there are
other ways to publish an RFC that don’t require IETF consensus; for example, the
Independent Submission Stream allows RFC publication for some documents that are
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outside the official IETF/IAB/IRTF process but are relevant to the Internet community
and achieve reasonable levels of technical and editorial quality.

Now that we have an understanding of protocols that we can research. We have a
better way that we can research this information as we are conducting our analysis.

We will now revisit our FTP; furthermore, as has been stated in this chapter, the
port number is an important component for doing our analysis. The FTP has two main
ports that are used; the first is that of the Control and Communication, and this port is
assigned to port 21. The FTP is defined in RFC 959; an example of the RFC is shown in
Figure 1-18.

Network Working Group J. Postel
Request for Comments: 959 J. Reynolds

ISI
Obsoletes RFC: 765 (IEN 149) October 1985

FILE TRANSFER PROTOCOL (FTP)

This RFC (converted to hypertext in 1994 by Tim BL) consists of the following sections:

e Status of this memo

Introduction

Overview

Data Transfer Functions (about modes)
File Transfer Functions (actual commands)
Declarative Specifications

State Diagrams

A Typical FTP Scenario

Connection Establishment

Appendix 1: Page Structure

Appendix 2: Directory Commands
Appendix 3: RFCs on FTP

References

e & & & & & & 0 @ s 0 0

Figure 1-18. FTP RFC

As the figure shows, the FTP RFC has a date of 1985, so this does verify that it is
an older protocol. The section we want to review here is the Data Transfer Functions,
because it states that it defines the modes. Once you select this, you will see the
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additional information on how the FTP works. This is beyond the scope here, but you do
have the information if you want to pursue the topic further.

In addition to port 21, we also have a data port used with FTP. That port is
traditionally 20 for active FTP and >1023 selectable for passive FTP. Again, these are
things that as analysts you need to be aware of when you are reviewing a capture file. In
fact, an understanding of the challenges with respect to filtering of passive vs. active FTP
is an important concept as well. A synopsis of this is as follows:

— Active Mode - The client issues a PORT command to the server signaling that
the client will “actively” provide an IP and port number to open the Data
Connection back to the client.

— Passive Mode - The client issues a PASV command to indicate that the client
will wait “passively” for the server to supply an IP and port number, after
which the client will create a Data Connection to the server.

As you can see, this or any other protocol for that matter takes time to understand,
and it is worth investing that time so you can better perform your analysis.

Malware

When we investigate malware, the Wireshark columns that are displayed by default are
not the best to use when it comes to our task of malware analysis, so thus far, we have
customized some of the columns so they can provide us with a more efficient analysis
capability. Now that we have done this, we need to add additional columns to assist

us with our analysis tasks. It is important to understand that we can and often will
customize our user interface in different ways to assist us with our analysis of capture
files. We will now look specifically at an example of this for when we configure our user
interface to maximize our efficiency for malware analysis.

When we customize our interface, we want to plan for this and focus on what exactly
are the characteristics that we are wanting to review. With our example of malware, one
of the main things we want to track for our analysis is the web traffic and communication
sequences. This is because malware often involves web traffic. This is due to the desire to
“blend” into the network communication traffic and appear to be normal traffic on the
network. We can also see the communication channel for command and control (C2)
that is many times disguised in web traffic. Wireshark’s default column configuration is
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not ideal when investigating such malware-based infection traffic. However, Wireshark
can be customized to provide a better view of the activity.

Earlier we customized the time reference, and we customized our interface in such
a way that it is more streamlined and can assist us with being more efficient with our
analysis and that is the goal.

Currently, we have the following columns we have customized for our interface:

1. Time (UTC)

2. Source IP address

3. Source port

4. Destination IP address
5. Destination port

6. Info

This is a good start, and you can use it as a foundation for the different types of
analysis tasks you will perform. For our malware analysis, we want to add additional
information by adding more columns; an example of the additional columns is

shown here:
1. HTTP host
2. HTTPS server

Wireshark allows us to add custom columns based on almost any value found in
the frame details window. This is how we add domain names used in HTTP and HTTPS
traffic to our Wireshark column display. We can quickly identify the domains in a capture
file by entering a filter. For our example here, we want to set the filter on http.request. An
example of this is shown in Figure 1-19.

[ [http.request

Time Source Source Destination Dest Port Host Info

01:59:42 192.168.2.147  491.. 23.211.124... 80 True GET /ncsi.txt HTTP/1.1
02:01:37 192.168.2.147 575.. 239.255.255.. 1980 True M-SEARCH * HTTP/1.1
02:01:37 192.168.2.147 S5 289 OERC LGS 1988 True M-SEARCH * HTTP/1.1
©2:01:40 192.168.2.147 Lo el i LA L 1980 True M-SEARCH * HTTP/1.1
82:01:40 192.168.2.147 §75.: 239,255,255 1960 True M-SEARCH * HTTP/1.1
©02:01:43 192.168.2.147 575.. 239,355 055, 1960 True M-SEARCH * HTTP/1.1
92:81:43 192.168.2.147 £75.. 239.255.255.. 1986 True M-SEARCH * HTTP/1.1
92:82:13 192.168.2.147 497.. 198.54.126... 88 True GET /hojuks/vez.exe HTTP/1.1

Figure 1-19. The http.request filter
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