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Introduction

I wrote this book so that people who want to leverage the fantastic capabilities of 

Wireshark have a reference where you get the “hands-on” tactical concepts that are not 

covered in most publications about Wireshark. I wrote this from an analysis perspective 

based on more than 30 years of being an analyst, training analysts and leading analysis 

teams across the globe. Within this book, you will find the tips and techniques that I 

have mastered and refined over those years of extensive analysis. For the most part, 

the process has not changed, but the methods and sophistication of the attackers and 

criminals have, and this is why we have to continue to enhance and hone our skills.

As the title suggests, this book is broken down into three main parts:

•	 Intrusion Analysis

•	 Malware Analysis

•	 Forensics Analysis

The book does not go deep into topics or concepts that are not part of what we 

use from a tactical standpoint of Wireshark. There are plenty of references that are 

available for this. Wherever possible, we do explain some areas outside of Wireshark, 

and this is most evident when we talk about memory and how malware uses system 

calls for connections. We start off with a review of what an actual intrusion looks like, 

and then we introduce a methodology. This is a common theme of the book; we present 

methodologies that are proven when it comes to performing a systematic analysis 

process. Each of the areas can be taken on its own, so if you just want to focus on 

malware, then you can read that section.
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CHAPTER 1

Customization of the 
Wireshark Interface
While it might not seem like a big deal, the fact is the customization of the interface is 

very important in the creation of an effective analysis plan. The Wireshark interface by 

default will display the following columns of information:

•	 Nos. – For the number identification of the packet within the 

display window.

•	 Time – The time the packet was captured; this is one of the columns 

we will want to perform some changes to.

•	 Source – The source of the generated packet; this can be in the form 

of a layer two MAC address or a layer three IP address.

•	 Destination – The destination of the generated packet; this too can 

be in the form of a layer two MAC address or a layer three IP address.

•	 Protocol – The protocol that the Wireshark tool has determined is in 

the packet.

•	 Length – The length of the data that is contained within the packet.

•	 Info – Where additional information can be displayed about the 

packet that has been captured.

In this chapter, we will review different methods of how to customize the columns of 

Wireshark to assist our analysis with special tasks. We will review a customization that 

can be used to assist with malware analysis.
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�Configuring Wireshark
An example of the default Wireshark display configuration is shown in Figure 1-1.

Figure 1-1.  The Wireshark default display configuration

The figure reflects the default columns and the information that is reflected. As a 

reference, the Protocol is Modbus.

If you are not familiar with the Modbus protocol, it was originally created by the 

company Modicon in 1979. They published the protocol as a method of communication 

with their Programmable Logic Controllers or PLC. Modbus has become a popular 

communication protocol and is now a commonly available means of connecting 

industrial electronic devices. Modbus is popular in industrial environments because 

it is openly published and royalty-free. The company Modicon is known as Schneider 

Electric today. As you continue to review the packet capture, you can see in the “Info” 

section additional information about the captured packet. As the information indicates, 

the packet capture is that of a Transaction Query, the number of the Query is 209, the 

Unit is 1, and the Query is of type 3, which means it is a reading of the Holding Registers.

We will not cover any more details here of this packet that has been captured; 

however, as the book progresses, you will get much more data on this and many other 

types of protocols.

As we stated at the beginning of this chapter, we want the Wireshark interface to be 

configured so we can get the best results when we process our data capture files, and 

while the default settings are okay, they are not providing us the best opportunity to get 

the most from the Wireshark tool.

The first thing we want to do is to clean up the current columns on the Wireshark 

tool. When we start thinking about the process and concept for analysis, we need 

to have the port information of our communications, and with the current settings, 

we do not have this. We can look for it, but it is much more efficient to have the port 

information easily at our disposal. When you think of a port, a good analogy is that of 

a door, so when we have a port open on a machine, it is equivalent to an open door, 

and since it is open, then there can be connections to it. This is what we want to focus 
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on when we are reviewing a capture file, because everything starts with a connection. 

Once the connection is made, then the data will flow, especially when we discuss the 

communication protocol Transmission Control Protocol (TCP) later in the book.

So now that we have a little bit of an idea on the ports and the concept of 

connections, let’s see how to make the customizations and changes.

The main Wireshark settings when it comes to the display options are accessed 

via the main top bar menu; we access the Preferences settings by clicking on Edit ➤ 

Preferences. An example of this is shown in Figure 1-2.

Figure 1-2.  The Wireshark Preferences settings

As shown in the image, we do have a variety of settings that we can select to change 

the way our captured data is displayed. Having said that, for our purposes here, we will 

just focus on the UTC settings, which is our representation of the GMT zone. Since we 

have more than one setting available, we will use the UTC Time of Day. Additionally, we 

will change the setting from Automatic to Seconds. An example of the format changes is 

shown in Figure 1-3.
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Figure 1-3.  Time format changes

Now that we have made the settings changes, we can refer to what the capture file 

looks like. An example of the time field before the settings and one with the settings is 

shown next.

Default

UTC

For most people, including your author, it is preferred to have the normal time 

format and not the default selection of number of seconds ticked off when captured.

Chapter 1  Customization of the Wireshark Interface
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�Column Customization
We next want to review and make some changes to our columns; this will assist us when 

we are performing different types of capture file analysis tasks. We return to our Columns 

settings located in the Preferences menu and review the columns that are displayed by 

default. It is true that the columns that are displayed are a matter of personal preference; 

however, there are some that are displayed that are in many cases rarely referenced. 

Since our User Interface does have some limitations, we want to get the most from our 

displayed data. The columns that we can delete for our first analysis profile are the 

following:

	 1.	 No

	 2.	 Length

These columns are not commonly used, so it is a good idea to remove them. Another 

column that you might want to remove when doing malware analysis is the Protocol, 

while it is good to see the protocol, we can determine this by more than one method, so 

it is a matter of personal preference if we leave this displayed.

Once we have removed these columns, our Wireshark User Interface will reflect that 

shown in Figure 1-4.

Figure 1-4.  Custom columns

As reflected in Figure 1-4, we now have a more streamlined display for our interface. 

We now want to add some additional columns to discover information we commonly 

use in our analysis.

We add columns via the same menu selections from before and access the settings 

within the Edit ➤ Preferences ➤ Columns path. Once we are there, we need to click on 

the “+” sign to add a new column. An example of this is shown in Figure 1-5.
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Figure 1-5.  Adding columns

Once we have added the new column, we want to customize it, we do this by double-

clicking the name, and this will highlight the name in blue so it can be edited directly. 

For the first custom column, we will use the Source Port as the name, so enter this in the 

Name field. An example of this is shown in Figure 1-6.
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Figure 1-6.  The source port column

Any time we create a custom setting, it is always good to put as much amplifying 

information as possible. We do this in the Type field. When you double-click on the 

Type field, a listing of the different type options will be displayed; an example of this is 

shown in Figure 1-7.
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Figure 1-7.  Column type options

For our Source Port column, we want to select the Src port (unresolved). An example 

of this is shown in Figure 1-8.

Figure 1-8.  Src port unresolved setting

Chapter 1  Customization of the Wireshark Interface
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The source port is one of those important items that we want to be able to see in a 

relatively quick manner. We need this when we are reviewing network communication 

sequences between machines. As a refresher, network communication is usually from 

a client to a server; this connection from the client is usually at a port >1023, so by 

displaying the source port, it allows a quick review of the method of communication 

that is reflected in the capture file. When we see a port that is <1023 to another port that 

is <1023, this could be suspicious. We say “could” because unfortunately, over time the 

normal communications procedures of the network protocols are not as structured as 

when we started. While it is normally a fact that the client connection comes from a port 

>1023, it is not always guaranteed. These ports >1023 are referred to as ephemeral ports. 

This means the ports are considered transitory in nature, because a client should make 

the connection, receive the required data, and then disconnect, and this is a temporary 

sequence, hence the name.

The next column we want to add to the display is that of the destination port; the 

process is the same as before; we click on the “+” and then double-click on the name and 

enter the name of Dest Port. Then as before, we click in the drop-down of the Type field 

and select Destination Port (unresolved). You should now have two custom ports that 

you have added. Great job! A port is resolved if the tool recognizes the service running on 

the port. An example of our two ports is shown in Figure 1-9.

Figure 1-9.  Src and Dest port columns

We now want to get the display order set with our two new columns. We can achieve 

this very easily by dragging the columns into the order that we prefer. A good location 

for the Source Port is right after the Source Address, so we can drag this to that location. 

Now, we want to do the same for the Destination Port and place it right after the 

Destination Address. An example of these changes is shown in Figure 1-10.

Chapter 1  Customization of the Wireshark Interface



10

Figure 1-10.  Setting the order of the display columns

You might find it a little tricky to get the column to move, so look for the red circle 

that is displayed to change and you should be able to drop the column there.

After adding the source and destination port columns, click the “OK” button to 

apply the changes. These new columns are automatically aligned to the right, so right-

click on each column header to align them to the left so they match the other columns. 

An example of this is shown in Figure 1-11.

Chapter 1  Customization of the Wireshark Interface
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Figure 1-11.  The list of selected columns

Once you have finished this, then the display should reflect that as shown in 

Figure 1-12.

Figure 1-12.  Wireshark custom column display

We can now quickly determine the source and destination port. This allows us to 

identify a potential service that could be targeted. We will look at an example of this 

now. A common method of attack is to look for a service and then attempt to gain 

access once a service is discovered that could provide us access, so with our new display 

that we have just customized, we can see how easy it is to identify when a service is 

getting either attacked or a lot of attention. The first service we will look at here is the 

File Transfer Protocol, otherwise known as FTP. Now, many of you reading this might 

be saying, “FTP. It is old!” While this is true and an argument could be made for this, 

it is just being used as an example here and in many environments is still used today, 
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especially in Industrial Control Systems (ICS) enterprise networks. As a refresher, the 

FTP uses two ports: one for communication and one for data. With our now custom 

display, we should be able to identify this, which will also allow us to demonstrate the 

analysis and determination as to the mode of FTP. But before we do this, we need to have 

a good understanding of FTP. So what exactly is it? A good source and probably one of 

the best ones is that of the Request for Comments (RFC) that have been released as a 

recommended standard for FTP. We refer to this as “recommended” because there is no 

requirement that you have to follow the RFC, and unfortunately, many vendors do not, 

but that is a topic outside of this book. Now we could refer to the Internet Engineering 

Task Force at https://ietf.org, which is shown in Figure 1-13.

Figure 1-13.  Internet Engineering Task Force

As the image shows, we have the Internet Standards menu option, and within 

this, we have the RFCs. An example of when the menu item is selected is shown in 

Figure 1-14.

Figure 1-14.  Request for Comments
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The green box in Figure 1-14 is the main thing about the RFC; these are the notes and 

specification for the Internet! So we must be familiar with them if we are going to work in 

IT. These are documents that are in a text format and not the best structure to read, so it 

does take some time to get used to them. An example of an RFC is shown in Figure 1-15.

Figure 1-15.  Example of an RFC
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Figure 1-15 reflects the RFC 1918, which is the standards document that identifies 

the private addressing for IP addresses that should not be routed. These are the following 

addresses:

	 1.	 10.0.0.0 (10/8)

	 2.	 172.16-172.31 (172.16/12)

	 3.	 192.168  (192.168/16)

We will refer to the first block as “24-bit block”, the second as“20-bit block”, 
and to the third as “16-bit” block. Note that (in pre-CIDR notation) the first 
block is nothing but a single class A network number, while the second block 
is a set of 16 contiguous class B network numbers, and third block is a set of 
256 contiguous class C network numbers.

—RFC 1918

The power of the RFC is anytime someone wants to research or understand a 

communication protocol, the first reference is that of the RFC. Having said that, for 

some, they can be a challenge to read, so there are Internet sites that can assist with 

that. Even the IETF has a set of tools that can assist us with the interpretation of an 

RFC; the site can be found at https://tools.ietf.org. An example of this is shown in 

Figure 1-16.
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Figure 1-16.  The IETF tools

We will take a brief moment to explain some of the components of an RFC. There 

should be a header related to the RFC; an example of this is shown in Figure 1-17.

Figure 1-17.  RFC header

At the top left, this header states “Internet Engineering Task Force (IETF)”. That 

indicates that this is a product of the IETF; although it’s not widely known, there are 

other ways to publish an RFC that don’t require IETF consensus; for example, the 

Independent Submission Stream allows RFC publication for some documents that are 
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outside the official IETF/IAB/IRTF process but are relevant to the Internet community 

and achieve reasonable levels of technical and editorial quality.

Now that we have an understanding of protocols that we can research. We have a 

better way that we can research this information as we are conducting our analysis.

We will now revisit our FTP; furthermore, as has been stated in this chapter, the 

port number is an important component for doing our analysis. The FTP has two main 

ports that are used; the first is that of the Control and Communication, and this port is 

assigned to port 21. The FTP is defined in RFC 959; an example of the RFC is shown in 

Figure 1-18.

Figure 1-18.  FTP RFC

As the figure shows, the FTP RFC has a date of 1985, so this does verify that it is 

an older protocol. The section we want to review here is the Data Transfer Functions, 

because it states that it defines the modes. Once you select this, you will see the 
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additional information on how the FTP works. This is beyond the scope here, but you do 

have the information if you want to pursue the topic further.

In addition to port 21, we also have a data port used with FTP. That port is 

traditionally 20 for active FTP and >1023 selectable for passive FTP. Again, these are 

things that as analysts you need to be aware of when you are reviewing a capture file. In 

fact, an understanding of the challenges with respect to filtering of passive vs. active FTP 

is an important concept as well. A synopsis of this is as follows:

–– Active Mode – The client issues a PORT command to the server signaling that 

the client will “actively” provide an IP and port number to open the Data 

Connection back to the client.

–– Passive Mode – The client issues a PASV command to indicate that the client 

will wait “passively” for the server to supply an IP and port number, after 

which the client will create a Data Connection to the server.

As you can see, this or any other protocol for that matter takes time to understand, 

and it is worth investing that time so you can better perform your analysis.

�Malware
When we investigate malware, the Wireshark columns that are displayed by default are 

not the best to use when it comes to our task of malware analysis, so thus far, we have 

customized some of the columns so they can provide us with a more efficient analysis 

capability. Now that we have done this, we need to add additional columns to assist 

us with our analysis tasks. It is important to understand that we can and often will 

customize our user interface in different ways to assist us with our analysis of capture 

files. We will now look specifically at an example of this for when we configure our user 

interface to maximize our efficiency for malware analysis.

When we customize our interface, we want to plan for this and focus on what exactly 

are the characteristics that we are wanting to review. With our example of malware, one 

of the main things we want to track for our analysis is the web traffic and communication 

sequences. This is because malware often involves web traffic. This is due to the desire to 

“blend” into the network communication traffic and appear to be normal traffic on the 

network. We can also see the communication channel for command and control (C2) 

that is many times disguised in web traffic. Wireshark’s default column configuration is 
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not ideal when investigating such malware-based infection traffic. However, Wireshark 

can be customized to provide a better view of the activity.

Earlier we customized the time reference, and we customized our interface in such 

a way that it is more streamlined and can assist us with being more efficient with our 

analysis and that is the goal.

Currently, we have the following columns we have customized for our interface:

	 1.	 Time (UTC)

	 2.	 Source IP address

	 3.	 Source port

	 4.	 Destination IP address

	 5.	 Destination port

	 6.	 Info

This is a good start, and you can use it as a foundation for the different types of 

analysis tasks you will perform. For our malware analysis, we want to add additional 

information by adding more columns; an example of the additional columns is 

shown here:

	 1.	 HTTP host

	 2.	 HTTPS server

Wireshark allows us to add custom columns based on almost any value found in 

the frame details window. This is how we add domain names used in HTTP and HTTPS 

traffic to our Wireshark column display. We can quickly identify the domains in a capture 

file by entering a filter. For our example here, we want to set the filter on http.request. An 

example of this is shown in Figure 1-19.

Figure 1-19.  The http.request filter
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