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Preface

The rapid proliferation of information and communications technology has ushered
in a new era of intelligent manufacturing in industrial automation. The wireless
communication technology is widely recognized as one of the key enablers to
support intelligent manufacturing. Industrial automation applications typically
require high reliability and low-latency deterministic communication. However,
wireless communication in industrial settings is hindered by strictly limited com-
munication resources as well as the shared and error-prone nature of wireless
communication channels. Furthermore, the harsh industrial environment poses sig-
nificant challenges towards achieving reliable and real-time communication in
industrial wireless networks.

Resource optimization methods are vital to ensuring the deterministic perfor-
mance of industrial wireless networks. Existing resource optimization methods
mainly adopt the isolated resource optimization methods, which are inherently
local-optimal and lead performance uncontrollable. The focus of this book is to
give an introduction on performance controllable industrial wireless networks
including the state-of-the-art resource optimization methods based on comprehen-
sive literature study. In addition, the joint resource optimization methods for indus-
trial wireless networks are also presented which would benefit researchers in the
areas of industrial automation and Industrial Internet of Things. To gain the most
from this book, readers should have a fundamental grasp of wireless communication,
scheduling theory, and convex optimization.

Below, we provide a summary of each chapter.

• Chapter 1. Overview of Industrial Wireless Networks. This chapter introduces the
background and the fundamentals of industrial wireless networks.

• Chapter 2. Literature Study of Resource Optimization In Industrial Wireless
Networks. This chapter discusses the resource optimization problem formulations
in industrial wireless networks and reviews the state-of-the-art methods for
resource optimization.

v



vi Preface

• Chapter 3. Joint Resource Optimization Methods for Industrial Wireless Net-
works. This chapter first analyzes the coupling between network resources and
proposes a loosely coupled decomposition-based dynamic resource regulation
framework. Then, convex optimization-based distributed solution algorithms are
presented.

• Chapter 4. Temporal-Spatial-Frequency Resource Allocation. This chapter intro-
duces the temporal-spatial-frequency resource allocation methods by employing
cognitive radio and energy harvesting technologies to enhance the real-time and
reliability performance of industrial wireless networks.

• Chapter 5. No-Collision Scheduling Methods for Real-Time Transmissions. This
chapter introduces real-time scheduling algorithms to allocated time and fre-
quency resources to eliminate transmission collisions in industrial wireless
networks.

• Chapter 6. Cross-Layer Flow Control Methods for Reliable Transmissions. This
chapter introduces a cross-layer flow control method by jointly optimizing
routing and MAC layer retransmissions to achieve reliable communication.

• Chapter 7. Implementation Architecture and Supporting Technologies. This
chapter summarizes the implementation requirements of the methods discussed
in Chapters 4–6. Then, the detailed implementation architecture and key
supporting technologies are described.

Shenyang, Liaoning, China Haibin Yu
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Acknowledgments

We would like to thank Dr. Changqing Xia, Dr. Chunhe Song, Dr. Tianyu Zhang,
Dr. Jintao Wang, Dr. Yang Xiao, and Dr. Yingchang Liang for their helpful
discussions and contributions to this book.

This book was also supported in part by the National Natural Science Foundation
of China (62022088, 62133014, 62173322, 92267108); in part by the International
Partnership Program of Chinese Academy of Sciences (173321KYSB20200002); in
part by the Youth Innovation Promotion Association CAS (Y2021062, 2019202); in
part by the LiaoNing Revitalization Talents Program (XLYC1902110); in part by
the Science and Technology Program of Liaoning Province.

vii



Contents

1 Overview of Industrial Wireless Networks . . . . . . . . . . . . . . . . . . . . 1
1.1 Background of IWNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1.1 Industrial Control Systems . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1.2 Limitations of Industrial Wired Networks . . . . . . . . . . . . . 3
1.1.3 Development of IWNs . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

1.2 Preliminary of IWNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
1.2.1 Composition and Characteristics . . . . . . . . . . . . . . . . . . . . 7
1.2.2 Communication Requirements for IWNs . . . . . . . . . . . . . . 9
1.2.3 Challenges of IWNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2 Literature Study of Resource Optimization in IWNs . . . . . . . . . . . . . 13
2.1 Problem Formulation for Resource Optimization . . . . . . . . . . . . . . 13

2.1.1 Objective Function . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
2.1.2 Resource Constraints . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.2 Literature Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.2.1 Collision Avoidance . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.2.2 Communication Resource Allocation . . . . . . . . . . . . . . . . 19
2.2.3 Flow Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.3 Drawbacks of Existing Resource Optimization Methods . . . . . . . . 22
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

3 Joint Resource Optimization Methods for IWNs . . . . . . . . . . . . . . . . 25
3.1 Analysis on Couplings Between Network Resources . . . . . . . . . . . 25

3.1.1 Coupled Network Resources . . . . . . . . . . . . . . . . . . . . . . . 25
3.1.2 Relation Between Performance Index and Network

Resources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
3.2 The Loosely Coupled Decomposition-Based Dynamic Resource

Regulation Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

ix



x Contents

3.3 Convex Optimization-Based Distributed Algorithms . . . . . . . . . . . 29
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

4 Temporal-Spatial-Frequency Resource Allocation . . . . . . . . . . . . . . . 33
4.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
4.2 Resource Allocation for Throughput Maximization . . . . . . . . . . . . 35

4.2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
4.2.2 Optimization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
4.2.3 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.2.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.3 Resource Allocation for Outage Minimization . . . . . . . . . . . . . . . 53
4.3.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
4.3.2 Resource Allocation and Optimization . . . . . . . . . . . . . . . 56
4.3.3 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . 63
4.3.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5 No-Collision Scheduling Methods for Real-Time Transmission . . . . . 71
5.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71
5.2 Collision Avoidance for Multiple Coexisting IWNs . . . . . . . . . . . 72

5.2.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72
5.2.2 Algorithm Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
5.2.3 Evaluations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88
5.2.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

5.3 Real-Time Scheduling for Event-Triggered and Time-Triggered
Flows in IWNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
5.3.1 Problem Formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
5.3.2 Algorithm Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96
5.3.3 Evaluations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108
5.3.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

6 Cross-Layer Flow Control Methods for Reliable Transmission . . . . . 117
6.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
6.2 An Automatic on-Demand Retransmission Scheme for IWNs . . . . 119

6.2.1 Problem Formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
6.2.2 Algorithm Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
6.2.3 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . 132
6.2.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

6.3 Joint Routing and MAC Layer Retransmission Control in IWNs . . 140
6.3.1 Problem Formulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
6.3.2 Algorithm Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142
6.3.3 Performance Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . 151
6.3.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154



Contents xi

7 Implementation Architecture and Supporting Technologies . . . . . . . 157
7.1 Implementation Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
7.2 Key Supporting Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

7.2.1 Time Synchronization . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
7.2.2 Adaptive Frequency Hopping . . . . . . . . . . . . . . . . . . . . . . 162
7.2.3 Two-Phase Scheduling . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
7.2.4 Reliable Routing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166
7.2.5 Packet Aggregation and Disaggregation . . . . . . . . . . . . . . 167

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169



Chapter 1
Overview of Industrial Wireless Networks

Throughout the development of analog and digitalization, industrial control systems
are rapidly developing in the direction of networking and wireless technology. It is
expected that industrial wireless networks (IWNs) will become a key component of
industrial control systems. In this chapter, we first introduce the background of
IWNs by analyzing the development of industrial control systems and describing
the limitations of industrial wired networks and the increasing deployment of IWNs.
Afterwards, the fundamentals of IWNs are discussed, including the IWN compo-
nents, representative communication requirements along with the key challenges to
achieve them.

1.1 Background of IWNs

1.1.1 Industrial Control Systems

Industrial automation systems are changing because of the deep integration of
information and communication technology (ICT) and industrial operation technol-
ogy (OT). Emerging network and communication technologies are being applied
and deployed in the management level, control level, and field equipment level from
factories to enterprises. To this end, fully distributed network-integrated control
systems and enterprise management information systems are being built. The devel-
opment of industrial control systems has broadly gone through the following three
stages [1].

In the first stage, from the 1960s to the 1970s, analog control systems dominated,
using 2-wire cables with 4–20 mA current or 1–5 V voltage to transmit point-to-
point signals among different sensors (shown Fig. 1.1). This approach suffers from
high wire cost, low signal accuracy, and poor anti-interference properties, and thus
has been gradually eliminated as technology progressed.

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2023
H. Yu et al., Performance Controllable Industrial Wireless Networks, Wireless
Networks, https://doi.org/10.1007/978-981-99-0389-4_1
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2 1 Overview of Industrial Wireless Networks

Fig. 1.1 Analog control
system architecture
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Fig. 1.2 Distributed control
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In the second stage, from the 1970s to the 1990s, with the introduction of digital
communication technology into control systems, industrial wired networks emerged
(shown in Fig. 1.2). The mechanism of signal transmission between sensors and field
control stations, namely using analog current or voltage signals to transmit sensor
signals, is comparable to that of the earlier stage. However, the use of serial data
interface standards, e.g., RS-232 and RS-485, enables the digital communication
among field control stations.

In this stage, distributed control systems (DCSs) emerged and gained widespread
adoption. Centralized management and decentralized control both play critical roles
in DCS implementation. That is, management and control are performed in a
separated manner. Specifically, management machines deployed in the upper layer
are used for centralized monitoring and functional management. Many other
machines deployed in the lower layer are scattered throughout the site to achieve
distributed control. These machines across different layers are connected through the
control networks to exchange necessary information.

This distributed control architecture effectively overcomes the defects of central-
ized control systems which require high processing capability and high reliability of
the controllers. In the centralized control systems, some distributed control functions
can be realized benefiting from the development and application of networking
technology. To ensure monopolistic functioning, however, many DCSs



manufacturers create their own dedicated closed form for their control networks.
Thus, it is difficult to achieve network interconnection and information sharing
between DCSs from different manufacturers, as well as those between DCSs and
Internet. DSC is still a form of closed or dedicated distributed control systems where
the interoperability between systems is poor. Therefore, users put forward the urgent
requirements of open information, unified standards and lower cost for emerging
networked control systems.

1.1 Background of IWNs 3

Fig. 1.3 Fieldbus control
system architecture

server control station

fieldbus

In the third stage, starting from the 1990s, fieldbus control systems (FCSs) were
created, in line with the development of digital communication. Fieldbus is an
all-digital, open two-way communication network connecting intelligent field
devices and control rooms. The continuous development of fieldbus motivates its
application in most local measurement and control networks, which can connect
with Internet by gateways and routers. As shown in Fig. 1.3, open and interoperable
networks established by fieldbus are able to interconnect different controllers and
instrumentation devices in the industrial field. At the same time, the control functions
are decentralized to the industrial field, which can reduce the installation and
maintenance costs. Therefore, fieldbus control systems are essentially distributed
control systems with open information, interoperability and fully decentralization.

In the twenty-first century, FCSs have taken over as the standard industrial
control system.

1.1.2 Limitations of Industrial Wired Networks

Observing from the development of industrial control systems, it reveals that
industrial networks have evolved into the system’s primary enabling technology.
The industrial network plays the critical role in the entire industrial control system,
which is comparable to that of the central nervous system in human body. Industrial
wired networks (e.g., fieldbus) have been widely applied in industry. Compared to
the traditional point-to-point communication method, fieldbus technology saves
money and lowers the cost of design, installation and maintenance. Fieldbus tech-
nology, which breaks down information silos and enables the integration of



management control and remote monitoring, also offers comprehensive system
status information for control systems. It also disseminates all system control
functions to the industrial field.

4 1 Overview of Industrial Wireless Networks

However, existing industrial wired networks like fieldbus still have several
limitations in light of the complicated industrial application environment and
increasing demands for low-cost and flexible use of industrial production. Some
representative limitations are given as follows.

• High wiring cost
Wired communication requires the design of communication cable layout,

wherein the cost of this work covers both the cable and its construction costs as
well as the cost of corresponding accessories. It is reported that the cost of cable
and its installation in fieldbus is generally in the range of $50–$100 per foot. This
cost may reach $2000 per foot in certain harsh environments. Therefore, a
significant amount of the cost of wired industrial communication systems is
accounted for by the cable and the cost of installation. More significantly, the
price of communication cable and the cost of installation are both necessary costs
which are challenging to be reduced.

• High maintenance cost
The use of cables in industrial wired networks also adds necessary mainte-

nance and operating costs. The inspection, testing, and troubleshooting of lines as
well as the repair and replacement of cables will take a lot of time, labor, and
material resources since cables are susceptible to aging, breakage, or failure in
industrial environment. Therefore, cable maintenance is another key factor
increasing the maintenance cost of industrial wired networks. Particularly, greater
losses are caused if manufacturing is stopped or other major effects result from
the cable failing.

• High failure rate at the connection point
In industrial wired networks, communication cables and devices are connected

by connectors, where the connection points between cables and devices are
particularly vulnerable. The connecting points can be damaged and
malfunctioned as a result of abrasion, collision, and vibration during the produc-
tion process. This can interrupt network communication, which further affects the
production process monitoring and control. Then, checking and troubleshooting
the connection points will further enhance the production cost.

• Limitations of practical application
Industrial wired networks have several limitations when deployed in mobile

industrial applications and harsh industrial environments. First, the wired com-
munication method is not suitable for mobile scenarios, e.g., mobile robots and
Automated Guided Vehicles (AGVs). Second, a large number of cable connec-
tions are difficult to deploy when massive sensors are used for ubiquitous sensing.
Similarly, it is quite challenging to deploy cables in harsh industrial environ-
ments, e.g., high temperature and heavy vibration.

Therefore, the inherent defects of industrial wired network technologies such as
Fieldbus limit the application of industrial networks for the monitoring and control



in production process. There is an urgent need to develop new industrial network
technologies with low cost, high efficiency and high flexibility. In this case, IWNs
are developed.

1.1 Background of IWNs 5

1.1.3 Development of IWNs

The significant benefits that wireless communication technology has brought to
industrial company production are being recognized and highly valued by an
increasing number of advanced industrial nations. In the beginning of this century,
the U.S. President’s Council of Advisors on Science and Technology pointed out
that the deployment of industrial wireless control can lower energy consumption and
pollution emissions of U.S. industrial production by 10% and 25%, respectively
[2]. In 2004, initiated by the U.S. Department of Energy, Honeywell, RAE and more
than 70 major companies participated in the establishment of Wireless Industrial
Networking Alliance (WINA) [3] which is dedicated to promoting the application of
wireless communication technologies in industry. The members of WINA consist of
technology suppliers, end users, industry organizations, system integrators, etc.

Then, three industrial wireless networking technologies for process automation,
including WirelessHART, WIA-PA, and ISA100.11a, were developed in Europe,
China, and the United States, respectively. Furthermore, they are standardized by
International Electrotechnical Commission (IEC) as international standards.

1.1.3.1 WirelessHART

WirelessHART is the first open, interoperable industrial wireless communication
standard specifically designed for the process industry. It was released by the HART
Foundation in September 2007. In September 2008, WirelessHART was released as
a publicly available specification IEC/PAS 62591. In March 2010, WirelessHART
was officially released as the official international standard IEC 62591 [4], which is
the first IEC international standard for industrial automation.

The main features of WirelessHART are summarized as follows.

• Reliability. WirelessHART defines a self-organizing, adaptive and self-healing
mesh network that provides redundant transmission paths for devices and auto-
matically repairs failed transmission paths. At the same time, WirelessHART uses
direct sequence spread spectrum and frequency hopping technology, and applies
time synchronization-based time division multiple access (TDMA) to provide
reliable data transmission for complex industrial environments.

• Compatibility. WirelessHART is compatible with existing HART systems, pro-
viding a safe, easy and reliable user experience for interconnecting with HART
products.
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• Security. WirelessHART uses multiple security keys (including join key, network
key and session key) for encryption and authentication, and changes keys peri-
odically to guarantee the security of the network and data in real time.

1.1.3.2 WIA-PA

WIA-PA was proposed by the China Industrial Wireless Alliance in 2006. It is a
highly reliable, ultra-low power, multi-hop intelligent wireless sensor network
technology that provides an intelligent network routing mechanism with self-
organization and self-healing capability and can maintain high reliability and strong
stability of network performance in response to dynamic changes in industrial field.
In October 2008, it was released as a public specification IEC/PAS 62601. In
October 2011, WIA-PA officially became an international standard IEC 62601
[5]. In December 2015, WIA-PA was officially accepted as a European standard
after the joint vote of IEC and the European Committee for Electrotechnical Stan-
dardization (CENELEC).

The main features of WIA-PA are summarized as follows.

• Reliability. To overcome the interference in industrial field and improve the
network reliability, WIA-PA proposes key technologies such as adaptive fre-
quency hopping communication, TDMA-based deterministic communication,
and redundant mesh network. Among them, adaptive frequency hopping adopts
three different frequency hopping techniques, namely adaptive frequency
switching, adaptive frequency hopping and timeslot hopping.

• Real-time. To meet the strict requirements of real-time industrial applications,
WIA-PA proposes a hybrid access technology of TDMA and CSMA, which
improves the real-time performance of the system while ensuring reliability.

• Low-power. To reduce power consumption and support long-term unattended
operation of devices, WIA-PA proposes aggregation and disaggregation technol-
ogy, which can effectively reduce the number of data transmissions by aggregat-
ing and disaggregating data at different protocol levels in field devices and
routing devices to reduce the network burden and system power consumption.

• Scalability. WIA-PA employs a hierarchical topology with hybrid star and mesh,
which can be expanded according to application requirements. Correspondingly,
WIA-PA defines a combined centralized and distributed network management
architecture, which can ensure the effectiveness and reliability for large-scale
networks.

• Compatibility. WIA-PA is compatible with the prevalent IEEE STD 802.15.4 and
other communication technologies, e.g., HART, WirelessHART, fieldbus.

• Security. WIA-PA provides three types of security services, including data
integrity, confidentiality and security authentication. It performs key management
and device authentication via a specially configured security manager.


