
Environmental Science and Engineering

Jamal Mabrouki
Azrour Mourade
Azeem  Irshad 
Shehzad Ashraf  Chaudhry   Editors

Advanced 
Technology 
for Smart 
Environment 
and Energy



Environmental Science and Engineering

Series Editors

Ulrich Förstner, Buchholz, Germany

Wim H. Rulkens, Department of Environmental Technology, Wageningen,
The Netherlands



The ultimate goal of this series is to contribute to the protection of our environment,
which calls for both profound research and the ongoing development of solutions
andmeasurements by experts in the field. Accordingly, the series promotes not only a
deeper understanding of environmental processes and the evaluation of management
strategies, but also design and technology aimed at improving environmental quality.
Books focusing on the former are published in the subseries Environmental Science,
those focusing on the latter in the subseries Environmental Engineering.



Jamal Mabrouki · Azrour Mourade ·
Azeem Irshad · Shehzad Ashraf Chaudhry
Editors

Advanced Technology
for Smart Environment
and Energy



Editors
Jamal Mabrouki
Faculty of Sciences
Mohammed V University
Rabat, Morocco

Azeem Irshad
Higher Education Department
Govt. Asghar Mall College Rawalpindi
Rawalpindi, Pakistan

Azrour Mourade
Department of Computer
Faculty of Sciences and Technologies
Moulay Ismail University of Meknès
Errachidia, Morocco

Shehzad Ashraf Chaudhry
Department of Computer Science
and Information Technology
College of Engineering, Abu Dhabi
University
Abu Dhabi, United Arab Emirates

ISSN 1863-5520 ISSN 1863-5539 (electronic)
Environmental Science and Engineering
ISBN 978-3-031-25661-5 ISBN 978-3-031-25662-2 (eBook)
https://doi.org/10.1007/978-3-031-25662-2

© The Editor(s) (if applicable) and The Author(s), under exclusive license to Springer Nature
Switzerland AG 2023, corrected publication 2023
This work is subject to copyright. All rights are solely and exclusively licensed by the Publisher, whether
the whole or part of the material is concerned, specifically the rights of translation, reprinting, reuse
of illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way, and
transmission or information storage and retrieval, electronic adaptation, computer software, or by similar
or dissimilar methodology now known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors, and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-031-25662-2


Contents

1 Energy Optimization Analysis on Internet of Things . . . . . . . . . . . . . . 1
Wasswa Shafik and Ali Tufail

2 UAV-EnabledWSN and Communication Framework for Data
Security, Acquisition and Monitoring on Large Farms:
A Panacea for Real-Time Precision Agriculture . . . . . . . . . . . . . . . . . . 17
Oladayo O. Olakanmi, Mbadiwe S. Benyeogor,
Kosisochukwu P. Nnoli, and Kehinde O. Odeyemi

3 Investigation of theEnergy andEmission from theCombustion
of Argain Cake in a CHP System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
Ayoub Najah EL Idrissi, Mohammed Benbrahim, and Nadia Rassai

4 Identification, Simulation and Modeling of the Main Power
Losses of a Photovoltaic Installation and Use of the Internet
of Things to Minimize System Losses . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
Mohammed Benchrifa, Mohamed Elouardi, Ghizlane Fattah,
Jamal Mabrouki, and Rachid Tadili

5 Mixed Thermal Boundary Condition Effects on Non-Darcian
Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
Hajar Lagziri and Hanae EL Fakiri

6 Behavior and Electrocatalytic Degradation of Textile Azo Dye
Under Acidic Conditions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
Sanaa El Aggadi, Amale Boutakiout, Mariem Ennouhi,
Aicha Chadil, and Abderrahim El Hourch

7 Modeling and Simulation of Phytoremediation Technology
by Artificial Neural Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
Saloua Elfanssi, Jamal Mabrouki, Kaoutar El Oumlouki,
Ghizlane Fattah, and Laila Mandi

v



vi Contents

8 Cryptocurrency Returns Clustering Using Japanese
Candlesticks: Towards a Programmatic Trading System . . . . . . . . . . 93
Ahmed El Youssefi, Abdelaaziz Hessane, Yousef Farhaoui,
and Imad Zeroual

9 Modelling and Simulating the Effect of Irradiation Variation
on the Behavior of a Photovoltaic Cell and Its Influence
on the Maximum Power Point . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105
Mohammed Benchrifa, Karima Azoulay, Imane Bencheikh,
Jamal Mabrouki, Rachid Tadili, Ilham Ihoume, Nora Arbaoui,
and Mohamed Daoudi

10 Ecological Risks Related to the Influence of Different
Environmental Parameters on the Microplastics Behavior . . . . . . . . . 117
Imane Bencheikh, Karima Azoulay, Meryem Ben Baaziz,
and Jamal Mabrouki

11 An Effective Ensemble Learning Model to Predict Smart Grid
Stability Using Genetic Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129
Mohamed Khalifa Boutahir, Abdelaaziz Hessane,
Yousef Farhaoui, and Mourade Azrour

12 Optimization of Performance the Waste in Treatment
of Textile Wastewater Using Response Surface Methodology . . . . . . 139
Abdelkader Anouzla, Amina Khalidi Idrissi, Oussam Hartal,
Malika Kastali, Hayat Loukili, Khalid Digua, Salah Souabi,
Bachar Redouane, Ali Moussadik, Mohamed Elouardi,
Karima Azoulay, Imane Bencheikh, Mohamed Benchrifa,
Younes Abrouki, Jamal Mabrouki, Adnane El Hamidi,
Mohammed Dahhou, Hicham Harhar, Ghizlane Fattah,
and Mohammed Salah

13 An Overview of the Security Challenges in IoT Environment . . . . . . 151
Souhayla Dargaoui, Mourade Azrour, Ahmed El Allaoui,
Fatima Amounas, Azidine Guezzaz, Hanaa Attou,
Chaimae Hazman, Said Benkirane, and Sara Haddou Bouazza

14 Modeling of the Coagulation System for Treatment of Real
Water Rejects . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
Ghizlane Fattah, Mohamed Elouardi, Mohammed Benchrifa,
Fouzia Ghrissi, and Jamal Mabrouki

15 Effects of Heat Stress and Chemical Pollutants on Sheep
Reproduction and Strategies to Mitigate Them . . . . . . . . . . . . . . . . . . . 173
Abdellatif Rahim and Bouchra El Amiri



Contents vii

16 Dynamics of Tree Cover on the Adaptive Genetic
Variation and Evolutionary Power of the Argan Forests
from the Essaouira Region of Morocco Facing Climate Change . . . . 187
Mohammed Alami, Bouchra Belkadi, Chaimaa Yatrib,
Leila Medraoui, Ouafae Pakhrou, Karim Rabeh,
and Abdelkarim Filali-Maltouf

17 Deep-PDSC: A Deep Learning-Based Model for a Stage-Wise
Classification of Parlatoria Date Scale Disease . . . . . . . . . . . . . . . . . . . 207
Abdelaaziz Hessane, Mohamed Khalifa Boutahir,
Ahmed El Youssefi, Yousef Farhaoui, and Badraddine Aghoutane

18 Adsorption of Inorganic and Organic Pollutants in Urban
Wastewater Treatment Using Pine Wood Activated Carbon . . . . . . . 221
Karima Azoulay, Imane Bencheikh, Mohammed Benchrifa,
Meryem Ben Baaziz, and Jamal Mabrouki

19 Control of COVID 19: Knowledge and Practices
of Health Professionals in Hospitals Towards Patients
and the Environment in Morocco (Meknes) . . . . . . . . . . . . . . . . . . . . . . 233
Karima El-Mouhdi, Smahane Mehanned, and Jawad Bouzid

20 The Evaluation of the Valorization of Cannabis Residues
for the Production of Energy by Combustion . . . . . . . . . . . . . . . . . . . . 247
Mohamed Elouardi, Ghizlane Fattah, Mohammed Benchrifa,
Jamal Mabrouki, Touriya Zair, and Mohammed Alaoui El Belghiti

21 Delineation of Groundwater Potential Zones in a Semi-arid
Region Using Remote Sensing and GIS: A Case Study
of Argana Corridor (Morocco) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 257
Mohamed Ait Haddou, Youssef Bouchriti, Mustapha Ikirri,
Abderrahmane Wanaim, Ali Aydda, Salih Amarir, Rachid Amiha,
and Youssef El Boudribili

22 New Development in Renewable Energy Research . . . . . . . . . . . . . . . . 269
Tawaf Ali Shah, Li Zhihe, Li Zhiyu, and Andong Zhang

23 Building an Intelligent Anomaly Detection Model
with Ensemble Learning for IoT-Based Smart Cities . . . . . . . . . . . . . . 287
Chaimae Hazman, Said Benkirane, Azidine Guezzaz,
Mourade Azrour, and Mohamed Abdedaime

24 Embedded Web Server Implementation for Real-Time Water
Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 301
Mouaad Mohy-Eddine, Mourade Azrour, Jamal Mabrouki,
Fatima Amounas, Azidine Guezzaz, and Said Benkirane



viii Contents

25 Crystal Structure and Impedance Spectroscopy Studies
of New Orthophosphate Ba2-xPbxSr(PO4)2; (0 ≤ x ≤ 2) . . . . . . . . . . . 313
M. Ben Baaziz, K. Azoulay, I. Bencheikh, R. Ghibate,
M. Azdouz, L. Bih, and M. Azrour

Correction to: Investigation of the Energy and Emission
from the Combustion of Argain Cake in a CHP System . . . . . . . . . . . . . . . C1
Ayoub Najah EL Idrissi, Mohammed Benbrahim, and Nadia Rassai



Chapter 1
Energy Optimization Analysis
on Internet of Things

Wasswa Shafik and Ali Tufail

Abstract Energy enhancement and renewable energy integration are crucial facil-
itators of renewable energy conversion and climate shift alleviations. The techno-
logical advancements supported by the current fifth generation (5G), like Internet of
Things (IoT), Internet of Flying Things, and Internet of Drones have shown different
merits within the energy market, including energy generation, storage, and delivery,
as well as increased demand. It is predicted that the IoTs are to be utilized to enhance
energy usage, increase sustainable energy use, and reduce the environmental effects
of energy application. This study examines the latest studies on the IoT application in
smart grids and overall energy networks. The study further details IoT’s supporting
technologies, like cloud storage andmultiple data analysis tools.Moreover, a detailed
identified problems for IoT deployment in the energy sector, like security and privacy
and solutions, for instance, blockchain. The study offers energy regulators,managers,
and analysts on the position of IoT in energy system optimization.

Keywords Internet of Things · Energy optimization · Smart energy system

1.1 Introduction

1.1.1 Concept

The future of smart networks. The wireless communications with 5G technology
support regard massive connectivity as an important element of providing secure
communication link and enormous IoT device quality of service and make many
efforts to meet the requirements of large emerging services (Cui et al. 2020). Within
the IoT, “Things” (refer to all devices that connect to the internet for resource sharing
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purposes) and the connections are associated through radio frequency distinguishing
proof hardware, sensors, and situated hardware taking a certain agreement to trade
and communicate data, so that the acknowledgment, area, and supervision of the
protest will be ended up more brilliantly.

Its most prominent include communication and discourse between things that can
moreover interact and communicatewith the environment (Zhang et al. 2019a). In the
current 5G and beyond networks, smart devices in billions have hinted the technology
market space. Such devices noticed in this technology era include autonomous drones
(fully operational without human interaction), autonomous vehicles, e-healthcare,
smart home devices, smartphones with advanced properties, and wearable devices
which are rising tremendously. The connectivity of these “devices” to the internet
results in IoT network development (Zhang et al. 2019b). We are therefore investi-
gating the potential for implementing such an architecture through blockchain and
software-defined networks (SDN) (Yazdinejad et al. 2020).

The SDN is a modern net architecture that eliminates from data plane to control
planes using mainly the switch and controller components. These components have
major duties to do as in regard to the SDNs, the switch is supposed to deal with
packet forwarding as well as protocol management, the controller implements the
rules,maintenance, and programmability of individual network switches (Yazdinejad
et al. 2018a, 2018b, 2019).

To boost network performance, IoT and SDN capabilities can work together.
Additionally, the SDN controller can govern and manage changes in the network
configuration caused by the dynamic design of IoT devices (Obeis et al. 2022). The
lack of a centralized controller in the IoT network is one of the main issues, which
may be resolved by employing the SDN controller to give IoT devices access to a
centralized controller (Ojo et al. 2016).

1.1.2 Motivation

In 2022, the worldwide energy need has increased to 4.3 percent over 2021 due
to increased indoor activity caused by the Coronavirus disease 2019 pandemic
world lockdown, the largest rise ever since 2010 (Energy and CO2 Status Report
2019). Consequently, the energy related to carbon dioxide (CO2) emissions touched
a track record level in 2018. In comparison to preindustrial temperatures, the earth
is warming by 1.5 °C, which will most likely happen in century.

In case these trends endure, the global warming is likely to exceed 2 °C targets,
posing a serious threat to the earth and human life (Summary for Policymakers 2022).
Although fortunately, or unfortunately, the Covid-19 and the resulting economic
catastrophe affected practically each facet of energy production, distribution, and
its consumption across the world. The Covid 19 pandemic fashioned the energy
companies and emissions patterns as early as 2020 when the pandemic was declared,
themain components of clean energy transformationwere largely unaffected (Energy
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andCO2 StatusReport 2019; Summary for Policymakers 2022;Home 2019;Al-Azez
et al. 2019).

The energy supply chain is divided into three sections: (a) energy supply,
(b) energy conversion procedure, (c) energy demand, and the industrial sector
(Bhattacharyya 2020). These three elements, along with their related components.
The roles of the IoT in all segments of the supply chain of energy are discussed in
this study. The studies demonstrated how the IoT can help with energy efficiency
and enhance the usage of renewable energy sources.

The supply chain of energy mainly has three categories (Consume, Transform,
Supply). Within the supply category, several processes are done, energy extraction
and treatment, followed by the primary energy supply that may include import or
export stock exchange. The next step is transformation. To transform energy conver-
sion technologies are used using T& D (transmission and distribution) systems
(Bhattacharyya 2020). For T& D systems, go to consume category, this category
has three steps, i.e., final energy, and appliance and useful energy. Some minimal
energy loss can be lost at end use appliance, during conversions, and T&D system
operation.

Real-time data is sensed and relayed by sensors and communication technologies
in the IoT, enabling quick computation and effective decision-making (Tamilselvan
and Thangaraj 2020). Furthermore, the IoT will assist the energy industry in transi-
tioning from a consolidated to a smart, scattered, and interconnected energy infras-
tructure (Internet 2016). Because a critical prerequisite for installing local dispersed
renewable energy sources, for instance, wind and solar energy (Motlagh et al. 2018),
transforming a lot of small-scale energy consumers into prosumers while it is still
advantageous for the grid to do so by pooling their production and maximizing
their demand. To streamline, integrate, and keep an eye on operations, IoT systems
employ sensors and communication technologies. Numerous people and devices’
energy usage patterns can be monitored and managed over time with the aid of large
data gathering and substantive data analysis (Ibarra-Esquer et al. 2017) and (Thibaud
et al. 2018).

1.1.3 Methodology

The literature has extensively explored and analyzed the IoT application within
various industries and sectors (Wang et al. 2020; Xing et al. 2019). Furthermore,
technological assessments of the difficulties and opportunities associated with the
implementation of IoT tech-tecs, for instance, sensors (Daas et al. 2019) or 5G
networks (Risteska Stojkoska and Trivodaliev 2017). Most survey studies in the
energy sector have concentrated on one small section, like buildings where IoT tech-
nology is used, exceptionally minimal in the energy sector(s). In the same context, a
brief overview of the IoT architecture and its supporting technologies to establish a
foundation for examining their position in the sector.
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To have this study completed, an efficient search was done to gather and analyze
themost recent body of research on the application of IoT in the energy sector. During
the systematic search, we first searched for twomain terms “Internet of Things (IoT)”
and “energy”, which are nonproprietary, within the titles and abstracts. Publication
keywords accumulated in the IEEE, Google Scholar databases, Scopus and Hindawi
with limiting our search to “management”, “engineering” and “economics.

Decisively, we then group the related literatures in subgroups of energy optimiza-
tion in the IoT and energy generation, T&D systems, and the demand side. Then, we
distributed the related studies into subgroups of energy optimization in the IoT, T&D
systems, and demand-side as well. Instead of focusing on specific illustrations and
their limitations, we converge on IoT applications that are generally applicable to
most energy systems. For instance,we don’t go into detail about the type, number, and
usage of home appliances, building typology, building materials, or occupant energy
consumption patterns while discussing the function of IoT in smart buildings.

1.2 Internet of Things

The IoT is a novel technology that makes use of the Internet with the purpose of
enabling communication between tangible objects, or “Things.“ Appliances and
manufacturing machinery are a few examples of physical devices (Hui et al. 2020;
Petros,anu et al. 2019; Luo et al. 2019; Khatua et al. 2020; Gu et al. 2019; Haseeb
et al. 2019; Zouinkhi et al. 2020;Motlagh et al. 2019; Ramamurthy and Jain 2017; Jia
et al. 2019; Karunarathne et al. 2018; Li et al. 2018). These Things deliver effective
data sharing and allow the public to receive services through employing appropriate
sensors and communication network systems. For example, reducing energy costs
accomplishes logically controlling building energy consumption (Internet of Things
2022). IoTmay be applied not only in energy but also in transportation, construction,
manufacturing (Group 2022).

The third part of the IoT network is communications protocols that allow sepa-
rate devices to connect and share data together with controllers. The IoT platform(s)
permit users to decide on the networking technology typemight be the best depending
on the demands. Examples of those systems include ZigBee (Haseeb et al. 2020),
Bluetooth and the wi-fi. Examples of common own cellular networks in this perspec-
tive include Long-Term Evolution-4G, 5G, and 5G and beyond standards (Francia
2017).

1.3 Internet of Things in the Energy Sector

Now, the energy markets are heavily reliant on fuels (fossil-based), which account
for almost 80% of global energy. Extreme manufacturing and burning fossil fuels,
including air pollution and climate change have, for example, negative cultural,



1 Energy Optimization Analysis on Internet of Things 5

health, and economic implications (Admin 2018). Energy efficiency or the use of
less energy for the same reason are the two main choices for minimizing adverse
fossil fuel use, as well as green energy sources. The first topic covered in this part is
the use of IoT during the energy producing process. Then we go on to smart cities,
which serves as a collective noun for IoT-based components, including smart grids,
smart homes, smart factories, and intelligent transportation (Grubler et al. 2018). We
will go over each of the above-mentioned components individually.

1.3.1 IoT and Energy Generation

Since the 1990s, industrial process automation, data acquisition aswell as supervisory
control systems in the energy sector (Tan et al. 2017; Ramamurthy and Jain 2017).
The initial stages of IoT contribute to the energy sector by reducing the possibility of
output failure or blackout by tracking and regulating equipment and processes. The
key problems of old power plants are reliability, performance, environmental effects,
and maintenance. The age of power plant equipment, as well as poor maintenance
issues, can result in significant energy losses and unreliability. Assets are frequently
over 516.353 months, enormously significant, and complicated in replacement.

Nations are pressuring RESs to use less fossil fuel and concentrate on domestic
energy sources. The energy system is faced with contemporary issues known as the
“intermittency challenge” because of the use of weather-dependent or intermittent
renewable energy (VRE) sources including wind and solar energy (SIGFOX.COM.
2022). In an energy system with a sizable percentage of VRE, matching energy
generation with demand can be challenging due to supply and demand volatility,
which causes mismatches over a range of time scales. IoT solutions reduce the diffi-
culties of adopting VRE, allowing for more flexibility in regulating generation and
demand, leading to larger renewable energy integration shares and lower GHG emis-
sions (the sum of emissions of various gases: carbon dioxide, methane, nitrous oxide,
and smaller trace gases such as hydrofluorocarbons (HFCs) and sulfur hexafluoride
(SF6)) (Al-Ali 2016; Karnouskos 2010; Lagerspetz et al. 2019). Additionally, by
utilizing IoT, machine-learning algorithms that aid in selecting the ideal mix can be
used to achieve more efficient energy utilization.

1.3.2 Smart Cities

This is a technology support city normal operation (smart urbanization), combined
with overpopulation, has resulted in a slew of global issues, including pollution
(Ejaz et al. 2017), power availability, and other ecological interests. The smart IoT
application is supported by recent advancements in digital technologies backed by
advanced high-tech features (Mohanty et al. 2016). In this era, it is possible to link
smart factories, smart households, power plants, and farms to collect data on their
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energy usage throughout the day. Energy allocated to other portions, like factories,
that routinely reduced to stabilize the entire system at the lowest cost and risk of
congestion or blackout if it is found that a segment, like residential regions, consumes
the most energy in the afternoon.

1.3.3 Smart Grids

Smart grids are electric grids that consist of several operations and energy quanti-
ties. These grids that take advantage of the most reliable and reliable information
and communications technology to optimize and monitor energy production, trans-
mission and distribution grids, and end-user consumption. A smart grid generates a
multiple directional information flow through linking several smart meters, which
can be used for device optimization and energy distribution efficiency (Hossain et al.
2016) and (Bhardwaj 2015). Applications of smart grids can be illustrated in specific
subgroups of the energy system, for example, energy storage, home, among others.

1.3.4 Smart Buildings

Cities’ energy use can be categorized into three categories: Residential (home);
commercial (services), including restaurants, offices, and schools; all the examples of
domestic energy use of the housing sector are lighting, appliances, cooking, hothouse,
water, ventilation, heating, cooling, and air-conditioning system (HVAC). TheHVAC
energy consumption constitutes half of the overall energy usage in most households
(Avci et al. 2012; Vakiloroaya et al. 2014; Jagtap et al. 2022; Lee et al. 2017; Reinfurt
et al. 2017). The control of the HVAC system is also important for reducing energy
consumption.

1.3.5 Smart Industry Energy Use

In the industry, IoT can be employed to create an entirely associated and scalable
system that reduces energy consumption while maximizing output. Conventional
factories use lots of resources to manufacture and monitor the final product’s quality.
Furthermore, every phase must be monitored, which necessitates the involvement of
human resources (Janssen et al. 2019). Utilizing a scalable and agile framework in
smart industries, on the other hand, helps to detect faults at the same time rather than
waiting until the end of the energy production.
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1.3.6 Intelligent Transportation

One of the greatest contributors to air pollution and energy waste in big cities is the
overuse of personal vehicles in place of public transportation. Instead of a practical
transportation system where each component runs independently, using IoT tech-
nology, often known as “smart transportation,” offers a global management frame-
work. Real-time data processing is also necessary for effective traffic management.
It is possible to connect every element of the transportation system and the process
its data at once (Su et al. 2022). Applications for smart transportation include online
map-based smart parking and traffic control.

1.4 Identified Challenges of Applying Internet of Things

Apart from the numerous advantages of Internet of Things in terms of energy savings,
implementing IoT in the energy segment also poses several problems that must be
tackled. This segment discusses the obstacles to implement IoT-based energy systems
as well as existing solutions.

1.4.1 Energy Consumption

IoT platforms are putting a lot of work into saving electricity in energy networks.
To allow IoT communication in energy systems, many IoT Things transmit data.
Operating the IoT system and transmitting the enormous volumes of data created
by IoT devices both require a large amount of energy (Kaur and Sood 2017). IoT
device energy consumption continues to be a significant issue. The power consump-
tion of IoT devices has been reduced, although, using a variety of techniques. As
an illustration, you could put the sensors in sleep mode and only use them when
necessary. Other challenges include IoT integration with subsystems (Shaikh et al.
2017), user privacy (Anastasi et al. 2009; Energies 2022), security issues (Boroojeni
et al. 2017), IoT standards acceptance (Wong et al. 2016; Porambage et al. 2016),
and architecture design challenges (Chow 2017).

1.5 Future Trends

There are a lot of benefits in the previous sections to the application of existing IoT
systems to provide energy-efficient solutions for the energy sector. However, new
solutions and trends to boost IoT efficiency and resolve the challenges associated
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with it are necessary to deploy IoT in the energy domain. In this segment, we present
two approaches to the challenges of blockchain technology and green IoT (G-IoT).

1.5.1 Blockchain and IoT

Most today’s IoT systems depend on centralized cloud systems (Jayaraman et al.
2017). In various IoT applications, thousands of IoT units and devices must be
connected, which is challenging to synchronize. Because IoT is centralized and
server-client in design, when one server is compromised, all linked objects are
also readily affected, raising system security and user privacy issues. Fortuitously,
blockchain approach is suggested as a solution (Poyner and Sherratt 2018).

Verified transactions are always held in a block that is associated with the last
block in a way that proofs are never lost. Besides, any person can document and
view the history of all transactions at each node. Every member of the blockchain
is therefore immediately aware of any modification of the block (Jayaraman et al.
2017; Poyner and Sherratt 2018). Furthermore, thousands of IoTThings can be easily
organized by way of the distributed database of blockchain. A secure distributed
database (Li et al. 2017) is made possible by using Blockchain consensus algorithms
established on pair-to-peer nets. Blockchain (Song et al. 2017) would then provide
a decentralized, private-by-design IoT to provide security.

More specifically, blockchain allows objects to store and exchange app updates.
If an upgrade is applied to the blockchains as a legitimate block, it is hard to delete
or alter it. There are innocuous testing nodes that accept the precision of updated
information and guarantee security against any attacks. As a result, blockchain will
offer alerts, availability, and innocuousness to IoT-based networks (Meddeb 2016;
Chen et al. 2014; Al-Qaseemi et al. 2016; Kshetri 2017).

In the energy market, blockchains can improve energy stability and reliability
by offering a shared network for storage systems. Real and high-quality data freely
are shared between devices, and citizens can access energy information directly
without the third-party intervention (Alladi et al. 2019). Neighbors can quickly share
electricity. As a result, without the intervention of regulators, not only will people’s
confidence be strengthened, but also costs associated with connecting to centralized
grids will be reduced. Another value is that through tracking an area’s consumption
data, Blockchain allows energy delivery to regulate energy transfer to that specific
area centrally. Besides, blockchain-based IoT networks assist in the diagnosis and
repair of smart grid equipment (Christidis and Devetsikiotis 2016; Hawlitschek et al.
2018; Huh et al. 2017; Conoscenti et al. 2016).
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1.5.2 Green Internet of Things

As these systems are soon to be used on a large scale, the energy based IoT devices
is a major obstacle. A great deal of energy is required to power billions of devices
linked to the Internet. Low-carbon, high-efficiency linking networks are required to
solve these problems. Fortunately, G-IoT (Boudguiga, et al. 2017; Green Internet of
Things for SmartWorld 2015; Nguyen et al. 2022; Lee et al. 2014; Nesa and Banerjee
2019; Yang et al. 2021; Zhao et al. 2022; Shafik et al. 2019a, 2019b, 2020a, 2020b,
2020c, 2020d, 2020e, 2020f, 2020g, 2021, 2022a, 2022b; Meng et al. 2020; Shafik
and Matinkhah 2018, 2019, 2020a, 2020b, 2021; Jun et al. 2021; Matinkhah et al.
2019; Thilakarathne et al. 2022; Lin et al. 2021; Shafik and Mostafavi 2019; Shafik
and Matinkhah 2019; Matinkhah and Shafik 2019, 2019a; Matinkhah and Shafik
2019b; Mostafavi and Shafik 2019; Popli et al. 2022; Majumdar et al. 2022; Shafik
2021) was developed in these conditions. The energy-efficient characteristics of G-
IoT, including architecture, production, implementation, and disposal are important
during the life cycle (Shokoor et al. 2022) and (Shafik andMostafavi 2020), radiofre-
quency identification scale is concentrated to reduce the volume of content in each
radiofrequency identification tag, which is difficult to recycle (Shafik et al. 2019c;
Shafik and Matinkhah 2020c; Ebrahimy et al. 2019; Azrour et al. 2021a, 2021b).

1.6 Conclusions

Energy services are about to enter a new age of transformation. Large-scale applica-
tions of variable renewable energy in clustered energy networks, the need for energy
efficiency, necessitates system-wide, interconnected approaches to reduce energy
and environmental effects. In this respect, new technologies similar to IoT will assist
the power (energy) market is moving from a centralized to a smart decentralized
and streamlined framework. We examined the IoT position in the energy sector in
general, and smart grids in this study.We categorizemultiple IoT usage cases in every
segment of the energy supply from energy generation to energy grids to end-user(s)
industries or factories. Furthermore, various IoT device components, for instance,
facilitating connectivity and sensor technology, and how they can be used in the
energy field. We talk about cloud storage and data system analytics, like data collec-
tion and simulation resolution that can be utilized in smart applications of energy,
from small devices, buildings to smart home, smart villages to big smart cities. As
prospective research paths, we emphasize Blockchain and green IoT as alternatives
to these problems.
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Chapter 2
UAV-Enabled WSN and Communication
Framework for Data Security,
Acquisition and Monitoring on Large
Farms: A Panacea for Real-Time
Precision Agriculture

Oladayo O. Olakanmi, Mbadiwe S. Benyeogor, Kosisochukwu P. Nnoli,
and Kehinde O. Odeyemi

Abstract Precision agriculture necessitates the use of sensors and wireless com-
munications technologies for data security, gathering, and analysis. However, most
farms are located outside telecommunications infrastructure coverage, thereby cre-
ating challenges to their usage for precision farming. Also, the vulnerability of sensi-
tive agricultural data to unauthorized access can undermine food security, prompting
the need for a cybersecurity framework to safeguard data communications between
farm-wide wireless sensor networks (FWSNs) and cloud server/ground base sta-
tions. To collect data from FWSN and relay them to the cloud server/ground base
station, we adopted an unmanned aerial vehicle (UAV) to carry a special data acqui-
sition gadget that we developed. As an intermediary airborne system, this acts as a
mobile base or repeater station that relays data between farm sensor nodes and the
cloud server/ground base station. We also proposed a security scheme to secure the
UAV-routed data transmission between the FWSN and the cloud server/ground base
station. Results show that our system reduces data traffic, improves response time,
and ensures the security of the FWSN.
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Keywords Data acquisition · Edge computing · Internet of things · Precision
agriculture · Unmanned aerial vehicles · Radio communication · Wireless sensor
network

2.1 Introduction

Precision farming involves the collection, transmission, processing, and archiving of
farm-borne data and information for efficient farmmanagement and decisionmaking
(Abd El-kader and Mohammad El-Basioni 2013). This is based on the effective
integration of smart sensors and communication technologies, such aswireless sensor
networks (WSNs). The WSNs make it possible to monitor and specifically target
each farm activity at a low cost, regardless of the farm’s geographical area and
location. However, an obstacle to precision agriculture is the limitation of readily
available WSN technology, as most farms are located in regions with little or no
telecommunication network coverage. Although the adoption of fixed base stations
(i.e. repeaters) may solve these problems, however, this would increase the overhead
cost of the project. In general, WSNs produce large amounts of sensitive data at
regular intervals, which are not only susceptible to cyber attacks but also require
high-bandwidth channels.

To solve these problems, we adopted the latest variant of the unmanned aerial
vehicle (UAV) model in Benyeogor et al. (2022), coupled with radio or Internet
capability and a secure data aggregation scheme for effective data acquisition. The
UAV acts as an airborne mobile base station with integrated cyberphysical and tele-
metric capabilities that extends its data communication coverage at a minimal cost
(Yaqot et al. 2021; Bacco et al. 2018; Radoglou-Grammatikis et al. 2020). Each
farm-wide WSN (FWSN) comprises several sensor nodes that, in turn, consist of
a radio-enabled microcontroller that aggregates data from heterogeneous sensors.
These low-level sensors could be used to measure farm variables such as soil fer-
tility, moisture, pH, temperature, humidity, egg counts, animal health status and/or
location. The proposed system could enable farm managers to monitor and respond
to different situations on the farm in real-time via a remote server or base station with
analytical front-end applications for interpreting sensors’ data and proffering appro-
priate decisions to actors (i.e., actuation mechanisms) such as an irrigation system
or other farm mechanization for effective precision farming.

2.2 Related Work

The UAV is not only capable of providing ideal remote monitoring platforms, but is
also capable of solving compatibility and reliability problems in precision farming. It
provides small ground sampling distances, coverage on demand, and fast turnaround
of information to farmers (Jr. and Daughtry 2018). This was demonstrated in Haque
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et al. (2014), where an autonomous low-weight, and low-cost UAV was developed
using an Android-based flight controller. This system also uses the Google Maps
application for localization, trajectory planning, and navigation.

To improve UAV performance, Daniel et al. (2015) proposed two approaches for
mathematical modeling of UAV dynamics and kinematics. Their dynamics model
was based on Lagrangian mechanics and Denavit-Hartenberg formulas, while their
kinematicmathematicalmodelwas derived fromclassicalmechanics equations. They
applied their model for the control of one axis motion of a UAV. In Yang and Wang
(2013), Runfeng and Xi introduced a novel solution for the incline detection of
UAVs, which involved coupling a special robot vision camerawith an inclinometer to
analyze and formulate intelligent behavior for UAVs. Their system-aided a prototype
UAV that is controlled by an on-board microprocessor to achieve and maintain level
attitude for sustained periods of time (a crucial feat for the deployment of UAVs
as airborne mobile base stations). Most of these UAVs have low battery life, poor
power-material balance or are too expensive for economic use, and are therefore not
suitable for use as mobile base stations for widely separated FWSNs as required for
large-scale precision farming. In a closely related work, Caruso et al. investigated
how near a UAV must fly over the sensors of an on-the-ground WSN to properly
collect data (Caruso et al. 2021). According to them, this might be used as a criterion
for selecting the suitable UAV, installing sensors at the appropriate spacing on the
field, and resolving trade-offs between field size and UAV autonomy and flight path.
Also, Zeng et al. explored various applications of UAVs as aerial base stations (i.e.,
signal amplifiers or repeaters) in future wireless communications systems, citing
the cost-effectiveness of the approach (Zeng et al. 2016). Similar to this, Singh
and Sharma devised a UAV-based platform for collecting and managing agricultural
crop information in real-time. Singh et al. (2022). According to them, their system is
96.3% efficient and has high potential in agricultural applications such as crop health
monitoring, spraying fertilizers, and pesticides. This method was experimentally
explored by Lottes et al. in (2022), where they employed a machine learning-based
approach for analyzing the spatial distribution of crops and weeds on farms using
aerial photographs captured by a UAV.

Secondly, FWSNs could produce large amounts of sensitive data, which are not
only susceptible to cyber-attacks but also require high bandwidth channels. Many
security and aggregation approaches have been proposed for different
networks (Geneiatakis et al. 2017; Ren et al. 2017; Tanaka et al. 2016; Zhou et al.
2019; Sivaraman et al. 2015;Olakanmi 2017;Azrour et al. 2021;Guezzaz et al. 2022).
However, these aggregation schemes would be too complex for resource-constrained
FWSN gateways. Meanwhile, Bayerlein et al. in (2021) proposed a multi-UAV Path
Planning scheme for wireless data harvesting with deep reinforcement learning that
can be adapted to various parametric changes of a data harvestingmission, such as the
number of deployed UAVs, number, geospatial factors, maximum flight time, etc.,
without the need to perform expensive recomputations or relearn control policies.
In relation to this, several approaches were already proposed to improve the observ-
ability of precision farming by enhancing data communication in FWSN systems
(Olakanmi and Adama 2020; Gong et al. 2015; Saikia et al. 2017; Kim et al. 2017;
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Lu et al. 2008; Kim et al. 2008; Gupta et al. 2016; Mabrouki et al. 2021). However,
these favor the adoption of multipath as the best approach to developing WSN pro-
tocols for reliable data communication in FWSNs. Inline with this, Olakanmi and
Adama (2020) proposed a secure multipath routing protocol based on sectorization
and best-neighboring node selection models. According to them, this could satisfy
the performance requirements of FWSNs in precision agriculture. Overall, multipath
solutions are capable of increasing the reliability of FWSN system even though they
could incur high computational and communication costs. Therefore, they are stark
choices for precision farming. In essence, this suggests a dual approach involving the
improvement of both the design and model of the UAV and FWSN systems, respec-
tively, for effective data harvesting and precision farming. To solve the latter, we
adopted and improved on the UAV model of Benyeogor et al. in (2022), which has
demonstrates high aerodynamic efficiency, and sufficient payload carrying capac-
ity/flight time. Hence, based on these literature, especially the works of Caruso et al.
(2021); Zeng et al. (2016); Singh et al. (2022); Olakanmi (2017), the present paper
focuses on employing the UAV model in Benyeogor et al. (2022) for efficient and
cost effective aerial data communication in the FWSN.

2.3 Data Aggregation Scheme for FWSN Gateway

Our FWSN is clusterized into different clusters, the core of which is the gateway that
consists of a microcontroller and a transceiver. The wireless transceiver serves as an
access point through which data enter or exit a cluster. Each gateway aggregates the
readings of its sensors and sends them to theUAVonce they reach the range (≈100m)
during data collection. The UAV is embedded with a wireless transceiver to collect
data from a specific FWSN, which comprises several sensor nodes, as shown in
Fig. 2.1. The UAV semi-autonomously flies to the vicinity of the base station that
houses the Farmmanager server (FMS) to relay the harvested data, bymeans of radio
telemetry. Meanwhile, the same data are uploaded to the cloud server, using a WiFi
connection, once the UAV is within the coverage of the mobile network.

Each multisensor node (or simply sensor node) can comprise sensors such as
a temperature sensor to measure the temperature of a farmland soil, as shown in
Fig. 2.2. The soil temperature would be a good indicator to inform a farmer on how
much irrigation his farmland would require. A soil moisture sensor is also included
to estimate the percentage of moisture contained in a farmland soil. This enables a
farmer to determine when the soil is saturated with water and when to stop irrigation.
A leaf moisture sensor can also be used to estimate the average volume of moisture
on the surface of a leaf, which, together with soil temperature and moisture sensors,
is a pointer to the level and timing of the required irrigation. The air temperature
and relative humidity sensors are sensors that could help a farmer correctly estimate
the weather and atmospheric conditions of the farm. This information would further
help the farmer in determining what type of crops to plant per time and when to
plant such crops. Obtaining environmental farmland data from a single geographical
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Fig. 2.1 Model of the farm wireless sensor network system

Fig. 2.2 Different views of the developed multisensor node consisting of soil pH sensor, soil
moisture sensor, air volatility sensor and air humidity or temperature sensor


