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Chapter 1
An Introduction to Digital Health:  
Current and Future Trends

Homero Rivas and Thomas Boillat

Abstract Over the last 25  years, life as we know it has changed considerably. 
Starting from generation Z (born after 1996), the young generations are true citizens 
of a digital world. Ever since their birth, information and communication technolo-
gies (ICTs) have been very pervasive in all aspects of their lives. On the other hand, 
older generations, including all adults, represent a group of digital immigrants that 
grew up without such technology. Only a few years ago, digital health was not a 
common term in our lexicon much less something well understood by patients and 
most care providers. Since the beginning of the COVID-19 pandemic, circum-
stances have changed globally and the ecosystem has become fertile for the rapid 
expansion of digital health. Most if not all large healthcare systems, pharmaceutical 
companies, medical device companies, etc. have groups dedicated solely to digital 
health. Visionary medical schools are implementing an increasing number of digital 
health courses in their curriculums or at least in their informal courses. Entrepreneurs 
have identified great opportunities to innovate and create ingenious, cost effective, 
and sustainable value propositions in digital health. Venture Capital (VC) invest-
ment has exponentially increased over the last few years on a scale not seen for a 
very long time, either in healthcare or even in other industries. This chapter high-
lights this unique growth and transformation being experienced by digital health 
and healthcare in general.
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1.1  Introduction

In our first book, “Digital Health – Scaling Healthcare to the World” (Rivas and Wac 
2018), we described the opportunity offered by Digital Health Technologies (DHT) 
to improve the delivery and quality of care and wellbeing, and to reduce healthcare 
costs. In this regard, we explained the role of mobile health and wearable technolo-
gies in tracking quality of life, the use of augmented and virtual realities to treat 
mental diseases, the implementation of 3D printing in medical education and clin-
ics, and the use of drones to deliver care to areas that are difficult to access. The 
book also includes discussions on existing challenges in the healthcare system and 
initiatives that use DHT to redesign it. When the book was written, the Apple Watch 
celebrated its first anniversary. To date, more than 100 million units have been sold 
(Rogerson 2021); moreover, few years back, the smartwatch demonstrated its abil-
ity to detect atrial fibrillation in one of the largest clinical trials, involving almost 
half a million participants (Perez et al. 2019). Similarly, in the U.S. between 2019 
and 2020 alone, amid COVID-19, the volume of telehealth delivery increased by 38 
times, allowing medical professionals to maintain a relationship with their patients 
by delivering care remotely (Bestsennyy et al. 2021). When it comes to artificial 
intelligence, 80% of the algorithms used for health-related applications were 
approved by the U.S. Food and Drug Administration (FDA) between 2018 and 2021 
(The Medical Futurist 2021). The creation of the Digital Health Center of Excellence 
by the FDA in 2020 also marked the increasing development and role that digital 
health plays in the healthcare system (Health C for D and R 2021).

Defined by the World Health Organization (WHO) as “the use of information 
and communications technology in support of health and health-related fields” 
(WHO 2017), DHT encompass a wide range of technologies from electronic medi-
cal records to telehealth, mobile health, wearables, augmented and virtual realities, 
and also paradigms such as blockchain and artificial intelligence. To understand the 
adoption and impact of DHT compared to traditional health innovation such as 
X-ray, Magnetic Resonance Imaging (MRI), or ultrasound, it is important to look at 
the origins and types of the aforementioned technologies. On one hand, technolo-
gies such X-ray, MRI, and ultrasound were designed specifically for healthcare 
based on thoroughly analyzed needs, and sold and installed by specially trained 
personnel. On the other hand, DHT such as mobile health, wearables, or virtual real-
ity, were designed for serving multiple industries with unclear needs and expecta-
tions. These differences are also highlighted by the way some researchers and 
practitioners compare the evolution of health technologies with those of the four 
industrial revolutions (Li and Carayon 2021). In this vision, healthcare 1.0 includes 
traditional patient encounter, diagnosis, and treatment; healthcare 2.0 relies on med-
ical equipment, such as ultrasound, CT scans, and surgical and life support equip-
ment including ventilators as well as monitoring devices such as continuous EKG 
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and pulse oximeter among many others. Healthcare 3.0 encompasses the use of 
electronic medical records, patient portals, telemedicine, and virtual visits. Finally, 
healthcare 4.0 utilizes the Internet of Things (IoT), wearables, cloud computing. 
and artificial intelligence to deliver personalized medicine. When comparing health-
care with industrial revolutions, it is clear that from revolutions 3.0 upwards, the 
technologies used become increasingly less specific to the industry. For companies 
and hospitals in particular, this means that additional work is required to understand 
how the identified needs can be addressed by a technology, a task that is not required 
by specific devices used in revolutions 1.0 and 2.0. In addition, though hospitals and 
clinics had the pressure from other institutions to acquire medical equipment, with 
healthcare 4.0 the demand comes from patients and medical professionals. Before 
healthcare 4.0, hospitals and clinics were the innovation-driven forces, with equip-
ment and know-how to which only a few people had access. To describe changes in 
industry forces, researchers and practitioners use the term “consumerization” or 
“bottom-up innovation” whereby customers are pushing industry to adopt a new 
technology (Moschella et al. 2014). Nowadays, many patients use mobile applica-
tions to track their food or wear activity trackers to measure their number of steps 
or amount of sleep, thereby collecting health-related information that hospitals do 
not have access to and do not know how to trust or use (Ho et al. 2017).

1.2  Current Trends

DHT are increasingly used in healthcare by different stakeholders from clinicians to 
administrative staff and patients. To contextualize the impacts DHT have on the 
health system, in this section we present the latest technologies alongside the 
“Quadruple Aim” for healthcare optimization. This framework was initially devel-
oped for the delivery of high-value care (i.e., Triple Aim) and then revisited as the 
Quadruple Aim in 2014 (Berwick et al. 2008; Bodenheimer and Sinsky 2014). The 
Quadruple Aim framework suggests four dimensions for the delivery of high-value 
care (Bodenheimer and Sinsky 2014): (1) improving the individual experience of 
care; (2) improving the health of populations; (3) reducing per capital cost of health-
care; and the newly added d) improving the experience of providing care. The latter 
dimension not only includes work recognition but also dignity and respect with 
which the medical staff is (should be) treated as well as the requirements addressed 
in terms of education, training, tools, financial support, and encouragement. The 
Quadruple Aim framework is often represented as a circle to highlight the continu-
ous required improvement of each dimension and their relationship with one another 
as shown in Fig. 1.1.

1 An Introduction to Digital Health: Current and Future Trends
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1.2.1  Improving the Health of Populations

The first step in improving the health of populations lies with connecting with peo-
ple. With social media platforms, information has no temporal or geographical bar-
riers unlike traditional media such as radio, newspapers, or TV.  Take Mikhail 
“Mike” Varshavski, a family medicine doctor practicing in New Jersey (USA). Dr. 
Mike publishes short videos on YouTube and Instagram mostly to demystify medi-
cine and simplify medical concepts. Since 2016, his videos have been viewed more 
than 1.2 billion times on YouTube (Varshavski 2021) alone. While many find his 
work controversial and more medical entertainment than true medical education, he 
has been successful in effectively communicating to the masses through a video 
digital platform. Not only do social media platforms empower the voice of their 
content creators, but they also create a communication channel with their viewers 
by means of comments that viewers can post. During the first months of the 
COVID-19 pandemic, an important number of physicians relied on social media 
platforms to fight against misinformation, relying on scientific evidence to provide 
a neutral analysis of the situation (Topf and Williams 2021). Another technology 
that has been increasingly leveraged for digital health purposes is the smartphone. 
Smartphones, also called mobile devices, are used by more than 6 billion people 
around the world (Statista 2021), offering them opportunities to better understand 
their behavior and health, or toward changing “bad” habits. Additionally, data col-
lected from mobile device users open new avenues for medical professionals to 
connect and gain understanding of people’s lifestyle, behaviors, and conditions 
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Fig. 1.2 Example of an 
alert message sent by the 
police to all citizens’ 
mobile devices during 
COVID-19

(Bradway et al. 2017). The combination of mobile devices and health is defined as 
mHealth and described by the World Health Organization as “medical and public 
health practice supported by mobile devices, such as mobile phones, patient moni-
toring devices, personal digital assistants (PDAs), and other wireless devices” 
(WHO 2011). Definitely, COVID-19 helped people understand the value of mHealth 
with the use of apps to inform the population of new decisions and restrictions 
(Fig. 1.2), and to trace people with whom a COVID-positive person was in contact 
and forecast areas that will be most prevalent to see clusters emerging based on the 
number of close contacts, people’s movement, and density of living (Kamalov 
et al. 2021).

Looking at the last years, the number of mHealth apps has not increased much, 
with 318,000 in 2017 (IQVIA 2017) against 350,000 in 2020 (Olsen 2021) in both 
Android and Apple stores. There are, however, more interesting facts to discuss. In 
2019 alone, 100,000 new mHealth apps were published, demonstrating an impor-
tant turnover and potential market saturation. In addition, the nature of mHealth 
apps is evolving from apps covering general needs such as tracking exercises, fit-
ness activities, and eating diets to apps that support specific diseases such as mental 
health, diabetes, hypertension, or women’s health (IQVIA 2017). Second, over the 
last 5–10 years, mHealth apps have become more active in the way they support 
their users. Not only do they collect and monitor data, but they also suggest inter-
ventions in order to help the user change his or her behavior. For instance, a group 
of researchers demonstrated that sending customized text messages was efficient to 
help patients suffering from coronary heart disease change their behavior when it 
comes to reducing the amount of smoking and increasing physical activities (Chow 
et al. 2015). Over the last 5 years, an increasing number of mHealth apps have lever-
aged machine learning algorithms to provide a higher level of data analysis, thus 
offering new opportunities. For instance, a small Swiss startup developed a mobile 
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app that can measure blood pressure from data collected from a mobile device’s 
camera (Schoettker et al. 2020). With so many available apps, the bigger challenge 
for users lies in finding the most appropriate ones. The growth in health apps is 
poorly aligned with the capacity of evaluation of such apps. A few years back, the 
FDA had approved much less than 1% of those apps for clinical use. Most innova-
tors and entrepreneurs of health apps purposely target the “wellness market” in 
order to bypass the legal challenges and strict regulation processes required for 
FDA-regulated apps or digital devices. Moreover, customer reviews may in theory 
represent some helpful feedback to prospective app customers although very often 
their content is superficial and of no real value. One might think that it would be of 
some benefit if the application stores would categorize mHealth apps that have 
undergone systematic evaluation, even when there is only a paucity of apps. In a 
2017 study, out of the 3296 mHealth apps analyzed, only 11 had been analyzed for 
their effectiveness (Buechi et al. 2017).

Another technology that has been shown to have a big impact on improving the 
health of populations is wearable and comprises all devices whose embedded sen-
sors and analytic algorithms can track, analyze, and guide the wearers’ behavior 
(Schüll 2016). Activity trackers and smartwatches are most probably the most com-
mon and known wearable technology. In one of the largest clinical trials ever con-
ducted, involving 400,000 participants and published in the New England Journal of 
Medicine, a group of researchers demonstrated the ability of the Apple Watch to 
detect atrial fibrillation (Perez et al. 2019). With an increasing number of embedded 
sensors, such as oxygen saturation, electrocardiogram, and blood pressure monitor-
ing, wearables have shown great potential in remotely monitoring mildly symptom-
atic patients during COVID-19 and will most probably continue to do so beyond the 
pandemic (Islam et al. 2020). Wearables have been shown to help children suffering 
with autism recognize the emotions of other children. The researchers used the 
affordances of a pair of smart glasses (i.e., Google Glass) to analyze the facial 
expressions of children in the field of view of the child suffering from autism and 
then display in his or her screen whether the children are smiling and being happy, 
sad, or angry to name of few (Daniels et al. 2018).

1.2.2  Reducing the Cost of Healthcare

Chronic diseases such as obesity, cancer, and diabetes account for a majority of 
healthcare costs of developing countries along with lifestyle choices (e.g., alcohol, 
tobacco, food). Lately, researchers and governments have been leveraging machine 
learning algorithms and data science in general to predict early obesity using data 
collected during medical visits (Triantafyllidis et al. 2020). These predictions have 
allowed governments to create targeted interventions such as awareness campaigns 
as well as changes in policies. When it comes to cancer prevention, the combination 
of mHealth and machine learning has allowed for the screening of skin cancer. From 
a picture taken with a mobile device, a machine learning algorithm is able to 
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identify whether the mole is malignant or benign. Already used by millions of peo-
ple, not only can these mHealth apps save people’s life, but they also reduce treat-
ment costs by identifying skin cancer at an early stage (SkinVision 2021).

1.2.3  Improving the Experience of Care

When broken down, experience of care often includes elements of scheduling (e.g., 
how and when can a specialist be booked), accessing the medical facility, registra-
tion, waiting, reception of the care by medical professionals, discharge, and recep-
tion of medication. Until recently, this traditional model of care delivery requiring a 
patient to visit a physician in a clinical setting had been prevalent in the majority of 
the world. It did not change due to new technological advancements, but mostly due 
to the restriction of movement caused by the COVID-19 pandemic. Within a very 
short amount of time, governments and hospitals chose telemedicine to permit 
mildly ill patients to get the supportive care they need while minimizing their expo-
sure to other acutely ill patients (Portnoy et al. 2020). The pre-identified barriers 
that prevented a larger scale adoption of such technology, including a breakdown in 
the relationship between the patient and the physician, had a much lower impact 
than expected (Hollander and Carr 2020). An increasing number of hospitals have 
integrated telemedicine as part of their portal, allowing patients to search and find a 
specialist, book an appointment based on their preferences, run a telemedicine con-
sultation from their personal computer or mobile device, receive an electronic pre-
scription, and access their discharged report from the comfort on their home.

1.2.4  Improve Care Provider Experience

Though to date digital health has primarily targeted patients, some technologies 
have had indirect and direct impacts on the care provider experience. These impacts 
can be at the same time positive and negative. Electronic Medical Records (EMR) 
is most probably the technology that has been researched and discussed the most. 
On one hand, many concerns have been raised with regard to the impact of EMR on 
medical professionals’ wellbeing due to their lack of usability (Shanafelt et  al. 
2016); on the other hand, they have allowed care providers to access, trace, share, 
and analyze data of multiple patients with limited effort, leading to better care 
(Khalifa 2017; Rathert et al. 2019). Telemedicine is a technology that has had more 
direct impact by allowing physicians and other medical professionals to save time 
by more efficiently sorting patients and redirecting them to specialists (Mahtta et al. 
2021). For physicians practicing home visits or living in rural areas, this allows 
them to consult more patients while reducing risks linked to driving (Mahtta et al. 
2021). As described above, telemedicine has been key to delivering care but also to 
protect care providers from infection (Hoffman 2020). During the COVID-19 
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pandemic, several DHT were used in several studies to better understand the amount 
of stress on care providers and to preventively identify people at risk of burnout or 
mental and physical breakdowns (Goodday et al. 2021). Several techniques were 
used to collect objective and subjective data from surveys, mobile applications, 
activity trackers, smart rings, and video calls with specialists.

1.3  Future Trends

Aligned with the title of this book, “Digital Health: From assumptions to implemen-
tations,” the trends presented below leverage existing DHT and are foreseen to be 
implemented within 3 years (Fig. 1.3). With the increasing adoption of DHT by the 
population, patients will play a bigger role in the health system, first through the 
amount and variety of data that patients will be collecting but most importantly by 
sharing that data with medical professionals. Though to date many people already 
use activity trackers to collect physical activity level, sleep, and heart rate, future 
activity trackers will be able to collect blood glucose levels, detect toxins, vitamins, 
or micronutrients, and perform molecular diagnostics through biosensors among 
others (Parkhey and Mohan 2019). In addition, we foresee an increasing use of 
home testing triggered in most countries by different types of COVID tests. By 
monitoring diagnostic test results sent from devices worn by patients at home, the 
clinic or general practitioner will decrease the cost and risk of cross infection while 
improving the comfort of the patient. All data collected by the patient will be either 
automatically or manually transferred into his or her Personal Medical Records 
(PMR). PMR or PHR (Personal Health Records) capture health data entered by 
individuals and provide centralized and easy-to-access information related to the 
care of those individuals (Tang et  al. 2006). Until recently, maintaining a PMR 
mostly meant copying information from one or more Electronic Medical Record 
(EMR). However, with the increasing amount of data collected by patients, there is 
now an incentive for hospitals and clinics, in addition to software vendors, to cen-
tralize that data and share it. Big players, such as Amazon and Microsoft, have 
developed such centralized PMR that can be shared with hospitals and clinics in 
some countries only. In the meantime, researchers look into more decentralized and 
traceable solutions by leveraging blockchain (Chen et al. 2019). From a medical 
professional perspective, an increasing number of tests will be performed in local 
clinics or health hubs located in malls, train stations, or in high-density living areas. 
Tests requiring more advanced technologies and skills will be performed by regional 
hospitals. On-demand, data will be integrated in a national EMR and synchronized 
with the patient’s PMR. Both will be connected to a data analysis layer that will use 
deidentified health data to provide recommendations to the patients and the medical 
professionals. Such service is, for instance, being offered by Microsoft and Amazon 
but at a local (hospital) level only. By using PMR and EMR data at a national level, 
the recommendations will gain in relevance and efficiency. Such recommendations 
will promote preventive routines and quality of life through personalized and 
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action- based digital interventions. The data analysis layer will support medical pro-
fessionals’ interventions by leveraging artificial intelligent-based decision making. 
Medical professionals’ decisions will, therefore, be seconded for safer and more 
accurate medicine. Remote interventions, such as telemedicine and surgery, will be 
leveraged to ensure that the patient is treated under the best conditions. The use of 
3D-printed drugs will be more common to deliver personalized treatment. With the 
recent commercialization and certification (e.g., FDA for the U.S.) of non-proprie-
tary 3D printers dedicated to drugs such as the FabRx M3DIMAKER, one might 
expect a high use of such techniques for very specialized treatments.

Deliberately, we did not mention some key advancements such as precision med-
icine or precision nutrition, which are without doubt shaping predictive, preventive, 
personalized, and participatory medicine (Moore 2020). We argue, however, that 
precision medicine does not really fall under the DHT category although some ser-
vices such as 23andMe leverage mobile health as a communication channel between 
the customers and the company.

Ultimately the adoption of DHT will depend on the ability of the medical sector, 
the government, and the technology companies to understand the needs of patients 
and of each other. Tech companies now have chief medical officers to identify clini-
cal needs and constraints. Governments are pushing hospitals to adopt and integrate 
their EMR while the average U.S. hospital has 16 different EMR (Sullivan and Why 
2018). Digital Health Technologies are, without doubt, disrupting medicine—but 
the journey is only at its beginning.
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Chapter 2
How Mobile Technologies Are Changing 
the Life of Physicians and Patients 
in Hospitals

Frederic Ehrler and Katherine Blondon

Abstract The growing adoption of mHealth technology in hospitals by both 
patients and care-providers has the potential to modify in-depth the patient- provider 
relationship and to improve the quality as well as efficiency of care. However, this 
transformation must be accompanied by a clear strategy by the healthcare institu-
tions to avoid the fragmentation of the initiatives that could lead not only to a sub-
optimal experience for the patients but also to possible safety risks. Besides 
requiring to solve all the technical, regulatory and organizational problems, enter-
ing this new era will deeply transform the role and engagement of the patients in 
their journey as we progress towards a more collaborative vision of care. In this 
chapter, we present the main challenges associated with the deployment of a 
mHealth strategy at the institutional level, as well as from a care-provider and 
patient perspectives.

Keywords mHealth · Patient Generated Health Data · Empowerment · EHR  
Chronic diseases · Cybersecurity

2.1  Introduction

Since the emergence of the first mobile devices in the form of personal digital assis-
tants (PDAs), people involved in healthcare have been interested in using mobile 
devices to improve healthcare processes, quality and efficiency. Dealing with one’s 
health is a time- and energy-consuming task, which occupies one’s attention con-
tinuously (MacGregor and Wathen 2014). This is especially true for patients with 
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chronic conditions, who can spend up to 2 hours each day dealing with health issues 
(Jowsey et al. 2012). Mobile devices, which are kept within reach throughout the 
day, offer a privileged channel to reach people at any times (Vo et al. 2019). It also 
offers new opportunities to reach individuals of lower socio-economic status, who 
have more prevalent chronic diseases (Lowry et al. 1996). The healthcare sector has 
witnessed the rapid emergence of many new tools involving mobile technologies to 
support health care professionals with many important tasks (Ventola 2014a; Mosa 
et al. 2012), such as: information and time management; health record access and 
updates; communication and consulting; information gathering and researching ref-
erences. Mobile tools have also demonstrated the potential to support patients’ self- 
management for many chronic diseases such as hypertension, diabetes and cancer 
(Lalloo et al. 2017). New medical apps are created and launched daily and contrib-
ute in many ways to transform the way patients and providers deal with the health-
care continuum (Smahel et  al. 2019). The World Health Organization global 
observatory of eHealth defines mobile health (mHealth) as “medical and public 
health practice supported by mobile devices, such as mobile phones, patient moni-
toring devices, Personal Digital Assistants (PDAs), and other wireless devices”. 
MHealth includes different subcategories such as telemedicine that has become 
well-established amid COVID-19 restrictions and defined as “the communication or 
consultation between health professionals about patients using the voice, text, data, 
imaging, or video functions of a mobile device. But it can be applied to other situa-
tions; the management of chronic diseases of patients living at home is one example”.

In hospital settings, mobile technologies offer numerous opportunities for 
change: they can modify the way clinicians work and practice medicine (Ventola 
2014b), empower patients, and improve patient-provider communication (Lu et al. 
2018; Krohn 2015). This evolution started with the digitalization of the clinical 
documentation process that was initially supported by paper records. These records 
were initially designed to fulfill billing and legal requirements. The evolution toward 
the first electronic medical records systems often kept the same approach rather than 
being designed to facilitate and optimize clinician workflows (Evans 2016). As a 
result, the clinicians were forced to adapt their workflow to the electronic tools 
rather than having the tools adapted to their needs (Sieck et  al. 2020). With the 
advent of mobile technologies and the rise of user-centered approach, the paradigm 
is slowly changing in the attempt to provide personalized tools adapted to the real 
need of the providers, rather than being considered as a support for administrative 
processes (Saparamadu et al. 2021; Molina-Recio et al. 2020; Bruce et al. 2020). 
These new tools provide ways for health professionals to more easily access their 
patients’ data, as well as to explore larger databases to access the latest practice 
guidelines. Furthermore, mobile technology has deeply changed the role of patients 
in the care process and its relationship with healthcare professionals. It bolsters 
patient empowerment by enabling patients to be informed about their diseases, 
guided, prompted and reminded about self-management tasks, and helps keep track 
of their health. The evolution of this trend has led to the rise of several channels of 
communication between patients and providers, such as patient portals, emails or 
texting, all of which are more readily accessible with mobile technologies.
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