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Praise for Blockchain and Webh3

“A thoughtful guide to the role blockchain and crypto assets play in
the world-changing internet transformation — and how one acceler-
ates the other.”

— Anthony Scaramucci, Founder &
Managing Partner of SkyBridge

“Provides a colorful account of how things like gaming, blockchain,
NFTs, AR/VR, DAOs, and DeFi have converged and ultimately pre-
sented to us this whole package called metaverse.”

— Clay Lin, Chief Information Security Officer
(CISO), World Bank Group

“Ma and Huang provide the essential handbook on the transforma-
tive power of Web 3 — taking you on a ride from the basic funda-
mentals of the blockchain protocols to the vast possibilities of the
metaverse — and the immense impact it could bring. An educational
and entertaining must-read for anyone interested in the next, pro-
grammable and immersive, web.”

— Lila Tretikov, deputy Chief Technology
Officer (CTO), Microsoft

“An essential breakdown of the most important recent develop-
ments in the blockchain space. Unlike many other writers, Ma and
Huang look beyond mere financial speculation to uncover the true
productive potential of blockchains, smart contracts, DAOs, DeFi,
the metaverse, and more.”

— Neel Mehta, Author of “Bubble or Revelation?: The Future of
Bitcoin, Blockchains, and Cryptocurrencies”



“A remarkable convergence of digital economy with blockchain and
Web3, depicting the true merits of the metaverse in relinquishing
the impending daunted horizons of the information technology.”

— Mehdi Paryavi DEA®, Chairman, the International
Data Center Authority (IDCA)

“A clear picture of the complex ecosystem that enables the next-
generation internet. Readers will become “Web3 smart” netizens,
educated participants, and even adept game changers.”

— William Zhang, Security Architecture Lead,
World Bank Group

“Provides a valuable window into metaverse and covers the impor-
tant building blocks for a trusted metaverse.”

— Yale Li, Chairman, Cloud Security Alliance —

Greater China Region (CSA GCR)

“Metaverse, Web3, and blockchain are among the cutting-edge tech-

nologies of the new digital economy. Focused on security, privacy,

and data governance, this book discusses the paramount aspects of
how these new technologies are used in the real world.”

— Yao Qian, Ex-Head of China’s Digital Yuan Effort, now

Director of the Science and Technology Supervision

Bureau of China Securities Regulatory Commission



BLOCKCHAIN AND

WEBs







BLOCKCHAIN AND

BUILDING THE CRYPTOCURRENCY,
PRIVACY, AND SECURITY
FOUNDATIONS OF THE METAVERSE

WILEY



This edition first published 2022
Copyright © 2022 by Winston Ma and Ken Huang. All rights reserved.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, except as permitted by law. Advice on how to obtain permission to
reuse material from this title is available at http://www.wiley.com/go/permissions.

The right of Winston Ma and Ken Huang to be identified as the authors of this work has
been asserted in accordance with law.

Registered office
John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, USA
John Wiley & Sons Ltd, The Atrium, Southern Gate, Chichester, West Sussex, PO19 85Q, UK

Editorial Office
The Atrium, Southern Gate, Chichester, West Sussex, PO19 8SQ, UK

For details of our global editorial offices, customer services, and more information about
Wiley products visit us at www.wiley.com.

Wiley also publishes its books in a variety of electronic formats and by print-on-demand.
Some content that appears in standard print versions of this book may not be available in
other formats.

Designations used by companies to distinguish their products are often claimed as
trademarks. All brand names and product names used in this book are trade names, service
marks, trademarks or registered trademarks of their respective owners. The publisher is not
associated with any product or vendor mentioned in this book.

Limit of Liability/Disclaimer of Warranty

While the publisher and authors have used their best efforts in preparing this work, they make
no representations or warranties with respect to the accuracy or completeness of the contents
of this work and specifically disclaim all warranties, including without limitation any implied
warranties of merchantability or fitness for a particular purpose. No warranty may be created
or extended by sales representatives, written sales materials or promotional statements for this
work. The fact that an organization, website, or product is referred to in this work as a citation
and/or potential source of further information does not mean that the publisher and authors
endorse the information or services the organization, website, or product may provide or
recommendations it may make. This work is sold with the understanding that the publisher

is not engaged in rendering professional services. The advice and strategies contained herein
may not be suitable for your situation. You should consult with a specialist where appropriate.
Further, readers should be aware that websites listed in this work may have changed or
disappeared between when this work was written and when it is read. Neither the publisher
nor authors shall be liable for any loss of profit or any other commercial damages, including
but not limited to special, incidental, consequential, or other damages.

Library of Congress Cataloging-in-Publication Data is Available:

9781119891086 (Paperback)
9781119891093 (ePDF)
9781119891109 (ePub)

Cover Design: Wiley
Cover Images: © pluie_r/Shutterstock, © photon_photo/Adobe Stock, © PLMT/
Shutterstock, © DG-Studio/Adobe Stock, © PopTika/Shutterstock

Setin 12/14 pt ITC NewBaskervilleStd-Roman by Straive, Chennai, India


http://www.wiley.com/go/permissions.
http://www.wiley.com

To Angela — I love you dearly.
— Winston Ma

To Queenie Ma, Grace Huang, and Jerry Huang, for your
unwavering love, support, and encouragement.
— Ken Huang






Contents

Foreword
Acknowledgments
About the Authors

Preface

PART| Mega Convergence of Digital Technologies
in Metaverse

Chapter 1 Metaverse: Convergence of Tech and Business Models
Chapter 2  Blockchain, the Backbone of Weh3

PART [l Blockchain Breakthroughs Set the Transaction,
Privacy, and Security Foundation for the Digital
Economy

Chapter 3  Cryptocurrencies and Tokenomics

Chapter 4 DeFi (Decentralized Finance): Bankless Metaverse
Chapter 5 NFTs, Creator Economy, and Open Metaverse
Chapter 6  Blockchain Gaming in Metaverse

Chapter 7 Metaverse Privacy: Blockchain vs. Big Tech

Chapter 8 Metaverse Security

Xi
Xvii
Xxiii

XXVii

33

69
71
97
131
157
183
217



X Contents

PART Il Three-Way War among Open Metaverse,
Big Tech Walled Gardens, and
Sovereign States

Chapter 9  Public Crypto, Government CBDC, and Big Tech Coin
Chapter 10 Web3 Creator Economy on Blockchain

Glossary

Index

255
257
289

323

349



Foreword

Great Leap Forward into Weh3

In September 2017, JPMorgan Chase (America’s largest
investment bank firm) CEO Jamie Dimon called Bitcoin a
“fraud.” “It’s worse than tulip bulbs. It won’t end well. Some-
one is going to get killed,” Dimon said. Now, its wealthiest
clients can invest in the asset on the bank’s own platform.
The dramatic shift of JPMorgan is a significant milestone for
the Bitcoin, as well as broad cryptocurrencies, as an asset class.

Various financial institutions like JPMorgan, both on Wall
Street and in international governments, have had a very
complicated relationship with cryptocurrency as a whole since
Bitcoin (together with blockchain technology) first crashed
onto the world stage 10 years ago. But as digital finance has
accelerated by the pandemic, institutions actively explore new
avenues to get involved in the crypto space. This institutional
adoption has benefited not only Bitcoin but also the entire
crypto asset industry, helping break barriers all across the
board.

For example, Morgan Stanley, which has the country’s larg-
est wealth management unit with nearly $5 trillion in assets
under management and advisement, has created Bitcoin prod-
ucts on its platform for ultra-high-net-worth investors. U.S.
Bank, which is part of U.S. Bancorp, the fifth-largest bank
in America announced a new cryptocurrency custody prod-
uct. Goldman Sachs and other Wall Street banks have started
looking into how to use bitcoin as collateral for cash loans to
institutions.

Xi
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Going beyond crypto investments and trading, Bank of
America recently released a major research report, stating
that they see a massive opportunity in the Metaverse, and that it
could spur the wider adoption of the crypto industry. One of
their top strategists said that he expects large traditional finan-
cial companies to enter the space once crypto assets gain wider
adoption and usage in the metaverse, and it will finally cause
cryptocurrencies to start being used widely for transactions.

In short, Bitcoin, crypto assets, and decentralized technol-
ogies (including blockchain) are much more than its finan-
cial origins, and this is becoming apparent around the world.
Instead, it’s about a new, better internet known as Web3. Digital
assets and Web3 projects are radically changing how we invest,
strategize business models, and deploy products and services.
These projects have not only disrupted the thinking of institu-
tional and professional investors, but also have inspired global
brands and entrepreneurs to develop new products and ser-
vices for both the physical and virtual worlds.

Blockchain is the backbone of Web3, which may be the
next major platform in computing after the World Wide Web
(Webl.0) and mobile internet (Web2.0). It is poised to revolu-
tionize every industry and function, from finance and health
care to media entertainment and real estate, creating trillions
in new value — and the radical reshaping of society.

Ma has produced a terrific and highly accessible field guide
to understanding how the digital economy is accelerating in
the Web3 metaverse. A nationally certified software program-
mer as early as 1994, Ma has published many books on global
tech revolution, including The Hunt for Unicorns: How Sovereign
Funds Are Reshaping Investment in the Digital Economy (2020) and
The Digital War — How China’s Tech Power Shapes the Future of Al
Blockchain, and Cyberspace (2021). For both, I made similar book
recommendations to major financial institutions, asset manag-
ers, hedge funds, as well as other key players and stakeholders.

As an investor, attorney, author, and adjunct professor in
the global digital economy, Ma addressed the crypto-based
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Web3 metaverse from various perspectives, together with his
co-author Ken Huang, a blockchain security expert. The
authors’ extensive, hands-on involvement in the deals and
operations of this mystical world lends vibrancy as they
recount practical, illustrative examples in a non-pedantic style.
Together, their unique perspectives and differing approaches
have produced a nuanced roadmap to the little-known past
and exciting prospects of blockchain internet.

Sometimes a book sheds light on a little-known but power-
ful force. Sometimes it is timely because it catches the world
at an inflection point. Rarely does a book accomplish both.
With the arrival of Blockchain and Web3 from Winston Ma and
Ken Huang, we have that rare beast: a book that, against the
backdrop of the world-altering coronavirus epidemic, provides
a thoughtful guide to the role blockchain and crypto assets
play in the world-changing internet transformation — and how
one accelerates the other.

Anthony Scaramucci
Founder and Managing Partner of SkyBridge

The Opportunities and Challenges of Metaverse

Covid-19 has accelerated digital transformation across the
globe, from virtual meetings and electronic signatures to digi-
tal payments and remote supervision, just to name a few. In
the meantime, another strong force is shaping up the next-
generation internet, or Web3. We often hear the ingredients of
Web3: blockchain, decentralized finance or DeFi, nonfungible
tokens (NFTs), and most recently the metaverse. We hear the
opportunities as well as challenges these emerging technolo-
gies bring about to individuals, organizations, and regulators,
and become anxious every day.

As a fast-evolving field, Web3 and its enabling technologies
are developing very rapidly. This makes it hard for people to
stay current and make informed decisions as to how to take
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advantage of the opportunities, how to manage the risks, or
simply, how to participate.

Luckily, Winston Ma and Ken Huang have provided readers
of this book a very detailed picture of the current Web3 land-
scape. Having been practitioners in this space for many years,
Winston and Ken give us a vivid account of the major events
and players in each of the fields in the Web3 ecosystem, from
technology innovation, new business models, participation
by established companies whose current business may be dis-
rupted, the various types and stances of cybersecurity hacks,
to reactions from government regulators. This holistic view is
beneficial for people to understand the development of this
dynamic and complex ecosystem before they can take informed
actions.

The year 2021 was marked as the year of the NFTs, when
it became a buzzword for the masses and brought us land-
mark deals worth multimillion dollars. But many people do
not understand what exactly they are getting into when they
purchase an NFT generated from things like digital art. The
recent story of the avid NFT collector, who paid $2.9 million
for an NFT in 2021 but was not able to even get a bid close to
$10,000 a year later, shows that people have different percep-
tions of what an NFT represents and what its intrinsic value is.
Chapter 5 of the book provides the audience with useful infor-
mation on this topic.

As Facebook changed its name to Meta in 2021, and
Microsoft acquired gaming company Activision Blizzard for
$68.7 billion in early 2022, many are puzzled about the value
proposition of the metaverse, and what it means for them.
The book provides a colorful account of how things like gam-
ing, blockchain, NFTs, AR/VR, DAOs, and DeFi have con-
verged and ultimately presented to us this whole package
called metaverse. The chapters also present the challenges
and opportunities that metaverse faces, prompting the audi-
ence to think about what these mean for their organization
and for themselves.
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Congratulations to Winston and Ken on a comprehensive
and easy-to-read book that offers so much information and
presents so many intriguing open questions for the audience
to ponder and act on. Their research will elevate the level of
understanding of Web3 by the blockchain and fintech com-
munities and trigger actions that will help shape the next-
generation internet for the benefit of humanity!

Clay Lin
Chief Information Security Officer (CISO)
World Bank Group

Blockchain: The Building Blocks of a Trusted Metaverse

Metaverse was predicted 30 years ago in Neal Stephenson’s
novel Snow Crash, where people interact as avatars within a
high-definition virtual environment projected onto special
goggles. Today, new digital technologies like blockchain will
gradually join up and form the building blocks of the future
metaverse, which could be the next generation of internet
capable of transmitting 3D holograms and a lot more.

However, there are numerous potential obstacles — from
technological and economical to political, security, and many
other aspects — we must overcome to pave the way of the
metaverse. From cloud computing’s perspective, the major-
ity of metaverse platform components will have to run on a
secured cloud environment, which enforces zero trust and
embraces blockchain innovations such as privacy preserving
computing, decentralized storage, and decentralized identity
as described in this book.

This book provides a valuable window into metaverse and
covers the important building blocks for a trusted metaverse.
Particularly, it explains blockchain as a critical technology to
converge with metaverse. Cryptocurrencies, DeFi, NFT, gam-
ing tokens, and other usage scenarios are discussed extensively
in the book. Security and privacy have always been challenges
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to the internet and the digital world, and fortunately, they are
paid full attention in the book as well. I have no doubt that
you would enjoy state-of-the-art knowledge and insights on the
metaverse from the book, whether you are a businessperson,
tech investor, technical professional, government official, or
student at college.

The authors of this book are senior experts Ken Huang
and Winston Ma in the industry and academia. For many years,
I have been very impressed with Ken’s research leadership as
VP of Research at CSA GCR. Being a recognized technology
leader in blockchain field, Ken has published many standards,
white papers, and training contents. In 2021, he won the award
of “60 Blockchain Leaders” in China. I truly believe that no one
else could share the convergence of blockchain and metaverse
better than Ken and Winston.

Happy Reading,

Yale Yuhang Li

Foreign Member, Ukrainian Academy
of Engineering Sciences

Chairman, Cloud Security Alliance —
Greater China Region (CSA GCR)
Seattle, Washington USA
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Preface

or the vast majority of those watching the rapid rise of
cryptocurrency (with blockchain), its emergence has been
something of a curious novelty. The Russia—Ukraine war that
started in February 2022 unexpectedly shines a spotlight on
cryptocurrency, illustrating distract concepts like fast payment,
decentralized network, and nonfungible token (NFT) in live,
dramatic contexts.

In a March 2022 news article, Yahoo Finance noted that
the Ukrainian government and nongovernmental organiza-
tions supporting the Ukrainian military effort have collectively
raised $59.2 million from crypto donations. Alex Bornyakoyv,
Ukraine’s Deputy Minister of Digital Transformation, stated
that crypto donations are crucial, especially due to the fast
turnaround time: “In times like these, response time is crucial.
Crypto is playing a role to give us flexibility to respond really
quickly to deliver the army’s required supplies.” Crypto dona-
tions to Ukraine’s government began to spike when Mykhalio
Federov, Ukraine’s vice prime minister, posted a Bitcoin and
Ethereum wallet address via his Twitter, soliciting crypto dona-
tions worldwide (see Figure 1).

Crypto donations like Bitcoins and Ethereum tokens
(including NFTs) have helped Ukrainians in a massive way by
providing a source of monetary support in a secure fashion,
from anywhere in the world to Ukrainians in urgent need. In
March 2022, Ukraine government legalized the crypto sector
as digital currency donations continue to pour in. It passed a
law that creates a legal framework allow foreign and Ukrain-
ian cryptocurrencies exchanges to operate legally. Banks will
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Figure 1  Ukraine’s Vice PM Tweeted Crypto Wallet Addresses for Donations

be allowed to open accounts for crypto companies. Although
Ukraine did not make any cryptocurrency legal tender, “virtual
assets” becomes legal assets.

On crypto-based donations, Tom Robinson, blockchain
analytics firm Elliptic’s chief scientist, noted in a March 2022
CNBC article that cryptocurrencies also have the advantage
of being suited toward international fundraising, due to their
decentralized nature: “Cryptocurrency is particularly suited to
international fundraising because it doesn’t respect national
boundaries and it’s censorship-resistant — there is no central
authority that can block transactions, for example, in response
to sanctions.”

“No central authority”? Maybe. After the war broke out, US
Treasury Secretary Janet Yellen announced that the US would
monitor cryptocurrencies as a channel (for Russia) to evade
sanctions from the US and Western nations. The International
Monetary Fund warned in a report that bitcoin could allow



