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Preface 

Artificial Intelligence (AI) has brought about a revolution in many real-world sectors 
and has become an integral part of our everyday lives. While AI-enabled systems are 
undoubtedly benefiting real-world sectors, there is still a risk in blindly trusting the 
recommendations, insights, or predictions provided by them. Many of these systems 
are often complex and opaque. They operate as a black box, meaning that users do not 
understand how decisions are being made by such systems. Thus, the key limitation 
of today’s intelligent systems is their inability to explain their decisions and actions to 
human users. This issue is especially important for risk-sensitive applications, such 
as security, clinical decision support, or autonomous driving. A lack of explainability 
hampers our capacity to fully trust AI systems. 

It is for this reason that AI techniques need to have explanatory capabilities, 
for users to understand why certain decisions are made. The methods developed to 
provide such capabilities have come to be known as explainable AI (XAI). Explain-
able AI contrasts with the so-called ‘black box’ machine learning. XAI helps present 
decisions being made with additional information about how and why the AI system 
arrived at a particular decision, including an interface to explain which features 
influenced its decision. 

In this book, readers will learn about Explainable AI, including what it is, what 
the fundamentals of this area are, why it is needed, and how it is to be developed. 
Explainable AI offers a way to make decision-making more transparent and trust-
worthy. In other words, XAI aims to remove the so-called black box from the AI 
models being developed and explain the model decisions in an understandable form. 
It refers to an AI system’s capacity to explain the logic behind its action to a human 
person. It can take two forms: explaining it to a computer scientist in a specialized 
language or explaining it to the system user in a human understandable form. It is 
critical because it is intimately related to human confidence in the AI system’s usage 
and, more formally, whether that faith is well-placed by verifying things about the 
machine’s behavior. 

This book covers concepts related to model transparency, interpretable machine 
learning and explanations, various methods for Explainable AI, evaluation methods 
and metrics for XAI, ethical, legal, and social issues related to AI and XAI, as well

v
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as a range of applications and examples of XAI in different real-life sectors, such 
as healthcare, autonomous driving, and law enforcement. The editors are thankful 
to the authors who submitted their research work to this book, as well as to all the 
anonymous reviewers for their insightful remarks and significant suggestions that 
helped enhance the quality of this book. We hope that readers will find the book 
useful. 

Surat, India 
Coventry, UK 
Busan, Korea (Republic of) 
June 2022 

Mayuri Mehta 
Vasile Palade 

Indranath Chatterjee
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Chapter 1 
Black Box Models for eXplainable 
Artificial Intelligence 

Krishna Keerthi Chennam, Swapna Mudrakola, V. Uma Maheswari, 
Rajanikanth Aluvalu, and K. Gangadhara Rao 

Abstract Machine learning algorithms are becoming popular nowadays in cyber 
security applications like Intrusion Detection Systems (IDS). Most of these models 
are anticipated as a Black Box. Previously black box was a model where the user 
cannot see the internal logic. To reach the goal of overwhelming the crucial weakness, 
the cost may vary. This is related to both ethical and practical problems. Explainable 
Artificial Intelligence (XAI) is crucial to converting the machine learning algorithms 
to appreciate the management by accepting the human experts to understand the data 
evidence. Important role of trust management is to accept the impact of malicious 
data to identify the intrusions. This chapter addresses the XAI method to appreciate 
trust management using the decision tree models. Basic decision tree models are used 
to simulate a human contact to decision making by dividing the options into multiple 
small options for the IDS area. This chapter aims to implement the arrangement of 
issues labeled in the various black box methods. This survey helps the researcher to 
understand the classification of various black box models. 
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1.1 Introduction to Machine Learning 

There was a huge increase in artificial intelligence (AI) in a glimpse. Machine learning 
is a subset of AI. The main importance of machine learning is identifying the structure 
of data or format suitable data models used by the users. However, Machine learning 
is related to computer science and varies from former computational methods. Previ-
ously, Algorithms were written exclusively programmed instructions for computers 
to solve problems. Now machine learning (Othman et al. 2018) algorithms are used 
to educate the computers on data inputs and data statistics, analysis is used to produce 
output values within a range. Automatically decision is taken based on the sample data 
with the help of models and inputs. Many technologies are using machine learning 
(Gilpin et al. 2018) algorithms and get benefited. Facial recognition is one of the 
technologies which permit social media platforms like Facebook and Instagram’s 
to help the users tag and share friends’ photos (Logas et al. 2022). Movies or tele-
vision shows using optical character recognition technology help to change images 
to text into movable (Jiang et al. 2022). Self-driving cars also depend on machine 
learning to map the routes (Saha and De 2022). Machine learning is consistently 
improving technology, which requires continuously improving methodologies for 
analyzing may affect the machine learning process (Pazzani et al. 2001). Supervised 
and unsupervised learning are two basic machine learning methods. Along with these 
two methods k-nearest neighbor algorithm, decision tree learning methods and deep 
learning are other important concepts in machine learning. 

Firstly, supervised learning purpose is to learn by similar outputs by identifying 
errors and changing the models depending on the output (Cai et al. 2022). This 
model also uses the patterns to identify the labeled values and unlabeled data also. 
Supervised learning algorithms will make sure to identify the images and produce 
labels to the particular image by seeing the cat image, supervised learning will be 
able to identify and label it as an animal. Unsupervised learning is to identify the 
secret patterns in the data and automatically identify the classification of raw data. 
This is used for transactional data and complex data is more expansive and unrelated 
to organize properly (Kotenko et al. 2022). Example like unsupervised learning will 
be able to tag all cat images and group it. 

Machine learning is based on statistics with basic knowledge by understanding and 
supporting machine learning algorithms. Correlation is used to identify the relation 
among two dependent or independent variables. Regression was used for identifying 
the relation among dependent and independent variable. When an independent vari-
able is given and needs to identify the dependent variable, the regression statistics 
used to identify it is called regression enables prediction capabilities. To identify the 
pattern k-nearest neighbor algorithm is used for regression and classification. Small 
and positive integer is k value. Example of separating the square and circle shapes 
into two different classes, this classification is used. 

Decision tree is a predictive algorithm based on the models, observations, anal-
ysis and gives target data values. This model is created to predict the target based 
input values. The data attributes identified based on the observation are branches
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the conclusion of data target values is nothing but leaves. Deep learning is intro-
duced based on neural networks with multiple layers in artificial neural networks 
based on hardware. The output is connected to an input to the next layer in the 
deep learning process. Computer vision and speech recognition have realized signif-
icant advances in deep learning approaches (Li et al. 2022). Humans can give biased 
decisions that lead to negative results, machine learning helps to overcome such 
issues and give unbiased decisions. Black box (Guo 2020; Perarasi et al. 2020a) 
systems exploit sophisticated machine learning models to identify separated secure 
data. Medical status, risk of insurances, eligibility score for credit cards acknowledge 
using machine learning algorithms construct predictive models and map the features 
into class in the learning phase (Svenmarck et al. 2018). The learning process is 
formed by the digital trances that are left after operating daily activities like social 
media activities, purchases, etc. Huge data may handle human biases and prejudices. 
Decision models are accomplished by inheriting biases, wrong decisions and illegal 
activities. Various scientific communities studied the issues of discussing machine 
learning decision models. Even though illustratable machine learning is the important 
case and accepted newly considering the situation, many ad-hoc distributed results. 

The rest of the chapter is organized as follows. The First section discusses the 
importance of cyber security in XAI. Next section discusses Deep learning using XAI 
which follows the Intrusion Detection System (IDS). Section 1.5 is about applications 
of cyber security in XAI. Section 1.6 discusses the comparison of XAI using black 
box methods and finally about the conclusion. 

1.1.1 Motivation 

The unique aim of the chapter is to reach the novelty in research work using machine 
learning. AI understands different technologies under the same umbrella like machine 
learning to predict the results. Machine learning ultimately reaches the goal to reach 
for accurate results with training the model. 

1.1.2 Scope of the Paper 

Machine learning is one of the best options in career applications for smart systems to 
handle business attacks. Target is to calculate human intelligence and be able to make 
decisions more precisely under any situation. AI handles the different technologies 
that come under the same domain like pattern recognition, big data, machine learning, 
artificial intelligence and various other technologies. This is the reason AI is having 
much future scope in many applications.
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1.2 Importance of Cyber Security in eXplainable Artificial 
Intelligence 

Industries progressively improved with a better complex cyber security (Pienta et al. 
2020) ecosystem depending on various types like users, technology and processes to 
functional roles. Cyber security is dependent on relations between users and groups, 
users, organizations and technology, technology and users. From the above trusting 
peers, cyber security prevents separately to defend against cyber attacks. AI models 
cite the knowledge from the gathered data. Actually, no human will believe the AI 
system for the possible and desirable quality of data, difficult methods and account-
ability, trained AI engineer. AI is trust related software that gives solutions to cyber-
attacks. You may ask how to trust the AI models in cyber security, which are developed 
based on data analysis and predict the solutions from the data. The simple answer for 
this question is that XAI (Guo 2020; Arrieta et al. 2020) will justify reliability, ability, 
and trustworthiness. Main challenge for AI is the inability to understand and compare 
between transition models. A simple example is Autonomous vehicles (Perarasi et al. 
2020b). Trustworthy AI should explain its decisions to allow the human expert to 
understand the underlying data evidence and causal reasoning. 

Complex black box models study from machine learning and deep learning param-
eters. Based on the black boxes models, AI engineers identify direct models to make 
decisions and identify the behavior of models. Cyber security is liable for attacks 
and targets the trusted security in critical systems. Therefore XAI from AI plays 
an important role in developing the solution based AI with interpretability. Inter-
pretability further assures uniformly in decision-making to detect the imbalanced 
dataset. Interpretability strengthens the powerful solution based AI using highlighting 
hidden could change the prediction. The decision tree model is developed based on the 
Intrusion detection system attacks (Svenmarck et al. 2018; Stampar and Fertalj 2015). 
The intrusion detection system developed fast in study and organization research in 
exchange for increasing cyber attacks on government and commercial enterprises 
internationally and action on cost is increased consistently (Lee et al. 2001). The 
main harmful cyber crimes are from vicious associates, denial of servers, web attacks, 
and organizations may lose the intellectual property related to vicious attacks in the 
system. Organizations install various firewalls, software like antivirus and intrusion 
detection systems against those attacks. Intrusion detection is a crucial role in cyber 
security, grants to determine vicious network activities previously compromises data 
connection, availability and opportunity. It is a method to identify security breaches 
by interrogating models in the data system. 

Day-to-day, the digital system is adopted by the world. The network access leads to 
a lack of security issues that the Internet of Things devices (Lee et al. 2001; Chennam 
et al. 2022). Intrusion attacks with high possibilities on Internet of Things devices 
connected to the internet lead to network devices safely from intrusion. An IDS was 
developed to avoid important data from vicious acts. Important data with network 
access needs to be permanently protected from all pursuit to consume, expose, alter, 
disable, steal or gain unauthorized access. Traditional intrusion detection systems,
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mainly signature-based, identify only popular attacks and may not identify new 
attacks. Machine learning is the best approach which is exclusively developed to 
maintain detection accuracy. 

Artificial Intelligence (AI) has helped all the industries with effective results in 
deploying various applications to monitoring, Decision Making, Solving Complex 
problems, creative approaches, observation analysis, Language Recognition and 
Learning. Artificial intelligence has collaborated with additional technology like 
Machine Learning, Neural networks and Deep Learning. Artificial intelligence is 
used to compute the programs and prepare the system to behave like a human brain 
(Uma Maheswari et al. 2021; Deshpande et al. 2020). The AI has excelled in thinking, 
retrieving and taking decisions sometimes faster than the human brain. AI applica-
tions are used in medical Care, Teaching and Learning, Law, Commerce and public 
Departments etc. The above applications are intended to say that algorithms rule the 
world by AI, which is inevitable (Swapna et al. 2022). 

XAI advantages are mainly concerned with ethics and continuous improvements. 
XAI required enough trust to handle the AI. For decades various AI models gave 
biased results or not perfect results which lead to ensuring the safety in AI decisions 
without any faults. To justify the final decisions taken by the AI required logical 
reasoning in decision making. AI helps to identify the malware weekly updated 
and all possibilities of pattern recognition, behavioral attacks of ransomware able 
to identify before entering into the system. Bots help to clear maximum chunks in 
internet networks. Stolen login details can create false account details, tampering 
data; bots can be the correct menace. Handling automatic threats is not possible 
alone. AI and machine learning will heal to construct the good bots to identify the 
engine crawlers, bad bots etc. AI starts to identify the data and accepts to provide 
cybersecurity to understand the strategy consistently. 

1.2.1 Importance of Trustworthiness 

The importance of Trustworthiness is an essential aspect to measure the safety, perfor-
mance and reliability. The qualities requirements to say as trustworthy are the system 
must be accountable, fair, reliable behavior, reasonable and acceptable. The author 
Stephen Hawking says “AI can spread faster and can be violent if it is not controlled 
properly”. The AI systems need to be authorized and validated in each design and 
implementation phase. The AI systems need to be authorized and validated in each 
phase of the design and implementation. There are different algorithms used to predict 
the risk of the system, and it occur due to low-quality data training, narrow percep-
tion of the problem, technical issue management etc. can lead to unrecoverable loss 
of people, properties and loss the trust on AI practices. AI applications are used 
in important applications like facial recognition software, Tagging picture in televi-
sion media, Health care practices and self-driving car are the high-risk applications, 
wrong decision may cause life. The author Davinder Kaur has raised some questions
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Table 1.1 Questioner table states the importance of Trustworthy in AI 

Research questionnaire Proposed solution 

Purpose of proving AI is trustworthy Decisions taken by the AI system should be 
ethical practice, robust in nature, Lawful and 
acceptable 

What protocols are used to work AI systems? We can empower and help to maintain the AI 
system lawful practices 

Why human control involved AI systems need to collaborate with human 
intervention and machines in cognitive 
decision making 

Reasons for AI acceptable AI systems have proven to be trustworthy, fast 
and usable 

to understand the requirements needed to conclude the AI system as worthy (Kaur 
et al. 2022) (Table 1.1). 

The Black Box Model uses AI methods, the results are obtained, but its design 
will not help to justify the result. The explanations are required to extract the output 
function. We need to apply some techniques to find the reason to conclude (Zhang 
et al. 2022). The Post-Hoc Explainable is a reverse engineering process that starts 
to reach the initial state from the destination. Explainable algorithms like Support 
Vector Machine (SVM), Multi-Layer Neural Network, Convolution Neural Network 
and Recurrent Neural Network (Hermansa et al. 2022). XAI uses machine learning 
techniques to justify the results. The reasonable techniques are explained by simpli-
fying the problem, Feature Connectivity, Local Reasoning, Visible Reasoning and 
Multi Classifier. The importance of AI is used to make better decisions, explain deep 
learning, Model Debugging, and build the latest model (Brito et al. 2022) (Fig. 1.1). 

Machine Learning (ML) methods Contribution for XAI—The Machine Learning 
method works for limited data. The ML required defined features to the drive result. 
The complex problems will simplify and solve phase-wise, network designs are

Fig. 1.1 Representation of 
AI, DL, ML, XAI 
Association 


