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Foreword

In 1996, I was selected to start one of the first “Computer Crime Squads” in the New
York office of the FBI. At that time, the Internet was starting to become a common
utility, where access was facilitated by dial-up connections from telephone landlines.

As an investigative agency, the focus of the FBI was to understand how the Internet
would affect investigations and what evidence would be available whenever this new
medium was utilized. As I jumped into what was then a new and fast-growing field,
other experienced FBI agents told me the one person with whom I should consult
was Carl Young.

In those days, Carl was heading a unit within the Engineering Research Facility at
the FBI Academy in Quantico, VA. I scheduled a meeting with Carl in his office, and
during our discussion, it became clear why I was directed to speak to this individual.

Carl eventually became a member of the Senior Executive Service within the
FBI Intelligence Division. Despite his senior status, Carl sought to understand
“ground truth” by listening to the operational requirements of fellow investigators.
He leveraged his education in physics to solve problems that had a significant impact
on national security. He possessed a rare combination of operational experience,
academic training, and facility for problem solving, and his input was valued by
executive management, scientists, and FBI agents in the field alike.

That initial meeting marked the beginning of a relationship that has continued for
over 20 years. Carl and I retired from the FBI in 2000, and each of us transitioned
to the private sector. Carl joined Goldman Sachs in New York and I founded Stroz
Friedberg, LLC, one of the first computer forensic firms.

We continued to discuss cybersecurity risk, his experiences at Goldman, and my
experience working hundreds of engagements for clients and ultimately coalesced
into a shared vision of what was needed in the marketplace. I invited Carl to join my
firm and he did, launching what he aptly called the “Security Science” division.

We were immediately able to draw from a unique set of experiences and internal
case studies our company owned. Those studies enabled us to review “postmortems”
in an attempt to identify areas of commonality. We repeatedly observed the same types
of issues across organizations and agreed their root cause was viewing cybersecurity
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as an exclusively technical issue. This realization continues to influence our thinking
on cybersecurity risk management.

In Carl’s fifth reference book on security risk management, Cybercomplexity, he
addresses one of the most challenging issues in cybersecurity. He does so by lever-
aging elementary probability and information theory to develop a simple model of
complexity in IT environments while drawing on analogies from physical science. He
also reveals why specific types of security controls are required to reduce complexity
and thereby address cybersecurity risk on an enterprise scale.

Cybercomplexity does not indulge in technical jargon or “acronymology” and is
therefore accessible to non-scientists. It represents another example of this author’s
success in applying science to security and is a reaffirmation of the close connection
between the two areas. [ have heard Carl say he hopes he can atleast modestly improve
the “signal-to-noise ratio” of security risk management. This book has clearly done
that and more.

For any individual wishing to understand the foundations of cybersecurity risk,
this book offers a resource to be repeatedly consulted. It offers unique insights into
issues that affect all IT environments and that have confounded cybersecurity profes-
sionals for years. Importantly, it can enhance the sophistication of reporting to senior
executives and boards of directors with respect to cybersecurity risk management
challenges and best practices.

The level of success we achieve in cybersecurity is greatly affected by how we get
to the core of its problems. By embracing this book’s lessons, practitioners, managers,
and executives will promote a security culture that reflects the thoughtfulness of a
scientific approach.

Edward M. Stroz
Founder, Stroz Friedberg LLC
New York, NY, USA



Preface

What does “cybersecurity” actually mean? A book’s title should reflect its content
as a matter of principle if not professional courtesy. Specifically, is the use of
“cyber” appropriate in this context noting the term is already a fixture in the English
vernacular? To answer this question, it is helpful to explain its origins.

The first use of the term cyber was in Norbert Weiner’s famous work, Cybernetics. 1
It derived from the Greek word kubernetes or “steersman” and has the same root as
the English word “governor” as in the controller or speed limiter of a machine. The
term cybernetics is a reference to the confluence of communication and control,
which is the central theme of Cybernetics.2 Weiner, a professor of mathematics at
the Massachusetts Institute of Technology, coined the term in 1948.

Weiner recognized that “the problems of communication and control engineering
were inseparable.” For example, the otherwise pedestrian task of eating with a fork
is less appreciated as a problem in communication and control. The brain is iteratively
processing positional data while updating the signals transmitted to the muscles that
guide the fork to its destination. When viewed in this light, shooting down a missile
and eating with a dining utensil are each exercises in optimal prediction.

Weiner made the profound revelation that the central focus in addressing such
problems should be the signal message, which is characterized as “a discrete or
continuous sequence of measurable events distributed in time.”* Statisticians refer
to these sequences as time series.

Moreover, he reasoned the solution to problems in optimal prediction could be
found in time series statistics, and more specifically, in finding an explicit expression
for the so-called mean square error of prediction. The presence of background noise

I'N. Weiner, Cybernetics; Or Control and Communication in the Animal and the Machine; MIT
Press, John Wiley and Sons, New York, NY, 1948.

2 A. Broadhurst and D. Darnell, An Introduction to Cybernetics and Information Theory, Quarterly
Journal of Speech, Volume 51, 1965.

3 N. Weiner, op. cit. 1948.
4 Ibid.

xi
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is the complicating feature, and recovering the transmitted message depends on the
statistical nature of the message and the corrupting noise.

Weiner notably posited that humans and machines were equivalent with respect
to communication when viewed through a cybernetic lens. In that vein, cybernetics
and cybersecurity share a common theme in that the predicate for both disciplines
derives from machines as communication devices.

This thematic connection is particularly significant in light of the ascent of
computer technology in communication. These days, computers (broadly defined)
are integral to most forms of communication, and reliable access to the Internet has
become a necessity.

To gain some perspective, Google alone processes more than 40,000 searches
per second.> One 2021 estimate of the number of Internet-connected devices is 27.1
billion.® Figure 1 illustrates the explosive adoption of the Internet as a means of
communication, noting the vertical axis is a logarithmic scale.’

Although Weiner was among the first to recognize the inherent relationship
between machines and communication, even he might not have anticipated the
rapid evolution of modern computing. The ubiquitous presence of information tech-
nology is in part a result of improvements in electronic storage, channel capacity, and
connectivity. Techniques for mass production have also evolved so that information
technology is accessible to broad segments of the population.

5
6

www.forbes.com; May 21, 2018.
WWWw.cisco.com.
7 Internet Count History, Internet Systems Consortium.
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However, machines and humans perhaps have an even deeper relationship through
the numerous applications that can be downloaded via the Internet. Nowadays, indi-
viduals possess a digital identity defined by these applications. Furthermore, digital
identities are arguably displacing physical identities as online activities increasingly
substitute for personal interactions. The COVID-19 pandemic might have accelerated
this phenomenon, but continued virtualization is inevitable.

Cybersecurity is clearly affected by the trajectory of information technology and
its usage. However, although the physical and virtual worlds increasingly overlap,
they remain distinct in significant ways. For example, the methods used to restrict
physical access, e.g., sensory perception, locks, physical barriers, and alarms, are not
applicable to the virtual world. Less intuitive methods must be deployed to restrict
electronic access. This problem is compounded by the perpetual desire for conve-
nience, which has potentially disastrous consequences when sharing information
online.

Increased computational power as predicted by Moore’s Law resulted in miniatur-
ization that has accelerated the dependence on information sharing.® Mobile devices
and the accompanying fluidity of network boundaries have ramped up expectations
of convenience while amplifying the need for cybersecurity. Smart phones, tablets,
etc., enable unprecedented access to information irrespective of physical location.

In fact, the very notion of a physical boundary has become increasingly fuzzy in the
virtual world. In many scenarios, it is downright meaningless. Network boundaries
can be generously described as fluid, where Wi-Fi and cellular technologies extend
the perimeter to anywhere within range of a radiating access point or cell tower.
Convenience on that scale is inevitably accompanied by an increased potential for
information compromise.

Note the nature of electronic information itself has security implications. Specifi-
cally, although information might have been stolen, it might not actually be missing.
In other words, physical access to an item of value is not required in order to steal it.

One strongly suspects something is awry with respect to traditional approaches
to cybersecurity risk management given the legacy of successful cyberattacks. Such
attacks persist despite countless regulatory requirements, security policies, security
technology standards, and sophisticated security technologies. Significantly, data
breach postmortems frequently point to the same modus operandi.

One plausible explanation for the current situation is cybersecurity continues to be
viewed as a technical issue rather than as a traditional problem in risk management.
Therefore, the focus is on technology fixes simply because technology facilitates
information exchange. The fact is that the root causes of cybersecurity risk often
have nothing to do with technology.

According to cybernetics, man and machine are similar in how they process infor-
mation. In cybersecurity, it is the interaction between man and machine that is most
significant. To be clear, networked computers do precisely what they are designed to
do: enable information sharing. Unfortunately, information security and information

8 Moore’s Law, named after Gordon Moore, CEO and co-founder of Intel, states that the number
of transistors in an integrated circuit doubles every two years.
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sharing are inherently in tension, which explains why cybersecurity professionals
perpetually face an uphill battle.

At the risk of stating the obvious, cybersecurity would be much less challenging
without the Internet. Bad things can occur when billions of invisible individuals
exchange information via a highly distributed and massively convenient network.
But Internet access is synonymous with easy information sharing, which is now
integral to our personal and professional lives.

The Internet differs from other electronic networks in that the network nodes need
not be physically connected. This property also has significant security implications.
Most notably, it frees both authorized network users and miscreant network attackers
from being constrained to specific physical locations.

Consider the telephone network before the days of IP telephony. Previous tech-
nology limited the power and flexibility of POTS devices but also reduced the
potential for information compromise because physical access to the equipment was
required.

I recall my university’s more mischievous students perpetrating hacks against
“Ma Bell” as the phone company was affectionately called. They were forced to
physically access the equipment in order to commit their prank and thereby thumb
their noses at “The Establishment,” which the phone company personified in the
nineteen seventies.

Modern hackers are both ethically less benign and physically less constrained than
their forebears. Nowadays, a telephone is merely another device on the IP network,
and therefore, hackers need not leave the comfort of their homes to wreak havoc on
organizations and individuals alike.

There are other aspects of electronic networks that affect the security risk profile.
Network communicators are invisible, and messages can be routed to their destination
without attribution. Malicious actors exploiting technology vulnerabilities and/or
human foibles drive the requirement for a strategy of “zero trust” when attempting
to access information assets.

In the end, cybersecurity is about securing electronic information that is processed
by machines, operated by humans, and connected via networks. These networks
are vast in scope, opaque in detail, and highly diversified. The result is a multi-
faceted environment that enables unprecedented information sharing but is also ripe
for exploitation. The proliferation of vulnerabilities in such environments is almost
inevitable.

Security risk assessment outcomes are affected by how one addresses such vulner-
abilities, and high-severity examples clearly require addressing in a timely manner.
However, the aggregate effect of risk factors also impacts the potential for informa-
tion compromise that includes non-technical issues associated with processes and
workflows. Such effects are generally not visible unless IT environments are viewed
through a sufficiently broad lens.

To that end, this text explores the macroscopic forces that affect IT environments
on an enterprise scale and the implications to cybersecurity risk management. Specif-
ically, Cybercomplexity is divided into four parts: (1) Security Risk Fundamentals,
(2) Stochastic Security Risk Management, (3) Enterprise Cybersecurity Risk, and
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(4) Cybercomplexity Genesis and Management. The following paragraphs describe
the individual chapters within each of these sections.

Chapter 1, “Core Concepts,” discusses the conceptual foundations of security risk
and risk assessments. Although many readers may already be familiar with many of
these concepts, thinking rigorously about risk requires a grasp of the basics, starting
with the definitions of threat and risk.

Chapter 2, “Representing Cybersecurity Risk,” focuses on the representation
of risk-relevant phenomena. The objective is to explain concepts essential to
understanding and conveying risk-relevant information.

Chapter 3, “Scale and Scaling Relations,” represents a continuation of Chap. 2,
where the focus is on describing relationships between risk-relevant parameters. A
key result of the theory of complexity in IT environments is that the perspective or
“scale” used to assess cybersecurity risk affects the assessment results. In partic-
ular, the existence of linear versus nonlinear scaling relations can have significant
operational implications.

Chapter 4 is entitled “IT Environment Dimensions and Risk Factors.” It describes a
multi-dimensional representation of IT environments. These dimensions encompass
the sources of risk factors for information compromise. The number of risk factors
across all dimensions impacts cybersecurity risk on an enterprise scale and drives
the requirement for a macroscopic approach to cybersecurity risk management.

Chapter 5, “Security Risk Management Statistics,” begins the second section of
the text. This chapter provides the conceptual foundations for a statistical description
of IT environments. This description requires genericizing risk factors and security
controls, where risk factors are either managed or not according to a binomial proba-
bility distribution. The result is IT environment states consisting of unique combina-
tions of managed and unmanaged risk factors, thereby paving the way for applying
the information theoretic formalism that follows next.

“Information Entropy” is the title of Chap. 6. Entropy is a concept derived from
information theory, and it is fundamental to the model of complexity in IT environ-
ments. Specifically, information or Shannon entropy quantifies the uncertainty of a
probability distribution, and it is the probability distribution of security risk manage-
ment outcomes that leads to an expression for the unpredictability of IT environment
states introduced in Chap. 5.

Chapter 7, “Complexity and Cybercomplexity,” begins the third section of the text,
which is entitled, “Enterprise Cybersecurity Risk.” This chapter defines the general
notion of complexity in terms of unpredictability and applies a binary stochastic
security risk management model to IT environments. The result is a scaling relation
for IT environment complexity in terms of the number of probable states of managed
and unmanaged risk factors. The unpredictability of those states describes complexity
in this context.

Chapter 8, “Cybercomplexity Metrics,” specifies metrics that arise from a
stochastic security risk management process. Although these metrics do not enable
security control calibration, they represent a first step toward quantifying the effects
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of complexity in IT environments. Perhaps more significantly, they highlight the rele-
vance of scale in assessing cybersecurity risk as well as substantiate the requirement
for the macroscopic security controls discussed in Chap. 10.

Chapter 9 “Cybercomplexity Root Causes,” begins the final section of the text,
“Cybercomplexity Genesis and Management.” This section identifies the origins
of complexity in IT environments and specifies requirements for its management.
Chapter 9 delineates the most prominent root causes of Cybercomplexity, which
are the progenitors of many cybersecurity incidents. This chapter is arguably the
most operationally consequential in this section. Identifying and addressing the root
causes of Cybercomplexity are necessary in reducing the potential for information
compromise.

Chapter 10 “Macroscopic Security Controls,” specifies the security controls that
have a systemic effect on cybersecurity risk management. As their name implies,
these controls function macroscopically, i.e., on an enterprise scale, and are antidotes
to the root causes identified in Chap. 9.

Chapter 11 “Trust and Identity Authentication,” focuses on trust in identity authen-
tication, which is an issue that is currently top-of-mind in cybersecurity risk manage-
ment. The concept of “zero trust” is particularly in focus. This chapter discusses
how trust in identity can be formalized via a stochastic formulation of identity
authentication.

Chapter 12, “Operational Implications,” is the final chapter of the book. As
its name implies, it focuses on the operational implications of cybercomplexity.
Although such implications have been identified throughout the book, this chapter
discusses the key implications in more detail as well as presents them in one place
for reference. Candidly, these implications are mostly common sense and fortunately
tend to confirm intuition about cybersecurity risk. Nevertheless, common sense is not
necessarily common, and the implications can both inform and enhance traditional
assessments of cybersecurity risk.

Finally, the principal focus of Cybercomplexity is on characterizing cybersecurity
risk on an enterprise scale. The Cybercomplexity model is admittedly based on an
idealized form of cybersecurity risk management. The contention is a probabilistic
approach is helpful if not required to simplify IT environments and thereby examine
cybersecurity risk at the desired scale.

The breadth and variability of IT environments have historically undermined such
efforts. The intent is to overcome these obstacles by making simplifying assumptions
in the hope of generalizing the results to more realistic scenarios. The good news is
the lessons so derived make sense, and their broader applicability seems reasonable
if not compelling.

New York, USA Carl S. Young
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Introduction

Cybersecurity professionals manage the risks associated with the threat of infor-
mation compromise and information-related business disruption. The simplicity of
their job description belies the difficulty of their job. Information technologies are
designed to make information sharing easy, which is potentially antithetical to the
security risk management mission. Furthermore, network users crave convenience
and, therefore, are motivated to circumvent security risk management methods, also
known as security controls in the security vernacular.

People plus information technology is a recipe for information compromise. Soft-
ware and hardware configured to work in harmony and perform at scale will inevitably
suffer from flaws that are exploited by individuals with varying agendas and a lot of
time on their hands. In addition, network users frequently behave in ways that make
the attacker’s job easier. Exploiting such behavior is the basis for certain attacks,
most notably social engineering.

The specter of relentless attacks, no shortage of attackers, and the prominent role
of technology in information management compel cybersecurity professionals to
concentrate on addressing vulnerabilities via technical solutions. Although an exclu-
sive focus on such vulnerabilities might be operationally expedient, a comprehensive
strategy must include a more expansive view of cybersecurity risk.

Unfortunately, cybersecurity professionals often face a difficult choice due to
time and resource constraints. Tactical issues become priorities because the clock
begins ticking immediately after vulnerabilities are published. In addition, a restric-
tive cybersecurity strategy can place security professionals on a collision course with
business types who have their own obligations and constraints.

There also appears to be a pedagogical bias in favor of tactical security measures.
Many books have been written on specific attacks and vulnerabilities, yet surpris-
ingly little has been published about the actual root causes of cybersecurity inci-
dents. Perhaps tackling these root causes is considered too difficult or not in a Chief
Information Security Officer’s (CISO) purview. Whatever the reason, the absence of
pedagogy with respect to the drivers of cybersecurity risk is conspicuous.

A modern IT environment consists of multiple technologies that support numerous
network users. Such environments are routinely if informally described as complex,
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