


Table of Contents
Cover
Title Page
Copyright
Acknowledgments
About the Authors
About the Technical Editor
Table of Exercises
Introduction

The Exam Objectives
How to Contact the Publisher
Assessment Test
Answers to Assessment Test

PART I: Gathering Your Tools
Chapter 1: Preparing Your Environment

Setting Up a Learning Space
Exploring Linux Distributions
Locating a Terminal
Summary

Chapter 2: Introduction to Services
What Is a Linux Server?
Serving the Basics
Serving Local Networks
Implementing Security
Improving Performance
Summary

file:///tmp/calibre_5.42.0_tmp_noyzlgen/nnu47obi_pdf_out/OPS/cover.xhtml


Exam Essentials
Review Questions

Chapter 3: Managing Files, Directories, and Text
Handling Files and Directories
Linking Files and Directories
Reading Files
Finding Information
Summary
Exam Essentials
Review Questions

Chapter 4: Searching and Analyzing Text
Processing Text Files
Redirecting Input and Output
Editing Text Files
Summary
Exam Essentials
Review Questions

PART II: Starting Up and Configuring Your System
Chapter 5: Explaining the Boot Process

The Linux Boot Process
The Firmware Startup
Linux Bootloaders
System Recovery
Summary
Exam Essentials
Review Questions

Chapter 6: Maintaining System Startup and
Services



Looking at init
Managing systemd Systems
Managing SysV init Systems
Digging Deeper into systemd
Summary
Exam Essentials
Review Questions

Chapter 7: Configuring Network Connections
Configuring Network Features
Command-Line Networking Tool
Basic Network Troubleshooting
Advanced Network Troubleshooting
Summary
Exam Essentials
Review Questions

Chapter 8: Comparing GUIs
Focusing on the GUI
Serving Up the GUI
Using Remote Desktops
Forwarding
Summary
Exam Essentials
Review Questions

Chapter 9: Adjusting Localization Options
Understanding Localization
Setting Your Locale
Looking at Time
Summary



Exam Essentials
Review Questions

PART III: Managing Your System
Chapter 10: Administering Users and Groups

Managing User Accounts
Managing Groups
Setting Up the Environment
Querying Users
Managing Disk Space Usage
Summary
Exam Essentials
Review Questions

Chapter 11: Handling Storage
Storage Basics
Partitioning Tools
Understanding Filesystems
Formatting Filesystems
Mounting Filesystems
Managing Filesystems
Storage Alternatives
Summary
Exam Essentials
Review Questions

Chapter 12: Protecting Files
Understanding Backup Types
Looking at Compression Methods
Comparing Archive and Restore Utilities
Securing Offsite/Off-System Backups



Checking Backup Integrity
Summary
Exam Essentials
Review Questions

Chapter 13: Governing Software
Working with Source Code
Packaging Applications
Using Application Containers
Summary
Exam Essentials
Review Questions

Chapter 14: Tending Kernel Modules
Exploring Kernel Modules
Installing Kernel Modules
Removing Kernel Modules
Summary
Exam Essentials
Review Questions

PART IV: Securing Your System
Chapter 15: Applying Ownership and Permissions

Looking at File and Directory Permissions
Access Control Lists
Context-Based Permissions
Understanding Linux User Types
Restricting Users and Files
Summary
Exam Essentials
Review Questions



Chapter 16: Looking at Access and Authentication
Methods

Getting to Know PAM
Exploring PKI Concepts
Using SSH
Using VPN as a Client
Summary
Exam Essentials
Review Questions

Chapter 17: Implementing Logging Services
Understanding the Importance of Logging
Basic Logging Using rsyslog
Journaling with systemd-journald
Summary
Exam Essentials
Review Questions

Chapter 18: Overseeing Linux Firewalls
Providing Access Control
Looking at Firewall Technologies
Forwarding IP Packets
Dynamically Setting Rules
Summary
Exam Essentials
Review Questions

Chapter 19: Embracing Best Security Practices
User Security
Network Security
Summary



Exam Essentials
Review Questions

PART V: Troubleshooting Your System
Chapter 20: Analyzing System Properties and
Remediation

Troubleshooting the Network
Troubleshooting Storage Issues
Troubleshooting the CPU
Troubleshooting Memory
Surviving a Lost Root Password
Summary
Exam Essentials
Review Questions

Chapter 21: Optimizing Performance
Looking at Processes
Monitoring Processes in Real Time
Managing Processes
Summary
Exam Essentials
Review Questions

Chapter 22: Investigating User Issues
Troubleshooting Access
Examining File Obstacles
Exploring Environment and Shell Issues
Summary
Exam Essentials
Review Questions

Chapter 23: Dealing with Linux Devices



Communicating with Linux Devices
Working with Devices
Using Hot-Pluggable Devices
Summary
Exam Essentials
Review Questions

Chapter 24: Troubleshooting Application and
Hardware Issues

Dealing with Storage Problems
Uncovering Application Permission Issues
Analyzing Application Dependencies
Looking at SELinux Context Violations
Exploring Firewall Blockages
Troubleshooting Additional Hardware Issues
Summary
Exam Essentials
Review Questions

PART VI: Automating Your System
Chapter 25: Deploying Bash Scripts

The Basics of Shell Scripting
Advanced Shell Scripting
Writing Script Programs
Summary
Exam Essentials
Review Questions

Chapter 26: Automating Jobs
Running Scripts in Background Mode
Running Scripts without a Console



Sending Signals
Job Control
Running Like Clockwork
Summary
Exam Essentials
Review Questions

Chapter 27: Controlling Versions with Git
Understanding Version Control
Setting Up Your Git Environment
Committing with Git
Tags
Merging Versions
Summary
Exam Essentials
Review Questions

PART VII: Realizing Virtual and Cloud Environments
Chapter 28: Understanding Cloud and
Virtualization Concepts

Considering Cloud Services
Understanding Virtualization
Exploring Containers
Summary
Exam Essentials
Review Questions

Chapter 29: Inspecting Cloud and Virtualization
Services

Focusing on VM Tools
Understanding Bootstrapping
Exploring Storage Issues



Considering Network Configurations
Summary
Exam Essentials
Review Questions

Chapter 30: Orchestrating the Environment
Understanding Orchestration Concepts
Provisioning the Data Center
Looking at Container Orchestration Engines
Summary
Exam Essentials
Review Questions

Appendix: Answers to the Review Questions
Chapter 2: Introduction to Services
Chapter 3: Managing Files, Directories, and  Text
Chapter 4: Searching and Analyzing Text
Chapter 5: Explaining the Boot Process
Chapter 6: Maintaining System Startup and
Services
Chapter 7: Configuring Network Connections
Chapter 8: Comparing GUIs
Chapter 9: Adjusting Localization Options
Chapter 10: Administering Users and Groups
Chapter 11: Handling Storage
Chapter 12: Protecting Files
Chapter 13: Governing Software
Chapter 14: Tending Kernel Modules
Chapter 15: Applying Ownership and Permissions
Chapter 16: Looking at Access and Authentication
Methods



Chapter 17: Implementing Logging Services
Chapter 18: Overseeing Linux Firewalls
Chapter 19: Embracing Best Security Practices
Chapter 20: Analyzing System Properties and
Remediation
Chapter 21: Optimizing Performance
Chapter 22: Investigating User Issues
Chapter 23: Dealing with Linux Devices
Chapter 24: Troubleshooting Application and
Hardware Issues
Chapter 25: Deploying Bash Scripts
Chapter 26: Automating Jobs
Chapter 27: Controlling Versions with Git
Chapter 28: Understanding Cloud and
Virtualization Concepts
Chapter 29: Inspecting Cloud and Virtualization
Services
Chapter 30: Orchestrating the Environment

Index
End User License Agreement

List of Tables
Chapter 1

TABLE 1.1 Hardware requirements for using a
single distribution at a time
TABLE 1.2 Hardware requirements for using a
virtualization product

Chapter 2



TABLE 2.1 Common Internet well-known port
numbers

Chapter 3
TABLE 3.1 The ls command's commonly used
options
TABLE 3.2 The cp command's commonly used
options
TABLE 3.3 The mv command's commonly used
options
TABLE 3.4 The rsync command's commonly used
local copy options
TABLE 3.5 The rm command's commonly used
options
TABLE 3.6 The pr command's useful file display
options
TABLE 3.7 The diff command's commonly used
options
TABLE 3.8 The locate command's commonly used
options
TABLE 3.9 The find command's commonly used
options and expressions

Chapter 4
TABLE 4.1 The cut command's commonly used
options
TABLE 4.2 The grep command's commonly used
options
TABLE 4.3 The sort command's commonly used
options



TABLE 4.4 The cat command's commonly used
options
TABLE 4.5 The printf command's commonly used
FORMAT settings
TABLE 4.6 The wc command's commonly used
options
TABLE 4.7 Commonly used redirection operators
TABLE 4.8 Commonly used vim command mode
moving commands
TABLE 4.9 Commonly used vim Ex mode commands
TABLE 4.10 The sed command's commonly used
options
TABLE 4.11 The gawk command's commonly used
options

Chapter 5
TABLE 5.1 GRUB Legacy global commands

Chapter 6
TABLE 6.1 Commonly used system boot target unit
files
TABLE 6.2 Commonly used service unit file [Unit]
section directives
TABLE 6.3 Commonly used service unit file
[Service] section directives
TABLE 6.4 Commonly used service unit file
[Install] section directives
TABLE 6.5 Commonly used systemctl service
management commands
TABLE 6.6 Convenient systemctl service status
commands



TABLE 6.7 Operational statuses provided by
systemctl is-system-running

TABLE 6.8 Common systemd-analyze commands
TABLE 6.9 Red Hat–based distribution SysV init
runlevels
TABLE 6.10 Debian-based distribution SysV init
runlevels
TABLE 6.11 Commonly used service utility
commands
TABLE 6.12 Commonly used chkconfig utility
formats
TABLE 6.13 Commonly used timer unit file [Timer]
section directives

Chapter 7
TABLE 7.1 Linux network configuration files
TABLE 7.2 The ip utility command options
TABLE 7.3 Network interface bonding modes
TABLE 7.4 The netcat command options

Chapter 8
TABLE 8.1 GNOME shell desktop environment
default components
TABLE 8.2 KDE Plasma desktop environment
default components
TABLE 8.3 Cinnamon desktop environment default
components
TABLE 8.4 MATE desktop environment default
components



TABLE 8.5 Common visual impairment accessibility
settings
TABLE 8.6 Common hand and finger impairment
accessibility settings

Chapter 9
TABLE 9.1 The date format command sequences

Chapter 10
TABLE 10.1 A few vital /etc/login.defs directives
TABLE 10.2 A few vital /etc/default/useradd
directives
TABLE 10.3 The /etc/passwd file's record fields
TABLE 10.4 The /etc/shadow file's record fields
TABLE 10.5 The useradd command's commonly used
options
TABLE 10.6 The passwd command's commonly used
options
TABLE 10.7 The usermod command's commonly used
options
TABLE 10.8 A few environment variables associated
with a user environment
TABLE 10.9 The id command's commonly used
options

Chapter 11
TABLE 11.1 Common fdisk commands
TABLE 11.2 Common gdisk commands
TABLE 11.3 Common Linux FHS folders
TABLE 11.4 Linux LVM commands

Chapter 12



TABLE 12.1 The cpio command's commonly used
options
TABLE 12.2 The tar command's commonly used
tarball creation options
TABLE 12.3 The tar command's commonly used
archive verification options
TABLE 12.4 The tar command's commonly used file
restore options
TABLE 12.5 The dd command's commonly used
operands
TABLE 12.6 The scp command's commonly used
copy options
TABLE 12.7 The sftp command's commonly used
commands

Chapter 13
TABLE 13.1 Linux compression methods
TABLE 13.2 The dpkg command actions
TABLE 13.3 The rpm command actions
TABLE 13.4 The apt program action commands
TABLE 13.5 The dnf action commands

Chapter 15
TABLE 15.1 Octal mode permissions
TABLE 15.2 Results from common umask values for
files and directories
TABLE 15.3 The ulimit command options
TABLE 15.4 Linux file and directory attributes

Chapter 16



TABLE 16.1 TYPE in /etc/pam.d/ configuration file
records
TABLE 16.2 The CONTROL-FLAG settings for /etc/pam.d/
configuration file reco...
TABLE 16.3 The MODULE-OPTIONS for password reuse
prevention
TABLE 16.4 Common password quality directives in
the pwquality.conf file
TABLE 16.5 Key pam_tally2.so and pam_faillock.so
module options
TABLE 16.6 Various distros' OpenSSH package
names
TABLE 16.7 Primary OpenSSH configuration files

Chapter 17
TABLE 17.1 The syslog protocol facility values
TABLE 17.2 The syslog protocol severity values
TABLE 17.3 The journalctl command options
TABLE 17.4 The journalctl matches parameter

Chapter 18
TABLE 18.1 The predefined firewalld zones
TABLE 18.2 The iptables command's commonly
used options
TABLE 18.3 The iptables command's commonly
used chain options
TABLE 18.4 The ufw commands to control state and
view status
TABLE 18.5 The ufw command's commonly used
arguments



TABLE 18.6 The ufw command's full syntax common
settings

Chapter 19
TABLE 19.1 PAM password standard directives
TABLE 19.2 The PAM password complexity
directives

Chapter 20
TABLE 20.1 Commands to check for high latency,
saturation
TABLE 20.2 Basic iperf client-side options
TABLE 20.3 Commands to find failing/faulty
network adapters
TABLE 20.4 Listing Wireshark GUI and tshark
package names
TABLE 20.5 Commands to check for incorrect MAC
mappings or duplicates
TABLE 20.6 Commands to research name server
responses
TABLE 20.7 I/O schedulers

Chapter 21
TABLE 21.1 The top CPU categories
TABLE 21.2 The top interactive commands
TABLE 21.3 Linux process signals

Chapter 22
TABLE 22.1 Directory permission effects

Chapter 23
TABLE 23.1 The lspci command-line options



TABLE 23.2 The lsusb command options
TABLE 23.3 The udevadm commands

Chapter 25
TABLE 25.1 Condition tests

Chapter 26
TABLE 26.1 The jobs command parameters
TABLE 26.2 Commonly used timer unit file [Timer]
section directives

Chapter 28
TABLE 28.1 The docker utility commands

List of Illustrations
Chapter 1

FIGURE 1.1 Learning space using Oracle
VirtualBox
FIGURE 1.2 openSUSE tty3 terminal

Chapter 2
FIGURE 2.1 The Linux modular email environment
FIGURE 2.2 A sample LDAP directory tree

Chapter 3
FIGURE 3.1 The tree command output
FIGURE 3.2 Hard link file relationship
FIGURE 3.3 Soft-link file relationship
FIGURE 3.4 Using the more pager
FIGURE 3.5 Using the less pager

Chapter 4



FIGURE 4.1 Using the nano text editor
FIGURE 4.2 Using the vim text editor

Chapter 5
FIGURE 5.1 Editing an Ubuntu GRUB2 menu entry
FIGURE 5.2 The Rocky Linux Grub boot menu with
multiple kernel options

Chapter 7
FIGURE 7.1 Network Manager showing a wireless
network connection
FIGURE 7.2 The Network Connections window
FIGURE 7.3 The Network Manager nmtui command-
line tool
FIGURE 7.4 Using mtr to monitor network
connectivity to a server
FIGURE 7.5 The wireshark network analysis window

Chapter 8
FIGURE 8.1 The GNOME Shell desktop
environment
FIGURE 8.2 The KDE Plasma desktop environment
FIGURE 8.3 The Cinnamon desktop environment
FIGURE 8.4 The MATE desktop environment
FIGURE 8.5 Universal Access top panel menu in
GNOME Shell
FIGURE 8.6 Serving the GUI components
FIGURE 8.7 Using TigerVNC
FIGURE 8.8 Using Xrdp



FIGURE 8.9 Using local SSH port forwarding with
TigerVNC
FIGURE 8.10 Forwarding X11

Chapter 9
FIGURE 9.1 The language option in a Rocky Linux
8 installation

Chapter 10
FIGURE 10.1 Adding a user account

Chapter 11
FIGURE 11.1 The GParted interface
FIGURE 11.2 The Linux virtual directory structure
divided between two drives...
FIGURE 11.3 The Linux LVM layout

Chapter 13
FIGURE 13.1 The Ubuntu Software package
graphical tool
FIGURE 13.2 The Rocky Linux software package
graphical tool

Chapter 15
FIGURE 15.1 File and directory permissions as
displayed in the ls output

Chapter 16
FIGURE 16.1 The PAM module stack process
FIGURE 16.2 Asymmetric encryption example

Chapter 18
FIGURE 18.1 The packet processing chain

Chapter 21



FIGURE 21.1 The output of the top command
FIGURE 21.2 The output from the htop command
tree view

Chapter 23
FIGURE 23.1 The standard Linux graphics
environment
FIGURE 23.2 The CUPS main web page

Chapter 27
FIGURE 27.1 Conceptual depiction of the Git
environment
FIGURE 27.2 MWGuard remote repository

Chapter 28
FIGURE 28.1 Cloud computing methods
FIGURE 28.2 The IaaS cloud model
FIGURE 28.3 The PaaS cloud model
FIGURE 28.4 The SaaS cloud model
FIGURE 28.5 Separating application resources
FIGURE 28.6 Server virtualization concept
FIGURE 28.7 Type I hypervisors
FIGURE 28.8 Type II hypervisors
FIGURE 28.9 Running an application in a container

Chapter 29
FIGURE 29.1 Virtual Machine Manager
FIGURE 29.2 Virtual machine using a virtual switch
FIGURE 29.3 Virtual proxy server

Chapter 30



FIGURE 30.1 Basic app container life cycle





CompTIA®
Linux+ Study Guide
Exam XK0-005
Fifth Edition
 

Richard Blum

Christine Bresnahan

 
 



Copyright © 2022 by John Wiley & Sons, Inc. All rights reserved.
Published by John Wiley & Sons, Inc., Hoboken, New Jersey.
Published simultaneously in Canada.
978-1-119-87894-0
978-1-119-87895-7 (ebk.)
978-1-119-87896-4 (ebk.)
No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording, scanning, or otherwise, except as permitted under Section 107 or
108 of the 1976 United States Copyright Act, without either the prior written
permission of the Publisher, or authorization through payment of the
appropriate per-copy fee to the Copyright Clearance Center, Inc., 222
Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 750-4470, or
on the web at www.copyright.com. Requests to the Publisher for permission should
be addressed to the Permissions Department, John Wiley & Sons, Inc., 111
River Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online
at www.wiley.com/go/permission.
Trademarks: WILEY, the Wiley logo, and the Sybex logo are trademarks or
registered trademarks of John Wiley & Sons, Inc. and/or its affiliates, in the
United States and other countries, and may not be used without written
permission. CompTIA is a registered trademark of the Computing Technology
Industry Association, Inc. All other trademarks are the property of their
respective owners. John Wiley & Sons, Inc. is not associated with any product
or vendor mentioned in this book.
Limit of Liability/Disclaimer of Warranty: The publisher and the author
make no representations or warranties with respect to the accuracy or
completeness of the contents of this work and specifically disclaim all
warranties, including without limitation warranties of fitness for a particular
purpose. No warranty may be created or extended by sales or promotional
materials. The advice and strategies contained herein may not be suitable for
every situation. This work is sold with the understanding that the publisher is
not engaged in rendering legal, accounting, or other professional services. If
professional assistance is required, the services of a competent professional
person should be sought. Neither the publisher nor the author shall be liable
for damages arising herefrom. The fact that an organization or Website is
referred to in this work as a citation and/or a potential source of further
information does not mean that the author or the publisher endorses the
information the organization or Website may provide or recommendations it
may make. Further, readers should be aware the Internet Websites listed in this
work may have changed or disappeared between when this work was written
and when it is read.
For general information on our other products and services or for technical
support, please contact our Customer Care Department within the United

http://www.copyright.com/
http://www.wiley.com/go/permission


States at (800) 762-2974, outside the United States at (317) 572-3993 or fax
(317) 572-4002.
Wiley also publishes its books in a variety of electronic formats. Some content
that appears in print may not be available in electronic formats. For more
information about Wiley products, visit our web site at www.wiley.com.
Library of Congress Control Number: 2022930210
Cover image: © Jeremy Woodhouse/Getty Images
Cover design: Wiley

http://www.wiley.com/


Acknowledgments
First, all glory and praise go to God, who through His Son,
Jesus Christ, makes all things possible and gives us the gift
of eternal life.
Many thanks go to the fantastic team of people at Sybex for
their outstanding work on this project. Thanks to Kenyon
Brown, the senior acquisitions editor, for offering us the
opportunity to work on this book. Also thanks to Kim
Wimpsett, the development editor, for keeping things on
track and making the book more presentable. Thanks, Kim,
for all your hard work and diligence. The technical
proofreader, David Clinton, did a wonderful job of double-
checking all of the work in the book in addition to making
suggestions to improve the content. Thanks also goes to the
young and talented Daniel Anez (theanez.com) for his
illustration work. We would also like to thank Carole Jelen
at Waterside Productions, Inc., for arranging this
opportunity for us and for helping us out in our writing
careers.
Rich would particularly like to thank his wife Barbara for
enduring his grouchy attitude during this project and
helping to keep up his spirits with baked goods.

http://theanez.com/


About the Authors
Richard Blum, CompTIA Linux+ ce, CompTIA Security+
ce, LPIC-1, has also worked in the IT industry for more
than 35 years as both a system and network administrator,
and he has published numerous Linux and open source
books. Rich is an online instructor for Linux and web
programming courses that are used by colleges and
universities across the United States. When he is not being
a computer nerd, Rich enjoys spending time with his wife
Barbara and his two daughters, Katie and Jessica.
Christine Bresnahan, CompTIA Linux+, LPIC-1, started
working with computers more than 35 years ago in the IT
industry as a system administrator. Christine is an adjunct
professor at Ivy Tech Community College, where she
teaches Linux certification and Python programming
classes. She also writes books and produces instructional
resources for the classroom.


