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Preface

Data is the essential element of contemporary society. This generation has evolved
into a data-informed society. Advancements in technology in various forms cata-
pult this evolution. Organizations utilize data for better decision-making, customer-
centric facilities, and target marketing. Data repurposing is another emerging field,
mainly used in the medical/pharmaceutical domain. With the emergence of data at a
faster rate, the following quote has become appropriate over time, “Data is the new
Soil, Let us cultivate it.” It is a buzzword and a fizzy word these days. The internet is
becoming a data facilitator not only for researchers but also for home-makers, kids,
and businesses. It is becoming a critical part of our lives in a growing data-driven
society. The Internet of Things has changed the world forever. Research, Academia,
Government and Private sectors, Medical institutes, Cultural heritage, meteorolog-
ical institutions, etc., generate, utilize and share a huge amount of data. This massive
use of data comes with many challenges for individuals, institutions, societies, and
states.

Considering the widespread relevance of the data today, it is easy to understand
how precious it is. Data-driven decision-making provides an ease to individuals, but
there is a need to maintain privacy, confidentiality, and security of the data. Ethical
data handling practices play a crucial role in a data-informed society.

Data pertaining to a living being is primarily a property of that being. Hence,
proper permission is required for anyone else to use that private property. Some vital
questions are: Has a living being got absolute authority over its data? Can a living
being use its data? What is the right of others over the data of a person? Has the state
got any authority over the data of a living being?

Living beings can generally be classified into plants, animals, and human beings.
Although it is not a proper biological taxonomy, this classification is based on the
activities and the nature of domestication of living beings. Data related to plants and
animals have to be collected and used concerning the state’s laws. However, data
pertaining to human beings have to be treated respecting the person from whom the
data is collected and the state laws that govern it. In various cases, the dependent and
independent human beings have to be treated separately as far as data collection and
data use are concerned.
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vi Preface

Religions and social settings haveplayed essential roles in determining the founda-
tions of ethics. The foundation of ethics laid upon the ‘good’ and ‘bad,’ and ‘right’ and
‘wrong.’ The perspectives are absolute as well as contextual. Ethics has to be thought
about as evolutionary. It is because several concerns in ethics have been replaced and
reworked in the various stages of history and context. The theories such as teleolog-
ical, axiological, deontological, formalistic, naturalistic, intuitionistic, non-cognitive,
etc., are to be considered in any formal discussion on ethics.

In close association with the data comes the intellectual property of living organ-
isms. One question is important: Should intelligence be restricted to natural intelli-
gence? How much authority does one person have over one’s intellect? How much
does one person owe to the state and society for one’s intelligence? When consid-
ering the technical term ‘Intellectual Property,’ it primarily refers to an individual’s
‘creative outputs.’ Has an individual got absolute authority over one’s creative
outputs? International and national regulations and directives on intellectual property
and intellectual property rights from multiple perspectives have to be discussed.

What to Expect from This Book

This book gives a thorough and systematic introduction to Data, Data Sources,
Dimensions of Data, Privacy, and Security Challenges associated with Data, Ethics,
Laws, IPR Copyright, and Technology Law. This book will help students, scholars,
and practitioners to understand the challenges while dealing with data and its ethical
and legal aspects. The book focuses on emerging issues while working with the Data.

Who This Book is For

This book is primarily aimed at the general public, who need to know about multiple
aspects of dealingwith the data. Particularly, this book comes as a ready-to-refer short
handbook for the people involved in the data-related industry, viz., data scientists. As
an emerging field of higher education, data science programmes can use this book
as a reference book.

Road Map

• Chapter 1 covers the concept of Data, its type, and sources. It also introduces the
various facets of the data, the science of data, data ownership, and the FAIR data
principles (Findable, Accessible, Interoperable, and Reusable). The importance
of use/abuse and overuse of the data. In the current era of the information world
of faster data harvesting, data theft and misuse of the data is a critical concern.



Preface vii

• Chapter 2 of this book underlines what data privacy entails and its relevance
and importance to individuals in a growing digitized world. The right to privacy
and the ethics concerning data collection from individuals is discussed nuanced,
tracing constitutional recognitions and governmental rulings of an individual’s
privacy as a fundamental right. The chapter also presents the legal disputes and
cases concerning data privacy as instances to support the information furnished.
The chapter thus comprehensively explores the intricacy of data privacy and its
evolution.

• Chapter 3 focuses on the security aspect associated with the data. This chapter
presents various types of security breaches and mechanisms to control them. The
Data Security and Information Technology Act is also covered in this chapter.

• Chapter 4 looks at the ethical aspect associated with data and data science.
The concept of data ownership is presented in this chapter. The importance of
Informed Consent and Institutional Review Board (IRB) along with repurposing
and research ethics are also covered.

• Chapter 5 presents the concept of Intellectual PropertyRights (IPR) andCopyright
Law.

Bengaluru, India Samiksha Shukla
Jossy P. George

Kapil Tiwari
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