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Introduction

Welcome to Hacking For Dummies, 7th Edition. This
book outlines — in plain English — computer hacking
tricks and techniques that you can use to assess the
security of your information systems, find the
vulnerabilities that matter, and fix the weaknesses before
criminal hackers and malicious insiders take advantage
of them. This hacking is the professional, aboveboard,
and legal type of security testing — which I refer to as
vulnerability and penetration testing or ethical hacking
throughout the book.

Computer and network security is a complex subject and
an ever-moving target. You must stay on top of it to
ensure that your information is protected from the bad
guys and their exploits, including the growing challenges
associated with ransomware. The techniques and tools
outlined in this book can help.

You could implement all the security technologies and
other best practices possible, and your network
environment might be secure — as far as you know. But
unless and until you understand how malicious attackers
think, apply that knowledge, and use the right tools to
assess your systems from their point of view, it’s
practically impossible to have a true sense of how secure
your systems and information really are.

Ethical hacking (or, more simply, security assessments),
which encompasses formal and methodical vulnerability
and penetration testing, is necessary to find security
flaws and to validate that your information systems are
truly secure on an ongoing basis.

Given the COVID-19 situation, ensuring security is
especially critical today. With so many people working



from home and outside the traditional enterprise
network security controls, hacking and related breaches
are off the charts. It’s clear that businesses are having to
adapt to new ways of working. IT and security
professionals are also grappling with the associated
emerging technologies, and that’s only further
complicating security. It’s a tricky place to be and not an
enviable position. Still, it represents an opportunity for
learning and improving, so it’s not all bad.

This book will help you successfully navigate the
craziness of the world as it relates to IT and security. I'll
also help you implement a proper vulnerability and
penetration testing program, perform the right security
checks, and put the necessary countermeasures in place
to keep external hackers and malicious users in check.

About This Book

Hacking For Dummaies is a reference guide for hacking
your systems to improve security and minimize business
risks. The security testing techniques are based on
written and unwritten rules of computer system
vulnerability and penetration testing and information
security best practices. This book covers everything from
establishing your testing plan to assessing your systems
to plugging the holes and managing an ongoing security
testing program.

Realistically, for most networks, operating systems, and
applications, thousands of possible vulnerabilities exist. I
don’t cover them all, but I do cover the big ones on
various platforms and systems that I believe contribute
to most security problems in business today. I cover
basic Pareto principle (80/20 rule) stuff, with the goal of
helping you find the 20 percent of the issues that create
80 percent of your security risks. Whether you need to



assess security vulnerabilities on a small home-office
network, a medium-size corporate network, or across a
large enterprise, Hacking For Dummies provides the
information you need.

This book includes the following features:

» Various technical and nontechnical tests and their
detailed methodologies

» Specific countermeasures to protect against hacking
and breaches

Before you start testing your systems, familiarize
yourself with the information in Part 1 so that you're
prepared for the tasks at hand. The adage “If you fail to
plan, you plan to fail” rings true for the security
assessment process. You must have a solid game plan in
place if you're going to be successful.

Foolish Assumptions

Disclaimer: This book is intended solely for information
technology (IT) and information security professionals to
test the security of their (or their clients’) systems in an
authorized fashion. If you choose to use the information
in this book to hack or break into computer systems
maliciously and without authorization, you’'re on your
own. Neither I (the author) nor anyone else associated
with this book shall be liable or responsible for any
unethical or criminal choices that you might make and
execute using the methodologies and tools that I
describe.

Okay, now that that’s out of the way, let’s get to the good
stuff! This book is for you if you're a network
administrator, IT or information security manager,
security consultant, security auditor, compliance



manager, or otherwise interested in finding out more
about evaluating computer systems, software, and IT
operations for security flaws and, of course, making long-
term improvements.

I also make a few assumptions about you, the aspiring
information technology (IT) or security professional:

» You're familiar with basic computer, network, and
information security concepts and terms.

» You have access to a computer and a network on
which to use these techniques and tools.

» You have the go-ahead from your employer or your
client to perform the hacking techniques described in
this book.

Icons Used in This Book

Throughout this book, you’ll see the following icons in
the margins.

rememeer 1 N1S iCcON points out information that’s worth
committing to memory.

warnine 1his icon points out information that could have a
negative effect on your vulnerability and penetration
testing efforts — so please read it!

ne  This icon refers to advice that can highlight or
clarify an important point.



5
TECHNICAL . . . . . . )
sture  1'his icon points out technical information that’s
interesting but not vital to your understanding of the

topic being discussed.

Beyond the Book

First off, be sure to check out the Cheat Sheet associated
with this book. You can access the Cheat Sheet by
visiting dummies.com and searching for Hacking For
Dummies. The Cheat Sheet is a great way to get you
pointed in the right direction or get you back on track
with your security testing program if needed.

Also, be sure to check out my website
www.principlelogic.com, especially the Resources page.

Where to Go from Here

The more you know about how external hackers and
rogue insiders work and how your systems should be
tested, the better you're able to secure your computer
and network systems. This book provides the foundation
you need to develop and maintain a successful security
assessment and vulnerability management program to
minimize business risks.

Depending on your computer and network
configurations, you may be able to skip certain chapters.
For example, if you aren’t running Linux or wireless
networks, you can skip those chapters. Just be careful.
You may think you’re not running certain systems, but
they could very well be on your network, somewhere,
waiting to be exploited.


http://www.principlelogic.com/

Keep in mind that the high-level concepts of security
testing won’t change as often as the specific
vulnerabilities you protect against. Vulnerability and
penetration testing will always remain both an art and a
science in a field that’s ever-changing. You must keep up
with the latest hardware and software technologies,
along with the various vulnerabilities that come about
day after day and month after month. The good news is
the vulnerabilities are often very predictable and,
therefore, easy to discover and resolve.

You won't find a single best way to hack your systems, so
tweak this information to your heart’s content. And
happy hacking!



Part 1

Building the Foundation
for Security Testing




IN THIS PART ...

Discover the basics of vulnerability and penetration
testing.

Get a look inside a hacker’s head to understand why and
how they do what they do.

Develop a security testing plan.

Understand the methodology for finding the most (and
best) vulnerabilities.



Chapter 1

Introduction to
Vulnerability and
Penetration Testing

IN THIS CHAPTER

» Understanding hackers’ and malicious users’
objectives

» Examining how the security testing process
came about

» Recognizing what endangers your computer
systems

» Starting to use the process for security testing

This book is about testing your computers and networks
for security vulnerabilities and plugging the holes you
find before the bad guys get a chance to exploit them.

Straightening Out the
lerminology

Everyone has heard of hackers and malicious users.
Many people have even suffered the consequences of
their criminal actions. Who are these people, and why do
you need to know about them? The next few sections
give you the lowdown on these attackers.



rememeer [N this book, I use the following terminology:

»

»

»

Hackers (or external attackers) try to compromise
computers, sensitive information, and even entire
networks for ill-gotten gains — usually from the
outside — as unauthorized users. Hackers go for
almost any system they think they can compromise.
Some prefer prestigious, well-protected systems, but
hacking into anyone’s system increases an attacker’s
status in hacker circles.

Malicious users (external or internal attackers, often
called black-hat hackers) try to compromise
computers and sensitive information from the outside
(such as customers or business partners) or the inside
as authorized and trusted users. Malicious users go
for systems that they believe they can compromise for
ill-gotten gains or revenge, because they may have
access or knowledge of a system that gives them a leg
up.

Malicious attackers are, generally speaking, both
hackers and malicious users. For the sake of
simplicity, I refer to both as hackers and specify
hacker or malicious user only when I need to
differentiate and drill down further into their unique
tools, techniques, and ways of thinking.

Ethical hackers (or good guys), often referred to as
white-hat hackers or penetration testers, hack systems
to discover vulnerabilities to protect against
unauthorized access, abuse, and misuse. Information
security researchers, consultants, and internal staff fall
into this category.



Hacker

Hacker has two meanings:

» Traditionally, hackers like to tinker with software or
electronic systems. Hackers enjoy exploring and
learning how computer systems operate. They love
discovering new ways to work — both mechanically
and electronically.

» Over the years, hacker has taken on a new meaning:
someone who maliciously breaks into systems for
personal gain. Technically, these criminals are
crackers (criminal hackers). These “crackers” break
into — or crack — systems with malicious intent. They
seek fame, intellectual property, profit, or even
revenge. They modify, delete, and steal critical
information, and they spread ransomware and take
entire networks offline, often bringing large
corporations and government agencies to their knees.

warnine DON’'t get me started on how pop culture and
the media have hijacked the word hack, from life
hacking to so-called election meddling. Marketers,
politicians, and media strategists know that the
average person doesn’t understand the term hacking,
so many of them use it however they desire to achieve
their goals. Don’t be distracted.

The good-guy (white-hat) hackers don’t like being
lumped in the same category as the bad-guy (black-hat)
hackers. (In case you're curious, the white hat and black
hat come from old Western TV shows in which the good
guys wore white cowboy hats and the bad guys wore
black cowboy hats.) Gray-hat hackers are a bit of both.



Whatever the case, the word hacker often has a negative
connotation.

Many malicious hackers claim that they don’t cause
damage but help others for the greater good of society.
Yeah, whatever. Malicious hackers are electronic
miscreants and deserve the consequences of their
actions.

Be careful not to confuse criminal hackers with security
researchers. Researchers not only hack aboveboard and
develop the amazing tools that we get to use in our work,
but they also (usually) take responsible steps to disclose
their findings and publish their code. Unfortunately,
there is a war going on against legitimate information
security research, and the tools and techniques are often
questioned by government agencies. Some people are
even forced to remove these tools from their websites.

Malicious user

A malicious user — meaning a rogue employee,
contractor, intern, or other user who abuses their trusted
privileges — is a common term in security circles and in
headlines about information breaches. The issue isn’t
necessarily users hacking internal systems but users who
abuse the computer access privileges they’ve been given.
Users ferret through critical database systems to glean
sensitive information, email confidential client
information to the competition or elsewhere to the cloud
to save for later, or delete sensitive files from servers
that they probably didn’t need to have access to in the
first place.

Sometimes, an innocent (or ignorant) insider whose

intent isn’t malicious still causes security problems by
moving, deleting, or corrupting sensitive information.
Even an innocent fat finger on the keyboard can have



dire consequences in the business world. Think about all
the ransomware infections affecting businesses around
the world. All it takes is one click by a careless user for
your entire network to be affected.

Malicious users are often the worst enemies of IT and
information security professionals because they know
exactly where to go to get the goods and don’t need to be
computer-savvy to compromise sensitive information.
These users have the access they need, and management
trusts them — often without question.

Recognizing How
Malicious Attackers Beget
Ethical Hackers

You need protection from hacker shenanigans. Along the
lines of what my father taught me about being smarter
than the machine you’re working on, you have to become
as savvy as the guys who are trying to attack your
systems. A true IT or security professional possesses the
skills, mindset, and tools of a hacker but is trustworthy.
They perform hacks as security tests against systems
based on how hackers think and work and make tireless
efforts to protect the organizations’ network and
information assets.



