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Preface

This book focuses on the “interdisciplinarity” of cyber security and net-
work security which contributes to the emerging dialogue on the direction,
content and techniques involved in the growth and development of cyber
security and network security education and training. The book “Cyber
Security and Network Security: Advances, Applications and Emerging
Trends” presents the latest methodologies and trends in detecting and pre-
venting cyber and network threats. Investigating the potential of current
and emerging security technologies, this publication is an all-inclusive ref-
erence source for academicians, researchers, students, professionals, prac-
titioners, network analysts, and technology specialists interested in the
simulation and application of cyber and computer network protection. It
presents theoretical frameworks and the latest research findings in cyber
security and network security technologies while analyzing malicious
threats which can compromise cyber and network integrity. It discusses
the security and optimization of cyber and computer networks for use in
a variety of disciplines and fields. Touching on such matters as mobile and
VPN security, IP spoofing, and intrusion detection, this edited collection
emboldens the efforts of researchers, academics, and network administra-
tors working in both the public and private sectors. This edited compila-
tion includes chapters covering topics such as attacks and countermeasures,
mobile wireless networking, intrusion detection systems, next-generation
firewalls, and more. Information and communication systems are an
essential component of our society, forcing us to become dependent on
these infrastructures. At the same time, these systems are undergoing a
convergence and interconnection process that, besides its benefits, raises
specific threats to user interests. Citizens and organizations must feel safe
when using cyberspace facilities in order to benefit from its advantages.
The current trends and future directions of diverse Cyber security and
Network Security Research with applications in various domains are cov-
ered in this book. Assaults on computers are gradually becoming one of

XV
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the most common problems on the planet. As the scope of digital misbe-
havior grows, it is critical to look into fresh techniques and advancements
that can aid ensure the internet network’s security. Continuous techno-
logical advancements have necessitated a deliberate approach to security
challenges.

Chapter 1 explores that data security, both inside and outside client
devices, is a very important problem in today’s society, which is primarily
operated through programs interacting over the internet. The MSME sec-
tor and new businesses are primarily moving to the cloud to take advan-
tage of the emerging virtual market prospects and to change their work
culture to the online arena. As a result, workplace communication that
previously took place behind closed doors and in locked storage rooms
with data has transitioned to a more public setting, with files being sent
through the public internet to public facing servers. As many of the servers
for Public/Hybrid Cloud models are owned jointly by two or more parties/
stakeholders, this creates a whole new set of security and compliance issues.
As a result, data in transit, i.e. data moving in and out of the cloud, as well
as data at rest, i.e. data stored in the cloud, must be encrypted so that no
third party can access it without the owner’s permission. Data from a client
application, such as an Enterprise Communication Application, would be
encrypted using updated algorithms and accessible securely through a set
of Access Control capabilities with Least Privilege Access Policies in this
suggested study model. The data is then packaged and sent over SSL Layers
to a server-side application instance running in a public cloud (here)/private
cloud, which decrypts the data and sorts it accordingly before saving it to
object-based storages, NoSQL databases, and ledger databases with high
availability and security at rest. The data at rest is further encrypted, and
when requested, it can be packaged and given back to the client applica-
tion with the essential encryption in transit conditions met. The transac-
tions are carried out using role-based assigning systems and least access
privilege access mode, thus obliterating the ideas of data eavesdropping,
personal security risks, and so on.

Chapter 2 discusses the use of cloud technology which has grown in
recent years. Cloud computing has become an essential component of
modern life. Many businesses have been attracted to relay because of the
on-demand service providing flexibility enabled by cloud technology. It is
not necessary to purchase servers, databases, or other advanced technol-
ogies in order to start a new business. Simultaneously, data security in the
cloud is extremely concerning and necessitates some attention. With the
use of the user’s cloud records, switches, and routers, cybercriminals can
gain access to the user’s systems in a variety of methods. Cloud computing
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is distributed computing, and it is impossible to imagine cloud computing
without these techniques. The security procedures are still in their infancy.
Identifying the cyber criminal’s cybernetic proof is critical. Cloud service
providers rarely give cloud security analysts access to cloud logs or virtual
machine instances. For cyber criminals to abuse cloud computations at any
time, they only need cybernetic evidence. To prevent cyber criminals from
intruding, security procedures must be strengthened. Cloud forensics is
one approach to carry out such tasks. There is a lot of research going on
in this subject, but there are still a lot of problems to tackle. HPCBC is
a high-performance cluster-based computing (HPCBC) technology that
can be employed in IoT and AI applications instead of supercomputers.
HPCBC uses a parallel processing system. Cloud forensics could be given
a new direction with the support of high-performance cluster-based com-
puting, according to this article. Simultaneous imaging and upload, as well
as encryption, are available for the files. With the Remote desktop con-
nection, the files should be processed in real-time stream processing. This
survey article offers a variety of perspectives on cloud forensic methods
and methodologies.

Chapter 3 includes that in the last few decades, cyber-attacks have
become far more common. According to statistics, 12.4 million attacks were
documented in 2009, and this number has since climbed to 812.67 million
known occurrences in 2018. To be fair, these are merely the documented
cases; there are many more. Small cyber attacks to massive Ransom ware
attacks or a mix of several complex cyber attacks that include advanced
exploitation techniques and persistence capacity for long-term infiltration
campaigns. However, the deployment of malware was a common thread
in all of the cyber attacks that have occurred thus far. To counter these
attacks, we must first comprehend malware’s basic structure, functionality,
and impacts on the target. This paper gives an in-depth look at malware
architectures by studying the malware using a technique known as mal-
ware analysis, as well as other related methods that vary based on the type
of malware and a closer look at several types of malware, as well as certain
well-known malware methods.

Chapter 4 discusses that fraud is one of the most common sources of
substantial financial consequences in today’s society, not just for busi-
nesses but also for individual customers. The extraction of user profiles
based on previous transaction data and then deciding whether or not
an incoming transaction is a fraud based on those profiles is an import-
ant approach of detecting fraud. The suggested block-chain technology
enables certified users to securely store, review, and exchange digital data,
facilitating the development of trust, integrity, and transparency in online
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commercial connections. Block-chain systematically examines the resil-
ience of block-chain-based reputation systems, with a focus on the secure
and reliable extraction and transfer of data to customers. Block-chain uses
cryptographic hashes generated from summarized shopping blocks that
are signed and sent to enable a safe and secure online buying experience
without the need for third-party intervention.

In Chapter 5, it is shown that the demand for blockchain-based iden-
tity management systems is especially evident in the internet age; we've
been dealing with identity management issues since the internet’s incep-
tion. Privacy, security, and usability have all been cited as major concerns.
User identities are organized using identity management systems (IDMSs),
which also manage authentication, authorization, and data interchange
over the internet. In addition to a lack of interoperability, single points of
vulnerability, and privacy concerns, such as allowing bulk data collection
and device tracking, traditional identity management systems suffer from
a lack of interoperability, single points of vulnerability, and privacy con-
cerns. Blockchain technology has the potential to alleviate these problems
by allowing users to track who owns their own IDs and authentication cre-
dentials, as well as enabling novel information ownership and administra-
tion frameworks with built-in control and consensus methods. As a result,
the number of blockchain-based identity management solutions, which
can benefit both enterprises and clients, has been fast expanding. We'll
classify these frameworks using scientific criteria based on differences in
blockchain architecture, administration methods, and other important
features. Context is provided by scientific classification, which includes the
depiction of significant concepts, evolving principles, and use cases, as well
as highlighting important security and privacy concerns.

In Chapter 6, the concept of feed forward networks is introduced which
serve as the foundation for recurrent neural networks. Simple writing anal-
ysis is the best analogy for RNN, because the prediction of the next word is
always dependent on prior knowledge of the sentence’s contents. RNN is a
form of artificial neural network that is used to recognize a sequence of data
and then analyze the results in order to predict the outcome. The LSTM is
a type of RNN that consists of a stack of layers with neurons in each layer.
This article also goes into the issues that each technology has as well as pos-
sible remedies. Optimization algorithms alter the features of neural net-
works, such as weights and learning rates, to reduce losses. Optimization
Algorithms in Neural Networks is one of the sections. A section dedicated
to some of the most current in-depth studies on Steganography and neural
network combinations. Finally, for the prior five years, we give an analysis
of existing research on the current study (2017 to 2021).
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In Chapter 7, it has been found that cyber physical systems (CPS) will
be used in the majority of real-time scenarios in the future. The use of such
technologies is unavoidable in order to make the world smarter. However,
as the use of such technologies grows, so does the need for improved pri-
vacy. Users will not be easily used to such systems if the privacy compo-
nent is compromised. Because Cyber Physical Systems use a variety of
heterogeneous sensor data sources, incorporating a high level of privacy
is becoming increasingly difficult for system designers. The applicability of
the precise penalty function and its benefits in increasing the privacy level
of cyber physical systems will be presented in this chapter. We'll compare
this to existing privacy-preserving strategies in cyber-physical systems and
discuss how our suggested privacy framework could be improved in the
future.

In Chapter 8, the increasing demands for the preservation and transit
of multi-media data have been a part of everyday life over the last many
decades. Images and videos, as well as multimedia data, play an import-
ant role in creating an immersive experience. In today’s technologically
evolved society, data and information must be sent rapidly and securely;
nevertheless, valuable data must be protected from unauthorized people.
A deep neural network is used to develop a covert communication and tex-
tual data extraction strategy based on steganography and picture compres-
sion in such work. The original input textual image and cover image are
both pre-processed using spatial steganography, and then the covert text-
based pictures are separated and implanted into the least significant bit of
the cover image picture element. Following that, stego-images are com-
pressed to provide a higher-quality image while also saving storage space
at the sender’s end. After that, the stego-image will be transmitted to the
receiver over a communication link. At the receiver’s end, steganography
and compression are then reversed. This work contains a plethora of issues,
making it an intriguing subject to pursue. The most crucial component
of this task is choosing the right steganography and image compression
method. The proposed technology, which combines image steganography
and compression, achieves higher peak signal-to-noise efficiency.

Chapter 9 shows the number of mobile network-connected devices is
steadily increasing. The 5G network will theoretically provide a speed of
20 gigabits per second, allowing customers to access data at a rate of 100
megabits per second. Around the world, there are estimated to be 5 bil-
lion gadgets. With the advancement of wearable technology, a typical client
can now carry up to two network-connected devices or engage in D2D
communication. Clients are attracted to the 5G network because it adver-
tises reduced inertness information correspondence, faster access and
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data transfer rates, and a more secure nature. As the number of supporters
grows, concerns about information and computerized assurance will grow
in order to keep up with the integrity of data security. Similarly, with any
type of data security, there are always concerns about the safety of clients
and their sensitive information. This chapter will discuss how to secure the
diverse structures that are associated with networks, where these networks
are vulnerable to compromise, well-known attack tactics, and how to avoid
technical discrepancies.

Chapter 10 has explored the modern Information Technology envi-
ronment necessitates increasing the value for money while ignoring the
potency of the gathered components. The rising demand for storage, net-
working, and accounting has fueled the growth of massive, complex data
centers, as well as the big server businesses that manage several current
internet operations, as well as economic, trading, and corporate opera-
tions. A data centre can hold thousands of servers and consume the same
amount of electricity as a small city. The massive amount of calculating
power required to run such server systems controls a variety of conflicts,
including energy consumption, greenhouse gas emissions, substitutes, and
restarting affairs, among others. This is virtualization, which refers to a
group of technologies that cover a wide range of applications and hobbies.
This can be applied to the sectors of hardware and software, as well as inno-
vations on the outskirts of virtualization’s emergence. This study demon-
strates how we proposed using virtualization technologies to gradually
transform a traditional data centre structure into a green data centre. This
study looks into the reasons for the price profits of supporting virtualiza-
tion technology, which is recommended by practically every major com-
pany in the market. This is a technology that can drastically reduce capital
costs in our environment while also almost committing to low operating
costs for the next three years while pursuing the finance. We'll talk about
value in terms of cost and space, with space equating to future cost.

The security of big data is being studied, as well as how to keep the
performance of the data while it is being transmitted over the network.
There have been various studies that have looked into the topic of big data.
Furthermore, many of those studies claimed to provide data security but
failed to maintain performance. Several encryption techniques, includ-
ing RSA and AES, have been utilized in past studies. However, if these
encryption technologies are used, the network system’s performance suf-
fers. To address these concerns, the proposed approach employs compres-
sion mechanisms to minimize the file size before performing encryption.
Furthermore, data is spit to increase the reliability of transmission. Data
has been transferred from multiple routes after the data was separated.
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If any hackers choose to collect that data in an unauthentic method, they
will not be able to obtain complete and meaningful data. By combining
compression and splitting mechanisms with big data encryption, the sug-
gested model has improved the security of big data in a network environ-
ment. Furthermore, using a user-defined port and various pathways during
the split transmission of large data improves the dependability and security
of big data over the network projects in Chapter 11.
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Securing Cloud-Based Enterprise
Applications and Its Data
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Abstract

In today’s world that is run mostly through applications interacting over the inter-
net, data security both inside and outside the client devices is a very critical topic.
MSME sector and the new enterprises coming up are mostly shifting to the cloud
space for grabbing up the opportunities of the virtual market that are coming
up and shifting their work culture to the online space. Thus, the enterprise com-
munication that was mainly happening in offline methods, behind closed doors,
and locked storage rooms with files has now shifted to a more public space, files
being routed through the public internet to public facing servers. Resulting in a
whole new domain of security and compliance problems as many of the servers
for Public/Hybrid Cloud models fall under a joint ownership between two or more
parties/stakeholders. Thus, securing the data in transit, i.e., coming in and out of
the cloud, and the data in rest, i.e., the data lying inside the cloud, needs to be
encrypted such that no third party can access it without the consent of its owner.
In this proposed research model, it is proposed that data from a client application
as in an enterprise communication application are encrypted using modified algo-
rithms which would be accessible securely through a series of access control func-
tionalities with least privilege access policies. The data is further packed up and
are transported over the SSL layers to an server side application instance running
in a public cloud (here)/private cloud which shall decrypt the information coming
through and sorts the data accordingly and further saves them into the object-
based storages, NoSQL, and Ledger databases with high availability and security
at rest. The data at rest is further encrypted, can be packed up, and sent back to
the client application when requested with necessary encryption in transit crite-
ria fulfilled. The transactions are carried out using role-based assigning systems
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and least access privilege access mode, thus successfully stopping the concepts of
threats to privacy, data eavesdropping, threat to personal security, etc.

Keywords: Enterprise, architecture, secure, application, data, cloud, encryption,
threats

1.1 Introduction

Human life is driven by data. In this century, every business decision that
is undertaken is based on derivations of data collected over the years. Data
warehouses and databases are overflowing with ever growing data, but the
main concern at this point of time is the security of both data in transit,
i.e., being sent over the public internet and the security of the data at rest.
Security of the data does not only mean about its confidentiality but also
its availability and integrity.

Due to the rapidly growing virtual market, data is at its abundance as
starting from the startup companies, companies from the MSME sector
and even the traditional core large companies are shifting and changing
their business model to adapt to cloud. Thus, security of the applications
along with the data has become a necessity rather than a choice.

Due to the rapidly increasing demands, which are producing a large
amount of data, the users are facing problems of securely storing that
data in a searchable format. Studies have also suggested that security and
privacy are among the major factors of influencing a consumer’s trust [1,
2]. Some researchers have worked upon the concept of securing the data
through blockchain. However, blockchain integration makes the computa-
tions required, and unnecessarily complex and large computations of the
blockchain are quite unnecessary when thinking of saving data that are
important but come in too frequently. This concept was not introduced
to just storing data cryptographically but from the concept of “transfer of
assets from peer to peer”.

Thus, in our proposed model, our objective is to help the data from
users, (here) an enterprise software transfer their data through the public
network by the use of a web-based software, facilitating encrypted commu-
nications over the public channels and keeping unnecessary computations
to its bare minimum. Data, be it object-based or text or JSON data struc-
ture, can be passed through the system and can be checked up for malware.
If the data transmitted is seen to be coming in through valid credentials
and passes the security checks, then it would be stored in the NoSQL
databases. For object-based files, the files would be checked for security
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exploits, and after passing the checks, it would be checked if the files could
be scaled down and they would be saved over in the object storage buckets.
Logs would be generated for every action undertaken by the user after log
in and those corresponding logs would be added on to immutable ledger
databases for further audits and checks with timestamps, so that every user
in the system is accountable for their actions.

The proposed system has a highly scalable and available architecture.
The number of systems provisioned in the architecture can grow/shrink
according to the load. The proposed system is developed keeping in mind
that the data stored can be queried easily, so that it can serve as a better
alternative to the proposed blockchain systems that are being proposed
widely. The suggested architecture can also check for intrusion and can
perform malware analysis, spam detection, etc.

1.2 Background and Related Works

Every device produces metadata based on the client’s request. For secur-
ing cloud base applications, metadata exchange is also necessary to main-
tain nondisrupting service. Any hacker can easily take advantage of those
metadata and use that for any malicious intention like malware injection
and many others. In this case, a hacker needs to inject malicious code or
service of the valid instance running in the cloud. If the hacker is success-
ful, then the cloud will suffer from deadlocks and eavesdropping which
forces real users to wait until the process is not completed. This type of
attack is also known as metadata spoofing attack. In this way, anyone can
get access to the cloud easily [3, 4].

Imagining that Raspberry Pi is connected to the internet using a wire-
less router and it sends data to the cloud. Here, if any hacker joins the
network, then he places himself between two communicating parties and
relaying messages for them. Here, the hacker is also getting full access to
the data, and he can also monitor and change the contents of messages.

SQL injection is an attack that toxins dynamic SQL statements to com-
ment out certain parts of the statement or append a condition that will
ceaselessly be true. It takes advantage of the planning flaws in poorly
designed net applications to require advantage of SQL statements to exe-
cute malicious SQL code. Thus, in our proposed approach, we have used a
NoSQL database. In a NoSQL database, traditional SQL injection should
not cause a risk to the system.

If only HTTPS is used and data is not encrypted, then it is in read-
able form before being sent to a private network, so it can be manipulated



4  CYBER SECURITY AND NETWORK SECURITY

by any third person intriguing in the system. So, SSL Certificate (Secure
Socket Layers) is used which ensures that it remains impossible for anyone
else other than the receiver and sender to read the data by using encryp-
tion algorithms already integrated in it. However, HTTPS can be decoded
using SSL man in the middle (MITM) through various ways. One of them
is enabling the packet routing feature on hacker machines and running a
DNS spoof so that the victim connects to hacker machine through HTTP/
HTTPS port [5].

In the paper “Security Enhancement for Data Migration in the Cloud”,
J. R. N. Sighom et al. discussed regarding securing data in the cloud are
one of the key roles. To maintain the privacy and security of data, research-
ers have combined several encryption algorithms like IDA (Information
Dispersal Algorithm), SHA 512 (Secure Hash Algorithm), and AES 256
(Advanced Encryption Standard). The encrypted data is split into several
parts. During the decoding process, the validation stages are observed first.
IDA is used after the reconstruction of encrypted data, and it is recon-
verted into the initial data using AES 256. Consistent with the result, the
common execution time is higher when the decoding time process is ver-
ification 1.453 [6].

Researchers have also tried to improve the security of data in the
cloud by using the DES (Data Encryption Standard) and AES (Advanced
Encryption Standard) algorithm together. Cloud computers well describe
the set of resources or services that it offers on the internet, to meet the
requirements of cloud providers [7].

Cloud computing systems have come a long way in implementing
and executing applications in a sandboxed environment minimizing
threat, and maximizing reliability, scalability, availability, and security.
Although there has been much research to make the cloud platforms
interoperable in between multiple organizations by organizing and reor-
ganizing the cloud federation [8, 9], i.e., giving the companies the power
to collaborate and share resources among each other. Multiple federation
architecture is being proposed such as cloud brokering, aggregation, and
cloud bursting and is worked upon to find out the most suitable among
them [10]. However, there have been issues of portability and interop-
erability among them [11]. Primarily, the partially coupled federation
is being followed where the company private servers and the services
hosted on the public cloud are interoperable and there is an understand-
ing and sharing of resources between the servers depending on the flow
of traffic and load.



