A (c HANDBOOK

Human Factors
Handbook for
Process Plant

Operations

T o ‘_ﬂ Improving Process Safety
- : and System Performance
\ N

G.‘?!?.Sfﬁ Y






HUMAN FACTORS HANDBOOK
FOR PROCESS PLANT OPERATIONS






HUMAN FACTORS HANDBOOK
FOR PROCESS PLANT OPERATIONS

Improving Process Safety and
System Performance

CENTER FOR CHEMICAL PROCESS SAFETY
AMERICAN INSTITUTE OF CHEMICAL ENGINEERS
New York, NY

( E An AIChE Technology Alliance

Center for Chemical Process Safety

WILEY



This edition first published 2022
© 2022 the American Institute of Chemical Engineers

A Joint Publication of the American Institute of Chemical Engineers and John Wiley &
Sons, Inc.

All rights reserved. No part of this publication may be reproduced, stored in a
retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise, except as permitted_by law. Advice on how to
obtain permission to reuse material from this title is available at http://www.wiley.com/
go/permissions.

The rights of CCPS to be identified as the author of the editorial material in this work
have been asserted in accordance with law.

Registered Office
John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, USA

Editorial Office
111 River Street, Hoboken, NJ 07030, USA

For details of our global editorial offices, customer services, and more information
about Wiley products visit us at www.wiley.com.

Wiley also publishes its books in a variety of electronic formats and by print-on-demand.
Some content that appears in standard print versions of this book may not be available
in other formats.

Limit of Liability/Disclaimer of Warranty

In view of ongoing research, equipment modifications, changes in governmental
regulations, and the constant flow of information relating to the use of experimental
reagents, equipment, and devices, the reader is urged to review and evaluate the
information provided in the package insert or instructions for each chemical, piece of
equipment, reagent, or device for, among other things, any changes in the instructions
or indication of usage and for added warnings and precautions. While the publisher and
authors have used their best efforts in preparing this work, they make no representations
or warranties with respect to the accuracy or completeness of the contents of this
work and specifically disclaim all warranties, including without limitation any implied
warranties of merchantability or fitness for a particular purpose. No warranty may be
created or extended by sales representatives, written sales materials or promotional
statements for this work. The fact that an organization, website, or product is referred to
in this work as a citation and/or potential source of further information does not mean
that the publisher and authors endorse the information or services the organization,
website, or product may provide or recommendations it may make. This work is sold with
the understanding that the publisher is not engaged in rendering professional services.
The advice and strategies contained herein may not be suitable for your situation. You
should consult with a specialist where appropriate. Further, readers should be aware
that websites listed in this work may have changed or disappeared between when this
work was written and when it is read. Neither the publisher nor authors shall be liable
for any loss of profit or any other commercial damages, including but not limited to
special, incidental, consequential, or other damages.

Library of Congress Cataloging-in-Publication Data Applied for

Cover Design: Wiley
Cover Image: Pand P Studio/Shutterstock, manine99/Shutterstock, agsandrew/Shutterstock

10987654321


http://www.wiley.com/go/permissions

This book is one in a series of process safety guidelines and concept books
published by the Center for Chemical Process Safety (CCPS). Refer to
www.wiley.com/go/ccps for full list of titles in this series.

Itis sincerely hoped that the information presented in this document will lead to
a better safety record for the entire industry; however, neither the American
Institute of Chemical Engineers, its consultants, CCPS Technical Steering
Committee and Subcommittee members, their employers, their employers'
officers and directors, nor Greenstreet Berman, Ltd. and its employees and
subcontractors warrant or represent, expressly or by implication, the correctness
or accuracy of the content of the information presented in this document. As
between (1) American Institute of Chemical Engineers, its consultants, CCPS
Technical Steering Committee and Subcommittee members, their employers, their
employers' officers and directors, and Greenstreet Berman, Ltd., and its
employees and subcontractors, and (2) the user of this document, the user accepts
any legal liability or responsibility whatsoever for the consequence of its use or
misuse.






Human Factors Handbook for Process Plant Operations
is dedicated to

Jack L. McCavit

M

&) ¥ J

7 N

Jack is passionate about process safety, especially in the areas of culture and
human factors. His work, both in his career at Celanese, and after his retirement,
has concentrated on educating workers and industry leaders on the importance
of process safety, the payback of sustaining a great program, and most
importantly, the impact of not making process safety a top priority. Jack had first-
hand experience with the latter when he witnessed a butane vapor cloud explosion
at the Celanese site in Pampa, Texas, in 1987, resulting in three fatalities and
dozens of injuries. Based on his significant and relevant expertise, Jack was
selected as the technical manager for the prominent Baker Panel investigation of
the BP Texas City Explosion in 2005.

Jack is a CCPS Fellow, an AIChE Fellow, and is rumored to be the fifth most famous
Texan in history. He was the committee chair for the CCPS flagship book,
Guidelines for Risk Based Process Safety, and a driving force behind CCPS's Vision
20/20.

It is both an honor and a privilege to see Jack in action!

Louisa A. Nara, CCPSC
CCPS Global Technical Director






Table of Contents

Table Of CONTENLS ..o iX
GlOSSANY totieiieiieiesieetete ettt ettt sttt sb e b et esbeebe e aesbesbeesnebesbeeseens XXiii
ACTONYIMIS oottt ettt ettt ettt b e e b e et s be e b e e beebe e beebesnbesnneenne XXV
ACKNOWIEAZEMENTS ...cueiiiiieicererteeeee st sbe XXVii
FOIEWOIA ..ttt sttt sttt be b XXiX
Part 1: Concepts, principles, and foundational knowledge..........c.ccccccuvuenen. 1
T INErOAUCHION .t 3
1.1 What is “HUmMan Factors? ... 3
1.2 Purpose of this handbooK ... 4
1.3 Why HUMAN FACLOS? c.ooiiriieieieniestcreniesieereste et 7
1.4 The structure of this handbooK.........cccceeeiivininiiiiiininiiiiiins 9
2 Human performance and Error.....c.o e eeverenieinenienieeeesese e 11
2.1 Learning objectives of this Chapter ........cccveveinnencnecnees 11
2.2 Anexample of successful human performance.......c..ccceeueuenees 11
2.3 Anexample of unsuccessful human performance................... 13
2.4  Key learning points from this Chapter.......cccocevevvvenenenecenenne. 17
3 Options for supporting human performance.......cccoceeevvvenencnencnene. 19
3.1 Learning objective of this Chapter .....cccccvvevercvncnienereeeenn, 19
3.2 Types of human performance ......ccoevvnienenccenieneneneesennes 19
3.3  Types of human performance, errors and mistakes................ 21
3.4  Selecting options for supporting human performance............ 30
3.5 Keylearning points from this Chapter......c.cccevevvvenienereeresenne, 34
4 Supporting human capabilities...........ccccovviiicinnniciiicccen, 35
4.1 Learning objectives of this Chapter ........ccccecveveincenienenecnennn 35
4.2 ATENTION ctiieeeee e e 35
4.3 ViGIanCe .ovicieiisiieieiesesectee sttt s saaen 36
44 MEIMOIY ceiiiriiieiterieeeitest ettt st s e st s e s b s sbeebeebesanes 37
4.5  COBNILIVE CAPACILY eevverrirreeiertirienieeiesie sttt sttt saene 38
4.6  Cognitive heuristicS/DIases......ccoevrererenieenenereeesereeeeee 39

4.7  Key learning points from this Chapter.........cccocecvevennennenennne. 41



X Human Factors Handbook
Part 2: Procedures and job @idS .......cccviveveinininenicisieseneeseseseeeesennens 43
5 Human performance and job aids........cocecevrenrenineieneieneesecseeee 45
5.1 Learning objectives of this Chapter ........ccccvvveverncnieneneienennes 45
52  Anexample of a major accident......cocccevveeereinnenenceneeneeens 45
5.3  Therole of job aids in supporting human performance.......... 46
5.4  Approach to developing effective job aids......ccecevveiereveninenns 48
5.5  Key learning points from this Chapter.......cccocevevvcenienerieceneennn, 52
6 Selecting a type of JOD @id ...ccoeevieerinercceec e 53
6.1 Learning objectives of this Chapter ........cccovevevnnienciccnees 53
6.2  Stage 1: Determining the need for a job aid.....c.cccveevrennencns 53
6.3  Stage 2: Selecting the type of job @id.......cccecevivevrcninirieenennn, 62
6.4 Electronic jJob @idS......cocveirreinieireersenieeseee e 67
6.5 Key learning points from this Chapter.......cccocoevvvniencnnccnenne. 68
7 Developing content of @ Job @id......cccoeeveineininenncneee e 69
7.1 Learning objectives of this Chapter ........ccccvvveverniniinenecenenne 69
7.2 Outputs from task analysis .......cccoeevrernereneenneneneereeneeens 69
7.3 Outputs from Hazard Identification and Risk Analysis............. 72
7.4 USer inVoIVeMENt.......cccccivininiiieiiiiiiicciee e 72
7.5  Validation of Job @ids......ccccveineiniircneeeeec s 74
7.6 Keeping job aids Up t0 date ......ccceevevieineneneiceneseeeeeen 75
7.7  Key learning points from this Chapter........ccccevenneinevennenens 76
8 Format and design of job aids .......cccevveeiiinininiciiiincice 77
8.1 Learning objectives of this Chapter .........ccccvevennennceneenenn 77
8.2 Structure and lay0UL.......ccceeruerieirereneeereee e 77
8.3 NaVIiatiON i e 82
8.4  InStructional LAaNGUAEE .....ceeveeeeiririeieieisienieeeeesre s eevesaesnes 84
8.5  Pictorial information .......ccoceeevieivenenieiinenereeseseseee e 87
8.8 ICONS e 88
8.7  Key learning points from this Chapter........cccoverneceneiennenens 90
Part 3: EQUIDMENT......ccoiiiiiiiiiiiii s 91
9 Human Factors in equipment deSign ......cccveveerenenennenenereeeeeee 93
9.1 Learning objectives of this Chapter ........ccccvvveverniniinenecenenne 93
9.2 DefinitioNs ....cccciviviviiiiiiicc 93
9.3  Major accident eXample .....cccoerereneninineneeeesee e 94



Table of Contents xi

9.4 EFTOF TrAPS eeeeeeriieiieeieesieesitesttesie ettt sat e st satesatesaaesatesaresanesanens 96
9.5 How might poor equipment Human Factors cause error?......98
9.6  Example of poor equipment Human Factors ........cccceceenenee. 101
9.7  Supporting human performance by good equipment
AESIEN ottt r e re st nben 103
9.8  Mitigating POOr dESIZN ...c.evveverirreirieinieieririeereceseee e 111
9.9  Key learning points from this Chapter.......ccccceovvnvenennccnenne. 113
Part 4: Operational COMPELENCE ......ccevveirirerieieenereseeeeeseeeeeeeene 115
10 Human performance and operational competency......c..ccccceeevennene 117
10.1  Learning objectives of this Chapter .........cceceeveveneeneennenens 117
10.2  What is COMPELENCY? c.vovvveriiriiieeeerisieteeeeee st 117
10.3 Competency Management......cccccoevverienieniennieeeeeeeeeee 118
10.4 An example of effective Process Safety Competency
MaNAZEMENT ..ot e 121
10.5 An example of gaps in operational competency........c..c........ 122
10.6 Competency influencing factors.......cccvevvrenncnncincennen. 124
10.7 Key learning points from this Chapter......c.cccccvvveveininiennens 125
11 Determining operational competency requirements.........ccccecevvenee 127
11.1  Learning objectives of this Chapter .......cccvevvvnienerecniennens 127
11.2 Identify and define safety critical competency: overview..... 127
11.3  Step 1: Identify safety critical tasks ........coceveveineneniinicnenene 128
11.4  Step 2: Identify required COMPEtency .......coceceveerrererenenienns 130
11.5 Step 3: Define performance standards .........cccocveveriecercennens 132
11.6  Key learning points from this Chapter.......cccccovcoveereennenens 136
12 Identifying learning requiremMents .......coccocoevenenenieineneseeeeeeniens 137
12.1  Learning objectives of this Chapter .........ccoceevevneiennennencns 137
12.2  Competency gap analySiS ....cccoecrerirerernerineireeneereeeseenenens 137
12.3  Training Needs ANalysSiS.....cccccvrireneineneneeeseseseeeeeeeiens 138
12.4 Key learning points from this Chapter.......ccccoceevevennvcnnenns 142
13 Operational competency development........ccvverereinienenereeiesenens 143
13.1  Learning objectives of this Chapter .........ccoceeveeeneernennenns 143
13.2  Good practice in 1 arNiNg ......ccoeveveirereneeneseseeeeeee e 143

13.3  Key learning points from this Chapter.........ccccceenvicccinenne 149



xii

Human Factors Handbook

14 Operational competency asseSSMENT ....cceveirererierieiineseseseeesenens 151
14.1  Learning objectives of this Chapter .........ccoceeveeneennennennns 151
14.2 Reasons for competency assessmMeNnt ......cccceeververeerenenennens 151
14.3 How to conduct assessment of competency........ccccveenennee. 151
14.4  REASSESSMENT ..c.cviiiiiiiiiiiiii s 157
14.5 Managing COMPEtENCY APS .evevverveerrerrerreeeiresreseeeeeeresrennens 158
14.6 Competency and learning records.......ocvevevnveneneneeenennens 160
14.7 Key learning points from this Chapter.......cccccoceeveinniennenn. 160

Part 5: Task SUPPOIT....ccoviiieiiiiiiiccciccec s 161

15 Fatigue and staffing [eVels ... 163
15.1 Learning objectives of this Chapter .......cccvevvvnienerecenienens 163
15.2  Afatigue-related acCident .......cccocevevierieienieneneineseeeesens 163
15.3  Managing fatigue riSK......coccceirerinenienrereceen e 168
15.4 Key learning points from this Chapter.......ccccocecveiinnennenne 178

16 Task planning and error asseSSMENT.....ccovvveeeeririeresiesenereeressessenens 179
16.1  Learning objectives of this Chapter .........ccoceeveenerennennenens 179
16.2  INCIAENt @XAMPIE it 179
16.3 Human Factors and task planning .........cceevevvvenencnnienennens 180
16.4 Error assessment within task planning .........ccccccvvevinecvncennnns 182
16.5 Key learning points from this Chapter.......cccccoveoveennennenens 187

17 Error management in task planning, preparation and control........ 189
17.1  Learning objectives of this Chapter .........ccoceeveveneenrennenene 189
17.2 OVEIVIEW ..o 189
17.3  Preventing optimism bias in task planning: scheduling........ 190
17.4  Assigning safety critical tasks......cocvevevvinininennnnceee 194
17.5 Distractions and interruptions.......cccceceeeverererenenencneenennens 195
17.6  Long and low demand tasks .....c..cccecvveveneininenenieinenenienens 199
17.7 The Human Factors of control of work packages .........c........ 202
17.8  Team DriefiNgS ..o 204
17.9 Human Factors of system isolation........c.ccceeevevvenenerieveniennens 205
17.10 Human Factors of managing interlocks and automatic trips210
17.11 Key learning points from this Chapter......c.cccccvvvvniieiniennens 214

18 Capturing, challenging and correcting operational error ................. 215
18.1 Learning objectives of this Chapter .......cccvevvvnienerccenienens 215
18.2 Failing to spot, challenge, and recover from errors............... 215



Table of Contents xiii

18.3 Why do we fail to capture, challenge, and correct errors? ... 217
18.4 Coaching people to recognize risk of making errors............. 218
18.5 Error Management TraiNiNg.....cccoceeveevereneneeneneneeeesiesenaeans 220
18.6 Enabling challenge of task performance........cccocecveinieennnnee. 224
18.7 Key learning points from this Chapter......c..cccccvvviinirecencenens 231
19 Communicating information and iNStructions ........cc.cccveeveerievennn 233
19.1 Learning objectives of this Chapter .......cccvevnvnineieienennens 233
19.2  INCIdent eXamPle .o 233
19.3 Causes of poor COmMmMUNICAtION ..c.cvvivirenieieisesereeeeneneens 234
19.4 Human Factors of communications.........coceceeeveereerecnennenens 235
19.5 Avoiding communication overload ........coceeeeveneneneneerenennens 237
19.6 Human Factors in shift handover........c.cccovevviineinncnnen, 241
19.7 Key learning points from this Chapter......c..cccccvvvienineceniennns 245
Part 6: Non-technical sKillS ........ccoeirrerneieeecceeeeees 247
20 Situation awareness and agile thinking.........cccoccvvevierevninienenecenennns 249
20.1 Learning objectives of this Chapter .....ccccccveeveerncnncennne. 249
20.2 What are situation awareness and agile thinking? ................ 249
20.3 Accidents from poor situation awareness and rigid
EINKING oot sre s 252
20.4 Causes of poor situation awareness and rigid thinking........ 253
20.5 Key learning points from this Chapter.......cccccecvvvvenenncnenne. 256
21 Fostering situation awareness and agile thinking........c..cccccceveenene. 257
21.1 Learning objectives of this Chapter ......cccccevevrienieneneeceniennns 257
21.2  Training in situation awareness skills .........c.cccecvevnerncennne. 257
21.3 Practical situation awareness tools and tactics........ccceceueee. 262
21.4  Recognizing loss of situation awareness.........cccceveerereeennene. 268
21.5 Fostering agile decision-mMaking ......c..cccoveveneeneennenencennenes 270
21.6  Key learning points from this Chapter.......ccccceocvvvvenennicnenne. 275
22 Human Factors in @MEergenCiesS......ccuviiierenerienienieneneenresre s 277
22.1 Learning objectives of this Chapter .......ccccoevevnienieneneceniennns 277
22.2  An example acCident......cccevereiecenienienieeneneeeee e 277
22.3 Supporting human performance in emergencies.................. 281
22.4  Non-technical skills for emergency response......c.ccccceeeneee. 284
22.5 Key learning points from this Chapter.......cccoceevvvienerecenenne, 297



Xiv

Human Factors Handbook

Part 7: Working with contractors and managing change..........c.c.cc.c..... 299
23 WOorking With CONTraCtors ....ccoevivierieirireeeteerereeee e 301
23.1 Learning objectives of this Chapter .......cccoevevnienienenecerennen 301
23.2  An accident involving coONtractors .......coeeeeveereerenieneneceneenes 301
23.3 Human Factors tactics for supporting contractors................ 304
23.4  Key learning points from this Chapter........cccccocevevvennecnnene. 307
24 Human Factors of operational level change......c.cccovevvcviininccenennnn 309
24.1  Learning objectives of this Chapter .....cccccveeveenncnncennne. 309
24.2 What do we mean by operational level changez?.................... 309
24.3 Operational level change and major accidents.........ccccoccve.e. 310
24.4  Recognizing operational level changes that impact human
PEITOIMANCE ...ttt 311
24.5 Managing Human Factors of changes .......cccccevvevencnncnenne. 314
24.6 Key learning points from this Chapter........cccccoceoevvenncrcnnene. 317
Part 8: Recognizing and learning from performance..........ccccoeuvveennnnn. 319
25 Indicators of human performance........ccovecveennenncenceneeeeeens 321
25.1 Learning objectives of this Chapter .......cccccoevevvienieneneceniennn 321
25.2  What are performance indicators? ......cccceceveveverereneneeenenne 321
25.3 Identifying human performance indicators......c.ccoceeeveeennenne. 323
25.4  Examples of human performance indicators......c.ccccceeeneee. 324
25.5 Sharing and acting on human performance indicators........ 332
25.6 Key learning points from this Chapter......c.cccccvevevnennccennee. 333
26 Learning from error and human performance.......c.cccecevvevevieenenne. 335
26.1 Learning objectives of this Chapter ......cccccoevveenvennccnnne. 335
26.2 Theimportance of understanding error ........ccceveeevninnnnee 336
26.3  Examples of poor [€arning ........ccocevevevivenenenieenenenieeeesiennens 338
26.4 Learningin high performing teams .....cccoceeveinenencincnennes 340
26.5 Human Factors of investigating process ........ccecevverereeernnes 341
26.6 Selecting preventive Human Factors actions.......c.ccccveeeneee. 356
26.7  LeAIMING cveeeeieieeieeeeteste ettt s 359
26.8 Key learning points from this Chapter........cccccocevevnennencnnene. 362



Table of Contents XV

APPENDICES

A HUMAN 170N CONCEPES..eiiiiiieiieiieieeeeste e 373
B Major accident ase StUIES .......ovveveeeririinierieneereeeee e 383
C Human Factors Competency MatriX .......ccocvveveevieneneneenienennene, 397
D Competency performance standards.......ccccoevereveneenenenecenennes 415
E Learning methods and performance........ccceovevevnenncnencenene. 420
F Situation awareness and behavioral markers ........ccceceveveneenene 425
G Human Factors change checklist.......cccoovvienveriieninencenienenceene 431






List of Figures

Figure 1-1: Human Factors science, concepts and prinCiples.......cccovvvevveneneneniennen 3
Figure 1-2: Overview of the handbook, by chapter........cccoveveveieneneiiiceiee 10
Figure 2-1: “Miracle on the HUASON" ......ccciiiiriiirieeieecteeseeseeee e 12
Figure 2-2: Performance Influencing Factors.......coccvevrennineenieeneeneesereee s 16
Figure 3-1: The Skill-Rule-Knowledge Performance Model........cccoccovveincvncccnenns 20
Figure 3-2: Human performance modes, errors and mistakes........c.cocvevenecniencne 23
Figure 3-3: Strategies for knowledge and rule-based human performance.......... 31
Figure 3-4: Supporting skill-based performance.........ccccovecvecnennennineeneeseens 33
Figure 4-1: Typical vigilance deCrement ........occveiereineinenieeeeeeeee e 36
Figure 5-1: Overview of Human Factors aspects of developing a job aid .............. 51
Figure 6-1: Selecting a type of job aid for operational USe .........ccccecvveivievnecirienns 56
Figure 6-2: Using HIRA risk matrix results to assess task safety criticality............. 57
Figure 6-3: Example of a formal safety critical task assessment..........ccocecvveevruenene 58
Figure 6-4: Task safety criticality rating ....c.ccocveverinineniseresesesesese e 60
Figure 6-5: Mapping of type of job aid to type of task performance..........c.cooeu.. 63
Figure 7-1: Example of a graphical task description .......cocceceveeevvenenienienienienenennens 70
Figure 7-2: ExXample Of HIRA r@SUITS....ccoviviririeierieriesesiesestesteste ettt eens 72
Figure 7-3: Task walk-through proCess........coeeveerieincincieeeeeee e 74
Figure 8-1: Good practice SOP @XamPle.....ccooueirirerieinieiricireenieeseee et 79
Figure 8-2: An example grab card

Figure 8-3: An example decision flow chart for unresponsive casualties.............. 82
Figure 8-4: An example of icon and color COAING......ccvervrerieeneeneirieerieeriecsieneas 83
Figure 8-5: Examples poor and good practice of instructional language............... 86
Figure 8-6: An annotated diagram .......ccveiveirenirenieereeesetree et 88
Figure 8-7: An example of icon and color COAING.......cecvvvverieerieeneinieineeseesieneas 89
Figure 9-1: The Buncefield fuel storage facility before and after.........ccceeevevvenennne 94
Figure 9-2: A Human Factors solution to selecting the right control..........c..c..c..... 96
Figure 9-3: A COMIMON EITOF TFAP wevveevierrierieeienieerie ettt sttt st s sr e e s e s
Figure 9-4: Control and instrumentation panel

Figure 9-5: User- centered deSiSN ....c.uvivireririnenenenesiesese s s sae e saesse e
Figure 9-6: Examples of good and poor natural mapping for a stove.................. 108
Figure 9-7: Example of good practice in natural Mapping......ccccvvevevenienenennenn, 109
Figure 9-8: Principles of good alarm desSign ......c.cccoevererneninenneneereeceseeene 112

Figure 10-1:
Figure 11-1:
Figure 13-1:
Figure 13-2:
Figure 14-1:
Figure 15-1:
Figure 15-2:
Figure 15-3:
Figure 15-4:

Competency Management.......ccecveeeieieieieineeeeeeeeese e 120
SCTA and Level of Training ....c.coceeveireireirieneeieseeesee e 129
Example of competency development through training.................. 144
The Learning Pyramid
Learning assessments
Example of rapid rise in fatigue scores from a 16-hour day............. 166
Working without rest Breaks.......c.oevevevvenininininseseseseseens 167
WOrKING NMIZNTS ... 168
Typical scope of fatigue risk POliCY ....ccveeveerieireircereee e 169




Xviii

Figure 15-5:
Figure 15-6:
Figure 15-7:
Figure 15-8:
Figure 15-9:
Figure 16-1:
Figure 17-1:
Figure 17-2:
Figure 17-3:
Figure 17-4:
Figure 17-5:
Figure 17-6:
Figure 18-1:
Figure 18-2:
Figure 18-3:
Figure 18-4:
Figure 18-5:
Figure 18-6:
Figure 18-7:
Figure 19-1:
Figure 20-1:
Figure 21-1:
Figure 21-2:
Figure 22-1:
Figure 22-2:
Figure 22-3:
Figure 22-4:
Figure 22-5:
Figure 24-1:
Figure 24-2:
Figure 25-1:
Figure 25-2:
Figure 25-3:
Figure 25-4:
Figure 25-5:
Figure 26-1:
Figure 26-2:
Figure 26-3:
Figure 26-4:
Figure 26-5:
Figure 26-6:

Human Factors Handbook

Guidelines on shift deSign ......ccoeeveireineeeeeece e
Signs and symptoms of fatigUue ......ccoeiveirerinennenceeeecene
Signs of under StaffiNg .....ccveiveineeee e
Managing Workloads ........ccoueeieerieinieirieieeeeeee e
A simple task timeline ..o
Examples of error-likely situations
Overview of HF task planning, preparation and control................... 190
Open language for inviting questions and opiNioNS.........ccceeevvveenne. 191
Barrier ownership prevented wrong valve line up........cccecceevcvnnenene 195
Tactics for minimizing distraction and interruptions.......c.ccecevevuenne. 197
Schematic of some factors influencing attention span .......c.ccecc..... 200
Features of a good Tool Box Talk or task briefing. .....c.cccecevcvrennenne. 205
DrainiNg PUIMPS ..cverieieietiieniententestesteste sttt sttt sae bbb saesbesae e nnes 215
Categories Of COZNILIVE ITOM......civeireireeereereeree e 217
Factors contributing to @rror.....ccociveirieineieeeee e 218
Error contributing factors ... 221
Cognitive skills required for error self-management.........ccocccceuene. 223
Factors building psychological safety........ccoevvecnennenninninecnens 226

Challenging SKillS .....c.ooveveieiieeeeeee e 229
RePEAtiNg DACK.....covieirieieeieee e 240
Stages Of SitUation QWArE€NESS ......ccccveeieerieerieereeneesee e 250
Behavioral Markers for “Actively seeks relevant information”......... 259
Causes of failed Situation AWAreness ......c.coceeeerereevereenereerceererennenene 268
Error recognition and management ProCess.....c.ccvuvererereseseniennes 279
HUMaN Errors — CategOrieS...couiiirierieeierieieeieseere st 280
Refinery explosion, Philadelphia Energy Solutions ..........ccccecvvvevuenne. 282
Stress management - training Strategies......occvverveeveereeneeieeneennene 288
Decision-making in emergency Situations........c.ccceeeveencnerienenrennen 290
Types of change and IMpPact .....c.coeoeerreneeneceeeeeeee 311
Sample Management of Change proCess.......cocveorevnerieeneeeneenennes 314
Design of human performance indicators ........cccveoeveenecenencnienenn 323
Gathering and reviewing feedback .........ccoeceveineinencnerees 326
Stress in the workplace and performance .........cocecveveveevecneennene. 328
Signs of MINATUINESS ...ovcuiriiiieee e 331
Lessons learned - knowledge sharing.......ccccevevevievieinieenienencnnens 332
Steps of effective learning - learning process .......cccoecevveervrererrencas 338
The consequences of blame CUlture .......cooceveveveieeeeneceeceeeens 343
“NEeW” JUST CUITUIE PrOCESS ...uvieveeeeeereecreeere ettt eree e 348
Error - causal factors and conditions.......c.ceceeveeenereneneeneeneenenens 350
Matching improvements to type of error....c.cvnenenenenenennen 358

Goals of Restorative Just CUItUre......ccevuveieeieseeieceeeeee et 359



List of Figures Xix

Figure A-1 Energy Institute human performance principles........cccccvevnennennn 377
Figure A-2 What are the causes of INCIAeNTS?.......ccoveereinieiinieireeeseeeee 378
Figure B-1 Texas City Refinery EXPlOSION ......c.cceiveireineninirieeecsiecreese e 383
Figure B-2 Bayer Crop Science plant damage .....c.ccccveevevereneneneeenieenieesienesieenne 385
Figure B-3 Longford Esso Gas Plant eXploSioN .........ceecvveerenieeneinecnieenienesieeens 387
Figure B-4 The explosion and fires at Milford Haven ..........ccccoeveneveneceneenennnns 389
Figure B-5 Interaction of the key valves and vessels .......cccccvevvvevveererenieerienenens 392
Figure B-6 The polyvinyl flUOride ProCESS .....ccvvveirieieeieereereeseeesree e 393

Figure B-7 Deepwater Horizon Oil Spill - Macondo blowout............cccocccvevenennee. 395






Table 3-1:
Table 3-2:
Table 3-3:
Table 3-4:
Table 6-1:
Table 6-2:
Table 6-3:
Table 6-4:
Table 6-5:
Table 7-1:
Table 8-1:
Table 8-2:
Table 8-3:
Table 8-4:
Table 9-1:

Table 10-1:
Table 11-1:
Table 11-2:
Table 11-3:
Table 12-1:
Table 13-1:
Table 13-2:
Table 14-1:
Table 15-1:
Table 16-1:
Table 16-2:
Table 16-3:
Table 17-1:
Table 17-2:
Table 17-3:
Table 17-4:
Table 17-5:

List of Tables

SRK types of human performance........coeeveneneneneneneneneeeeeenns 22
Case study example of a knowledge-based mistake.......c.ccoceververiennnenn 24
Example of a rule-based mistake.........coceceveereinenninneneeeeeseeen 27
Example of skill-based human error in a major accident .......c.ccceueueee. 29

Guidelines for rating task COMPIeXity .....cccoeoverrenneneeneeereseeen
Guidelines for rating task freqUENCY .....cccvevrinneniccrecceeee
Time available to complete a task......cccveeveineineinieineeeeene
Definition of types of operational job aids ........ccceeiveiineinennennene,
Pros and cons of electronic job @ids.......cccoecvevrennincineereereseen
Example task analysis as a table ...
Typical structure of ProCEAUIES .....ccvveeieireiretree e
Checklist for layout of job @idS ......cceecireririririreerceeeeee e
Checklist for instructional langUAEE .......ccccvvvvereerieineereereese e
When to use different presentation options
Examples of poor design for hard-wired interfaces - physical panels. 98
Key features of effective process safety Competency Management 125
An example iNdustry standard ...

Generic example of a competency standards matrix
Petrochemical example of a competency standards matrix............. 135
Competency Gap Analysis and Training Needs Analysis template... 140
Learning methods for developing individuals.......c..cccocecrerneneennne. 145
Team learning MethodsS ... s 148
Suitability of and differences between competency assessments... 153
Principles of Shift deSIigN ....cccoeviiririnieirereee e 170
Example of locks removed on wrong blinds.........ccccccoveeerecirerenenenne. 180
Task planning tactics for potential high-risk situations..........c...c....... 185
Task planning tactics for different task errors ......c.ceceeevvecvvererenennn. 186
SCREAUIING .ottt 193
Barrier ownership to prevent commissioning loss of containment. 194
Example tactics for enabling attention..........cocvvevevienieneninienenenennens 201
An isolation incident: relying on eXperienCe ......cccevveveverenienenennens 207
Human Factors of iSolation.......c..ccveveenencencncceeeeeseen 208

Table 17-6: Example of defeating an interlocked valve........cccccoeonecneinennennn 212
Table 17-7: Human Factors good practice for interlocks and trips.........cccccvveueee. 213
Table 18-1: Draining pumps leads to product release .........ccoveevccencccnenenenenn 216

Table 18-2:
Table 18-3:
Table 18-4:
Table 18-5:
Table 18-6:
Table 19-1:
Table 19-2:

Error management training and coaching.........cccoevvenneneeniecnienenns 219
High-risk observable behaviors..........cceveneinennieeeeeen 220
Error detection teChNIQUES .....ccciieirieiiriecreseeee e 227
Examples of error recovery techniques .........cccoveeveinecererinenenenenen 230
Types of task Verification .......ooveveenecineereseeseeeee e 231
Verbal and communication techniques ........ccccoevvevevenenenenenenenns 236
Shift handover contributed to a massive explosion.......cc.cccvvecvrunee. 241



XXii Human Factors Handbook

Table 19-3: Shift handover risk factors.......ccveveivnieinnncineccees 242
Table 19-4: Elements of effective handover ... 244
Table 20-1: COgNItiVe DIASES ....c.evvevirieirieirieeeeee e 254
Table 21-1: Situation awareness - Assessment record ........eeveevvveeeennicrenene, 261
Table 21-2: Human performance tools - examples.........cccoevverrenecenecenenenenenns 263
Table 21-3: Clues for recognizing impaired Situation Awareness..........c.coeceueuene. 269
Table 21-4: Group-think - behaviors (SYMpPtoms)........cccevereeereirierinenieerieeseene 273
Table 21-5: Confirmation bias - observable behavior ..., 274
Table 22-1: Non-technical skills and error prevention .........ccceevevenenenereriennene. 285
Table 22-2: Stress indicators in emergency SitUations ......c.ccecevevevenenenenenenienns 286
Table 22-3: Shared situation awareness requUIremMents .......cccecevevererenerenenienne 289
Table 22-4: Emergency decision-making aids.........ccceevererereneineineenecnieenieenne 291
Table 22-5: Leadership in emergency SitUations ........cccoeeereveeneinecnecniereneeenns 295
Table 22-6: Delegating and communicating in emergency situations.................. 296
Table 24-1: Tips 0N recognizing Change ....cceeveireereereenceeeee e 313
Table 25-1: Leading and 1agging indiCators .......c.coccevevereienenineniecniee e 322
Table 25-2: Specifying a human performance indicator ........coeeeeveerecrienenienenn 324
Table 26-1: High performing teams and self-learning from error .........ccccceuenee. 341
Table 26-2: Investigation biases and mitigating strategies.......c.cccceevecrencnienenn 345
Table 26-3: Human Factors investigation t00IS ........c.cecvevirererenineneeneeeesenes 352
Table 26-4: Effective 1earning tiPs ....ccoeeverirerininieesieesieesie e 361
Table A-1 ‘Hearts and Minds' definitions for non-compliance.......c..cccccvevenueneee. 375
Table C-1 Human Factors Competency MatriX....cocccveeerererenenensineenieenieeneenene 397
Table D-1 Competency standards template - Skill-based task .........ccocecevevenuenene 415
Table D-2 Competency standards template - Procedure/Rule-based task......... 417
Table D-3 Competency standards template - Knowledge-based task................. 418
Table E-1 Application of learning methods to type of performance .................... 420

Table F-1 Situation awareness - behavioral markers for oil and gas industry.... 425
Table G-1 Human Factors Change Checklist........coecvveererireneinieineenecieeseenns 431



Glossary

Accident: An event that can cause (or has caused) significant harm to workers, the
environment, property, and the surrounding community.

Anthropometrics: The science of measuring the size and proportions of the
human body (called anthropometry), especially as applied to the design of
furniture and machines.

Behavioral marker: Non-technical behaviors that can be observed and described.
They refer to a prescribed set of behaviors and are indicative of specific types of
non-technical skills performance (e.g., effective decision-making in emergencies)
within a work environment.

Cognitive overload: A mental state where an individual is unable to process all
the information provided by the system.

Cognitive underload: A mental state when an individual is under-stimulated due
to insufficient workload. This mental state leads to lack of attention.

Competency Assessment: System which allows measuring and documenting
personnel competency. The goal of competency assessment is to identify
problems with employee performance, and to correct these issues before they
affect performance.

Competency: Set of skills and knowledge which enables a person to perform tasks
efficiently, reliably and safely to a defined standard.

Competency Gap: Difference between the current competency level and the
required competency level of an employee.

Competency Management: Method of categorizing and tracking the
development of individual employee competency, allowing an organization to
track progress, and identify future training needs.

Fatigue: Fatigue is a decline in physical and/or mental performance.

Hold Points: Point where change cannot happen until there has been verification
that the prerequisites have been achieved.

Human Error: Intended or unintended human action or inaction that produces an
unintended result. This includes, but is not limited to, actions by designers,
operators, planners/schedulers, maintainers, engineers or managers that may
contribute to or result in accidents [1].

Human Factors: Discipline concerned with designing machines, operations, and
work environments so they match human capabilities, limitations, and needs. This
includes any technical work (engineering, procedure writing, worker training,
worker selection, operations, maintenance, etc.) related to the human interface in
human-machine systems [1].

Human Performance: Measure of an individual's ability to execute a task
effectively.

Incident: Event, or series of events, resulting in one or more undesirable
consequences, such as harm to people, damage to the environment, or
asset/business losses.
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Job aid: Specific information or material intended to help workers execute a task
more effectively.

Learning: Acquisition of knowledge or skills through study, experience, or being
taught.

Major accident: Major accident means an occurrence such as a major emission,
fire, or explosion resulting from uncontrolled developments in the course of the
operation of any establishment, and leading to serious danger to human health or
the environment (whether immediate or delayed) inside or outside the
establishment, and involving one or more dangerous substances [2].

Mistake: A decision or judgement that is misguided.

Non-technical skills: The cognitive, social, and personal resource skills that
complement technical skills and contribute to safe and efficient task execution [3].
Performance Influencing Factors (PIFs): Characteristics of the job, the individual
and the organization that influence human performance [4].

Performance standards: Description of how the job is a description of what
(actions/tasks) needs to be taken/executed, how the job must be done
(behaviors/methods) and outcomes/results that will define satisfactory or
acceptable performance.

Psychological safety: The outcome of an open workplace culture where people
are willing to express an opinion, or admit mistakes or unsafe behaviors, without
fear of being embarrassed, rejected, or punished.

Root cause: Fundamental, underlying, system-related reason why an incident
occurred that identifies a correctable failure(s) in management systems. There is
typically more than one root cause for every process safety incident.

Rota: A period of work taken in rotation with other workers (an abbreviation of
rotation).

Rotation: A period of work taken in rotation with other workers.

Shift working (shifts): Work which takes place on a schedule outside traditional
day work hours. It can involve evening or night shifts, early morning shifts, and
rotating shifts.

Training: “Practical instruction in job and task requirements and methods.
Training may be provided in a classroom or at the workplace, and its objectives are
to enable workers to meet some minimum initial performance standards
(minimum required competency level), maintain their proficiency, or to qualify
them for promotion to a more demanding position” [5].

Vigilance decrement: Decline in “the ability to sustain attention and remain alert
to a particular stimulus over a prolonged period of time"” [6].



Appendix G - Human factors change checklist

Table G-1 continued
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Type of change

Potential impacts

Typical Human Factors
actions

Staffing arrangements

Reduction in number
of supervisors or
team leaders.

Ratio of staff to
supervisors reduces
capacity to support
staff.

Excessive supervisory
workload, stress, and
fatigue.

Reduction in time for
improvement activities.

Verify the “span of control”
in respect of workload,
level of supervision etc.
Monitor workload and
capacity for tasks such as
improvement projects.
Increase supervisory non-
technical skills, such as
leadership and delegation.
Increase self-management
competence of team
members.

Outsourcing.

Creation of new
communication and
contact interfaces.
Loss of in-house
expertise.

Reliance on continuity of
service.

Contractor does not
adopt company safety
values.

Contractor lacks
competence in site
management
procedures.

Formalize communications.
Provide team bonding
exercises.

Determine the minimum
level of in-house expertise
to be retained.

Offer a cultural induction.
Provide contractor training
and certification.
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Chronic unease, 330, 360

Circadian rhythms, 165, 200, 201

Cognitive overload, xxiii, 38
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Control of Work, 189, 202, 203, 403

Crew Resource Management, 12,
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