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CHAPTER 1

Introduction

The book’s scope is to help you pass the Docker Certified Associate (DCA) exam. Earning
the certificate is proof of your experience in working with containers; the Mirantis
Kubernetes Engine (MKE), formerly known as the Docker Enterprise Engine; swarms;
clusters; and containerized applications.
Getting certified sets your minimum salary and helps you present yourself in the
market. Moreover, plenty of corporations set being certified as a condition to get hired.
This prep book will cover all the topics that you will be tested on during the exam
and more. You will learn how to install and use the Universal Control Plane (UCP)
and the Docker Trusted Registry (DTR). Moreover, it has plenty of real exam questions
from previous exams to practice. This book will help you identify your strengths and
weaknesses and guide you on how to increase your knowledge in the weak topics.

Who Should Read This Book?

The book’s primary targets are system administrators, operations managers, developers,
and IT professionals who would seek to pass the DCA exam. The book assumes that you
have some experience with Docker and Kubernetes and are looking to get certified.

However, the book is helpful for anyone looking for these topics in-depth and
learning them. It provides detailed explanations of the concepts with hands-on examples
in a step-by-step format.

How This Book Is Organized

The book is divided into two parts and follows the main outline of the exam sections.
However, it covers even more than that. In Part 1, Chapters 1-12, you will find some extra
chapters covering topics you will need in your practical workdays on which you will not
be tested. Those chapters providing extra information will not have quizzes for them.

© Engy Fouda 2022
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In Part 2, Chapters 13-18, you will find quizzes for the chapters that are included in
the exam only.

Chapters 2-5, 10, and 11 all cover exam sections. Chapters 6-9 are not explicitly in
the exam, but you cannot work without knowing this information. Chapter 12 tries to
focus on the exam steps and how to register. Chapters 13-18 have a sample of real exam
questions.

Exam Topics

The exam covers the following topics:
e Orchestration (25% of the exam)
o Image creation, management, and registry (20% of the exam)
o Installation and configuration (15% of the exam)
e Networking (15% of the exam)
e Security (15% of the exam)
e Storage and volumes (10% of the exam)

You must pass every section of the exam and get more than 50% in the total. If you
failed any section, you would fail the whole test.

What You Will Learn

= Learn the difference between the container and the virtual machine,
the lifecycle of the container, and the various stages of development.

= Know how to install Docker on various platforms and how to manage
the resources.

= (Create your first container and image. Push and pull to and from the
registry hub. Learn how to install your own local registry.

= Mount volumes.
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= Learn all about container networking.

= Orchestrate between containers and learn how to debug your
containers.

» Learn how to create a swarm and prepare your containers for

production.

= Write a Dockerfile, Docker Compose YAML file, and Kubernetes
manifest YAML file.

= Learn how to install the Docker Enterprise Edition (EE)/Mirantis
Kubernetes Engine (MKE) with client shell.

= Learn how Docker achieves agility, portability, and control for
developers and the IT operations team across all stages of the app
lifecycle.

= Learn all about the exam and how to pass it, and work on plenty of
real exam questions from previous exams to practice.

Summary

This chapter provided an overview of the road map to getting certified. It listed how
the book is organized, the target audience, and the exam sections and their coverage
percentages.



CHAPTER 2

Installation
and Configuration

There are two Docker editions: Community Edition (CE, entirely free) and Enterprise
Edition (EE, not free). This chapter will focus on Docker Community Edition (CE)
installation. Chapters 6, 7, and 8 will show in detail how to install, configure, and use

the Docker Enterprise Edition and its components. This chapter lists the common
configuration commands between the two editions. Many of the exam questions test you
on these common commands.

It is crucial to mention that the installation and configuration exam section is
covered in this chapter and the chapters mentioned earlier. Moreover, this chapter’s
sections are not interconnected, but all lie under the installation and configuration exam
section.

The chapter will cover the following topics:
1. How to install the Docker CE for various operating systems
2. The difference between containerization and virtualization
3. Howto set up alocal registry
4. Configuration of logging drivers

5. How to set up a swarm, configure managers, add nodes, and scale
your system

6. The usage of namespaces and cgroups

© Engy Fouda 2022
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How to Install the Docker CE for Various
Operating Systems

Docker has editions that can be installed on various operating systems. They are
available on Docker Hub: https://hub.docker.com/search?type=edition&offering=
community.

For Ubuntu, use this command: wget -q0- https://get.docker.com/ | sh.

For Microsoft Windows, enable Hyper-V and enable virtualization. If virtualization
is not enabled, enter the computer BIOS, and enable it. For Windows 10 Professional
or Enterprise 64-bit or Windows 10 Home 64-bit with WSL 2, install Docker Desktop
for Windows. It is a pretty straightforward step: download the exe file and follow the
instructions.

However, for Windows 7, 8, and 10 Home, use Docker Toolbox, and use Oracle
VirtualBox. Every time, you'll need to click the Kitematic (Alpha) icon, as in Figure 2-1.

a
(e4]shach)

Figure 2-1. Kitematic (Alpha) icon

After Kitematic starts successfully, double-click the Docker Quickstart Terminal icon,
as in Figure 2-2.

[ — -

Figure 2-2. Docker Quickstart Terminal
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If the host’s operating system is Windows and Ubuntu is installed inside a virtual
machine on top of it, avoid the “VboxClient Fail To Start” error on Ubuntu VirtualBox
guest machines by following this link:

https://websiteforstudents.com/how-to-fix-vboxclient-fail-to-start-
error-on-ubuntu-virtalbox-guest-machines/

There are no questions in the DCA exam about this point, but it can cause issues in
the installation, causing you to not be able to do the rest of the book’s hands-on labs.

Difference Between Containerization
and Virtualization

Virtual machines represent hardware-level virtualization where one operating system
is downloaded on top of a host operating system. Therefore, they are heavy and fully
isolated. There is no availability for SSH or TTY, and they are fully secured.

On the other hand, containers represent operating system virtualization. You can
download as many different operating systems in containers as applications need.
Containers are light and fast; however, they are not fully isolated but secure, as discussed
in Chapter 11.

How to Set Up a Local Registry

A Docker registry is a location where Docker images can be pushed, pulled, and
stored. Registered users have their own spaces in the registry. This user-named space
is called repository. A repository is a namespace that is used for storing images. For
example, assume a user has a public image called firstapp that is pushed to Docker
Hub. To reach to this image, one must use the image repository name, which is
<username>/<image name>.In this example, assume that I am the image owner. Then
the image repository is engyfouda/firstapp.

Registries can be hosted by a third party as a public or private registry. Docker Hub is
an example of it. Later in the book, we will learn about the Docker Trusted Registry and
how to install it and use it with the Docker EE. Also, there are Google Container Registry
and AWS Container Registry.

Let us see how to set up and use a local registry. Setting it up is easy and fast. It is
only one command as we will see. To test it, we will pull any image from Docker Hub,
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then push it to our local registry, delete all the local images, and pull it from the local
registry.

To set up a local registry without a graphical user interface (GUI), we will use a
repository image that is on Docker Hub called Registry with tag 2 (registry:2). The
installation command is docker run -d -p 5000:5000 --restart=always --name
registry registry:2. Basically, we craft a container based on the registry:2 image.
The -d option is to run as a daemon in the background. The -p is to set the <host port>:
<container port>; we will talk about ports in detail in Chapter 4. We set the restart
policy to be always and set the container name as registry.

To test this registry, we pull any image from Docker Hub, for example, docker pull
busybox. Then rename it to add the local repository name using docker tag busybox
localhost:5000/firstapp. Now, push it to the local registry using docker push
localhost:5000/firstapp. Delete all the local images using docker image remove
busybox and docker image remove localhost:5000/firstapp. To make sure that we
do not have trace of these images, list the images using docker image 1s, and we will
not find these images in the list anymore. Pull the image from our local registry: docker
pull localhost:5000/firstapp.

To remove the local registry, stop it and remove it using docker container stop
registry && docker container rm -v registry.

To add a GUI, follow the steps in this site: http://joxit.github.io/docker-
registry-ui/.

Configuration of Logging Drivers

By default, Docker uses the json-file logging driver, which caches container logs as
JSON internally. To catch the log, use the docker logs <Container ID or name>
subcommand.

There are other drivers that Docker can use, for example, splunk, journald, and none
to disable logging. To configure the logging driver, run the docker run -it --log-
driver <log driver> <image>subcommand.

To fetch the driver type, run docker inspect -f '{{.HostConfig.LogConfig.
Type}}' <CONTAINER>.
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