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© The Editor(s) (if applicable) and The Author(s), under exclusive license to Springer Nature
Switzerland AG 2022
This work is subject to copyright. All rights are solely and exclusively licensed by the Publisher, whether
the whole or part of the material is concerned, specifically the rights of translation, reprinting, reuse
of illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way, and
transmission or information storage and retrieval, electronic adaptation, computer software, or by similar
or dissimilar methodology now known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Switzerland AG
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

https://doi.org/10.1007/978-3-030-96133-6


Introduction

In the context of dynamic technological progress and the resulting development of
the digital transformation processes of railway enterprises, there is a need to clarify
this issue in a broad way to understand cyber security mechanisms as a key challenge
for the rail transport sector. Railway enterprises which are responsible for operation
and maintenance processes and the safe movement of people and goods must be
aware of the increased risks arising from the digitalization of all their areas of oper-
ation. Dynamic digital transformation processes include both the elements of the
configuration of the business models of railway enterprises and the ontologically
separated railway system itself, understood as the railway network and railway vehi-
cles intended for traffic on that network, distinguished by the functional and technical
characteristics. Both areas overlap in many cases by creating a complex set of related
elements, where railway traffic safety management poses a major challenge to the
digitalization of the areas of operation of railway enterprises. Railway enterprises
create mechanisms to manage railway traffic safety by introducing management
systems based on the concept of the management of the risks occurring in their oper-
ation. The division of risk of rail market operators is due to both their place and
role in the railway system. The type of activity determines the extent to which the
operation of a railway enterprise using a given business model has an impact on the
level of railway traffic safety. The digitalization of different areas of rail activity, as a
widespread phenomenon induced by both the needs of its own development and legal
conditions, should ensure that all processes directly or indirectly linked to its imple-
mentation and operation are safe. Due to the high level of innovation in the digital
economy, it is difficult to avoid any doubt that the railway systemunder the conditions
of digital transformation will continue to be as safe as before digitalization. Many
doubts in this respect arise from the lack of extensive operational experience. Stan-
dardized digital safety management mechanisms should therefore be sought, based
on the conscious role of the businessmodel of railway enterprises and the embedment
of this problem in the context of management, social and technological conditions.
The social nature of railway safety stems from strong public pressure to ensure high
levels of railway traffic safety. A condition for maintaining trust in rail transport is
to invest in the improvement of increasingly better risk control measures built up
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not only in the railway system itself, but also in the configuration of increasingly
used digital business models of railway enterprises. This problem is considered not
only terms of scientific research, but also its practical application, which makes it a
valuable solution for stakeholders in the rail transport sector as well as professionals
dealing with management processes geared to different sectoral circumstances. The
focus on management, social and technological aspects makes this topic clear from
many points of view, which should make readers aware of the importance of digital
safety in the rail transport sector and from how many perspectives the methods to
improve its management processes can be sought. The interdisciplinarity of this
subject means that the scope of critical evaluation of this issue requires an extremely
broad view, as shown in this monograph. This work is one of the key results of many
years of work by the authors in the field of safety management in rail transport,
digital business models and the social aspects of designing digital business models.

Themain objective of this scientific discussion is to present, in amultidimensional
and holistic way, the mechanisms of digital rail transport safety in management,
social and technological terms. The monograph also takes the role of sustainable
business model design into account by focusing research and analysis on identifying
the role of safety as a social factor. The structure of the book consists of 13 chap-
ters, each of which begins with the introduction and ends with the final conclusions.
The work ends with conclusions and empirical-methodical conclusions. Chapter 1 is
methodological, describing the scope andmethodology of research into digital safety
managementmechanisms as part of the social businessmodels of railway enterprises.
Chapter 2 presents the originalmodels of the authors in terms of different views on the
concept of designing and defining safety management mechanisms in rail transport,
with an explanation of areas such as the mechanisms of effective safety management
in rail transport, the mechanisms of efficient management of railway sidings, the
mechanisms of shaping safety culture in rail transport, the mechanisms of ensuring
technical compatibility and safe integration in rail transport and the mechanisms of
ensuring safe operation of railway vehicles. Such a wide scope of analysis helps to
better understand the complex context of the issue of the rail transport sector in the
context of the safety criterion. Chapter 3 deals with the clarification of the issue of the
digital business models of railway enterprises, with an indication of the social aspect,
including the assumptions for sustainable business models and sustainable supply
chains in rail transport.All this has beenpresented in the context of the process of digi-
talization of rail transport. Of particular importance in this chapter is the reliance on
theoretical discussion and the establishment of the leading theory in which research
and analysis are embedded, namely the theory of cybernetics, which is the basis for
a systemic approach and the starting point for the development of the theory of digi-
talization. Scientific achievements in this area are extremely helpful in explaining
numerous contemporary phenomena pertaining to the analytics of complex digital
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technical systems. Chapter 4 deals with the typical sectoral determinants of rail trans-
port in the context of issues relevant to the objective and subject of the book, such as
the place and role of railway market operators in terms of sharing responsibility for
safety, clarifying the essence of the railway system and its technical, operational and
organizational conditions. Issues of technological management were also indicated
in terms of improving the performance of the technical railway system and safety
criteria, as well as information management in the rail transport chain, and railway
traffic safety. Attention was also paid to the assumptions of the operation of control
and trafficmanagement systems in terms of safety, the safe operation of railway vehi-
cles and the place and role of railway traffic safety management systems, all of which
was important in order to clarify the conditions for the operation of the railway system
in terms of railway traffic safety criteria. Chapter 5 introduces readers to the under-
standing of the digital transformation processes in rail transport, sets the determinants
of digital transformation and defines the directions and areas of digital transformation
of rail transport. It also draws attention to the assessment of the digital maturity of
railway systems in technical, operational and organizational terms and to the migra-
tion of responsibility in hybrid, i.e. analog-digital, railway systems. Chapter 6 deals
with important issues for digital safety, i.e. it clarifies digital safety in rail transport
by highlighting issues such as theoretical assumptions for defining digital safety in
rail transport in holistic terms, cybersecurity in rail transport and technical system
safety—safety and security aspects, the life cycle of railway systems and the digital
safety of technical systems, as well as the identification, design and installation of
safety criteria in railway hardware and software solutions. All these issues justify
the claim that this problem is difficult and requires extensive knowledge of the rail
transport sector. Chapter 7 is devoted to identifying the place and role of processes
for creating digital innovation in rail transport. It defines content to understand inno-
vation in the context of rail transport specificity, problems and barriers to the use
of innovative solutions in rail transport, technical, operational and organizational
innovations and safety in rail transport. This chapter also addresses important issues
and problems in testing, verifying and validating innovative digital solutions in the
context of safety criteria, and clarifies innovation issues in relation to the exchange
of information in railway systems in subjective and objective terms. Chapter 8 aims
to identify modern trends and emerging technologies which increase the level of
safety in rail transport. They include solutions such as artificial intelligence and its
application in improving railway safety, simulations, computer games, videos and
virtual reality (VR) and railway traffic safetymanagement, the Internet of Things and
interface management in the process of improving railway traffic safety, predictive
maintenance of railway infrastructure and railway vehicles in terms of safety, Big
Data and its assumptions in shaping digital solutions in rail transport, Industry 4.0
and 5.0 and their assumptions in shaping digital solutions in rail transport, a digital
twin as a concept for improving railway traffic safety, and finally digital solutions
in rail transport in the field of communication systems in railway traffic control.
Chapter 9 is devoted to an important issue, which is currently being reconstructed
in relation to the dynamic digital transformation processes of railway enterprises
affecting their safety culture, concerning the development of safety culture in rail
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transport through the creation and implementation of digital solutions. The chapter
indicates that railway enterprises should be understood as organizations that meet
the definition of high reliability organizations. The following part of this chapter
explains the organizational culture of railway enterprises in relation to digital trans-
formation processes, the determinants of shaping safety culture in railway enterprises
towards digital solutions, and a model of shaping safety culture through the digital
transformation of railway enterprises, which is important for the content of this
chapter. Chapter 10 deals with an important element of safety management in rail
transport. This chapter seeks to explain the determinants of railway safetymonitoring
processes using digital economy solutions. Theoretical and practical assumptions for
railway safety monitoring, methods and techniques for monitoring railway safety,
digital solutions for monitoring railway safety, the model for digital monitoring
of rail transport safety, as well as an important element for ensuring the safety of
railway traffic controlled by digital devices, namely data transmission systems as
an aspect requiring monitoring due to its role in the data and information safety
management system, as well as the control of critical tasks for railway safety have
been identified. Chapter 11 presents the findings of the monograph. It outlines the
conceptualization and operationalization of the digital safetymodel for rail transport.
The chapter identifies digital technologies supporting the development of a digital
safety model for rail transport, safety management methods and tools supporting
the development of a safety model for digital rail transport, as well as the safety
model for digital rail transport itself. The digital safety model is a coherent set of
devices, technical systems and components supporting a safety management system
using digital solutions as a basis for maintaining the expected level of safety. The
digital safety model is a combination of digital economy solutions embedded in indi-
vidual components—the functions of the railway system. It is such a set of elements
shaping the configuration of the railway system, whose protection against defects,
failures, incidents, disasters, and any other irregularities are built on a cybersecurity
canvas based on technical, legal-organizational and standard solutions. The twelfth
and final chapter presents the original safety triad in the business models of rail trans-
port enterprises, described in terms of management, digitalization and socialization.
This chapter presents the results of research and analysis in the form of a description
of the conditions of synthesis of the simultaneous implementation of the analog and
digital layer of safety management mechanisms in rail transport, a hybrid model of
rail transport safety management based on the mechanisms of analog and digital
layers, and the conceptualization of the safety triad in the business models of railway
transport enterprises. The triad consists of a set of three interconnected elements,
namely safety management mechanisms as a set of rules, procedures and methods
used to achieve the expected level of railway safety. The second element is the digi-
talization of processes related to rail transport activities, with a particular focus on
digital safety. The final element of this triad is the socialization of the concept of
railway safety, which arises from the expectations of stakeholders in terms of intoler-
ance for railway incidents. The book ends with general and empirical andmethodical
conclusions. A broad review of the literature, the observation of railway enterprises
in this area and the concepts and conclusions developed by the authors confirmed the
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importance of the issue of digital safety in rail transport in social and technological
terms. Digital safety issues are also of particular importance when set against the
background of digital business models. This topic is extremely broad, not only in
terms of the holistic nature of the safety issue, but in particular the specificity of the
operation of the rail transport sector. In this sector, in terms of two key ontologi-
cally separable research spaces, namely safety and security, the decision was made
to combine them into a single model called Cyber Operational Safety (COS), the
assumptions of which should cover all risks arising from the use of computer appli-
cations directly related to safety and those that support operational, maintenance
and logistics processes in rail transport. The final conclusions of the work on the
monograph neatly summarize the above-mentioned issues. The book should inspire
other researchers interested in digital safety management mechanisms and socially
oriented digital business models.
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