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Introduction

The CompTIA® PenTest+® Study Guide: Exam PT0-002
Second Edition provides accessible explanations and real-
world knowledge about the exam objectives that make up
the PenTest+ certification. This book will help you to assess
your knowledge before taking the exam, as well as provide
a stepping-stone to further learning in areas where you
may want to expand your skill set or expertise.

Before you tackle the PenTest+ exam, you should already
be a security practitioner. CompTIA suggests that test-
takers should have intermediate-level skills based on their
cybersecurity pathway. You should also be familiar with at
least some of the tools and techniques described in this
book. You don't need to know every tool, but understanding
how to use existing experience to approach a new scenario,
tool, or technology that you may not know is critical to
passing the PenTest+ exam.

CompTIA

CompTTIA is a nonprofit trade organization that offers
certification in a variety of IT areas, ranging from the skills
that a PC support technician needs, which are covered in
the A+ exam, to advanced certifications like the CompTIA
Advanced Security Practitioner, or CASP, certification.
CompTIA divides its exams into three categories based on
the skill level required for the exam and what topics it
covers, as shown in the following table:

Beginner/Novice Intermediate Advanced



Beginner/Novice Intermediate Advanced

IT Fundamentals Network+ CASP
A+ Security+

CySA+

PenTest+

CompTIA recommends that practitioners follow a
cybersecurity career path that begins with the IT
fundamentals and A+ exam and proceeds to include the
Network+ and Security+ credentials to complete the
foundation. From there, cybersecurity professionals may
choose the PenTest+ and/or Cybersecurity Analyst+
(CySA+) certifications before attempting the CompTIA
Advanced Security Practitioner (CASP) certification as a
capstone credential.

The CySA+ and PenTest+ exams are more advanced
exams, intended for professionals with hands-on experience
who also possess the knowledge covered by the prior
exams.

CompTTIA certifications are ISO and ANSI accredited, and
they are used throughout multiple industries as a measure
of technical skill and knowledge. In addition, CompTIA
certifications, including the Security+ and the CASP, have
been approved by the U.S. government as Information
Assurance baseline certifications and are included in the
State Department's Skills Incentive Program.

The PenTest+ Exam

The PenTest+ exam is designed to be a vendor-neutral
certification for penetration testers. It is designed to assess
current penetration testing, vulnerability assessment, and
vulnerability management skills with a focus on network
resiliency testing. Successful test-takers will prove their



ability plan and scope assessments, handle legal and
compliance requirements, and perform vulnerability
scanning and penetration testing activities using a variety
of tools and techniques, and then analyze the results of
those activities.

It covers five major domains:

1. Planning and Scoping

2. Information Gathering and Vulnerability Scanning
3. Attacks and Exploits

4. Reporting and Communication

5. Tools and Code Analysis

These five areas include a range of subtopics, from scoping
penetration tests to performing host enumeration and
exploits, while focusing heavily on scenario-based learning.

The PenTest+ exam fits between the entry-level Security+
exam and the CompTIA Advanced Security Practitioner
(CASP) certification, providing a mid-career certification
for those who are seeking the next step in their
certification and career path while specializing in
penetration testing or vulnerability management.

The PenTest+ exam is conducted in a format that CompTIA
calls “performance-based assessment.” This means that the
exam uses hands-on simulations using actual security tools
and scenarios to perform tasks that match those found in
the daily work of a security practitioner. There may be
numerous types of exam questions, such as multiple-choice,
fill-in-the-blank, multiple-response, drag-and-drop, and
image-based problems.

CompTIA recommends that test-takers have three or four
years of information security-related experience before
taking this exam and that they have taken the Security+



