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Preface to the Second Edition

In the present edition, due to further changes, especially in the electrotechnical infras-
tructure, essential parts have been added or the structure has been changed, so that an
extended new edition seemed reasonable.

The legal framework for infrastructure companies has changed at both national and
European level, which is discussed in more detail in the first chapter (Sect. 1.3). Based on
the activities at national level on the part of the DKE (German Electrotechnical Com-
mission), an international IEC standard has been developed in the meantime, which was
published in 2019, also as VDE 0109, Sect. 2.2. In addition, further asset management
activities at international level are presented.

The topic “Optimization of maintenance” has been significantly expanded, which is
reflected on the one hand by the addition of the Markov model (Sect. 3.4.1.4) and on the
other hand in the complete revision of Sect. 3.5. Special thanks go to Dr.-Ing. A. Rhein for
his review.

In addition, a separate chapter has been devoted to the extended topic of “Statistics”
and Chap. 7 lists possibilities for detection of the condition of electrical power supply
equipment. However, no assessment of the condition of the equipment is made, as this is
the responsibility of the asset manager, and therefore this presentation is in accordance
with IEC/DKE regulations IEC/TS 63060 or VDE 0109.

It can be seen that the development of the “Asset Management” task area will not be
completed in the future as well, especially since the externally imposed boundary con-
ditions are constantly changing.

Exemplary, the predetermined conditions in Germany and European Community (legal
and regulatory requirements, standardization, etc.) have been used. It is assumed that there
are similar conditions in all countries and thus the described approaches can be transferred
to other regions.

Darmstadt, Germany Gerd Balzer
Karlsruhe, Germany Christian Schorn
July 2021
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Preface to the First Edition

The implementation of competition in the area of infrastructure has often led to the
consequence that within utilities, new decision-making and organizational structures were
developed and installed. Here, the term “Asset Management” has been established in
recent years; particularly in the area of technical as well as economical considerations.
Globally considered, the essential task is to optimize the financial and operational tasks of
an infrastructure system. In this context, the examples presented in this book often refer to
the area of the electric power supply, but this should be considered only exemplary, as all
considerations can be applied to other infrastructure sectors (gas, water, telecommuni-
cations, etc.). The principles and examples, which are presented in the following sections,
essentially have two different sources, which in turn refer to the international discussion in
companies, organizations, and associations:

• The Department of “Electrical Power Systems” at Darmstadt University of Technology
(Technische Universität Darmstadt) dealt intensely the past 20 years with questions
and solutions concerning asset management, with the aim of optimizing the mainte-
nance from the viewpoint of the supply reliability. The results of this work are
expressed in many publications and dissertations that were published during this
period. At this point, we would like to thank the employees for their work.

• The suggestions from the experience of an appropriate organization were received by
the EnBW AG, Karlsruhe, who has with their subsidiary Netze BW GmbH one of the
largest distribution network operators in Germany. The implemented structure of asset
management which was developed and expanded with the help of a national and
international exchange of other network operators are used as a basis for discussion
of the operational content. Organizational models, established procedures, and the
system landscape in information technology are of crucial importance.

Since this whole process is not yet completed while in permanent change and con-
tinuing development, particularly against the background of the political and regulatory
framework, methodologies and results of this book represent the current state of both,
research discussion and the current operating implementation in those companies which
possess an appropriately developed organization.
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The authors are grateful to the following colleagues who helped in the translation:
Y. Tsimberg, R. Wakefield, A. Krontiris, C. Balzer.

Exemplary, the predetermined conditions in Germany (legal and regulatory require-
ments, standardization, etc.) have been used. It is assumed that there are similar conditions
in all countries and thus the described approaches can be transferred to other regions.

Darmstadt, Germany Gerd Balzer
Karlsruhe, Germany Christian Schorn
December 2014
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1Introduction

The advanced infrastructure of a country is one of the main drivers behind its economic
development and the most important factor for successful global development in the
world. While new structures are built primarily in countries that are developing strongly in
terms of infrastructure, in contrast, the task in the other countries has so far been to renew
existing infrastructures at the end of their service life. In the meantime, this challenge is
exacerbated in the power sector by the changing characteristics of the transmission grid.
The original grid designed to transmit energy from large power plants to the load end user
has now changed into a power grid, which incorporates, along with energy consumers,
centralized and decentralized power producers. In addition, with climate change and
environmental protection plans, a fundamental change in generation with a huge reduction
of conventional generation can be seen. This also causes a change of the transport
infrastructure in the energy sector, which must connect the new generation centers, e.g.,
offshore wind farms, with the existing load centers.

In recent years the term “asset management” became accepted in the area of utilities
business and the basic task is to optimize the management of grid infrastructure assets by
using clear defined procedures [3] and to define the development of infrastructure along
emerging or new challenges. The development of these infrastructure assets along newly
emerging tasks has to be defined within the framework of forward-looking planning
processes.

According to [13], there is a distinction between the terms “asset managing” and
“managing assets”. The term “managing assets” covers the majority of activities that deal
directly with operating assets, e.g., life cycle activities, availability, database, staffing,
budget, costs, indicators (key performance indicators, KPIs), etc. In addition, the term
“asset managing” mainly covers the strategies to optimize the benefits of fixed assets for
all stakeholders of the business organization. These include, for example, the following
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activities: increasing of long-term enterprise value, business risk, regulation, customer
relations, etc.

In this book, the term “asset management” covers both activities described above.

1.1 Basis of the Asset Management

A good infrastructure is one of the basic requirements for the growth of country’s eco-
nomic strength as it facilitates investments from various industries and increases pros-
perity of the population thus resulting in higher living standard. In general, the term
infrastructure can be applied to different areas, such as

• Energy supply system (electricity, gas),
• Water, sewage,
• Roads,
• Rail network (trains, trams),
• Telecommunications.

The main characteristic of the above areas is that the construction of the necessary
network is highly capital intensive in long term, so that wrong decisions at the beginning
of the investment phase will have negative effect over decades and will need considerable
efforts to correct. Investment management as it is described by a holistic approach has the
goal to ensure the optimal development and maintenance of infrastructure by utilizing
comprehensive planning criteria.

The largely uninterrupted capability of infrastructure to maintain its functionality and
fulfillment of the customers’ expectations are essential in the areas of energy and water
supply so that situations leading to “traffic jams” or “busy signals” should be minimized.
This book exclusively focuses on the description of asset management methodology for
infrastructure in the areas of energy (electricity, gas) and water supply. According to [5]
the investment in networks in Germany for expansion or new construction had the fol-
lowing amount in the year 2010:

• Electricity: 3.8 billion €
• Gas: 1.1 billion €
• Water: 1.3 billion €

According to figures from the German Federal Network Agency, the total investment
in the electricity sector in 2018 already amounted to €6.4 billion. In addition to these
values, there are studies that show an investment requirement in the range of €30–€40
billion in the years from 2010 to 2030, specifically in the German electricity distribution
system [17]. In the German network development plan, a total project volume of around
€60 billion is discussed in 2019 for the transmission grid area up to 2030 [14]. These
figures point up the importance of correct decision-making regarding the optimal timing
for these long-term investments in order to conserve and save available resources to the
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extent possible. Additionally, it has to be taken into consideration that many utilities are
not monopolies like in the past; all decisions today have to be made under competitive
conditions. This means the presence of maximum revenue caps for the investments and
maintenance expenditures in the grid infrastructure as prescribed by regulators, enforced
by legislators, and evaluated using efficiency benchmarks. The basis for this approach is
the Energy Industry Act [18], with the essential statements for asset management in §§1
and 11.

• §1: Purpose of the Act is the most secure, cost-effective, consumer friendly, efficient,
and environmentally sustainable supply of electricity and gas to public transmitted via
network lines.

• §11: Operators of energy supply systems are required to operate a safe, reliable, and
efficient power grid in a non-discriminatory manner, to maintain and to expand as
needed, where it is economically feasible.

From guideline of the Energy Act it can be deduced that the duty of a utility is to
construct and operate grids in a way that provides a safe and reliable supply in an
economically feasible manner. This makes it clear that the two basic additional criteria:

• Technical condition and
• economic condition

have to be evaluated against each other, whereby the technical conditions can be repre-
sented by the quality of supply. In the new energy world, not only the consumption (load)
side but also the production (generation) side have to be considered and taken into account
at all voltage levels. The considerations have to include two aspects:

• On one hand, the required grid development driven by changing conditions, such as
load growth, additional construction of decentralized generation, and development of
electric mobility needs to be considered. This aspect is addressed by grid development
and planning assumptions.

• The second aspect represents the needs associated with replacement of assets due to
their end of life. These have increased influence on the reliability of supply according
to the failure probabilities.

The following analysis focuses on the second aspect, as the issues related to the grid
development will be addressed in appropriate detail in a later chapter. A solution of this
issue is now performed by a widespread established “asset management” in the field of the
supply companies, and not only different processes are defined but also the organizational
structures are changed accordingly at the same time. The “unbundling” also influences this
process, which means that the various functions of the formerly vertically integrated
energy supply companies, from production through trade and sales to transportation and
distribution, have to be transferred into legally independent corporate structures.

The two represented boundary conditions (technical and economic) are each influenced
by the maintenance and the investment in new equipment. However, results from this
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calculation have a reciprocal influence on the cost of the overall system. The fundamental
relationship between the cost and reliability of supply is exemplarily presented in Fig. 1.1.

The relationship between the cost and quality of maintenance can be derived as
follows:

• Costs of supply interruptions decrease with increasing reliability of supply, as the
number of interruptions is reduced and hence the costs of repairing faults will decrease
(repair costs, cost of not delivered energy, etc.).

• Costs of the asset quality increase with rising reliability of supply, as a larger
expenditure on maintenance and new investments is required in order to achieve a
better reliability.

According to Fig. 1.1, it can be calculated analytically, which financial effort is
required if a certain reliability of supply should be achieved. This however requires
knowledge of the exact dependency, which would only be achieved in practice if the exact
time of a fault is predictable so that quality assurance measures are possible in time. The
role of asset management consists of deriving the optimum reliability of supply, which of
course must meet the legal requirements.

1.2 Development of the Investment Management

A brochure of Cigre Group 37-27 was published in 2000 shows the result of a survey of
the members of this working group regarding the age distribution of installed high voltage
assets [15]. The result of the age distribution is shown in Fig. 1.2.

The age distribution according to Fig. 1.2 illustrates the impact of different technolo-
gies in the asset category of circuit-breaker (CB). In recent years a significant technology
change took place from air blast circuit-breaker (Air CB) via the minimum oil (oil-CB) to

Fig. 1.1 Evaluation of the optimum of costs and reliability of supply
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SF6-type circuit breakers (Gas CB). Moreover, at the end of the 60 s, the first encapsulated
switchgear (GIS) has been installed, which today represents the state of the art if—due to
the space and environmental limits—air insulated technology cannot be used. The high
growth in particular in Central Europe after the Second World War meant that the power
grids were significantly expanded in the 50s and 60s. This trend was reinforced in the
so-called “Years of Economic Miracle” in Germany. Growing load requires further
expansion, so that on the one hand many existing devices had to be replaced before the
end of their technical life by new devices with higher technical capability and new
technology, and on the other, additional new networks were built. This situation can also
be seen as shown above in the age distribution back calculated from 2000 showing high
investments in the 60s and 70s and the subsequent flattening of the curve in later years.
Meeting of customer needs required rapid expansion of infrastructure during that period.
Consequently, there was no need for an optimized investment management process.

In contrast to this, a moderate load growth is assumed in the decades to come. It should
therefore make sense to use the installed components until the end of their technical
service life. On the other hand, new challenges arise. The system of generation centers,
load centers, and the connection of these two via existing electricity transmission grids,
which has been developed over decades, is currently facing immense change due to
political decisions. Examples of this include Germany’s decision to phase-out nuclear
energy and also the decision to phase-out coal-fired power generation, as well as the
provisions of the European Energy Policy “Clean Energy for all Europeans—CEP”. It is
to be expected from this that a complete change of geographic focal points of generation is
needed and also new technologies in the electricity grid infrastructure, in order to
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guarantee the secure supply of electrical energy in the future. In addition, the structure of
energy supply has been changed for several years, especially in the electricity and gas
sectors, due to the emerging of the number of small generation units. As a consequence of
the energy transition, the number of electricity applications is also increasing in the
heating and transport sectors in order to create a CO2-free future. This also increases the
complexity of the overall system and consequently the demands on the infrastructure.

Assuming an average age of equipment of 40 years according to Fig. 1.2, it is clear
that in the coming years the existing infrastructure is facing a growing number of
replacement investments on the one hand, but also new investments due to the new
requirements. New technologies are developed and deployed to control the reliability and
security of the energy supply. The so-called “smart grid” has become very important in the
development of infrastructure systems and is all the time presented as a solution for all
future energy supply problems. With the presumption of transmission grids are already
relatively “smart”, due to their good observability by the control centers of the trans-
mission system operator, the development of distribution networks “smart grid” means the
increased use of information and communication technology, but also the utilization of
completely new components; for example, controllable power transformers feeding low
voltage systems or controllable charging devices for electric vehicles. This aims to operate
and to control safely the low voltage systems due to many challenges, such as the volatile
supply of renewable generation units (especially wind and solar), a presumably increasing
volume of distributed storage systems, the volatile energy prices, and variable
market-driven loads.

The resulting “investment avalanche” already makes very high demands on the per-
sonnel resources of utilities, the delivery capability of component manufacturers, the
availability of service providers, and also on the financial resources capability of investors,
since these are capital-intensive and long-term investments.

1.3 Legal Framework for Infrastructure Companies

Due to the fundamental importance of infrastructures for society, especially in the utility
sector, there are a large number of legal regulations that create the regulatory framework
for the infrastructure business, which is ultimately organized by the private sector. These
laws are regularly amended in order to adapt them to current developments, and in some
cases, new laws are added. This is also a significant task of the asset manager to know
these laws for his various tasks and to align his actions accordingly. It is not possible to
cover all the laws in a single book, as almost everything is affected, from environmental
issues to data protection. Nevertheless, the most important laws and regulations will be
listed below as examples for Germany and their significance for asset management will be
shown. In addition, the energy policy framework of the European Commission will be
discussed, as this has a fundamental and binding significance for the national regulations
within the European Union.
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1.3.1 Energy Industry Act (EnWG)

In 2005, the German Energy Industry Act [18] was fundamentally republished. It forms
the legal basis for all companies operating in the energy supply sector. This naturally also
affects the operators of infrastructures in this segment, and the following key sections are
of relevance to asset management:

• §1: Purpose of the Act

(1) Purpose of the Act is the most secure, cost-effective, consumer friendly, efficient,
and environmentally sustainable supply of electricity and gas to public transmitted
via network lines.

(2) The regulation of the electricity and gas distribution network will be aimed at
ensuring effective and fair competition in the supply of electricity and gas while
maintaining long-term performance and reliable operation of energy supply
networks.

• §11: Operation of power supply networks

(1) Operators of energy supply systems are required to operate a safe, reliable, and
efficient power grid in a non-discriminatory manner, to maintain and to expand as
needed, where it is economically feasible.

(1a) The operation of a secure energy supply network shall also include, in particular,
adequate protection against threats to telecommunications and electronic data
processing systems necessary for secure network operation. To this end, the
regulatory authority shall draw up a catalog of security requirements in consul-
tation with the Federal Office for Information Security and publish it.

• §49: Requirements for energy installations

(1) Energy installations shall be constructed and operated in a manner that ensures
system technical security. In subject to conformance with other laws, the generally
accepted rules of technology have to be respected.

(2) Compliance with the generally recognized rules of technology is presumed if, in
the case of systems for the generation, transmission, and supply of

1. Electricity: The technical rules of the “Verband der Elektrotechnik Elektronik
Informationstechnik e. V.” (Association for Electrical, Electronic & Informa-
tion Technologies), and

2. Gas: The technical rules of the “Deutsche Vereinigung des Gas- und
Wasserfaches e. V.” (German Association for Gas and Water).

have been complied with.…

These passages define the criteria according to which an asset manager must develop
and operate his system. As already mentioned, the consideration of economic constraints
is also explicitly listed here with the statement “as far as it is economically reasonable”.
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Furthermore, an important basis for the work of a responsible manager is the legal
anchoring of the consideration of norms and standards in the so-called “presumption
paragraph 49”. This stipulates that the operator is legally on the safe side if the standards
of the respective energy sector are demonstrably complied with or if the correct inter-
pretation of these rules and regulations by experts was used as a basis in the decisions. If
the standards do not say anything about a particular issue, it is correspondingly helpful to
use more extensive experience, such as expert groups from international organizations like
CIGRE, CIRED, or scientific studies, to create arguments as a basis for the decisions to be
made. If necessary, this can be used to confirm compliance with the “general rules of
technology” to a supervisory authority or, in the worst case, to the judiciary.

1.3.2 Ordinance on Incentive Regulation (ARegV)

Historically, due to the monopoly, a utility’s revenues were determined based on a cal-
culation of all expenses (capital and operating), including a reasonable amount for capital
employed. With the adoption of the Ordinance on incentive regulation ARegV [16] in
2007 (last amended in 2019), this system was completely replaced. The transition to
incentive regulation means that revenue caps are set that defines the amount of revenues,
which are available to the company. Incentive regulation was introduced because, in the
eyes of politicians, there was a fundamental lack of pressure on companies to be efficient
in the periods before regulation, since the reimbursement of all network expenses meant
that there was no incentive to ensure supply at optimum cost.

The incentive regulation was thus used to introduce competition into a monopoly
market, which is generally a natural monopoly market due to technical conditions because
it makes no economic sense for new competitors to first build and then operate a parallel
infrastructure.

After becoming effective on Jan. 1, 2009 [8], the first regulatory period lasted five years
and the second regulatory period started on Jan. 1, 2014. The essential component of the
regulation is a revenue cap, which defines the total allowable revenue of a system
operator. This revenue cap is determined by Eq. (1.1), where the influence of a quality
element Qt is implemented in further regulatory periods:

EOt ¼ KAdnb;t þ KAvnb;0 þ 1� Vtð Þ � KAb;0
� � � VPIt

VPI0
� PFt

� �
� EFt þQt ð1:1Þ

The various parameters in Eq. (1.1) are defined as follows:

EOt revenue caps of system charges
KAdnb,t permanent non-influenceable costs
KAvnb,0 temporary non-influenceable costs
Vt factor for the reduction of inefficiencies
KAb,0 controllable costs
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VPIt overall consumer price index of the year t of the regulation period
VPI0 overall consumer price index (Federal Statistical Office) of the base year
PFt productivity factor
EFt expansion factor
Qt surcharges and discounts to the revenue cap (quality element)

A detailed description of some values is essential to asses, which costs in Eq. (1.1) are
of interest to the asset manager:

• Permanent non-influenceable costs, e.g.,

– legal purchase commitments and payment obligations,
– concession fees,
– operating taxes,
– expenditure of the approved investment budget; this includes capital investment,

which are necessary for the stability, the integration into the overall system or grid
or a tailored expansion of the power grid,

– required use of overlaid voltage levels,
– reimbursement of decentralized power generation,
– education and training, etc.

• Temporary non-influenceable costs: These costs are calculated as part from the total
costs, if the system operator can claim special challenges with respect to its task.

• Influenceable costs: These are costs that cannot be assigned to the two parts of costs
defined above; for example, this includes the repair and maintenance costs of the grid
assets.

The expenditures for the maintenance of supply system assets represent a major cost
variable, which can be influenced by the asset manager. In theory, it is possible to reduce
the maintenance costs by increasing the maintenance cycles, however, this may lead to a
deterioration of the reliability of supply. A quality element ([16], §19) is included in the
incentive regulation to ensure a sufficient system reliability. The introduction of the
Q element is intended to ensure network reliability, safety, and quality of supply, as the
system operator has ability to request more revenue to address the compliance with
reliability of supply and the power quality requirements. The evaluation of network
reliability can be performed by the following criteria ([16], §20):

• Duration of supply interruptions,
• Frequency of supply interruptions,
• Amount of not delivered energy, and
• Amount of not supplied load.

If these criteria are exceeded or not met, based on the average for the total supply, the
revenue cap can be increased or reduced by the regulator (Qt).
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Despite the multitude of regulatory requirements, it should be noted that generally, the
system operator has the ultimate responsibility for the system operation in a private market
structure.

1.3.3 Law for the Expansion of Renewable Energies
(Renewable Energy Act; EEG)

For the first time in 2000, the law regulated the handling of renewable energies and the
“Renewable Energies Act” EEG [10] was passed. This law also gave its name to the
so-called EEG surcharge, which end consumers have to pay with every used kilowatt-hour
in order to enable the generation of electrical energy from wind and sun. Since then, there
have been many developments and thus numerous new versions (last 2017) and
amendments (last 2019) to follow the requirements of the advancing energy transition.
The EEG pursues the goal of a sustainable supply of energy in particular through defined
target quotas for the share of renewable energies. Concisely, the target quota for Germany
is 80% in 2050. Because of the needed connection of these plants to the infrastructure and
their assigned special role in the energy system, there are key paragraphs and passages that
are important for system operators and thus asset managers.

• §8 Connection:

(1) System operators must immediately connect systems for the generation of elec-
tricity from renewable energies and mine gas to their grid at the point that is
suitable with regard to the voltage level and which is the shortest linear distance to
the location of the system. This shall apply unless this or another grid has a
technically and economically more favorable connection point. When examining
the economically more favorable connection point, the costs directly arising from
the grid connection must be taken into account.

(4) The obligation of grid connection also exists if the consumption of electricity is
only made possible by the optimization, reinforcement, or expansion of the grid in
accordance with §12.

• §11 Purchase, transmission, and distribution:

(1) Subject to Section 14, system operators shall immediately purchase, transmit, and
distribute physically on a priority basis all electricity from renewable energy
sources or mine gas that is sold in a form of sale in accordance with Section 21b
Paragraph 1...

• §12 Expansion of the grid capacity:

(1) System operators shall, at the request of those willing to feed-in electricity,
immediately optimize, reinforce and expand their grids in accordance with the
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state of the art in order to ensure the purchase, transmission, and distribution of
electricity from renewable energy sources or mine gas.

(2) The obligation shall extend to all technical facilities required for the operation of
the system as well as to the connection installations owned by the system operator
or transferred to its ownership.

(3) The system operator does not have to optimize, strengthen, or expand his grid if
this is economically unreasonable. Section 11 Paragraph 2 of the Energy Industry
Act applies accordingly.

These provisions restrict the freedom of action of the planning and network devel-
opment departments in asset management in particular for the long-term strategic
development of a grid to the extent that they have to react immediately to unforeseen
connection requests from asset investors. Particularly in the boom years after 2010, this
made for large expansion volumes in the distribution grid that could be strategically
incorporated neither into a development plan nor into permit reliable forward-looking
financial planning in asset management. In addition, there is the so-called feed-in priority
of renewables, which still requires great efforts in balancing and stabilizing the system.
A feed-in management defined in §14 has a certain optimization potential, which, how-
ever, the asset manager must tap into through the development of appropriate measure-
ment sensors and automation technology. In principle, however, the obligation remains to
ensure sufficient connection grid capacities and to expand the grid up to the level of
cross-border transport. According to §17, the financing of such an expansion is also the
responsibility of the system operators.

1.3.4 Act on Metering Point Operation and Data Communication
in Smart Energy Grids (MSbG)

This law, also in a short form known as the Metering Point Operation Act [11], aims to
introduce intelligent metering systems (including meters) in Germany, also as a basis for
system operation optimization, while guaranteeing maximum data security. Originally
planned as an ordinance, the issue was published as a law on Aug. 29, 2016, after many
years of discussion. Italy and Sweden were the role models for the basic introduction of
smart meters, where this technology is now being used nationwide in the 2nd or 3rd
generation. The assumed importance to the grid, and thus to the asset manager, can be
inferred from the original cost–benefit analysis for the deployment in Germany, which
assigned the technology such a large impact on grid expansion and operational processes
that savings in these areas should cover a large share of the implementation costs.

In addition to the definition of the metering point operation organization and specifi-
cations for the customer relationships including the contractual relationships, the law
includes important specifications and terms of reference for the asset manager.
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• §1 Scope:
This law makes regulations

1. for equipping metering points of the grid-bound energy supply with modern
metering devices and smart metering systems, …

4. on minimum technical requirements for the deployment of smart metering systems,
…

3. for energy-related data communication and general data communication with smart
meter gateways, …

• §2 Definitions:

7. Smart metering system: a modern metering device integrated into a communication
network via a smart meter gateway to record electrical energy, reflecting real
energy consumption and time of use. …

16. System condition data: voltage and current values and phase angles, as well as
values that can be calculated or derived from them, which can be used to determine
the grid condition.

• §50 Admissibility and scope of the survey:

4. To grant the ability to execute a task of the system operator which is carried out in
the exercise of official authority delegated to the system operator.

The technical requirements of the law and the provisions for handling data aim to
ensure that, ultimately, only data from the smart metering system will be used for system
operation management and then for automation in the smart grids of the regulated system
operators. This is indicated by the term “official authority” in §50. If this concept would be
rolled out accordingly, system operators at all levels would have the information they need
to operate the system as efficiently as possible, allowing asset managers to use historical
condition data and a forecast into the future to optimally design their network develop-
ment strategy with all the potential for flexibility. Unfortunately, the conditions laid down
in the law for a mandatory rollout of this technology in the grid have not been met; there
are some problems with the so-called market declaration confirming the availability of
certified smart meter gateways from three different manufacturers. The law and its
implementation is a negative example of a technically unsettled regulatory framework
with the long clarification times possible with public authorities. This leads to a great deal
of uncertainty in investment decisions and thus largely to a standstill in the technological
further development of the system operators and the meter manufacturers. However, the
positive influence of these information possibilities in the grid can be illustrated by many
international examples and is still an important field of development for digitalization and
automation in asset management.
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1.3.5 IT Security Catalog (IT-SIKAT)

The IT security catalog for energy systems in accordance with Section 11 (1b) EnWG [6]
is bindingly defined by the Federal Network Agency, legally based on the Energy Industry
Act, and is thus mandatory for all system operators to implement. This is associated with
the obligation to provide evidence of a corresponding audit with associated certification
by a certain deadline. The catalog is to be applied to all IT systems that are operationally
necessary for the operation of critical energy supply systems according to a definition, the
so-called KRITIS regulation, of the Federal Office for Information Security (BSI). This is
to ensure adequate protection of these assets against information technology attacks. Some
examples of attacks on energy companies around the world, first on nuclear facilities in
Iran and later the disruption of energy supply in Ukraine, were showing the vulnerability
and criticality of this technology. The catalog defines the following three protection goals:

• Availability—includes accessibility and secured usability of the systems to be
protected.

• Integrity—means the correctness and completeness of the data to be used, as well as
the correct functioning of the systems.

• Confidentiality—aims at the data content that must not be accessible to unauthorized
persons.

In order to achieve these protection goals, the security catalog prescribes the estab-
lishment of an Information Security Management System (ISMS), which monitors all
measures as a central instrument. This management system can be located at various
points within a company, but affects the asset manager directly at several points in his
function as the person responsible for standards and specifications, but also in the com-
missioning of the asset service. Since IT systems include both telecommunications
equipment, including telecontrol links, and secondary equipment such as protection and
system control technology, the associated specifications must define minimum-security
measures that meet the protection goals. In particular, the use of passwords, the ability to
change them, and access to these systems via network connections require close con-
sideration of security. Another major focus is the accessibility of the systems in the
facilities and thus the access protection (fencing systems, locking systems, camera
surveillance intrusion detection systems, etc.) to these facilities themselves. Here, the asset
manager must define a balanced system of active and passive access protection and
arrange for its implementation in construction and operation with asset service. In this
area, depending on the design, a cost-intensive part of asset management has newly
emerged, which should be taken into account especially in the design phase of substations
in order to avoid expensive retrofits as far as possible. However, the system must in any
case meet the requirements within the scope of an audit in order to obtain the mandatory
certification.
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1.3.6 Clean Energy Package CEP of EC

With the passing of the 1st Internal Market Directive of the European Commission for the
implementation of an energy market in Europe in 1995, the regulation of this sector began
across all member states. This regulatory framework evolved over time into a construct of
various directives and regulations, with the distinctive feature that they have the character
of law. The member states are obliged to transpose the regulations from the directives into
national law within a defined period; the contents of the regulations apply immediately
after publication. The aim is to create uniform conditions for the energy market
throughout Europe. While the first directive still defined the separation of the various
business areas of system operation, generation, sales, and trading (see also Fig. 1.4), a
complex set of regulations has emerged in the meantime, which found its provisional final
version in the passing of an amended package in June 2019 for the internal electricity
market. In 2020, a similar amendment has been made for the internal gas market, and it is
foreseeable that these two sectors will converge significantly in the medium term. The
revised package bears the official title “Clean Energy for all Europeans”, but is abbre-
viated to “Clean Energy Package CEP”. It consists of eight building blocks, which are
shown in Fig. 1.3. The legal texts are available on the website of the European Com-
mission [9].

The directives represent the policy development in electricity Europe intended by the
Commission, such as the definition of the unbundling of the individual business functions
in the electricity business from the first internal electricity market directive. Fundamental
developments in the fields of renewable energies, building efficiency, and energy
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efficiency are described in a similar way. As a first approximation, these regulations are of
minor importance for asset management and still need to be transposed into national law,
which usually involves interpretations of the energy strategy of the respective member
state. For this reason, the directive will not be discussed in detail here. However, the
relevance of the individual regulations of the pact, which has a total volume of several
hundred pages, for the asset manager, will be briefly discussed here.

• Rules for the internal market for electricity
The Internal Electricity Market Directive is, so to speak, at the heart of the CEP and
describes several new strategic orientations of the Commission. One focus of the
specifications concerns trading functions, definitions of bidding zones, and the han-
dling of grid congestions in the European market. These passages, as well as the
deposited revenue mechanisms, are rather irrelevant for the asset manager. An
important determination is the definition of new “Regional Coordination Centers
RCC” to be created to perform capacity and, if necessary, stability calculations across
control areas. These calculations shall be coordinated in daily arrangements with the
transmission system operators operating in the region and shall be considered the basis
for system operation. This is particularly important for the planning task of the asset
manager, as it is explicitly stated that different planning premises of the individual
system operators must not lead to distortions of competition. In other words, all those
responsible for the transmission system are obliged to apply at least basic, uniform,
and coordinated planning assumptions. Another focus is the definition and establish-
ment of a variety of principles in Article 3 according to which system operators must
conduct their operations. This is to be supported by a system of grid codes described in
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Article 58. These codes are to be drawn up by the European association Entso-E, in
cooperation with the other “stakeholders” in energy supply, and the system operators
must compulsorily align their operations with them. This provides a narrow framework
of European standards for strategy development in asset management.

• ACER Regulation
The function of the European Agency of Regulators is described here. The main task in
the cooperation with the system operators is the monitoring of the network planning
and network expansion activities for cross-border energy transport with the association
of transmission system operators Entso-E and the system management including trade
settlement, together with the regional coordination centers defined in the Internal
Market Regulation. Due to the increasing interdependence of distribution system
operators in the energy transition, with development of smart grids, massive decen-
tralized generation, etc., cooperation with the newly to be created European Associ-
ation of Distribution System Operators (EU-DSO) is also defined. The relevance of
this regulation for the system operators lies primarily in the secure provision of
appropriate planning strategies with sufficient justification acceptable to ACER. Thus,
the asset management functions network planning and development strategy are par-
ticularly in focus.

• Risk regulation
Due to the importance of electricity supply to society, the Risk Provisioning Regu-
lation describes the roles and procedures of the various responsible parties in the event
of a crisis. This also includes early identification of the risk of such a situation arising
by providing forecast calculations, which focus in particular on the availability of
sufficient generation capacity to cover the load at all times. The regulation clearly
assigns the responsibility for the execution of such calculations to the transmission
system operators in their respective control areas, or to the European association of
transmission system operators Entso-E for the Europe-wide consideration. The
importance for the asset manager is rather low, as he has hardly any possibilities to
influence this topic strategically. Here, a mechanism for the creation of sufficient
generation units—nationally but also Europe-wide—is required.

• Energy Union Governance Regulation
This regulation describes the function of the European Commission in the performance
of the governance function and has no direct relevance for system operators or asset
managers.

1.4 Motivation for Asset Management

The long-term guarantee of a reliable grid infrastructure—a requirement of the Energy
Industry Act [18]—is an important objective of asset management. In addition, the entire
approach of the asset management process is mandatory even though it excludes
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considerations for different influences and targets of various stakeholders. Consequently,
the main task of asset management considers in the long-term revenue optimization with
simultaneous high supply reliability while being subjected to an acceptable risks. Based
on the various definitions and fields of activity of the asset management process, par-
ticipants can select between various types of models regarding the operational realization.
Moreover, an integrated and linked information flow and a decision-making process are
essential components necessary to enable such a consistent asset strategy for the whole
grid.

Markets for conducted energy (gas, electricity) have been opened in Germany by the
Energy Industry Act [12] in 1998. Until that time, the utilities had a monopoly in their
supply areas, which was in line with the competition laws. Further legal provisions were
made by the Energy Act Amendment 2003 [8] regarding free access of third parties to the
system in order to facilitate competition.

The transition from the negotiated to regulated system access came into force with the
Energy Act on July 13, 2005 [18]. The key aspect of this was that revenues had no longer
been negotiated between the groups involved in the market but are specified by legal
requirements (regulatory). These stipulations were made in the Incentive Regulation Act
[16], which has already been discussed.

The regulations require unbundling of the system operators in a competitive electricity
market so that market participants have to operate in separate legal entities with excep-
tions for smaller utilities. Figure 1.4 shows the time evolution as a result of the transition
from an integrated utility to a confederation of various parts, where different entities can
operate separately depending on their expertise and area of business.

Starting with a vertically integrated company, which covers all areas of generation,
transmission, and distribution, today the different functions are operated by well-defined
entities, which could be categorized as follows:

• Grids transmission,
• Grids distribution,
• Metering and billing,
• Sales,
• Trade, and
• Generation.

The infrastructure part of the electricity and gas transmission business was subject to
stricter ownership conditions for unbundling. Electricity transmission system operators
and gas transmission system operators must be fully independent of other companies in
the energy sector—including and in particular distribution system operators. The sepa-
ration of ownership was politically desirable. In Germany, however, the special case of the
“Independent Transmission System Operator ITO” has been created, in which ownership
can remain in a group, but no influence may be exerted from there on the operational
business.
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