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Preface

The potential applications of homomorphic operations over encryption functions
were recognized and appreciated almost about the same time as the first public-
key cryptographic algorithm RSA was invented. The RSA algorithm is multiplica-
tively homomorphic. The ensuing 30 years have brought on several additively or
multiplicatively homomorphic encryption functions with increasing algorithmic in-
ventiveness and complicated mathematics. However, until 2009, it was not clear
whether a fully homomorphic encryption algorithm, one that allows both additive
and multiplicative homomorphisms, would exist. This was resolved by Craig Gen-
try, and followed up by several authors who have proposed fully homomorphic en-
cryption algorithms and addressed issues related to their formulation, arithmetic,
efficiency and security. While formidable efficiency barriers remain, we now have a
variety of fully homomorphic encryption algorithms that can be applied to various
private computation problems in healthcare, finance and national security.

This book started with the desire and motivation to describe and implement par-
tially homomorphic encryption functions using a unified mathematical notation. We
hope that we accomplished our projected goal, and you will find our exposition
helpful to understand and implement these algorithms. If a highly efficient fully ho-
momorphic encryption function for multiple applications were to become available,
the usefulness of partially homomorphic encryption functions would be in ques-
tion. But this lofty end is not yet in sight. Studying partially homomorphic encryp-
tion functions may help us to understand the difficulties ahead and perhaps to avoid
blind alleys and dead ends. Moreover, partially homomorphic encryption algorithms
may have certain perhaps limited applications for which significantly more efficient
implementations can be obtained. If not, it is always enjoyable to learn interesting
algorithms and their underlying beautiful mathematics.

The authors thank their families and dedicate this book to them.

Cetin Kaya Kog
Funda Ozdemir
Zeynep Odemis Ozger
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Chapter 1 ®)
Introduction Rty

Homomorphic encryption is the last chapter for now in the 3000-year history of
cryptography and about 50 years of public-key cryptography. Performing meaning-
ful computations with encrypted text without decrypting it seems magical at first.
Imagine a deck of cards with unknown numbers on each, facing down on the table:
Can you add these numbers and obtain the total value with 100% accuracy, with-
out peeking at any of them? Homomorphic encryption can do this for you; so can
a successful illusionist using some elaborate tricks, but homomorphic encryption is
honest and straightforward, and involves no tricks whatsoever; it is just beautiful
mathematics.

Answers to the question of how homomorphic cryptography accomplishes this
feat are found in tens of doctoral theses and in hundreds of journal, conference
and electronic archival articles. This book brings together several of these algo-
rithms with their descriptions, algorithmic steps, examples, and security analyses.
We are limiting our scope however to partially homomorphic encryption functions,
which are those that allow one or a few arithmetic operations to be performed homo-
morphically, rather than all arithmetic operations. We also included two somewhat
homomorphic encryption functions; however, focused on their partial homomor-
phisms only. The reader should note that, in this book, we use the terms homomor-
phic encryption and homomorphic cryptography interchangeably.

The general concept of homomorphic encryption was introduced by Rivest,
Adleman and Dertouzous in [22] using the term privacy homomorphism, soon after
the RSA algorithm was invented [21]. The multiplicative homomorphic property of
the RSA algorithm was first noted in print in this paper, as (x°)(y¢) = (xy)¢. Unfor-
tunately, the RSA algorithm does not allow additive homomorphism, and therefore
homomorphically evaluating a polynomial is not possible using the RSA encryption
function.

The breakthrough in the search for fully homomorphic encryption functions
came with the doctoral dissertation of Craig Gentry in 2009. He introduced the first
construction for a fully homomorphic encryption scheme [8]. Furthermore, since
1978, we have seen very productive research on partial homomorphisms of existing
or new encryption functions.
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2 1 Introduction

A taxonomy of fully versus partial homomorphic encryption is however too sim-
plistic. Basic arithmetic operations (addition and multiplication) or Boolean gates
(AND, OR, NOT) are just the building blocks for evaluating polynomials, arith-
metic or Boolean circuits, or other atomic computations such as search for minimum
or maximum, or compare and sort operations. A particular homomorphic property
of an encryption function cannot be considered separately from its application to
perform private computations. There are mathematical issues as well as efficiency
considerations. Particularly, circuit depth issues are significant barriers to efficient
computations.

This book specifically concentrates on partially homomorphic encryption func-
tions introduced or analyzed since the RSA algorithm. We exclude the subjects of
somewhat homomorphic, leveled homomorphic and fully homomorphic encryption
functions. This selection leaves us a handful of mathematically interesting encryp-
tion functions. Our observation is that these algorithms are scattered in journals,
conference proceedings and electronic archives, and even though they have much in
common and they are designed using a few mathematical building blocks, a unified
approach to their descriptions and analyses is missing; each one of them seems to
be a separate mountain to climb. The need to unify the notation and start with a set
of well-defined building blocks to describe and analyze the encryption functions is
behind our motivation to write this book.

There is a unifying way we view and present these algorithms in this book. First
of all, we wanted it to be more or less self-contained, so we included a pretty ex-
tensive mathematical background. Almost everything one needs beyond a four-year
computer science or mathematics education in order to understand the encryption
chapters is included in Chapter 2; however, this chapter also serves a secondary
and more important purpose: It unifies the notation to describe the key generation,
encryption, decryption, and homomorphic operations for each of the algorithms pre-
sented. We spent a great deal of our time to provide a unified mathematical back-
ground, since this was also the only way for us to understand these partially homo-
morphic encryption algorithms for the purpose of implementing them.



Chapter 2 ®)
Mathematical Background i

In this chapter, we present the necessary mathematical background for the encryp-
tion algorithms in the subsequent chapters.

2.1 Number Theory

The set of integers is represented as Z = {...,—2,—1,0,1,2,...}.

2.1.1 Divisibility and Factorization

Given two integers a,b € Z, we say that a divides b or b is divisible by a and write
a | b if there is an integer ¢ such that a x ¢ = b. If a does not divide b, we write a  b.
Division Algorithm. Let a,b € Z. Then there exist unique integers g and r such that

a=gxb+rand0<r<b,

where a is the dividend, b is the divisor, g is the quotient and r is the remainder.
Notice that b divides a if and only if r = 0.

An integer p > 2 is said to be prime if its only positive divisors are the trivial
ones: 1 and p. Thus if a | p and p is a prime, then either a = 1 or a = p. An integer
greater than 2 that is not prime is said to be composite. Note that 1 is neither prime
nor composite. The following is an important divisibility property of primes.

Theorem 1 Let a,b € Z and p be a prime. If p| (a X b) then p | a or p | b.

Prime numbers are the irreducible multiplicative building blocks of the positive
integers, as stated in the following theorem.

Theorem 2 (Fundamental Theorem of Arithmetic) Let n > 1 be an integer. Then
there exists a unique set of prime numbers {pi,p2,...,p,} and positive integer ex-
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4 2 Mathematical Background
ponents {ey,ea, ..., e} such that
n=pi' X pP X xpir.

This unique decomposition of n into prime powers is called the prime factorization
of n.

It is easy to compute the product of primes. However, it is very difficult to fac-
tor the resulting product of large distinct primes. The problem of determining the
prime factorization of n = p x g, where p and ¢ are large distinct primes, is called the
Integer Factorization Problem (or Factoring Problem\Factorization Problem), de-
noted by Fact[n], on which the security of many public-key cryptosystems is based.
Most cryptosystems use 7 = p x g and some of them use n = p> x g, where p and ¢
are chosen large primes having the same bit length.

2.1.2 Greatest Common Divisor (GCD)

Given two nonzero integers a,b € Z, we say that g is a common factor or common
divisor of a and b if g | a and g | b. We call g the greatest common divisor of a and
b and write gcd(a,b) if g is nonnegative and all other common divisors of @ and b
divide g. Note that gcd(a,0) = a.

We say that a and b are relatively prime if gcd(a,b) = 1, or equivalently that
their only common divisors are 1. The following theorem is easy to observe.

b
Theorem 3 If g = gcd(a,b), then 2 and 2 are relatively prime.
8 8

Proposition 1 [f the integers a and b have the prime factorization

a=p{' x p X xpr
b=pl'xplx-xpl,
where each exponent is greater than or equal to 0, then

ged(a,b) = prlnin(elsfl) % prznin(ezxfz) e prrnin(e,,f,).

In the above proposition, zero exponents are used to make the set of primes
{p1,p2,.-.,pr} the same for both a and b.

Euclidean Algorithm. The most commonly used algorithm for computing the
greatest common divisor of two integers is the Euclidean algorithm which solves
the problem by successive division. This algorithm is based on the property that

gcd(a,b) = ged(b,a— g x b),
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where g is the integer division ¢ = |a/b|. Here the problem of finding the gcd of
two given integers is reduced to that of finding the gcd of two smaller integers. This
reduction rule is applied recursively until the algorithm obtains ged(g,0) = g, which
is equal to ged(a,b) since each iteration preserves the ged of the previous iteration.

Algorithm 1 Euclidean algorithm for GCD
1: function GCD(a,b)

2 Input: Nonnegative integers a and b with a > b.
3 Output: g = ged(a,b).

4: while b = 0 do

5: q:=la/b|
6:
7
8
9

ri=a—qxb

a:=b

b:=r
return a

Example 1 Let’s use the Euclidean algorithm to calculate ged(72,27).

ged(72,27) = ged(27,72 -2 x 27)

= ged(27,18)

= gcd(18,27 -1 x 18)

= ged(18,9)

= ged(9,18—2x9)
©,

= ged(9,0)

=09.

Another well-known algorithm to find the gcd of two nonnegative integers is
the binary GCD algorithm, which is also known as Stein’s algorithm [25]. This
algorithm employs shift operations instead of expensive division operations, which
makes it more efficient than the Euclidean GCD algorithm.

The following well-known theorem, which is known as Bézout’s Lemma, shows
that the greatest common divisor of two integers can be written as a linear combina-
tion of them.

Theorem 4 (Bézout’s Lemma) Given any two nonzero integers a and b, there exist
integers s and t such that s x a+1t x b = ged(a,b). In particular, if a and b are
relatively prime, then there exist integers s and t such that s x a+t x b = 1.

The integers s and ¢ are called Bézout coefficients for a and b and they are unique
up to integer multiples of a and b.

Extended Euclidean Algorithm. The Bézout coefficients s and ¢ above can be
computed using the extended Euclidean algorithm (EEA), which applies the back-
substitution method through the remainders in the Euclidean algorithm.
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Algorithm 2 Extended Euclidean Algorithm (EEA)
1: function EEA(a,b)

(80:81) == (81,80 —q x 1)
(s0,81) := (51,50 — g X 51)
11: (1‘0.,1‘])12 (l‘],l‘o—qXZ‘])
12: g:=g80,5:=950,1:=1

13: return (g, s, 1)

2: Input: Integers a and b not both zero.

3: Output: (g,s,t) where g = ged(a,b) =sxa+t x b.
4: go:=a,g :=>b

5: so:=1,51:=0

6: t0:=0,11:=1

7: while g; # 0 do

8: q:=1[g0/81]

9:
10:

Example 2 Consider a =72, b = 27. The above algorithm computes the following
table

iteration || q | 8o | &1 | So | s1 | to | t1
0 -\ 721271 |10| 0|1

1 212711810 | 1| 1]-2
2 11189 |1 |-1|-2)|3
3 21910 |-1]13|3]|-5

Therefore EEA returns g =9, s = —1 and t = 3, with the property that
g=sxa+txbh.

Thus we have
9=(—1)x724+3x27.

2.1.3 Modular Arithmetic

Let a,b,n € Z and n > 0. We say that a is congruent to b modulo 7 if and only if
n| (a—>b), and write a = b (mod n). Here n is called the modulus. If n{ (a — b),
we write a Z b (mod n), and say that ¢ and b are incongruent modulo n.

Congruence modulo 7 is an equivalence relation, which means a binary relation
that is reflexive, symmetric and transitive. That is, for all a,b,c € Z,

(1) a=a (mod n).
(ii) Ifa=b (mod n), then b =a (mod n).
(iii) fa=b (mod n) and b = ¢ (mod n), then a = ¢ (mod n).

The next theorem connects the congruence notion with the division algorithm.



