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Preface

The 3rd International Congress on Blockchain and Applications 2021 will be held
in Salamanca from 6 to 8 of October. This annual congress will reunite blockchain
and artificial intelligence (Al) researchers, who will share ideas, projects, lectures,
and advances associated with those technologies and their application domains.

Among the scientific community, blockchain and Al are seen as a promising
combination that will transform the production and manufacturing industry, media,
finance, insurance, e-government, etc. Nevertheless, there is no consensus with
schemes or best practices that would specify how blockchain and Al should be used
together. Combining blockchain mechanisms and artificial intelligence is still a
particularly challenging task.

The BLOCKCHAIN’21 congress is devoted to promoting the investigation of
cutting-edge blockchain technology, to exploring the latest ideas, innovations,
guidelines, theories, models, technologies, applications and tools of blockchain and
Al for the industry, and to identifying critical issues and challenges those
researchers and practitioner must deal with in the future research. We want to offer
researchers and practitioners the opportunity to work on promising lines of research
and to publish their developments in this area.

The technical program has been diverse and of high quality, and it focused on
contributions to both, well-established and evolving areas of research. More than 44
papers have been submitted to 38 from over 20 different countries (Canada, France,
Germany, India, Ireland, Italy, Jordan, Luxembourg, Malaysia, Malta, Morocco,
Netherlands, Oman, Portugal, Slovenia, Spain, Sweden, United Arab Emirates, and
USA).

We would like to thank all the contributing authors, the members of the Program
Committee, the sponsors (IBM, Indra, EurAl, AEPIA, AFIA, APPIA, and AIR
Institute), and the Organizing Committee for their hard and highly valuable work.
We are especially grateful for the funding supporting by project “XAI - XAI -
Sistemas Inteligentes Auto Explicativos creados con Modulos de Mezcla de
Expertos,” ID SA082P20, financed by Junta Castilla y Ledn, Consejeria de
Educacion, and FEDER funds. Their work contributed to the success of the
BLOCKCHAIN’21 event and, finally, the Local Organization Members and the
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Program Committee Members for their hard work, which was essential for the
success of BLOCKCHAIN’21.

Javier Prieto
Alberto Partida
Paulo Leitao
Antoénio Pinto
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Formal Analysis of Smart Contracts:
Model Impact Factor on Criminality

Malaw Ndiaye®™) and Karim Konaté

UCAD, Dakar, Senegal

{malaw.ndiaye,karim.konate}@ucad.edu.sn

Abstract. Smart contracts certainly provide a powerful functional sur-
plus for maintaining the consistency of transactions in applications gov-
erned by blockchain technology. However, the intended level of automa-
tion might cause cascading effects that have to be checked by formal
methods of algorithmic proof. Our smart contract formal model analysis
framework uses the Finite State Machine (FSM) theory which is a model
of behavior composed of states, transitions and actions. In this model,
a state stores information about the past, a transition indicates a state
change and is described by a condition that would need to be fulfilled to
enable the transition. An action is a description of an activity that is to
be performed at a given moment. These conditions are properties that
are checked during program execution. This formal analysis framework
allows us to define a set of invariants on Finite State Machine behav-
ior model and to propose an anomaly detection system based on the
invariants of the smart contract.

1 Introduction

Ethereum, taken as a whole, can be viewed as a transaction-based state machine.
The state can include such information as account balances, reputations, trust
arrangements, data pertaining to information of the physical world; in short,
anything that can currently be represented by a computer is admissible. Trans-
actions thus represent a valid arc between two states; the ‘valid’ part is important
there exist far more invalid state changes than valid state changes. Invalid state
changes might, e.g., be things such as reducing an account balance without an
equal and opposite increase elsewhere. A valid state transition is one that is
produced by a transaction [36].

Smart contract is the program deployed in a distributed network that can
acquire outside information via transations and update the internal state auto-
matically. Majority of smart contract procedures are based on blockchain tech-
nology. Existing smart contracts control digital currencies principal. Whereas
they were found having defects and deficiencies in the course of their operations,
leading to more serious consequences, such as “The DAO” and Ethereum Parity
wallet incident, which caused a large number of cryptocurrencies to be stolen,
causing a large loss. If these program bug cannot be processed, smart contracts
will be difficult to manipulate real assets [10].

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
J. Prieto et al. (Eds.): BLOCKCHAIN 2021, LNNS 320, pp. 3-13, 2022.
https://doi.org/10.1007/978-3-030-86162-9_1
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1.1 Contributions
This paper makes the following contributions:

e We propose a framework for analyzing the smart contract model, we use an
approach based on Finite State Machine theory to model the execution of
smart contracts in the Ethereum environment.

e We will show the inadequacies of the model in relation to malicious smart
contracts, i.e. show how the model facilitates attacks and steals capital.

e Proposal for an anomaly detection model based on smart contract invariants.

1.2 Organize
This paper is organized as follows:

e Section 2 presents background study and related work.

e Section 3 presents the study framework of the program as a whole and exam-
ines the flaws in the model of smart contract promoting crime.

e Section 4 describes our anomaly detection system based on the invariant cal-
culation method in smart contract systems.

e Section 5 offers new research directions based on anomaly detection in smart
contract systems.

2 Background Study and Related Work

2.1 Smart Contracts Operational Mechanism

Smart contracts generally have two attributes: value and state (Fig. 1). The trig-
gering conditions and the corresponding response actions of the contract terms
are preset using triggering condition statements such as “If-Then” statements.
Smart contracts are agreed upon and signed by all parties and submitted in
transactions to the blockchain network, then transactions are broadcasted via
the P2P network, verified by the miners and stored in the specific block of the
blockchain [22,34].

The creators of the contracts get the returned parameters (e.g., contract
address), then users can invoke a contract by sending a transaction. Miners
are motivated by the system’s incentive mechanism and will contribute their
computing resources to verify the transaction. More specially, after the miners
receive the contract creation or invoking transaction, they create contract or
execute contract code in their local Execution Environment. Based on the input
of trusted data feeds and the system state, the contract determines whether
the current scenario meets the triggering conditions. If the conditions are met,
the response actions are strictly executed. After a transaction is validated, it is
packaged into a new block. The new block is chained into the blockchain once
the whole network reaches a consensus [10,34].
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Fig. 1. Smart contracts operational mechanism

2.2 Smart Contracts Formal Model

A model M* is a pair (Q, 6*), where Q is a set of states and 6* is a set of sequences
of states satisfying property >, below. The set of states can be thought of as the
set of all conceivable states of a program; i.e., all possible combinations of values
of variables and “program counter” values. A sequence ¢, g2, . . .€ 6* represents
an execution that starts in state ¢, performs the first program step to reach
state g2, performs the next program step to reach state g3 etc. The execution
terminates if and only if the sequence is finite. The set 6* represents all possible
executions of the program, starting in any possible state [19].
Contract automata M* is a quintuple:

M =(Q ), 85" F) (1)
Among them:
e Q = {41,945 .- qp,}. Q is the set about all states of contract execution
automata, ¢; is contained in the state set of contract party, ¢; € ¢;, (i=1,
., m);

> is the set of all input events;

6" is the set of all the transition functions,
0% —>0

s* is the initial state, s* € Q

F* is the set of termination states, F* C Q.

2.3 Transaction Formal Model

A transaction (formally, T) is a single cryptographically signed instruction con-
structed by an external actor [3,28,36,38]. While it is assumed that the ultimate
external actor will be human in nature, software tools will be used in its construc-
tion and dissemination. There are two types of transactions: those which result
in message calls and those which result in the creation of new accounts with
associated code (known informally as “contract creation”). Both types specify a
number of common fields: nonce (7,), gasPrice (7)), gasLimit (), to (7;),
value (7)), init (7;), data (7y) [30] (Fig. 2).
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T=UT,=UT, ac{npgtvid,..} (2)

State S Transaction State S'
Address: 14c5f8ba Address: 14c5f8ba
Balance: 1000 Ether Sender: 14c5f8ba Balance: 988.8 Ether
Address: bb752980 > | ecewer: gbgg;?: —>| [Address: bb752980
Balance: 5000 Ether asprice: 0. iz Balance: 5010 Ether

GasLimit: 2000 gas
if Isotrageltx.data[0]}: Value: 10 Ether if Isotrage(tx.data[O]):
storage[tx,data[0]] = tx.data[1] Data: [0, ETH] storage[tx,data[0]] = tx,data[1]

Storage: [0, 1337, 0, ABC] Storage: [0, 1337, ETH, ABC]

Fig. 2. Transaction model

3 Smart Contracts Sequential Execution Model

3.1 The Smart Contracts Sequential Programs

The specific model of deterministic sequential programs can be obtained by
structuring the general state into [29]:

0 = (mu) 3)

7 is the control component and assumes a finite number of values, taken to
be labels or locations in the program. L = {ly, [, ...l,}

u is the data component and will usually range over an infinite domain. It
be structured into state variables and data structures or functions (Fig. 1).

The transition relation 6 can also be partitioned into a next-location function
N(m,u) and a data transformation function D(mr,u). N(I,u) will actually depend
on u only if the statement at [ is a conditional.

We can thus express § in terms of N and D:

Sl(mu), (n’,u")] & n’ = D(m,u)éu’ = N(m,u) (4)

3.2 Smart Contracts Execution Model

An execution is a sequence of external transactions T each nesting one or more
internal transactions (transitions T, ). Each transition starts with a message and
proceeds in a sequence of commands. Commands may load or store data from and
to the private storage, perform local computations (not affecting the storage),
and initiate nested transitions [28].

a) Transition Invariant
A transition invariant T is a superset of the transitive closure of the transition
relation 6 restricted to the accessible states Q [30]. Formally,
FNOxXQCT (5)
Transition is valid
© Vqi3qi1 [ 6(qi, Ta) = Gis1 (6)
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b) State Invariant
A state invariant is a superset of Q. Given the transition invariant T and the
set of starting states I € Q, the set

1U{q'lgeland(q,q) €T} (7)

is a state invariant. Conversely, a transition invariant can be strengthened by
restricting it to a given state invariant [30].

In other words, an execution is normal if there is a finite sequence of consecutive
valid transitions which begins with an initial state ¢; and ends with a final state
qn, without blocking any state (Fig. 3).

Ta To To To To
q1 —q2 — 43 —> 44 — ...... —d4n

Fig. 3. Smart contracts execution model

3.3 Model and Vulnerable Smart Contracts Attack Vectors

In software systems, programming errors are usually the root cause leading to
security breaches such as denial of service, buffer overflow, format string, code
injection, etc. Coding errors may result either from defectively designed language
features such as no built-in protection for accessing memory, or from invalid logic
having high-level semantic error [12].

Smart contracts may contain vulnerabilities, which cause contracts to run on
an unplanned scenario. However, these vulnerabilities are still harmless until an
adversary takes advantage by exploiting them. Generally, he must send trans-
actions, which are termed as attack vectors in security field, to exploit these
vulnerabilities [23].

In formal verification (model verification, symbolic execution, theorem proof,
translation and type verification) [1,2,4,5,14,18,21,22,28,31] as in the detection
of vulnerabilities [6-9,11,13,15,20,24,25,27,32,33,37], all smart contracts which
do not respect the properties of theorems 1 and 2, are carriers attack vectors.
Table 1 represent the properties which are likely to be violated.

3.4 Model and Criminal Smart Contracts

We refer to smart contracts that facilitate crimes in distributed smart contract
systems as criminal smart contracts (CSCs) [16]. In blockchain, the main activ-
ity of criminal smart contracts is based on Darkleaks, Generic public Leakage,
Private Leakage, Key Theft, website defacement contract, Data Feed corruption,
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Table 1. Ethereum application layer vulnerabilities attacks

Model impact factor Properties Violation
Attack name Attack vectors Theoreme 1 | Theoreme 2
Termination | Fairness | Correctness
DAO ATTACK Reentrancy X v X
Parity Delegate call injection 4 4 X
multisignature
wallet
Erroneous visibility 4 v X
Unprotected suicide 4 4 X
Frozen Ether v 4 X
BECToken Integer overflow 4 X X
attack
GovernMental | DOS unbounded operations 4 4 X
attacks
Unchecked call return value X v X
Call-stack depth limit X 4 X
Transaction-ordering dependence | ¢/ 4 X
Timestamp dependence 4 4 X
HYIP attack DOS unexpected revert X 4 X
Fomo3D Generating randomness v v X
attacks
DOS block stuffing X v 4
ERC-20 Insufficient signature information | X 4 X
signature replay
Rubixi attack Erroneous constructor name v v X

Password theft. An example of a CSC is a smart contract for (private-)key theft.
Such a CSC might pay a reward for delivery of a target key sk, such as a cer-
tificate authority’s private digital signature key. The validity of criminal smart
contracts is an indicator of criminals’ success.

In their previous work, Juel and et al. [16,17] demonstrated that the execu-
tion of criminal smart contracts is always based on a time T,,4. The time T,,4
marks the end of the execution whatever the state of the transaction i.e. the
desirable terminal state is not always accessible therefore properties (4) and (7)
are not always respected. This thesis is confirmed by the work of Yilei and et
al. [35]. In their studies, they proposed a CSC based on PublicLeaks by formu-
lating random factors such as the donation ratio. This contract is divided into
five terminal states, one of which is unique in PublicLeaks because of its random
nature (Table 2).
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Table 2. Criminal smart contracts attacks

Model impact factor Properties violation

Attack name Type of action Correctness | Reachability | Real-time | Liveness

Leakage of secrets Darkleaks

Generic public leakage

Private leakage

Key compromise Key theft

Calling card crimes | Website defacement contract

Data feed corruption

Password theft Password theft

ANASASASNASAYAN
S [ 3|3 [ [ X[ x| x
O[3 [ [ %[ x| %
ANASASAYAIAYAY

4 Proposition

It is important to understand that formal verification does not solve the problem
of malicious smart contracts crime. To solve the problem of contracts while
respecting the properties mentioned above, we propose an anomaly detection
system on smart contracts. The idea is to create a consensus mechanism based
on the behavior of smart contracts whose principle will be based on the prototype
of normal behavior of the smart contract.

Anomaly detection overcomes the limitation of misuse detection by focusing
on normal system behaviors, rather than attack behaviors. This approach is
characterized by two phases: in the training phase, the behavior of the system
is observed in the absence of attacks, and invariant calculation technique used
to create a profile of such normal behavior. In the detection phase, this profile
is compared against the current behavior of the system, and any deviations
are flagged as potential attacks. Unfortunately, systems often exhibit legitimate
but previously unseen behavior, which leads anomaly detection techniques to
produce a high degree of false alarms. Moreover, the effectiveness of anomaly
detection is affected greatly by what aspects of the system behavior are learnt.

Thus our model is composed of two modules: an invariant calculation algo-
rithm to determine the normal profile of a smart contract, and an algorithm for
monitoring the execution of the contract (Fig.4).

State S

addess: 1csribn
Balnce: 1000 Etber

Smart contract

smart contract normal
s profile

Invariant calculation system Monitoring System

Fig. 4. Smart contracts anomalies detection system
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5 Challenges

Given that all of the proposed solutions use techniques based on formal verifica-
tion, it would be of great importance to orient the field of research towards the
anomalies detection in smart contract systems. Anomaly detection is based on
a program or host or network. Many distinct techniques are used based on type
of processing related to behavioral model.

They are: Statistical based, Operational or threshold metric model, Markov
Process or Marker Model, Statistical Moments or mean and standard devia-
tion model, Invariant Model, Multivariate Model, Time series Model, Cognition
based, Finite State Machine Model, Description script Model, Machine Learn-
ing based, Baysian Model, Genetic Algorithm model, Neural Network Model,
Computer Immunology based.

The application of these detection techniques relating to the behavior model
can solve the problem of attacks in smart contract systems.

Additional work could be carried out on smart contract anomaly detection
techniques using artificial intelligence, ontology-based smart contracts for detect-
ing malicious behavior, deep learning technique.

A future project could consist of working on a behavior detection model based
on artificial intelligence because so far, cybersecurity systems using artificial
intelligence have proven to be the most effective in protecting blockchain.

6 Conclusion

Termination, Fairness, Correctness, Reachability, Safety, Liveness and Real-time
properties of a smart contract must be guaranteed in advance, before formal
instantiation in a blockchain. This is certainly important for developers, as well
as suppliers and consumers that rely on the soundness of a smart contract.
Moreover, it furnishes a source of trust for users because trust is maintained by
algorithmic concepts. For example, proving the correctness of smart contracts,
a model of the actual correct behaviour of a contract is necessary in first place.
Determining whether a contract reacts correctly is not always as trivial as it
seems, and proving it (automatically) means that the behaviour must be defined
as conditions in a formal notation, for instance (temporal) first order logics [26].
However, a good approach to smart contract model allows us to find a solution
to the problems related to blockchain crime. Anomaly detection provides an
answer to various problems such as vulnerable smart contracts and criminal
smart contracts.
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Abstract. The advancementin renewable energy sources (RESs) technology have
changed the role of traditional consumers to prosumers. In contrast to the tradi-
tional power grid, the Smart Grid (SG) network provides a platform for peer-to-
peer (P2P) energy trading between prosumers to buy or sell energy according to
their requirements. The potential benefits of P2P energy trading can be realized
through an efficient service provider of the communication network infrastruc-
ture. However, the current communication network is a trustless environment and
thereby is unable to fully support the P2P energy trading requirements. Existing
techniques in P2P energy trading with blockchain suffers from large network delay
due to large network size; this further affects the network performance for P2P
trading. In this paper, we present a novel Blockchain-Based Smart Energy Trad-
ing (BSET) algorithm along with a Blockchain-Enabled Fog Computing Model
(BFCM) for P2P energy trading in Smart Grid. The proposed BSET algorithm
provides a fully trusted minimum latency communication network that enables
the prosumers to trade energy within their local premises. The algorithm was
implemented using iFogSim, Truffle, ATOM, Anaconda, and Geth and evaluated
against state-of-the-art communication network models for P2P energy trading.
The simulation results revealed the effectiveness in terms of secure trading and
network latency.

Keywords: Smart grid - Smart meter - Cyber-physical system - Fog computing -
Blockchain - Cryptography - Cloud computing - Microgrid - Internet-of-Things

1 Introduction

Nowadays, the increasing demand for timely electrical energy consumption and mon-
itoring has given rise to the role of a smart grid network over the traditional grid. The
traditional grid is a centralized and one-way transmission of energy. Whereas the SG net-
work is distributed two-way transmission of energy and information. Where prosumers
and consumers have a major role to play in buying and selling energy in a decentralized
manner. The current SG network extends the controlling, computation, monitoring and
sensing of the information and electrical energy flow in a bidirectional way when com-
pares to a traditional network where different buyers and sellers participate in the auction
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