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Preface

While governments around the world have focused on strengthening their
cybersecurity posture in recent years, cybersecurity remains a topic of ongoing
importance. For example, in the “Executive Order on Improving the Nation’s
Cybersecurity (May 12, 2021)1, it was reported that:

The United States faces persistent and increasingly sophisticated malicious cyber cam-
paigns that threaten the public sector, the private sector, and ultimately the American
people’s security and privacy. The Federal Government must improve its efforts to identify,
deter, protect against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major cyber incident
and apply lessons learned. But cybersecurity requires more than government action.
Protecting our Nation from malicious cyber actors requires the Federal Government to
partner with the private sector. The private sector must adapt to the continuously changing
threat environment, ensure its products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust we place in
our digital infrastructure should be proportional to how trustworthy and transparent that
infrastructure is, and to the consequences we will incur if that trust is misplaced.

As we have noted in the past years, there is a continuing need to keep a watchful
brief on the cyber threat landscape, and this is the intention of this conference
proceedings.

This conference proceedings contains a total of 13 papers consisting of both
regular and invited papers from the 2021 National Cyber Summit Research Track.
The 2021 National Cyber Summit was originally planned to be held in Huntsville,
Alabama, from June 8 to 10, 2021. However, due to the COVID-19 pandemic, all
tracks of the 2021 National Cyber Summit were delayed until September of 2021.
The 2021 National Cyber Summit Research Track was held in-person from
September 28 to 30. Authors from each selected paper presented their work and
took questions from the audience.

1https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-
improving-the-nations-cybersecurity/.
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The papers were selected from submissions from universities, national labora-
tories, and the private sector from across the USA. All of the papers went through
an extensive review process by internationally recognized experts in cyber-security.

The Research Track at the 2021 National Cyber Summit has been made possible
by the joint effort of a large number of individuals and organizations worldwide.
There is a long list of people who volunteered their time and energy to put together
the conference and deserved special thanks. First and foremost, we would like to
offer our gratitude to the entire Organizing Committee for guiding the entire process
of the conference. We are also deeply grateful to all the Program Committee
members for their time and efforts in reading, commenting, debating, and finally
selecting the papers. We also thank all the external reviewers for assisting the
Program Committee in their particular areas of expertise as well as all the authors,
participants, and session chairs for their valuable contributions.

Tommy Morris
Kim-Kwang Raymond Choo

Gilbert Peterson
Eric Imsand
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Cyber Security Education



An Integrated System for Connecting
Cybersecurity Competency, Student Activities

and Career Building

Li-Chiou Chen(B), Andreea Cotoranu, Praviin Mandhare, and Darren Hayes

Pace University, New York, NY 10038, USA
{lchen,acotoranu,pmamdhare,dhayes}@pace.edu

Abstract. For educators, preparing students who are able to solve cybersecurity
problems requires not only a curriculum that provides students with interdisci-
plinary knowledge but also activities that develop their skills and competencies to
solve problems that call for an interdisciplinary approach. To facilitate this pro-
cess, we have developed a system called Cyberpassport, which integrates students’
academic and career goals with cybersecurity co-curricular activities. This system
is designed for students to search and register for cybersecurity activities, and track
their own progress, for advisors to support their mentoring efforts, and for activity
hosts such as faculty members or industry professionals to facilitate connection
with interested students. Usability testing was conducted to test the application’s
functionality as well as user experience and interest. Preliminary results indicate
that users found the system easy to use and beneficial for a career in cybersecurity.
Furthermore, this is the first mobile events app developed that aligns with the skills
and competencies defined by the National Initiative for Cybersecurity Education
(NICE) cybersecurity workforce framework.

Keywords: Cybersecurity education · Competency ·Workforce · Usability

1 Introduction

Cybersecurity has emerged as an academic discipline because of its importance for
organizations in the digital era, in addition to the sophistication of knowledge and skills
needed for cybersecurity professionals. The Association for Computing Machinery’s
(ACM’s) Joint Task Force on Cybersecurity Education [1] defined cybersecurity as “a
computing-based discipline involving technology, people, information, and processes to
enable assured operations in the context of adversaries. It involves the creation, opera-
tion, analysis, and testing of secure computer systems. It is an interdisciplinary course
of study, including aspects of law, policy, human factors, ethics, and risk management.”
For educators, preparing students to solve cybersecurity problems requires not only a
curriculum that provides students with the knowledge and topics that are interdisci-
plinary in nature but also activities that develop their skills and abilities to solve these
interdisciplinary problems. In addition, connecting with cybersecurity professionals and
learning from them are important steps in developing a career in cybersecurity.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2022
K.-K. R. Choo et al. (Eds.): NCS 2021, LNNS 310, pp. 3–12, 2022.
https://doi.org/10.1007/978-3-030-84614-5_1
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To facilitate this process, we have developed a system called Cyberpassport, which
integrates students’ academic and career goals with cybersecurity co-curricular activi-
ties. This system is designed to enable students to search and register for cybersecurity
activities, track their own progress, support advisors in theirmentoring efforts, and facili-
tate activity/conference hosts (e.g. facultymembers or industry professionals) to connect
with interested students. In addition, the system will allow students to generate a resume
using information captured in the system, including activities that are labeled with skills
and competencies defined in the National Initiative for Cybersecurity Education (NICE)
cybersecurity workforce framework [2], which they can ultimately share with potential
employers.

Cyberpassport enables students to connect with professional development training or
co-curricular activities. The system aims to integrate students’ career goals with cyberse-
curity training sessions,while allowing students to connect to these sessions.Using either
the Cyberpassportmobile app or the Cyberpassport website, users of the system can host,
search, register and record these training sessions, and detail the skills/competencies that
they have learned. Students can then track their progress, review their skill set with fac-
ulty mentors or academic advisors, or share the information with potential employers,
like a resume on-the-go. The cyber skills utilized in the system aligns with the knowl-
edge/skills outlined in the NICE cybersecurity workforce framework, which is helpful
for students when planning for their cyber career development.

Industry professionals can also leverage Cyberpassport to organize cyber activities
that can be searched by students. The system allows users to create an event, such as a
training session or a workshop. After being reviewed and approved by the administrator
of its organization, the event will become available and searchable by all of the registered
users. The system also has the potential to be used by employers interested in finding
cybersecurity talents via event hosting, if students opt to share their information with
employers.

We would like to engage the cybersecurity community in adopting Cyberpassport.
The system is scalable and can accommodate a diverse range of cybersecurity activities
offered throughout the community. The value of the system will ultimately depend on
the number of events that will be entered into the system, and the number of students
who will adopt the system. Once the system achieves a critical mass, it will help students
to identify and record cybersecurity activities related to the knowledge and skills they
aim to strengthen, while assisting advisors seeking to guide students towards meeting
their academic and professional goals. This system is unique in the way that it connects
students with cybersecurity activities, and can contribute to strengthening the students’
knowledge and skills needed for a career in the field.

2 Literature Review

Fostering student competencies in cybersecurity education is critical. The consensus
amongst educators is that cybersecurity students should not only obtain theoretical
knowledge but should also be trained with the skills and abilities to perform cybersecu-
rity related tasks. NIST’s NICE framework [2] defines “competency” as amechanism for
organizations or educators to assess student’s overall ability to accomplish a prescribed
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project, which can be described as a set of tasks, knowledge, and skills. For instance,
an example of a “data analysis” competency could be “The collecting, synthesizing, or
analyzing qualitative and quantitative data and information from a variety of sources to
reach a decision, make a recommendation, and/or compile reports, briefings, executive
summaries, and other correspondence” [2]. TheDepartment of Labor’s Employment and
TrainingAdministration (ETA) has also defined a Cybersecurity CompetencyModel [3],
which compliments the NICE framework by adding competencies required by the aver-
age worker who uses the Internet or an organization’s computer network. The National
Security Agency/Department of Homeland Security’s designation of National Center for
Academic Excellence in Cybersecurity (NCAE-C) has also emphasized the importance
of competency in cybersecurity education.

Competency has also been defined as a qualification for jobs and assessed by an
assessment body to provide industry certifications. Assessment organizations, such as
CompTIA, EC-Council, have utilized many techniques to assess the competency of
cybersecurity professionals. A previous study [4] analyzed these techniques used for
industry certifications and the perception of employers and the efficacy of competency
assessment techniques. The study found thatmultiple choice examinations, used inmany
certification exams, are perceived as the least effective assessment method, while the
qualification bodies use thesemost frequently.Oral examination, virtual lab examination,
employment history and a review of qualifications are perceived as more effective but
are used less frequently in the assessment by a qualification body. Another study [5]
surveyed cybersecurity professionals and educators and assessed the preparedness of
cybersecurity students in terms of competency. The study highlighted the importance of
workplace competencies, as perceived by both professionals and educators.

There is a chasm between educators and employers in terms of training students to
establish and assess competencies. We designed the Cyberpassport system to bridge the
gap so that students can use the tool to explore potential cybersecurity job roles, plan
and build competencies needed for these roles, and use the system to document their
achievements.

3 The Cyberpassport System

3.1 System Design

As shown in Fig. 1, Cyberpassport is designed as a Web service catering to activity
hosts, students, faculty advisors, and employers. CPS is designed specifically for stu-
dents interested in a career in cybersecurity and allows them to search and sign up
for cybersecurity co-curricular activities, such as workshops in a conference, research
discussions on campus, or cybersecurity competition training.

Although the approach is conventional in the design and the security features, the
innovation of the system is the integration of the design with cybersecurity education,
in particular the NICE cybersecurity workforce framework. The hosts of these activities
(activity hosts) can use the CPS as a mechanism to promote their cybersecurity activities
by adding them to the system and labeling them with the knowledge/skill information
defined by the NICE cybersecurity workforce framework.
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Moreover, faculty advisors can mentor students based on the types of activities
available, activities attended, and the knowledge/skills that the students need in order to
achieve their career goals.

Fig. 1. An illustration of the Cyberpassport system.

Cyberpassport uses a method similar to challenge-response authentication, such as
MS-CHAP or PPP-CHAP [6] but incorporates a mobile application to obtain some
information required to validate student participation in activities. The system examines
a digital proof from a student to validate participation. The activity host provides some
validation when the activity is satisfactorily completed and the student provides yet
another validation.

Activity hosts can register activity information, such as event date, time, duration,
name, NICE competency identifier, and an associated URL that contains detailed infor-
mation about the activity, such as an event website. Each activity is associated with an
activity identifier which is stored in the system. A hash of the activity identifier, called
an activity hash, is used later to confirm completion of the activity.
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Students are able to browse and sign up for activities using a client-side mobile
application. When the student creates an account in the system, the system generates a
student identifier, which is encrypted and stored on the system. A hash of the student
identifier, called the student hash, is sent to the student and stored on the end-user device,
such as within a mobile application.When the student signs up for an activity, the system
generates and stores a digital proof , which is a hash of the combined value of the activity
hash, the student hash, and a password. The digital proof is only used by the system and
is concealed from other users at this point.

When a student completes an activity and the activity host is satisfied with their
participation, the activity host provides the student with the activity hash, implemented
in the form of a QR code generated from the system. The students’ client-side interface,
either the Web interface or the mobile application, generates a digital proof using the
activity hash obtained from the activity host, the student hash stored in their mobile
application or Web interface previously, and the password that the student knows. This
digital proof is sent to the system and the system validates the participation by comparing
this digital proof with the one stored in the system previously. If these two hashes match,
the student has a completion record, which shows the student has completed training on
a specific NICE competency for a specific duration (e.g. two hours).

Students are also able to use Cyberpassport to generate a resume-like record that
reflects the cybersecurity activities completed, and which can be used for employment
purposes. Furthermore, advisors could use the system to review student progress and
make recommendations for further academic or professional development.

3.2 Implementation

We have implemented Cyberpassport1 both as a Web application as well as mobile
applications for both iOS and Android. The Web application provides access to activity
hosts, faculty advisors and students. The mobile applications are developed for stu-
dents to browse the cybersecurity activities, scan the activity hashes after completing an
activity, and send a digital proof to the system.

User Interface. Both a mobile app and a website (Fig. 2) have been developed. The
front-end user interfaces, for Web and mobile, are connect to a MySQL database hosted
on a Linux server at our university. Users can use either the website or the mobile app
to access the system. Both interfaces provide the same functionality.

Cyberpassport QR Code. Once a user creates an account, the user is assigned a unique
identifier, called a Cyberpassport number, which can be displayed as a QR code.

1 Cyberpassport is available as a Web application at cyberpassport.pace.edu, and as a mobile apps
at both Apple Store and Google Play.
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Fig. 2. Cyberpassport Web application and mobile application.

Cybersecurity Event Hosting. A user can create a cybersecurity event, which is defined
as a cybersecurity skill training session, for one to three hours (Fig. 3(a)). Each event
needs to be a physical or virtual gathering, with an actual date/time and location. Addi-
tionally, each event is required to list competencies or skills that are defined in NIST’s
NICE Framework. Once an event has been created, it will be reviewed by the Cyberpass-
port system administrator to ensure that the event is appropriately labeled and that its
content is cybersecurity related. Once the event is approved by the administrator, users
can then register for the event.

Event Registration. A user can search for cybersecurity events based on NICE skills or
other keywords (Fig. 3(b)). Once a desired event is identified, the user can register for it
and the host will have access to the list of event attendees.

Event Participation. The event host will scan the user’s Cyberpassport QR code only
if the participant attends the entire event.

Cyberpassport Skills. Users can review and demonstrate the skills that they have
acquired from various events using their Cyberpassport mobile app. Users can also
explore cybersecurity job roles defined in the NICE framework (Fig. 3(c)).
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Fig. 3. Cyberpassport mobile applications. 3(a) Cybersecurity event; 3(b) Search events using
NICE Competency. 3(c) Explore cybersecurity job roles.

4 Usability Testing

To determine whether Cyberpassport was easy to use, understandable, and satisfied the
end user needs, we conducted four rounds of user studies. Of these user studies, three
were conducted for the Web application, and one was performed for the mobile appli-
cation. We reiterated the Cyberpassport interface design based on end user feedback,
following each round of testing. In addition, we designed a questionnaire to collect data
and to evaluate the end user’s perception in using the application based on the Technol-
ogy Acceptance Model [7]. The questionnaire included a combination of open ended
and multiple-choice questions. The questionnaire focused on usability as it pertains to
key application functions as well as evaluating the end user’s perceived usability and
perceived ease of use when using Cyberpassport.

We created and hosted a series of events to provide context to the user studies, and
gathered user feedback on the application. These events included three workshops on the
topic of “Cybersecurity Analytics with Python,” and one presentation on “Cybersecurity
Careers: Knowledge, Skills and Abilities.”. The eventswere promoted through the school
and Cybersecurity Club social media channels, which connect with undergraduate and
graduate students at our institution. TheCybersecurityClub studentswere a relevant end-
user population because of their affirmed interest in cybersecurity. The total number of
event participants was 68, and we collected a total of 53 complete responses. Of these
responses, many were from participants in more than one study.

The event invitations directed students to create an account with Cyberpassport, and
to register for each event using the application. All tests were conducted virtually, over


