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Preface

Overview

Biometric recognition, or simply biometrics, refers to the use of distinctive anatomical
and/or behavioral characteristics or identifiers (e.g., fingerprints, face, iris, voice, and
hand geometry) for automatically recognizing a person. Questions such as “Is this person
authorized to enter the facility?”, “Is this individual entitled to access the privileged infor-
mation?”, and “Did this person previously apply for a passport?” are routinely asked in a
variety of organizations in both public and private sectors. Traditional person recognition
systems that are based on ID documents and password/PIN no longer suffice to verify
a person’s identity. Because biometric identifiers cannot be easily misplaced, forged, or
shared, they are considered more reliable for person recognition than traditional token-
(e.g., keys or ID cards) or knowledge- (e.g., password or PIN) based methods. Biomet-
ric recognition provides better security, higher efficiency, and, in many instances, offers
better user convenience. It is for these reasons that biometric recognition systems have
been deployed in a large number of government (e.g., border crossing, national ID card,
and social benefit programs) and routine access control (e.g., mobile phone unlocking,
computer logon, and access to buildings) applications.

A number of biometric recognition technologies have been developed, and several
of them have been successfully deployed. Among these, fingerprints, face, and iris are
the most commonly used. Each biometric trait has its strengths and weaknesses and the
choice of a particular trait typically depends on the requirements of the application. Vari-
ous biometric identifiers can be compared on a number of factors, including universality,
distinctiveness, permanence, collectability, performance, acceptability, and circumvention.
Because of the well-known distinctiveness (individuality) and persistence properties of
fingerprints as well as the cost and maturity of sensors and matching algorithms, finger-
prints are the most widely deployed biometric characteristics in use today. It is generally
believed that the friction ridge pattern, composed of ridges and valleys, on each finger is
unique. Given that there are about 7.8 billion living people on Earth and assuming each
person has 10 fingers, there are 78 billion unique fingers! Hence, the biometric recognition
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problem is the largest machine learning problem in terms of the number of classes. Fin-
gerprints were first introduced as a method for person identification over 100 years ago.
Now, every forensics and law enforcement agency worldwide routinely uses Automated
Fingerprint Identification Systems (AFIS). While law enforcement agencies were the ear-
liest adopters of the fingerprint recognition technology, increasing concerns about national
security, financial fraud, and identity fraud have created a growing need for fingerprint
technology for person recognition in a number of routine non-forensic applications.

Fingerprint recognition can be viewed as a pattern recognition system. Designing algo-
rithms capable of extracting salient features from fingerprints and matching them in a
robust way is not trivial. There is a popular misconception that automated fingerprint
recognition is a fully solved problem since automated fingerprint systems have been
around for almost 50 years. On the contrary, fingerprint recognition is still a challenging
and stimulating recognition problem. This is particularly so when the users are uncoop-
erative, the finger surface is dirty or scarred and the resulting fingerprint image quality is
poor, and/or only small fingerprint fragments are available (e.g., due to a small sensing
device). Latent fingerprints, obtained at crime scenes during forensics investigations, and
their fully automated processing constitute a particularly challenging use case.

Deep learning (whose resurgence began around 2012) was a game-changer for com-
puter vision and machine learning. The current state of the art for most biometric
modalities can be attributed to the use of deep neural networks along with large training
sets. Fingerprint recognition has also been approached in terms of data-driven learning
techniques (as opposed to pre-specified minutiae features). This has resulted in new
effective methods for automated processing of latent fingerprints and learning robust
fixed-length fingerprint representations. However, top-down minutiae-based “geometric”
matching still remains the best performing approach for most use cases of fingerprint
recognition. This shows that tiny ridge details, first introduced for person recognition
by Sir Francis Galton more than a century ago, are still competitive with the powerful
representations learned by huge neural networks trained on big data.

This book reflects the progress made in automated techniques for fingerprint recogni-
tion over the past five decades, including recent deep learning-based methods. We have
attempted to organize, classify, and present hundreds of existing approaches that span the
end-to-end processing of fingerprints, from fingerprint sensing to final matching results in
a systematic way. We hope this book would be of value to researchers interested in mak-
ing contributions to this area, and system integrators and experts in different application
domains who desire to explore not only the general concepts but also the intricate details
of the fascinating technology behind fingerprint recognition.
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Objectives
The aims and objectives of this book are to

e Introduce automated techniques for fingerprint recognition. Introductory material is
provided on all components/modules of a fingerprint recognition system.

e Provide an in-depth survey of the state of the art in fingerprint recognition.

e Present in detail recent advances in fingerprint recognition, including sensing, feature
extraction, matching and indexing (filtering) techniques, latent fingerprint recogni-
tion, synthetic fingerprint generation, fingerprint individuality, and design of secure
fingerprint systems.

e Provide a comprehensive reference book on fingerprint recognition, including an
exhaustive bibliography.

Organization and Features

After an introductory chapter, the book chapters are organized logically into four
parts: fingerprint sensing (Chap. 2); fingerprint representation, matching, and classi-
fication/indexing (Chaps. 3, 4, and 5); advanced topics including latent fingerprint
recognition, synthetic fingerprint generation, and fingerprint individuality (Chaps. 6, 7,
and 8); and fingerprint system security (Chap. 9).

Chapter 1 introduces biometric and fingerprint systems and provides some historical
remarks on fingerprints and their adoption in forensic and civilian recognition applica-
tions. All the topics that are covered in detail in the successive chapters are introduced
here in brief. This will provide the reader an overview of the various book chapters and
let her choose a personalized reading path. Other non-technical but important topics such
as “applications” and “privacy issues” are also discussed. Some background in image
processing, pattern recognition, and machine learning techniques is necessary to fully
understand the majority of the book chapters. To facilitate readers who do not have this
background, references to basic readings on various topics are provided at the end of
Chap. 1.

Chapter 2 surveys the existing fingerprint acquisition techniques: from the traditional
“ink technique” to live-scan sensing based on optical, capacitive, thermal, and ultrasonic
technologies. The chapter also discusses the factors that determine the quality of a fin-
gerprint image and introduces the technological advancements that enabled the in-display
integration of fingerprint sensors in mobile phones.

Chapters 3—5 provide an in-depth treatment of fingerprint feature extraction, match-
ing, and classification/indexing, respectively. Existing techniques are divided into various
categories to guide the reader through the large number of approaches proposed in the
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literature. The main approaches are explained in detail to help beginners and practitioners
in the field to understand the methodology used in building fingerprint systems.

Chapters 6-8 are specifically dedicated to the three cutting-edge topics: latent finger-
print recognition, synthetic fingerprint generation, and fingerprint individuality, respec-
tively. Deep learning methods enabled the automated processing of latent fingerprints a
reality, leading to the development of a new generation of AFIS. Synthetic fingerprints
have been accepted as a reasonable substitute for real fingerprints for the design, train-
ing, and benchmarking of fingerprint recognition algorithms; this approach is particularly
useful to deal with emerging restrictions (e.g., European Union General Data Protec-
tion Regulation (GDPR)) on the use of Personally Identifiable Information (PII) which
is defined as any data that could potentially identify a specific individual. Scientific evi-
dence supporting fingerprint individuality is being increasingly demanded, particularly
in forensic applications, and this has generated interest in designing accurate fingerprint
individuality models.

Finally, Chap. 9 discusses the security issues and countermeasure techniques that are
useful in building secure fingerprint recognition systems.

From the Second to the Third Edition

The third edition of the “Handbook of Fingerprint Recognition” is a major update of the
second edition published in 2009. While the overall chapter structure has been mostly
maintained, in the last 13 years (2009-2021) significant scientific and technological
improvements have been made and this motivated us to update our manuscript to best
reflect them.

The team of authors no longer includes Salil Prabhakar, now a full-time entrepreneur
in the biometric business, but was enriched with the entrance of Jianjiang Feng whose
scientific contributions to fingerprint recognition are well-known. A new chapter on latent
fingerprint recognition was added (Chap. 6) because most advances have been made on
this topic in the last decade, and it still remains a challenging problem. On the other
hand, the “Biometric Fusion” chapter was removed because today multimodal biometric
is mainstream, and a comprehensive introduction to this topic is already available (see
Sect. 1.17).

The presentation style throughout the book chapters has also slightly changed. In the
previous editions, we tried to organize and generalize the underlying ideas of all the
approaches published in the literature (including minor contributions). However, with the
constantly increasing number of papers appearing in journals and conferences, sticking
to full coverage of the literature would lead to an over-chaotic and difficult-to-read essay.
Hence, in this new edition, we have tried to balance at best a survey style with focused
depth on the contributions we believe constitute major advancements.
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The total length of the handbook grew from 494 to 523 pages and about 500 new
papers have been cited to cover the period 2009-2021. Several new figures, drawings, and
tables have been added with the aim of making the presentation illustrative and lucid. The
Electronic Supplementary Material (ESM) included with the book contains the databases
used in 2000, 2002, and 2004 Fingerprint Verification Competition (FVC2004). Table 1
summarizes the new content included in this edition of the Handbook.

Table 1 New content included in the Handbook

Chapter

New Content

1 Introduction

— Emerging applications and large-scale projects
— Updated introduction to individual book chapters

2 Fingerprint
sensing

— Evolution of sensing technology: from bulky optical devices to in-display
integration in mobile phones.

— New sensing technologies (e.g., OCT and touchless “on the fly”)

— From CMOS to TFT sensors

— Examples of multi-fingers and single-finger scanners, sensing elements for
mobile devices

3 Fingerprint
Analysis and
Representation

— Advanced segmentation techniques: total variation and deep learning models

— Learning-based techniques for local orientation estimation: from dictionaries
to CNN

— New algorithms for fingerprint pose estimation

— Neural network-based enhancement of low-quality fingerprints

— Learning-based minutiae detection (e.g., FingerNet)

— Benchmarking local orientation estimation and minutiae detection

— Pore detection with classical and deep learning approaches

— Novel approaches for global and local quality computation (e.g., NFIQ2)

4 Fingerprint
Matching

— Updated categorization of global minutiae-matching approaches

— Spectral minutiae representation

— Evolution of local minutiae matching: from early methods to rich local
descriptors to Minutiae Cylinder Code (MCC)

— Improved techniques for distortion correction

— Dense fingerprint registration

— Evolution of feature-based matching: from FingerCode to handcrafted textural
features to deep features

— DeepPrint: combining fingerprint domain knowledge with deep networks to
derive compact fixed-length fingerprint representations

— Pore matching

— Updated overview of benchmarks and evaluation campaigns.

(continued)
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Table 1 (continued)

Chapter

New Content

5 Fingerprint
Classification
and Indexing

— Shortened the sections on exclusive classification techniques and expanded
fingerprint indexing and retrieval

— Novel minutiae-based indexing methods

— Deep learning-based indexing

— Benchmarking indexing techniques

6 (New)
Latent
Fingerprint
Recognition

— Latent fingerprint recognition by human experts

— Automated recognition: feature extraction and matching
— Latent quality estimation

— Performance evaluation

7 Fingerprint
Synthesis

— Categorization of synthetic generation approaches

— Generation of a master fingerprint and derivation of multiple impressions
(e.g., SFINGE)

— Generative models (e.g., GAN) for the direct synthesis of fingerprint images

— Validation of synthetic generators and large-scale experiments

8 Individuality

— Empirical versus theoretical approaches
— Persistence of fingerprints

9 Securing
Fingerprint
Systems

— Threat model for fingerprint systems

— Methods of obtaining fingerprint data and countermeasures

— Updated introduction to presentation attack instruments

— State-of-the-art presentation attack detection techniques and their performance
evaluation

— Altered fingerprints and their detection

— Novel template protection techniques (e.g., homomorphic encryption of
fixed-length representations)

— Challenges and open issues

Contents of the Electronic Supplementary Material (ESM)

The book includes ESM that contains the 12 fingerprint databases used in 2000, 2002,
and 2004 Fingerprint Verification Competitions (FVC). The ESM also contains a demon-
stration version of the SFinGe software that can be used to generate synthetic fingerprint
images. These real and synthetic fingerprint images will allow interested readers to eval-
uate various modules of their own fingerprint recognition systems and to compare their
developments with state-of-the-art algorithms.
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Intended Audience

This book will be useful to researchers, practicing engineers, system integrators, and stu-
dents who wish to understand and/or develop fingerprint recognition systems. It would
also serve as a reference book for a graduate course on biometrics. For this reason, the
book is written in an informal style and the concepts are explained in simple language.
A number of examples and figures are presented to visualize the concepts and meth-
ods before giving any mathematical definition. Although the core chapters on fingerprint
feature extraction, matching, and classification require some background in image pro-
cessing, pattern recognition, and machine learning, the introduction, sensing, and security
chapters are accessible to a wider audience (e.g., developers of biometric applications,
system integrators, security managers, and designers of security systems).

Cesena, Italy Davide Maltoni
Cesena, Italy Dario Maio
East Lansing, USA Anil K. Jain
Beijing, China Jianjiang Feng
July 2021
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Introduction

Abstract

This chapter presents an introduction to biometric and, in particular, fingerprint recog-
nition systems and provides some historical timeline on fingerprints and their adoption
in forensic and civilian recognition applications. All the topics that are covered in detail
in the successive chapters are surveyed here in brief. The notation and terminology are
introduced, and error rates of a biometric system are explained and formalized by
defining the main performance metrics. Other relevant topics such as biometric system
applications, system integration, and privacy issues are also discussed.

Keywords

Identity recognition « Verification « Identification « Biometrics « Fingerprints «
Applications ¢ Privacy ¢ Historical timeline of fingerprints

1.1 Introduction

More than a century has passed since Alphonse Bertillon first conceived and then industri-
ously practiced the idea of using body measurements for solving crimes (Rhodes, 1956).
Just as his idea was gaining popularity, it faded into relative obscurity by a far more signif-
icant and practical discovery of the distinctiveness of the human fingerprints. In 1893, the
Home Ministry Office, UK, accepted that no two individuals have the same fingerprints.
Soon after this discovery, many major law enforcement departments saw the potential of
fingerprints in identifying repeat offenders who used an alias, i.e., changed their names
with each arrest to evade the harshest penalties reserved for recidivists in law. The law
enforcement departments embraced the idea of “booking” the fingerprints of criminals at
the time of arrest, so that their records are readily available for later identification. This
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is how fingerprints found an application in forensics. By matching leftover fingerprint
smudges (latent prints) from crime scenes to fingerprints collected during booking, author-
ities could determine the identity of criminals who left their partial prints at the crime
scenes. The law enforcement agencies sponsored a rigorous study of fingerprints, devel-
oped scientific methods for visual matching of fingerprints, and instituted strong programs
and culture for training fingerprint experts. They successfully applied the art of fingerprint
recognition for nailing down the perpetrators (Scott, 1951; Lee & Gaensslen, 2012).

Despite the ingenious methods improvised to increase the efficiency of the manual
approach to fingerprint indexing and matching, the ever-growing demands on fingerprint
recognition quickly became overwhelming. The manual method of fingerprint indexing
(based on the Henry system of classification) resulted in a highly skewed distribution
of fingerprints into bins (types): most fingerprints fell into a few bins and this did not
improve the search efficiency. Fingerprint training procedures were time-intensive and
slow. Furthermore, demands imposed by the painstaking attention needed to visually com-
pare two fingerprints of varied qualities, the tedium of the monotonous nature of the work,
and increasing workloads due to a higher demand on fingerprint recognition services, all
prompted the law enforcement agencies to initiate research into acquiring fingerprints
through electronic media and automate fingerprint recognition based on the digital repre-
sentation of fingerprints. These efforts lead to the development of Automated Fingerprint
Identification Systems (AFIS) over the past five decades. Law enforcement agencies were
the earliest adopters of the automated fingerprint recognition technology. More recently,
however, increasing concerns about security and identity fraud have created a growing
need for fingerprint and other biometric technologies for person recognition in a large
number of non-forensic applications.

1.2  Biometric Recognition

As our society has become electronically connected and more mobile, surrogate represen-
tations of identity such as passwords (prevalent in computer login) and cards (prevalent in
banking and government applications) cannot be trusted to establish a person’s identity.
Cards can be lost or stolen, and passwords or PINs can, in most cases, be guessed. Further,
passwords and cards can be easily shared and so they do not provide non-repudiation.
Biometric recognition (or simply biometrics) refers to the use of distinctive anatomi-
cal (e.g., fingerprints, face, and iris) and behavioral (e.g., speech) characteristics, called
biometric identifiers or traits or modalities for automatically recognizing individuals. Bio-
metrics is becoming an essential component of effective person identification solutions
because biometric identifiers cannot be shared or misplaced, and they intrinsically repre-
sent the individual’s bodily identity. Recognition of a person by their body, then linking
that body to an externally established “identity”, forms a very powerful tool of identity
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management with tremendous potential consequences, both positive and negative. Con-
sequently, biometrics is not only a fascinating pattern recognition research problem but,
if carefully used, is an enabling technology with the potential to make our society safer,
reduce fraud, and provide user convenience (user-friendly man—machine interface).

The word biometrics is derived from the Greek words bios (meaning life) and metron
(meaning measurement); biometric identifiers are measurements from the living human
body. Perhaps, all biometric identifiers are a combination of anatomical and behavioral
characteristics, and they should not be exclusively classified into either anatomical or
behavioral characteristics. For example, fingerprints are anatomical in nature, but the
usage of the input device (e.g., how a user presents a finger to the fingerprint scanner)
depends on the person’s behavior. Thus, the input to the recognition engine is a combina-
tion of anatomical and behavioral characteristics. Similarly, speech is partly determined
by the vocal tract that produces the sound of your voice and partly by the way a person
speaks. Often, a similarity can be noticed among parents, children, and siblings in their
speech. The same argument applies to the face: faces of identical twins may be extremely
similar at birth but during their growth and development, the faces change based on the
person’s behavior (e.g., lifestyle differences leading to a difference in body weight).

A number of questions related to a person’s identity are asked every day in a vari-
ety of contexts. Is this person authorized to enter the facility? Is this individual entitled
to access privileged information? Is this person wanted for a crime? Has this person
already received certain benefits? Is the given service being administered exclusively to
the enrolled users? Reliable answers to questions such as these are needed by business
and government organizations. Because biometric identifiers cannot be easily misplaced,
forged, or shared, they are considered more reliable for person recognition than the
traditional token (ID cards) or knowledge-based (passwords or PIN) methods. The objec-
tives of biometric recognition are user convenience (e.g., money withdrawal at an ATM
machine without a card or PIN), better security (e.g., only authorized person can enter a
facility), better accountability (e.g., difficult to deny having accessed confidential records),
and higher efficiency (e.g., lower overhead than computer password maintenance). The
tremendous success of fingerprint-based recognition technology in law enforcement appli-
cations, decreasing cost of fingerprint sensing devices, ease with which fingerprint readers
can be embedded in devices, and growing identity fraud/theft have all resulted in increas-
ing use of fingerprint-based person recognition in commercial, government, civilian, and
financial domains. In addition to fingerprints, some other traits, primarily voice, face, and
iris have also been successfully deployed.

Thanks to the imaginative and flattering depiction of fingerprint systems in nightly
television crime shows (e.g., CSI: Crime Scene Investigation), the general perception is
that automated fingerprint identification is a foolproof technology! This is not true. There
are a number of challenging issues that need to be addressed in order to broaden the scope
of the niche market for fingerprint recognition systems.
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1.3  Biometric Systems

An important issue in designing a practical biometric system is to determine how an
individual is going to be recognized. Depending on the application context, a biometric
system may be called either a verification system or an identification system:

e A verification system authenticates a person’s identity by comparing the captured
biometric characteristic with her previously captured (enrolled) biometric reference
template pre-stored in the system. It conducts one-to-one comparison to confirm
whether the claim of identity by the individual is true. A verification system either
rejects or accepts the submitted claim of identity.

® An identification system recognizes an individual by searching the entire enrollment
template database for a match. It conducts one-to-many comparisons to establish if the
individual is present in the database and if so, returns the identifier of the enrollment
reference that matched. In an identification system, the system establishes a subject’s
identity (or determines that the subject is not enrolled in the system database) without
the subject having to claim an identity. Note that identification is a harder problem
than verification because of the need to distinguish between a large number of enrolled
individuals.

The term authentication is also used in the biometric field, sometimes as a synonym for
verification; actually, in the information technology terminology, authenticating a user
means to let the system know the identity of the user regardless of the mode (verification
or identification). Throughout this book, we use the generic term recognition where we
are not interested in distinguishing between verification and identification.

The block diagrams of verification and identification systems are depicted in Fig. 1.1;
user enrollment, which is common to both tasks is also graphically illustrated.

The enrollment, verification, and identification processes involved in user recognition
make use of the following system modules:

e Capture: a digital representation of biometric characteristics needs to be sensed and
captured. A biometric sensor, such as a fingerprint scanner, is one of the central pieces
of a biometric capture module. The captured digital representation of the biometric
characteristic is often known as a sample; for example, in the case of a fingerprint sys-
tem, the raw digital fingerprint image captured by the fingerprint scanner is the sample.
The data capture module also has the capability to enter the subject’s demographic and
personal data.

e Feature extraction: in order to facilitate matching or comparison of fingerprints, the raw
digital representation (sample) is further processed by a feature extractor to generate
a compact but expressive representation, called a feature set.
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Fig.1.1 Enrollment, verification, and identification processes. These processes use the following
modules: capture, feature extraction, template creation, matching, pre-selection, and data storage. In

the identification process, pre-selection and matching are often combined

e Template creation: the template creation module organizes one or more feature sets into
an enrollment template that will be saved in storage media. The enrollment template is

sometimes also referred to as a reference.

® Pre-selection and matching: the pre-selection (or filtering) stage is primarily used in
an identification system when the number of enrolled templates in the system database
is large. Its role is to reduce the effective size of the template database so that the
input needs to be compared to a relatively small number of templates. The matching
(or comparison) stage (also known as a matcher) takes a feature set and an enrollment
template as inputs and computes the similarity between them in terms of a matching
score, also known as similarity score. The matching score is compared to a system
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threshold to make the final decision; if the match score is higher than the threshold,
the person is recognized, otherwise not.

® Data storage: it is devoted to storing templates and other demographic information
about the user. Depending on the application, the template may be stored in internal
or external storage devices or be recorded on a smart card issued to the individual.

Using these five modules, three main processes can be performed, namely enrollment,
verification, and identification. A verification system uses the enrollment and verification
processes while an identification system uses the enrollment and identification processes.
The three processes are as follows:

e FEnrollment: user enrollment is a process that is responsible for registering individuals
in the biometric system storage. During the enrollment process, the biometric char-
acteristic of a subject is first captured by a biometric scanner to output a sample. A
quality check is performed to ensure that the acquired sample can be reliably processed
by successive stages. A feature extraction module is then used to produce a feature set.
The template creation module uses the feature set to produce an enrollment template.
Some systems collect multiple samples of a user and then either select the best image
(or feature set) or fuse multiple images (or feature sets) to create a composite template.
The enrollment process then takes the enrollment template and stores it in the system
storage together with the demographic and other non-biometric information about the
individual (such as an identifier, name, gender, and height).

e Verification: the verification process is responsible for confirming the claim of iden-
tity of the subject. During the recognition phase, an identifier of the subject (such as
username or PIN [Personal Identification Number]) is provided (e.g., through a keypad
or a proximity card) to claim an identity; the biometric scanner captures the charac-
teristic of the subject and converts it to a sample, which is further processed by the
feature extraction module to produce a feature set. The resulting feature set is fed to
the matcher, where it is compared against the enrollment template(s) of that subject
(retrieved from the system storage based on the subject’s identifier). The verification
process produces a match/non-match decision.

e [dentification: in the identification process, the subject does not explicitly claim an
identity and the system compares the feature set (extracted from the captured biometric
sample) against the templates of all (or a subset of) the subjects in the system storage;
the output is a candidate list that may be empty (if no match is found) or contain
one (or more) identifier(s) of matching enrollment templates. Because identification in
large databases is computationally expensive, a pre-selection stage can be used to filter
the number of enrollment templates that have to be matched against the input feature
set.
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Depending on the application domain, a biometric system could operate either as an online
system or an off-line system. An online system requires the recognition to be performed
quickly and an immediate response is imposed (e.g., a mobile unlock application). On the
other hand, an off-line system does not require the recognition to be performed imme-
diately and a relatively longer response delay is allowed (e.g., background check of an
applicant). Online systems are often fully automated and require that the biometric charac-
teristic be captured using a live-scan scanner, the enrollment process be unattended, there
be no (manual) quality control, and the matching and decision-making be fully automatic.
Off-line systems, however, are often semi-automated, where the biometric acquisition
could be through an off-line scanner (e.g., scanning a fingerprint image from a latent
or inked fingerprint card), the enrollment may be supervised (e.g., when a suspect is
“booked”, a police officer guides the fingerprint acquisition process), a manual quality
check may be performed to ensure good-quality acquisition, and the matcher may return
a list of candidates which are then manually examined by a forensic expert to arrive at a
final decision.

The verification and identification processes differ in whether an identity is claimed or
not by the subject. A claim of identity is defined as the implicit or explicit claim that a
subject is or is not the source of a specified or unspecified biometric enrollment template.
A claim may be

Positive: the subject is enrolled.

Negative: the subject is not enrolled.

Specific: the subject is or is not enrolled as a specified biometric enrollee.
Non-specific: the subject is or is not among a set or subset of biometric enrollees.

The application context defines the type of claim. In certain applications, it is in the
interest of the subject to make a positive claim of identity. Such applications are typically
trying to prevent multiple people from using the same identity. For example, if only Alice
is authorized to enter a certain secure area, then it is in the interest of any subject to make
a positive claim of identity (of being Alice) to gain access. But the system should grant
access only to Alice. If the system fails to match the enrolled template of Alice with the
input feature set, access is denied, otherwise, access is granted. In other applications, it is
in the interest of the subject to make a negative claim of identity. Such applications are
typically trying to prevent a single person from using multiple identities. For example,
if Alice has already received certain social benefits, it is in her interest to now make a
negative claim of identity (that she is not among the people who have already received
benefits), so that she can get the benefits more than once. The system should establish that
Alice’s negative claim of identity is false by finding a match between the input feature set
of Alice and enrollment templates of all people who have already received the benefits.
The following three types of claims are used depending on the application context:
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e Specific positive claim: applications such as logical access control (e.g., network logon)
may require a specific positive claim of identity (e.g., through a username or PIN). A
verification biometric system is sufficient in this case to confirm whether the specific
claim is true or not through a one-to-one comparison.

® Non-specific positive claim: applications such as physical access control may assume
a non-specific positive claim that the subject is someone who is authorized to access
the facility. One of the advantages of this scenario is that the subject does not need to
make a specific claim of identity (no need to provide a username, PIN, or any other
token), which is quite convenient. However, the disadvantage of this scenario is that
an identification biometric system is necessary (which can have a longer response time
and lower accuracy due to one-to-many comparisons).

® Non-specific negative claim: applications such as border crossing typically assume a
non-specific negative claim, i.e., the subject is not present in a “watch list”. Again,
an identification system must be used in this scenario. Note that such applications
cannot use traditional knowledge-based or possession-based methods of recognition.
Surrogate tokens such as passports have been traditionally used in such applications but
if passports are forged (or if people obtain duplicate passports under different names),
traditional recognition methods cannot solve the problem of duplicate identities or
multiple enrollments. For this reason, in the current generation of identity documents
(including passports), fingerprints are embedded onboarding the documents to securely
link the documents with their owners.

1.4  Comparison of Traits

Any human anatomical or behavioral trait can be used as a biometric identifier to
recognize a person as long as it satisfies the following requirements:

e Universality: each person should possess the biometric trait.

e Distinctiveness: any two persons should be sufficiently different in terms of their
biometric traits (or their representations).

® Permanence: the biometric trait should be invariant (with respect to the matching
criterion) over time.

e (Collectability: the biometric trait can be measured quantitatively.

However, in a practical biometric system, there are a number of other issues that should
be considered in selecting a trait, including:

® Performance: recognition accuracy, speed (throughput), resource requirements, and
robustness to operational and environmental factors.



