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Preface

The ocean covers 70.8% of the Earth’s surface, and it plays a significant role in
supporting the system of life on Earth. Nevertheless, more than 80% of the ocean’s
volume remains unmapped, unobserved, and unexplored. With regard to this,
underwater sensor networks (USNs), which incorporate ubiquitous computation,
efficient communication, and reliable control, have emerged as a promising solution
to understand and explore the ocean. The deployment of USNs can enhance the
monitoring capacity for various applications such as intrusion surveillance, marine
resource protection, navigation, geographic mapping, and petroleum exploration. In
order to support these applications, accurate location information of sensor nodes
is required for correctly analyzing and interpreting the sampled data. However, the
openness and weak communication characteristics of USNs make underwater local-
ization much more challenging as compared with the terrestrial sensor networks.

In this book, we focus on the localization problem of USNs with consideration of
the unique characteristics of USNs. The localization problem is of great necessary
and importance since fundamental guidance on design and analysis on the localiza-
tion of USNs is very limited at present. We first introduce the network architecture
and briefly review the prior arts in localization of USNs. Then, we consider the
asynchronous clock and node mobility during the localization procedure, through
which a mobility prediction-based least squares estimator is developed to seek
the locations of sensor nodes. Note that the first-order linearization is required
for least squares estimator to calculate the Jacobian matrix; however, it can
introduce large model errors. In view of this, we further design a consensus-based
unscented Kalman filtering (UKF) localization estimator to relax the linearization
requirement and improve the localization accuracy. In addition, we also employ
the reinforcement learning (RL) to relax the linearization requirement and avoid
the local minimum during the least squares-based localization procedure, such
that an RL-based localization algorithm is provided. Besides that, we investigate
the privacy-preserving localization issue for USNs. To this end, three privacy-
preserving localization protocols are designed to hide the position information of
reference nodes. Accordingly, the least squares and deep reinforcement learning
(DRL) based localization estimators are developed, respectively, to jointly achieve
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privacy preservation, asynchronous localization, and stratification compensation for
USNs. Finally, rich implications from the book provide guidance on the design for
future localization schemes on USNs.

The results in this book reveal from the system perspective that the underwater
localization accuracy is closely related to the communication protocol and optimiza-
tion estimator. Researchers, scientists, and engineers in the field of USNs can benefit
a lot from this book. As such, the valuable knowledge, useful methods, and practical
algorithms can provide the guidance on understanding and exploring the ocean. To
use this book for underwater applications, knowledge of wireless communication
and signal processing is needed.

The book is organized as follows.

Chapter 1 provides the network architecture of USNs and briefly reviews the prior
arts in localization of USNs. Besides that, the weak communication characteristics
of USNs, including asynchronous clock, stratification effect, and node mobility, are
also summarized in this chapter.

Chapter 2 considers the asynchronous clock and node mobility. A hybrid network
architecture including autonomous underwater vehicles as well as active and passive
sensor nodes is constructed. Then, an asynchronous localization solution with
mobility prediction is developed for USNs, where iterative least squares estimators
are conducted to seek the position information.

Chapter 3 presents a consensus-based UKF localization algorithm. Compared
with the results in Chap. 2, the stratification effect is incorporated into the developed
localization protocol in this chapter, and more importantly, the model error can
be significantly reduced since the first-order linearization is not required by the
localization algorithm in Chap. 3.

Chapter 4 covers an RL-based localization algorithm for USNs in weak com-
munication channel. Note that the least squares-related localization estimators are
adopted in Chaps. 2 and 3. However, the least squares-related estimators can easily
fall into local minimum. In view of this, Chap. 4 employs the RL to seek the global
optimization localization solution.

Chapters 2—4 assume the monitoring area is safe and the position privacy
is ignored. However, USNs are usually deployed in open environment, and it
is necessary to utilize the information-hiding technology to develop a privacy-
preserving localization protocol for USNs. In view of this, Chap. 5 presents a
privacy-preserving solution for the asynchronous localization of USNs, in which
the asynchronous clock and node mobility are also considered.

Chapter 6 further considers the stratification effect and the forging attack in
underwater environment, through which a privacy-preserving localization estimator
is developed for USNs. It is worth mentioning that the malicious attacks can be
detected and the straight-line localization bias can be compensated in this chapter,
which are not available in Chap. 5.

Chapters 5-6 employ the least squares-based estimators to seek the position
information of sensor nodes, which can easily fall into local minimum. In order
to solve this issue, Chap. 7 develops DRL-based privacy-preserving localization
protocol and estimator for USNs. Per knowledge of the authors, this is the first work
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that incorporates DRL and stratification compensation into the privacy-preservation
localization of USNS.

Chapter 8 provides the future research direction on the localization of USNs.
We have tried to provide complete instructions for the underwater localization
and meanwhile share insights into the underwater localization from the system
perspective. We hope this book has reached our goal.

This book was supported in part by the National Natural Science Foundation
of China under Grants 62033011, 61873345, and 61973263, by Youth Talent
Support Program of Hebei under Grants BJ2018050 and BJ2020031, and by
Outstanding Young Foundation of Hebei under Grant 2020203002. We would like
to acknowledge Prof. Cailian Chen for her contributions on preparing material and
Prof. Xiaoyuan Luo for valuable discussions.

Qinhuangdao, China Jing Yan
Qinhuangdao, China Haiyan Zhao
Qinhuangdao, China Yuan Meng
Shanghai, China Xinping Guan

July 2021
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Chapter 1 )
Introduction Check for

Abstract This chapter presents the network architecture of underwater sensor
networks (USNs). According to the different measurement ways, the localization
schemes for wireless sensor networks are briefly reviewed. Based on this, the
weak communication characteristics of USNs are summarized, through which the
problems studied in this book are provided.

Keywords Underwater sensor networks (USNs) - Localization - Underwater -
Weak communication

1.1 Underwater On-Line Monitoring System

The twenty-first century is the ocean century, and the development of ocean
enterprise will become a main theme in the twenty-first century. In order to
understand and explore the ocean, strong ocean observation ability is required to
offer technical support. As for this issue, many instruments, e.g., acoustic Doppler
current profiler, sonar array and multi-beam swath bathymeter, have been deployed
to provide ocean monitoring services. These instruments acquire and store the
measurement data, such that the data recovery and analysis can be implemented later
based on salvaging the instruments manually. However, the spatial and temporal
coverage ability of the above instruments is very limited, because they are bulky
and expensive which are not conductive to large scale deployment. Besides that, they
are off-line systems, which cannot meet the real-time requirement for some specific
scenarios. Therefore, it is necessary to connect underwater instruments by means of
wireless networks to enable real-time monitoring of given underwater region.

With the rapid development of communication and network technology, Under-
water Sensor Networks (USNs) have made on-line ocean monitoring a reality.
To be specific, USNs are consist of a large number of static sensors and mobile
vehicles, which are deployed to perform cooperative monitoring tasks (Akyildiz
et al. 2005). Compared with the off-line systems, USNs have the advantages of
increased data source, improved real-time characteristic and reduced failure rate.
Figure 1.1 illustrates a concept of underwater monitoring system via USNs. In

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2021 1
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Fig. 1.1 Conceptual sketch of underwater on-line monitoring system via USNs

this system, static sensor nodes deployed in monitoring area periodically collect
marine environment information, while the mobile autonomous underwater vehicles
(AUVs5) collect marine environment information by approaching or passing areas
that cannot be monitored by static sensor nodes. Through acoustic and electromag-
netic communication links, an operator on coast (or in a vessel on water offshore)
collects all available data and then makes mission decision for the monitoring task.
Accordingly, the seamless spatial observation and on-line data acquisition can be
realized through the cooperation networking of sensor nodes and AUVs.

In such a system, the accurate locations of sensor nodes and AUVs are required
for the routing, networking and control of USNs, since these services are valid only
when the location information is accurately acquired. Although there exist many
recently designed localization schemes for wireless sensor networks, the unique
characteristics of USNs, such as asynchronous clock, node mobility, stratification
effect and limited bandwidth, require very reliable and efficient new localization
solutions for USNs. In view of this, we first present an overview of the localization
schemes for wireless sensor networks. Based on this, the unique characteristics of
USNs are provided. To address these characteristics, we put forward the problems
studied in this book.

1.2 Localization Schemes for Wireless Sensor Networks

According to the different measurement ways, the localization schemes for wireless
sensor networks can be classified into the following three categories: (1) angle
of arrival (AOA) based localization; (2) distance-related localization; (3) received
signal strength (RSS) profiling-based localization.
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1.2.1 Localization with AOA Measurements

The localization with AOA measurements is to measure the azimuth of arrival of
radio beam signal from the transmitter by using receiver antenna, through which the
position of transmitter can be estimated by using optimization algorithm. In general,
beamforming is one of the basic types of AOA measurement technology, whose
measurement unit can be of small size as compared with the signal wavelength.
Suppose that the beam of receiver antenna is rotating, and then the direction of
the maximum received signal strength can be considered as the direction of the
transmitter. In view of this, an improved polar localization scheme was developed in
Wang and Ho (2018), which can make AOA localization unified in the near and far
position. Besides that, an AOA-based weighted localization scheme was provided in
Zheng et al. (2019) to reduce the median localization error by evaluating the multi-
path effect. Also of relevance, some other AOA-based localization schemes can be
found in Al-Sadoon et al. (2020) and Huang and Zheng (2018).

In the absence of noise and interference, the azimuth lines from two or more
receivers can intersect at a certain unique position, that is, the estimated position of
the transmitter, as shown in Fig. 1.2a. However, the noise and interference cannot be
ignored in practice, i.e., two or more azimuth lines cannot intersect at a unique
position if the noise and interference are considered, as depicted by Fig. 1.2b.
Thereby, it is necessary to design localization estimator to reduce the influences
of noise and interference.

In the following, the details of two dimensional localization by using
AOA measurement are presented. Let x; =[x, yt]T represent the real
position vector of the transmitter to be estimated from bearing measurements
B = [,81, B, ,33]T, and one takes three receivers as the example. Denote
0 (xp) =[01 (%), 62 (x¢), O3 (Xt)]T as the bearing vector of transmitter at position
x;. Particularly, 6; (x;) = arctan ){ ::ch i for 1 <i < 3, and X is the estimated position
]T

of the transmitter. Besides, X; = [x;, y;]  is the real position vector of the receiver i.

a(x ) 5 (x,)
Receiver 2 Receiver 2
. Transmitter
Transmitter
Va(x) Receiver 1 a(x)

Receiver 3 X3 )-“

Receiver 1 Receiver 3

(a) (b)

Fig. 1.2 Description of the azimuth lines from three receivers



4 1 Introduction

The measurement bearing of transmitter is composed of true bearing and additional
noise € = [g1, &2, e3]T with zero mean and covariance matrices S = diag{a%, a%,

o3l ie.,
B=0(x)+e. (1.1)

Based on this, the maximum likelihood (ML) estimation of the transmitter
position is designed as

A ! _

% = argmin [0 (x) — BI"S7' 0 (x)) — B]

2 (1.2)
— aremin 1 23 (91' (x¢) — :31)
TEEMy Lm0
Stanfield’s method assumes that the measurement error is small enough, i.e., &; ~

sin ¢;, and hence, Eq. (1.2) can be arranged as

. 13 sin® (6 (x0) — B;)
X; = arg min 5 Zi:l 5 . (1.3)

o

After trigonometric transformation, Eq. (1.3) is sorted into

. 13 [ — yi)cos B — (xg — x;) sin B;]?
% = argmin Zi:l o3 ; (1.4)
where r; = /(x, — x1)% + (e — y1)%.
Therefore, one can get an estimation of the position x, i.e.,
% = ATR7'STIA)TATR™!S b, (1.5)

where A = [sin 81, —cos f;; sinfl,, — cos B,; sinf3, —cos B3], R =diag{r12, r22,
r32} and b = [xsinf; — yj cos B, x28inB, — y2 cos B,, x3sinfy — y3 cos B5]7.

1.2.2 Localization with Distance-Related Measurements

Distance-related measurements can be classified into four types: (1) time-of-arrival
(TOA) measurement; (2) time-difference-of-arrival (TDOA) measurement; (3) RSS
measurement; (4) lighthouse measurement. In the following, the details of these four
localization schemes are presented.
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1.2.2.1 Localization with TOA Measurement

The main idea of TOA-based localization is to employ the propagation time
measurement to obtain the relative distance between transmitter and receiver,
through which the position of transmitter can be estimated by trilateral localization
or maximum likelihood estimation. In view of this, a channel-aware localization
scheme with quantized ToA measurement and transmission uncertainty was devel-
oped in Yan et al. (2021). In Yuan et al. (2019), factor graphs were employed to
construct a TOA-based passive localization scheme. Also of relevance, some other
TOA-based localization schemes were developed in Wu et al. (2019) and Chen et
al. (2020).

As shown in Fig. 1.3, the TOA strategy can be divided into one-way propagation
time measurement and roundtrip propagation time measurement. For one-way prop-
agation time measurement, the difference between the sending time of transmitter
and the receiving time of receiver can be measured, i.e., the difference between #; and
t; fori € {1, 2, 3} as shown in Fig. 1.3a. Accordingly, the TOA between transmitter
and receiver under one-way propagation time measurement can be given as

ATI =t — 1,
(1.6)

1 .
c ”Xl _XI” , 1 € {17 213}1

where t; is the sending time by transmitter, #; is the receiving time by receiver i for
i € {1, 2,3}, cis the propagation speed of the signal, x; is the position vector of
receiver i, and X; is the position vector of transmitter.

Of note, the main drawback of one-way propagation time measurement is that
it requires the local time of transmitter and receiver to be accurately synchro-
nized. This requirement may increase the cost and complexity of sensor nodes
by requiring a sophisticated synchronization mechanism. In order to relax the

Receiver 1 Receiver 2 Receiver 1 Receiver 2
Qt\'ilvxl , 1,,X, .SITI’XI 4. 7,,X,
Transmitter * Transmitter m*
£,X, Y 3
\ tt.l(ti,l X
y Y
Q 1.X, Q 7,.x,
Receiver 3 Receiver 3
(@) (b)

Fig. 1.3 An illustration of the TOA measurement. (a) One-way measurement. (b) Roundtrip
measurement
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clock synchronization requirement, the roundtrip propagation time measurement
is appreciated. As shown in Fig. 1.3b, the difference between the time when a
signal is sent by transmitter and the time when transmitter receives a signal from
receiver is measured, i.e., the difference between #; and #; for i € {I,2,3}.
Accordingly, the TOA between transmitter and receiver under roundtrip propagation
time measurement can be given as

AT = (tix — o) — Ti,

5 . (1.7)
= c ”Xl _XI“sl € {17 213}1

where # is the sending time by transmitter, ¢ ; is the time when a signal is received
by transmitter from receiver i, and t; is the delay for the receiver i to handle the
signal. It is noted that the delay is either known by a priori calibration, or measured
to be subtracted. The delay measurement is a relatively mature filed, where the most
popular method for delay measurement is the generalized cross-correlation (Chen
et al. 2011; Zhou et al. 2017).

By applying TOA measurement, the 2D localization problem can be formulated
as follows. Define AT = [cAT}, cAT», cAT3]" (or AT = [SAT1, §AT:, SAT3IY),
h(x) = [lIx1 =%, Ix2 = x|l , x5 = xc[[]7, and w = [e1, €2, &3], where w is
measurement noise with zero mean and covariance matrices R. Thus, the TOA
measurement with noise measurement can be rewritten as AT = h(x¢) + w. Based
on this, the ML estimator of the transmitter location x; can be given as

% = argmin{[AT — h(x)]"R™AT — h(x)]1}. (1.8)

According to the principle of trilateration (Zhang et al. 2012), the nonlinear
minimization problem is solved, i.e., the position of transmitter can be estimated.

1.2.2.2 Localization with TDOA Measurement

The localization with TDOA measurement is to apply the propagation time measure-
ment to obtain the difference, such that optimization algorithms can be conducted
to estimate the position of transmitter. Particularly, some TDOA-based localization
schemes can be found in Ge et al. (2020) and Dai et al. (2020).

As shown in Fig. 1.4a, ; denotes the time when a signal is sent by transmitter, and
x; denotes the position of transmitter. Similarly, #; denotes the time when a signal is
received by receiver i € {1, 2, 3} from transmitter, while x; denotes the position of
receiver i. Based on this, the TDOA between receivers i and j can be given as

Aty j =t — tj,
(1.9)
)i F ]

1
= (% —xl = [x; — x|
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Transmitter Hyperbola from receivers 1 and 3

Hyperbola from
receivers 1 and 2

.é.‘lll > X1

-
*%
xl
Receiver 1 X,
N
@1.X, @
i Receiver 3 X,
() I"Z.,Xz ® X,
Receiver 2 Hyperbola from receivers 2 and 3
(a) (b)

Fig. 1.4 An illustration of (a) TDOA and (b) intersecting hyperbolas from three receivers

From (1.9), a branch of hyperbola whose foci is at the position of receiver can be
defined. Meanwhile, the transmitter must be on the branch, as illustrated in Fig. 1.4b.
Because At j is not available, the noisy TDOA measurement of A7; ; can be given
as

Afi,j = At j +nij, (1.10)
where n; ; is measurement noise, and it is usually assumed to be an independent
zero-mean Gaussian distributed random variable.

Accordingly, TDOA measurements with three receivers can be stacked into

Afl,z U= —xell—lIx2—x¢l)

c €1,2
451,3 — (”Xl_xt”;”XS_Xt”) + | e13
Ah3 (”X27Xt”zllx37xl”) €23 (L.11)
~ — Ny —_— O~ - -
= At = @(Xy) =W

where At is the TDOA measurement vector, ¢(x,) is the nonlinear vector function
about transmitter, and w is measurement noise with zero mean and covariance
matrices S.

Based on this, the 2D localization problem of TDOA measurement can be
formulated as At = ¢(x;) + w. Thus, the ML estimator of X, can be give as

% = argmin{[At — (x)]'S™'[At — o (x)]}. (1.12)
Clearly, there is no closed solution to (1.12) because of the nonlinear function of

¢ (X¢). According to the knowledge of Taylor series, one can linearize ¢(X;) around
a reference point xo, i.e.,

P(x0) ~ @(X0) + V(Xo) (Xt — Xo), (1.13)
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where Vo (X¢) is the partial derivative of ¢ (x;) at the value x¢. Referring to Wang et
al. (2020), a recursive solution of ML estimator can be obtained, i.e.,

Kokt = Xk + (Vipxe)S ' Vo) ' VeSS At — o(xe0)]. (1.14)

1.2.2.3 Localization with RSS Measurement

The localization with RSS measurement is to employ the RSS to estimate the
relative distance between transmitter and receiver, through which optimization
algorithms can be conducted to estimate the position of transmitter. In Zhang et
al. (2016a), a RSS-based localization solution was developed, where a Newton-
Raphson algorithm was provided to seek the position of target. In our previous
works (Sebastian and Petros 2018; Yan et al. 2017), RSS was employed to estimate
the position of remote unmanned aerial vehicle, thorough which a robust long-range
aerial communication channel was established with the assistance of directional
antennas. An advantage of this strategy is that the time synchronization is not
required. However, RSS is sensitive to man-made and ambient noises.

Next, a brief introduction on RSS-based localization is presented. Particularly,
the RSS in dBm on the receiver can be modelled as

d.
Pi(d;) = Po(do) — 10n, log;o( d(’)) + i, (1.15)

where P;(d) is the received power of receiver i for i € {l1,2,3}, Py(dp) is the
known reference power value at a reference distance dp from the transmitter, d; is
the distance between the transmitter and receiver 7, and np, is the path loss exponent.
Besides, n;  is the zero mean Gaussian measurement noise with variance o2, which
explains the random effect of shadow (Rappaport 2001).

By using RSS measurement, the 2D localization problem can be formulated
as follows. Let P =[Pi(d)), P2(d2), P3(d3)]T be the measurement vector.
Meanwhile, g(x) = [Po(do) — 10n, loglo(j(‘)), Py(do) — 10n, 10g10(3(2)), Po(dp) —

10n, log (013)]T is the nonlinear vector function about transmitter x;, and
p 10810\,

n:[nl,a,nz,a,ng,g]T is the measurement noise vector, Based on the RSS
measurement in (1.15), the likelihood function can be defined as

1
p(P;x) = expl—, 5 IP = g0 1% (1.16)
o

1
\/ 2no
Thus, the ML solution of x; is given as

X = argmax p(P; x;). (1.17)



