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Design of a Secure Blockchain Based )
Privacy Preserving Electronic Voting i
System

R. Shashidhara, M. Indushree, and N. S. Sneha

1 Introduction

Voting is the foundation of any successful democracy and must therefore be acces-
sible and secure for all eligible citizens in the country. Several Electoral systems take
on to permit citizens to cast their precious vote, which includes electronic methods,
ballot based voting and Electronic Voting Machine (EVM). However, we argue that
existing techniques for voting, based on electronic voting machines, provides mistrust
kind of transparency to voters. The issue commonly known as voter confidence. The
Voting Systems have to heighten privacy and secrecy to provide electoral services
available to the voters but secured against security vulnerabilities like keeping the
voter ballot from being modified with the impact of changing casted votes by the voter.
Several voting machines depends on Tor to provide anonymity of voters. Neverthe-
less, this mechanism doesn’t achieve voter privacy and integrity services. Because,
most of the intelligence authorities in the world is controlled by various parts of the
Internet, which leads attackers to eavesdrop votes. As a result, as an alternative of
move back to an inefficient and traditional mechanisms, the modernization of state
structure by the make use of emerging technology like Blockchain [9].

Blockchain is a digital public ledger that records online transactions. Blockchain
ensure security services like confidentiality, integrity, privacy by encrypting and
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Fig. 1 The scenario of blockchain based E-Voting system

validating the transactions. In the Blockchain, when new block is added it will be
connected to the last block using a cryptography hash produced from the informa-
tion of the previous block, which assure that the chain in the blockchain is never
broken and blocks are permanently stored. Further, it is highly impossible to modify
previous transactions. Because, all the adjacent blocks must be modified first. This
fundamental aspect of Blockchain is what makes the technology tamper-proof and
secure. The scenario of Blockchain based E-Voting system is depicted in Fig. 1.

1.1 Motivations

Controversial E-Voting could have been avoided if the election and counting process
is transparent, verifiable and secure. The existing voting system does offer voter
privacy and even the vote counting by the officials is also not transparent. The voters
are supposed to trust the result which is provided by the government body or Election
Commission. There are also other electoral flaws like ballot stuffing, voter fraud and
booth capturing. These issues makes difficult for election commission to differentiate
between real votes and votes added without proper authentication and authorization.
Some of the problems in current Electoral process are listed below:

1. Designing a secure electronic voting system that offers the transparency, privacy
and fairness has been a challenging.
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2. Current E-Voting protocols require a centralized authority to monitor and control
the whole procedure from ballot to results.

3. The centralized systems are vulnerable to security attacks like Distributed
Denial-Of-Service (DDOS).

4. Intelligence agencies have access to network and sufficient computing resources
to analyze voting informative for the potential modification.

1.2 Research Contributions

1. Designing a secure and decentralized Blockchain based E-Voting system using
smart contracts (Chain code).

2. Auser credential model will be proposed to ensure authentication, authorization
and non-repudiation services.

3. The voter can cast a vote using private key, after that transaction will be recorded
in the decentralized Blockchain network.

4.  With help of voter Ethereum address, he/she can verify the casted vote in the
later stages.

5. Further, candidate count with details, Vote Count and winning proposal is
implemented using smart contracts and deployed in Blockchain network.

1.3 Structure of the Article

The rest of the article is structured as follows: Sect. 2, covers background, it includes
challenges of the E-Voting and Blockchain. Section 3, defines the security require-
ments of E-Voting. Section 4, describes the proposed Blockchain based E-Voting
protocol. Section 5, provides the implementation details with the experimental results
and provides a performance analysis of the proposed work. Section 6, concludes the
article.

2 Background

Mistrust in the E-Voting process is a common circumstance even in the devel-
oped countries. To ensure the transparency and security, that can be implemented in
Blockchain based E-voting system. This could helps in solving most of the issues
being faced in the voting process.

The concept of E-voting was initiated in 2001 at Estonia. They use digital smart
cards for identification and authentication. For voters to attain the voting process by
displaying contestants and start casting the votes through portal in the web as well
as similar desktop application. In this regard, anyone having the smart device with
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Internet connection and ID card by the government, can easily vote from anywhere
[5].

The E-voting is based on centralized solution have a single point of failure, which
leads to security attacks and vulnerabilities. In this context, Denial of Service, Man-
In-The-Middle and insider attacks could crash the centralized databases and servers.
The admins of the systems could act malicious and manipulate the information [2].

Brennan Center for Justice in 2015 identified the security vulnerabilities in
America voting machines and published in the news. The study identified that, 43
out of 50 US states used Electronic Voting Machines (EVM) that are old voting
equipment’s, exposed to crashes and failures. Further, the EVMs also easy to crack
and modify with [8].

Zhao et al. presented an E-voting scheme, which proposes the reward and penalty
based protocol for safe or unsafe conduct of voters. Notably, this is a first Blockchain
based voting system [7]. Additionally, in 2016, Lee et al. introduced the voting
scheme, which includes a trust third party using Blockchain to ensure choice of the
voters. Although, the authors Bistarelli et al. presented an E-voting system, which
partitions the voting process into two different parts called authentication and Distri-
bution Server using token to safeguard privacy of the voters. Nevertheless, still there
are some problems in this E-Voting scheme [1]. This system have been used in the
countries like Ireland, Norway and Estonias [3]. Recently, there have been scenarios
where it was faced several issues like transparency, fairness and not completely
hygienic, which can be identified in countries like Brazil, Nigeria, India, Bangladesh
and Pakistan [4, 6]. Notably, The issues causing the mistrust in the voting process
are listed in Table 1.

Table 1 Nature of problems causing mistrust in the E-Voting process

Issues Description

Casting duplicate votes If there is no proper authentication and authorization, it is
possible to cast again for the ones who have not voted

Pre-poll rigging In few places the polling stations are made too far and voters
have no interest or refuse to vote

Use of power to influence The use of power to influence the voters or polling staff either
by threats or by incentives based

Lack of interest by public Voters are not fully trusted and convinced with current voting
system. These issues can be dealt with trustworthy E-Voting
platforms like Blockchain

Unsupervised vote counting | For the parties who do not have a strong representation in a
region, it is likely their votes can be miscounted

Lack of audit and appeals The process of hearing and deciding the appeals on some issues
is slow that can be finalized before the next elections
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3 Security Requirements for E-Voting

The proposed Blockchain based E-voting protocol should satisfy the following
security requirements:

1. Eligibility: The authorized voters should be allowed to participate in voting
process and cast their vote only once in the election. Further, the system must
validate the voter identities.

2. Voter Privacy: E-Voting protocol should not reveal the identities of the voter and
not establish any links between identity information and ballots. Participants
should remain anonymous and voting information is untraceable during and
after the election.

3. Fairness: No election results should be leaked before completion of the election
process. This ensures that the voters might not be affect by others in the voting
process.

4. Verifiability: This security service assure that all entities in E-Voting should
have the facility to verify whether the vote casted have been counted or not.
Here, an individual verifiability gives the voter to verify that one’s vote has
been counted.

5. Forgiveness: The ability of the voter to modify ones vote after it has been cast.

4 Proposed System

The motive beyond the proposed mechanism is to have the Blockchain based system
that satisfies the mentioned security requirements and goals. The proposed system
has been designed to achieve the high degree of decentralization to create the system
which the voter reign as the network of nodes.

The first transaction added to the blockchain will represent the genesis block.
When a voter cast his/her vote, the transaction is updated in the Blockchain network.
The proposed e-Voting protocol permit for the protest vote, where an user might be
return the blank vote to the refusal of the election system or like NOTA to dissat-
isfaction with all candidates. The Blockchain is decentralized Peer-to-Peer network
and cannot be immutable. Even there is no central point of failure. In order to ensure
the security and trust, the current block will uses the previous block hash like the
previous voters data. If any of the blocks are corrupted, modified then it will be
effortless to trace out. Because, all blocks in the blockchain are linked to each other
with previous hash and serves as chain. During voting in the Blockchain, the vote
gets transmitted to the nodes on Blockchain network. After that the node adds vote
to the decentralized network.

The proposed protocol consists of the following phases:

1. Setup: This is an initialization phase to obtain the private key and public key
pair using asymmetric cryptosystem.
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Voter Authentication: The user should logs to the system using the credentials.
The protocol will authenticate the voter based on his/her identity information
issued by the Election Commission. The E-voting system should verify and
validate all information entered by the voter. If the verification is successful, the
voter will be authenticated and authorized to cast the vote.
The prototype for voter authentication is described below:

e (ID, PW): Enter the login details and link the node identity to the
e-governance.

e (Credentials, node id, user-Info): The system of E-governance authenticates
voter credentials.

Casting a vote: Voters should choose the candidates from list of contestants to
cast their vote. The voter can cast the vote through a friendly user interface. The
prototype for this phase is shown below:

o V = vote (ID of the voter, candidate selected).

e Add (V, Chain), the Vote V is added to the Blockchain network.

e Next, the updated Blockchain data is reacted in all the nodes.

e Vote (ID, user List, true): Finally, Voter field will be switched to vote.

Formation of the Block: Upon casting the vote by the voter will be recorded
as a unconfirmed transaction in the Blockchain. The nodes in the Blockchain
network will validate the casted vote based on consensus protocols.

Sealing of Blocks: The transactions are stored in the Blockchain, by the end
of polling time all blocks in the network needs to be sealed by cryptographic
hash (SHA-256) using nonce and merkle root. Once the electoral process is
complete and the results have been published, then there is no significance for
the Blockchain mining.

Counting of votes: We have implemented a mechanism to count the casted
votes in a fair manner. Further, the proposed system supports the voter to check
the casted vote is successfully counted during counting process or not. With
help of the Ethereum address, a user can verify the status of the casted vote.
The prototype for counting process is given below:

e Candidates = get Candidates (candidate List).
Receive the candidate details from E-Governance.
e Results = count (chain, candidates)

Here, vote counting process will be completed and winner will be identified
based on the maximum number of votes.
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5 Implementation and Experimental Evaluation

The proposed E-voting protocol is implemented using Ethereum platform called
public Blockchain network. An Ethereum network provides a broader range of
applications, with the power of smart contracts. Ethereum Blockchain consists of
Ethereum nodes. The node is any device that is running the Ethereum protocol
(blockchain). When we connect to the Ethereum protocol we are on the Ethereum
Blockchain network. By running an Ethereum node we can connect to other nodes in
the network, have direct access to the Blockchain, and even do things like mine blocks,
send transactions, and deploy smart contracts. Many applications, that may normally
require a web server, can be run through these smart contracts using Blockchain
network. Hence, it is impossible to manipulate the transactions or smart contracts
deployed in the Blockchain network.

After performing the transactions on Ethereum Blockchain network, the transac-
tion fee is calculated in Gas, and paid for in Ether. The gas is the fuel of the Ethereum
network, which is mainly used to conduct transactions, execute smart contracts and
Launch Decentralized Applications (Dapps). The frequently used parameters in the
Ethereum network are Gas, Gas price and Gas limit.

1. Ether (ETH) is the Ethereum network’s native cryptocurrency, the second largest
by market cap on the crypto market.

2. Gas: is the unit of calculation that indicates the fee for a particular action or
transaction.

3. Gas Limit: is the maximum amount of Gas that a user is willing to pay for
performing this action or confirming a transaction (a minimum of 21,000).

4. Gas Price: is the amount of Gwei that the user is willing to spend on each unit
of Gas.

Additionally, we have set up a MetaMask wallet in order to perform the trans-
acttions on Ethereum Blockchain network. MetaMask is just an Ethereum Browser
and Ether wallet. It interacts with Ethereum Dapps and Smart Contracts without
running a full Ethereum node. Furthermore, MetaMask supports to connect different
Ethereum based Blockchain networks and possible to import the accounts from other
accounts through private keys.

We have defined the E-voting protocol through smart contracts, which consists
of programming code and stored on a Blockchain network, then it execute when
certain terms and conditions are met. It is called smart because of its ability to verify
and execute a contract without any help from third parties. The contract exists in the
decentralized Blockchain network and contains all the terms of a particular agree-
ment. The smart contracts are meant to provide accuracy, transparency, autonomy,
security and standardization.

Smart contracts defined in solidity programming language is executed by the
Ethereum nodes in the blockchain network in every 10 s, and its validated by at least
by two other nodes in the blockchain network. After that, functions of contracts can
be triggered and executed.
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Fig. 2 Smart contract call and execution during E-Voting

The Candidate is defined as a struct, the state variables are ID, Name and Vote-
Count. We used solidity mapping for storing and fetching the voter details. ID is
the wallet address associated with the voter account in the Ethereum Blockchain.
The state variable VoteCount is used to count the number of votes received by the
candidate.

Of the proposed protocol is evaluated by testing five ballots in the Ethereum
Blockchain network. In this work, The E-Voting system scope is restricted for smaller
elections and polls. The E-Voting with huge number of voters would require dynamic
network structure and need to handle complex problems. The Blockchain networks
scalability is still unknown. In addition, the proposed smart contracts are imple-
mented using solidity using Ethereum platform. The wallet is supported in windows,
Linux and mac machines. Furthermore, a voter who willing to cast their vote should
the Ethers in his/her wallet to complete the voting transaction (Fig. 2).

6 Conclusion

In this article, a Blockchain based decentralized and peer-to-peer electronic voting
protocol is proposed. The legitimate voters could have the power to vote through
Internet by using smart devices like Mobiles, PCs, etc. The transaction will be
recorded in the Blockchain network, which is verifiable, anonymous and adversaries
are unable to modify the records in the network. The solidity smart contract is used to
accomplish recording, managing, validating the voters during the electoral process.
In order to provide the privacy and transparency of E-Voting protocol, secure cryp-
tographic functions has been employed to ensure that the registration and voting is
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anonymous. The digital signatures using public key infrastructure makes the voting
process more secure and reliable.

Further, the proposed protocol does not require mining like Bitcoin network since

the voter’s information is registered and authentic. Notably, the proposed approach
addresses some of the security pitfalls that conventional E-voting protocols have. As
a result of the proposed work, the concept of Blockchain technology, security algo-
rithms and cryptographic primitives like hash functions, nonce and digital signatures,
has become adaptable to elections and polls to secure the E-Voting environment.
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1 Introduction

Glioblastomas are the fastest growing Grade IV malignant tumors found in the brain
with a survival time of less than a year after their detection [1]. The detection of these
tumors is an unceasing challenge to doctors. The failure to recognize the early symp-
toms, lack of awareness, inadequate imaging facilities, preliminary screening for the
patients and expertise with doctors are some of the factors that delay the detection. For
this reason, medical imaging is paramount in detection, identification, grading and
diagnosis of the Glioblastomas. Doctors recommend various imaging techniques for
detection of Glioblastomas like Computed Tomography (CT), Magnetic Resonance
Imaging (MRI) and its variants, Fluid Attenuated Inverse Recovery (FLAIR) and
Positron Emission Tomography (PET) [2]. These images are acquired sequentially
through different scanning machines at different times. Doctors assess the images
independently and conclude the analysis based on their experience and expertise.
Each of the modalities provide different information of the brain. For example, the
CT image provides the structural information of the brain like bone structure, tissue
symmetries, changes in tissue density and space occupying lesions [3]. It also shows
changes made in the nearby skull region due to tumor extension and calcification
of tumors. Conversely, CT images fail to indicate tumor borders and infiltration in
the nearby regions. These can be easily visualized with Magnetic Resonance Image
(MRI), which provide structural and functional information of the brain along with
high contrast and resolution for soft tissues like tumors or lesions [3]. These multi-
modal images are the noninvasive ways to detect Glioblastomas. Based on the multi-
modal images, surgical resection or complete removal of tumor is made followed
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(a) (b)

Fig.1 a CT image, b MR image, ¢ fused image

by radio chemotherapy [4]. Thus, a single imaging technique is never sufficient
to confirm the presence or extent of the tumor [5]. This helps in early detection of
tumors and requires lesser digital storage [7, 8]. Some of the techniques for fusing the
multimodal images are Discrete Wavelet Transform (DWT), Laplace Transform (LT),
Contourlet Transform (CT) and Non-sub Sampled Contourlet transform (NSCT) [6].
The process of fusion begins with decomposing the multimodal images in to approx-
imation coefficients (low frequency components of the image) and detailed coeffi-
cients (high frequency components) using the above techniques. These components
are combined using different rules like averaging, summing, weighted summing,
max—min or max-max fusion rules [7]. The fused coefficients are recomposed using
inverse transforms to generate a fused image. The visual quality of the fused image
is evaluated based on contrast, edge information and peak signal to noise ratio.

The fusion process introduces blocking effect, noise and artifacts that greatly
reduce the visual quality of the fused image. Figure 1 shows a CT, MR and fused
image obtained by DWT, indicating blocking effect at the edges and corners [6, 7].
The fused images with poor visual quality make it difficult for experts to interpret the
tumor presence or its spread. Hence, there is a need for an enhancement technique
to improve the visual quality and reduce blocking effect, noise and artifacts. Most
of the enhancement techniques deal with improving image contrast, as it helps in
differentiating the Glioblastomas and the normal cells. Nevertheless, the drawback
with these techniques is that it only increases the dynamic range of the image, which
is a function of pixel intensity alone. Tumors or any abnormality in the brain appears
distinct, bright or light intensity in MR images. Thus, by varying the contrast, the
normal and the tumorous cells can be differentiated easily. On the contrary, the high
contrast images or low contrast MR image makes it challenging to differentiate the
Glioblastomas. The contrast enhancement is mostly a twofold process, consisting of
contrast stretch and tonal enhancement. The contrast stretch improves the brightness
differences uniformly across the dynamic range of the image and tonal enhancement
improve the brightness differences in different areas like dark, gray or bright regions
in the image [6]. The paper deals with enhancement techniques for CT and MRI
fused images that mostly focus on improving the contrast, structural information,
peak signal to noise ratio with minimum loss of information.
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2 Enhancement Techniques

Generally, the contrast enhancement is achieved by the following techniques—Non-
Linear Transfer function, Histogram based and Frequency Domain [11]. Among
them, Histogram Equalization (HE) is the most popular technique for contrast
enhancement performed in a spatial domain. This deals with remapping the gray
scale values of the original input image to a new level of gray scale values using
linear or non-linear functions. This remapping aims at flattening and stretching the
dynamic range of the image histogram. Although HE is a popular enhancement tech-
nique, it suffers from visual artifacts like intensity saturation and amplification due
to large number of homogenous pixels. The equalization is accomplished uniformly
for all the pixels of the image, leading to enhanced global contrast. However, the
lowest intensity pixels become less significant, thereby reducing the local contrast
[12]. In order to overcome the drawbacks of HE, newer enhancement techniques are
proposed for improved visual quality with the use of median filters, adaptive gamma
correction and homomorphic filtering [13, 14].

An Adaptive Histogram Equalization (AHE) technique is a block based adap-
tive method, that deals with the local contrast rather than global contrast. The
local contrast is more significant in the detection of Glioblastomas as it can clearly
distinguish the normal and tumor cells. In this technique, histogram equalization is
performed on sub-images or small and equal sized blocks obtained by splitting the
image. The equalization is executed on every block independently and mapped to
new intensity levels based on a transformation function. The new pixel values are
solely based on the neighboring pixel characteristics. Then, bilinear interpolation is
used to combine the blocks after equalization [14]. The major challenge with AHE
is the selection of the block size and the transformation function. AHE also suffers
from blocking effect, at the time of combining the blocks. Over-amplification is also
seen due to large homogenous regions of the image. Youlian Zhu et al. have proposed
an adaptive histogram equalization technique for CT images. A user defined param-
eter B, is suggested based on the gray level of the image. The entropy is used as an
objective function to select the § adaptively [15].

A variant of AHE is the Contrast Limited Adaptive Histogram Equalization
(CLAHE), proposed by K Zuierveld, is also a block-based contrast enhancement
technique with focus on local contrast. Unlike AHE, CLAHE provides uniform equal-
ization with clipping the excess portion of large peaks found after the histogram equal-
ization, thereby avoiding over-amplification. The excess portion removed depends
on a parameter called clip limit, which is a function of the dynamic range of the
image and block size. CLAHE involves setting of three operational parameters—clip
limit, block size and distribution function, which must be carefully chosen before
performing the image enhancement to achieve good contrast images, free from noise
and artifacts [16]. Various histogram-based enhancement techniques are compared
and analyzed, CLAHE is observed to perform better for MRI brain Images [17].

The simplest technique of setting the operational parameters for CLAHE is by trial
and error, however, this is time consuming, may deviate from the actual values and
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varies with every image. Some of the techniques used to set the parameters are based
on textureness of the image, maximum curvature of entropy, Least Mean Square
(LMS) algorithm, multi-objective optimization technique and fuzzy rules. In spite of
various techniques for contrast enhancement, CLAHE seems to provide good local
contrast, however it largely fails to enhance the pixels with low gray level intensity.
Moreover, there is no standard for finding the optimal clip limit for a specific region
of interest in medical images. Generally, clip limit is proportional to the multiple of
mean of the histogram, where the multiplication factor is user-defined and varies for
different images. Therefore, there is a need to choose clip limit adaptively for every
block of image without any user intervention [23].

The clip limit is also a function of dynamic range of the grayscale image, block
size and slope of transformation function. Initially, the clip limit and block size are
chosen empirically and then obtain the optimal values based on statistical parameters
like entropy, peak signal to noise ratio or edge information. Yet clip limit may change
depending on the type of images. This makes the enhancement process very extensive
and time consuming [23]. Moreover, inaccurate selection of clip limit can cause over-
amplification in CLAHE. Bilateral Filter and Median filters are used to overcome this
drawback [24, 25]. Optimization techniques provide a convenient way of determining
the CLAHE parameters without any heuristics and compute them adaptively for every
image block. Particle Swarm Optimization (PSO)—a population-based optimization
technique proposed by Eberhart and Kennedy [27]. The motivation for PSO is from
the biological social groupings of animals, which interact with each other to find
food or save each other from predators. A swarm is defined as a group of possible
solutions to the optimization problem, also called particles. Each particle of the swarm
is identified with its velocity and position, which are updated through iterations. The
performance of the optimization is evaluated based on a fitness function. The search
for best solution terminates at the end of the iterations or when the solution generates
the highest fitness value [27, 28].

Based on the recent literature, we propose an enhancement technique for fused
Multimodal and Multiresolution brain images, that suffer from blocking effect, noise
and artifacts during the fusion process. CLAHE can be used to improve the contrast of
the fused image, but the structural information in the fused MRI and CT images is lost
due to AHE. The PSO algorithm enable the selection of the operational parameters of
CLAHE based on a multi-objective fitness function which is essentially dependent on
entropy and edge information of the image. Hence, the enhanced image is improved
in terms of contrast, structural information with minimum mean square error.

3 Proposed Enhancement Technique for Fused CT
and MRI

The proposed enhancement technique begins with preprocessing of MRI and CT
images, image registration, and image fusion followed by image enhancement. More
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than 200 MRI and CT images containing Grade IV tumors—Glioblastoma are taken
from www.Radiopedia.org for the experiment. There are quite a few databases avail-
able publicly for MRI images, but the challenge in our research is to get multimodal
images for the same patient. Since these are acquired at different times and from
different machines, they must be registered and preprocessed before fusing them.
The simulation is performed on MATLAB 2020. Figure 2 shows the block diagram
for the enhancement process. The preprocessing stage resizes the image to size 256
x 256 and converts them to gray scale. The images contain Gaussian and Rician
noises, that are eliminated; Non-Local Means Filter is used in filtering the CT and
MRIimages [29]. The preprocessing is followed by image registration—a mandatory
step, where both the as are matched for size, orientation and scaling. Subsequently,
the images are fused using Laplacian Pyramid or Non-sub sampled Contourlet trans-
form. The former fusion technique provides good structural information and latter
offers enhanced contrast in the fused images as shown in Table 1.

The fusion process introduces blocking effect and noise in the fused image,
thereby reducing the image quality as discussed in Sect. 1 [30]. Since the focus is
the tumor region and differentiating the healthy and tumorous cells, adaptive block-
based enhancement technique like CLAHE is chosen. The operational parameters for

MRI Image | | Preprocessing J Image Registration

Image Fusion CLAHE - PSO

T Enhanced Image
CT Image Preprocessing I Image Registration

Fig. 2 Methodology for the proposed enhancement process

Table 1 Performance of Laplacian Pyramid and non-sub sampled contourlet transform image
fusion

Dataset D6 STD En SSIM PSNR UIQI MSE

LP Fused 72.87 4.04 0.75 19.07 0.42 804.22
Proposed 68.04 393 0.85 204 0.84 3.44E+04
NSCT fused 76.34 5.81 0.53 18.88 0.42 848.33
Proposed 75.87 5.65 0.65 20.29 0.59 6.07E+02
Dataset D13 STD En SSIM PSNR UIQI MSE

LP Fused 72.22 5.39 0.63 11.92 0.57 948.58
Proposed 69.92 5.25 0.83 12.29 0.78 810.07
NSCT fused 77.96 6.24 0.57 18.61 0.57 894.85
Proposed 79.71 6.17 0.67 19.22 0.67 776.99
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CLAHE are block size, clip limit and distribution function. The proposed technique
is executed for different block sizes like 2 x 2,3 x 3,4 x 4,5 x 5,7 x 7,8 x 8
and 10 x 10. It must be noted that, the 8§ x 8 provided superior results in terms of
contrast and structural information, hence chosen to be constant for the enhancement
process. Similarly, the enhancement process was performed with the various distri-
bution functions like Uniform, Rayleigh and Exponential distribution. The Uniform
distribution allows distribution of clipped pixels unvaryingly in the image histogram
and hence preferred. The clip limit is initialized randomly in the range of 0-0.01, the
PSO algorithm adaptively choses the clip limit based on a fitness function, given in
Eq. (1).

F(1,) = log(log(E (1)) x %:sfv” x H(I,) (1)

The proposed enhancement process is two-fold; firstly, the contrast of the MRI
and CT fused image is enhanced by CLAHE algorithm, which increases the dynamic
range of the image. Secondly, the multi-objective fitness function assists in choosing
the clip limit for CLAHE that maximizes the entropy and edge information of the
image. The Particle Swarm Optimization (PSO) algorithm finds the optimal clip
limit. A swarm of 50 particles, each representing the clip limit is initialized in the
range of 0-0.01. With each of them, the fused image is enhanced by CLAHE and
a fitness function that is product of entropy, sum of edge intensities and number of
edge pixels is computed. The clip limit that gives maximum fitness value is chosen.
Since, multiple parameters are considered to measure the degree of enhancement;
this function is called multi-objective function. Every particle i in the swarm is
represented by two parameters velocity and position. For any particle ‘i’ the position
and velocity indicate its location in the swarm and fitness value respectively. The
velocity and position are computed based on some random values and is updated in
every iteration using Egs. (2) and (3).

vi(r + 1) = wvi (1) + c1ri(pi (1) — xi (1)) + car2(g (1) — xi (1)) @)

x@+ D) =xi@)+vi+1) 3)

where v;(t) and x;(¢) represent the velocity and position for an particle i and iteration
t. Equation (2) comprises of three components—first component representing the
initial velocity of the particle, the second component represents the particle’s decision
based on its own experience and the third component indicates the particle’s decision
based on swarm’s experience. In every iteration, the image is enhanced using CLAHE
with the selected clip limit (each particle). The fitness function is computed using
Eq. (1). This process is repeated for all the particles to get the best fit (clip limit).
The clip limit that maximizes the fitness function can be accessed from the swarm
based on its position and velocity and is represented as ‘ppes” Or p;(¢). This denotes
the best local solution for that iteration. The enhancement process is repeated for all
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Initialize the particle swarm
For each iteration
For each particle
Enhance the image using CLAHE
Compute the fitness value for the enhanced image as per Eq. (1) for every particle
If the fitness value is greater than the previous fitness value (pbest)
Set current value as the new pbest (gbest)
End
Choose the particle with the best fitness value among all the pbest (gbest)
For each particle
Calculate particle velocity as per Eq. (2)
Calculate the particle position as per Eq. (3)
End
Continue while maximum iterations are attained.
End
Report the gbest and pbest

Fig. 3 Pseudocode for proposed technique

the iterations to get ‘ppesc” OF p;(f) for each iteration. In case the ‘ppey’ value in the
current iteration is greater than the previous one, then the ‘pyes.’ is updated with a new
‘Poest. and ‘gpest’, otherwise the ‘ppest’ from previous iteration is retained as ‘ppese’
and ‘gpest’- The ‘gpest’ Or g(¢) in Eq. (2) is the global solution for the enhancement
process obtained at the end of all the iterations. When ‘pyes’ appears equal ‘gpest’
over a predefined number of iterations the enhancement process terminates.

A balance between ‘phest” and ‘gpest” 1S achieved by inertia weight represented as
w, ¢ and c;—the positive acceleration constants (¢; = 2.5, ¢ = 1.5) and r; and r,
are random values in the range of [0, 1]. Figure 3 shows the pseudo code for proposed
CLAHE-Particle Swarm Optimization algorithm with Uniform distribution function.

4 Experiments and Results

The CT and MRI images prior to enhancement are preprocessed, registered and
fused using Laplacian Transform. The dataset includes many variants for CT and
MRI images—(i) images with contrast agent (ii) images without contrast agent and
(iii) delayed images with contrast agent. The combination of CT and MRI T1 image,
CT and MRI T2 and CT and MRI FLAIR images is used to generate the fused image.
The proposed enhancement technique is tested on more than 200 MRI and CT fused
images, containing the different types of Glioblastomas—Multicentric Glioblastoma,
Multifocal Glioblastoma, Cystic Glioblastoma and Giant Cell Glioblastoma. Table
2 lists the characteristics of the datasets considered for enhancement.

Figures 4, 5, 6 and 7 shows 4 sample CT, MRI, fused image, CLAHE enhanced
image and the enhanced image from the Proposed method. The datasets chosen
belong to Group I representing large tumors and Group II with small tumors. In
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Table 2 Characteristics for sample dataset

L. Chandrashekar and A. Sreedevi

Dataset |CT MRI Size of tumor | Group | Type of tumor
D20 High contrast | Low contrast Large 1 Cystic high-grade
glioblastoma
D53 Large size Small size Large 1 Glioblastoma (Grade
V)
D60 Large size Large size Large I Giant cell glioblastoma
D67 Large size Small size Large 1 Primary CNS
lymphoma
D65 Small size Large size, Poor | Large I differential
contrast diagnosis—metastasis
and glioblastoma
D17 Misaligned Aligned, Poor Small I Glioblastoma (Grade
contrast 1v)
D16 Aligned Misaligned, Poor | Small 1II Multicentric
contrast glioblastoma
D15 Aligned Misaligned, Poor | Small 1I Multifocal
contrast glioblastoma
D6 Large Small, Poor Small 11 Glioblastoma (Grade
contrast 1v)
D50 Small Large Small I Glioblastoma (Grade

V)

(b)

Fig. 5 Dataset D53. a CT image, b MRI image, ¢ Fused image, d CLAHE

(d)

Fig. 4 Dataset D20. a CT image, b MRI image, ¢ Fused image, d CLAHE
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Fig. 7 Dataset D50. a CT image, b MRI image, ¢ Fused image, d CLAHE

addition, high contrast CT and poor contrast MRI images are also tested with the
proposed technique. For example, the CT image in dataset 20 (Fig. 4) has very high
contrast and MRI T1 in dataset 16 and 17 has poor contrast are considered for the
proposed enhancement method. Table 3 shows the expressions for various perfor-
mance parameters, the detailed definitions are discussed in [30—33]. The proposed
enhancement technique provides high PSNR, SSIM, UIQI and a minimum MSE.
It can be observed that images enhanced by CLAHE seem enhanced, however it
is only in terms of contrast or variaion of brightness but the structural information
is poor. Although, the standard deviation and entropy is high for enhanced image
obtained by CLAHE, the PSNR, SSIM, UIQI is lesser than those obtained with the

Table 3 The performance parameters for evaluation of the enhanced image

S. No. Parameter Equation
1 Standard Deviation (SD) — H W )
HxW > Z(F(x y) — )
x=1y=I

2 Entropy (En) YL p)log, p()

3 Mean Square Error (MSE) . M N )
wy 2 2 (LG, j) = EG, )

i=1j=1
4 Peak Signal to Noise Ratio (PSNR) 20 10810( i,SéE>
5 Structural Similarity Index Metric (SSIM) Qprepts+C1)(20e+C2)

(uZ+u5+Cr) (02 +07+C2)

6 Universal Image Quality Index (UIQI) 40,05 (et 1ts)
(o7 +07) (e +17)




