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Introduction to Volume lll—Data Storage,
Data Processing and Data Analysis

The business models of financial sector companies were always and are still
information-driven. Digital transformation and the stronger customer focus
(driven by the fintech companies and Big Tech) demand information on
customer behavior (NBO,! NBA?2). These behavioral customer patterns are
the key to continuous revenue generation.

John Naisbitt wrote in his well-known book Megatrends, “We are
drowning in information but starved for knowledge.” (see Naisbitt, 1982).
Handling data has become a key—if not the most decisive—capability and
skill an organization in the financial sector needs. Handling data (including
analyzing data) is the task to transform information into knowledge.

To be more precise, handling data means collecting, storing, and trans-
forming (and analyzing) data.

Three major trends—especially in external digitalization—are driving the
data handling process: Trend A: increase in available data, Trend B: accelerated
speed in data processing, Trend C: special structures for optimized storage
and querying of complex and unnormalized® data structures. These three
trends are mirrored in technologies: Trend A is reflected in the new cluster

databases like Hadoop (or AWS-S3, Google Bigtable), making the handling

1 Next best offer (see May, 2019).
2 Next best action.

3The process of organizing the fields and tables of a relational database is called database
normalization. Normalization helps to minimize redundancy and dependency.
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Fig. 1 Data process (© ifb SE)

of high data volumes possible and affordable. Trend B is shown in streaming
technology (like Kafka, see Steurer, 2021) making real- or near-time data
provision possible. Streaming technology was in place long before the digital
transformation sped up, and the first steps with Kafka Standalone faced
several challenges. The modern architecture concepts like Lambda, Kappa and
Delta architectures (see Kritz and Morawski, Data Infrastructures—Lambda
Architecture and Other Architectures, 2021) combine traditional architecture
patterns providing stability with the dynamism and speed of streaming tech-
nology. Other facets of Trend B are in-memory databases (IMDB), making it
feasible to handle huge data volumes in the blink of an eye. Trend C mate-
rializes in different specialized databases (like document-based databases and
graph databases) as well as in distributed ledgers.

Mass Data and Data Availability

Trend A (increase in available data) has its origin in the earlier days of the
internet. The internet was growing, and Google needed to store this growing
data as a key capability of a search engine. Google was looking for affordable
mass data storage. Google File System (GFYS) is a proprietarily distributed file
system.? Some of its components influenced Hadoop and its derivatives and
advancement.

Now these two elements, (A) growing volume of available data and (B)
technology to handle this data (at reasonable cost), started to interact and
to scale up with ever more continuous acceleration. Google transformed its
business model from a search engine (with a focus on advertising) to other

4 Google File System targets an efficient, reliable access to data stored in large clusters of commodity
hardware.
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data-driven revenue models (DDRM). Imitating this success, a whole sector
of data-driven revenue business models has arisen.

After seeing the success of DDBM, other sectors started to explore their
opportunities, transforming data into benefits for their existing business
model. The setup is made up of four kinds of sources: (1) existing data (data
unused until now), (2) newly collected data (which was lost because it was
deleted or not properly archived), (3) external data (e.g., Google, Facebook),
(4) the intelligent linkage of the previous three (see Fig. 2).

Fig. 2 Data process (© ifb SE)

The Internet of Things (IoT) is a collective term for technologies of a
global infrastructure within information societies. It makes it possible to
network physical and virtual objects with each other and to let them work
together through information and communication technologies. The Internet
of Things produces an immense volume of data every day.

Another aspect coming with growing data availability is the way data
is available. The traditional association was structured data (in a relational
database, maybe differentiated by dimensions and key figures). The newly
collected data was digitally (or electronically) available but in an unstructured
way.
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Speed and Streaming

Dynamism in modern (streaming/integrating) architecture has two dimen-
sions. Operational dynamism (the data availability has improved) and a
change-enabling dynamism (due to the micro-service component, changes
(examples can be found in (Steurer, 2021) can be deployed much faster).

When looking at outside digitalization, the need to speed up is more
obvious than in inside digitalization. Identifying and solving the right
problem for the customer at the right time is the only way to stay near the
customer in an increasingly competitive market (if this is the target of the
company’s business model®).

Speed for its own sake does not necessarily provide benefits. For example,
instant payment® was not well-received in the early days in 2017. In contrast,
Zalando (and other e-commerce companies) offer a two-week payment term
and bring the payment closer to a debit card payment.

It must be considered that (not only) Millennials” and Generation Z® use
communication and media differently and dispose disparately of availability
of goods and services. Young people’s changing demands and utilization have
always impacted older generations (in this case, Generation X’ and Baby
Boomers!?).

The important transactions in life, like taking out a mortgage, are more
often perceived as special occasions that should be celebrated. They are more
likely to be performed in a branch office, involving direct interactions with
another human being. In contrast, other services like checking an account
(or checking all accounts across banks via an aggregator app) or a consumer
credit (which is less of a financial transaction than a surplus to buy goods) do
not require direct interaction. In retail banking transactions, the right timing
or, more accurately, the right context will win the deal. The enablers here are
the relevant data and infrastructure with a speed capability.

Things look different in corporate banking, for now. Corporates are
changing, and the finance departments of medium and large companies will

5> Some analysts see a wider spread coming for institutes providing products (manufacturer) and
institutes composing products to a solution (orchestrator).

6 SEPA Instant Payment.
7 Or Generation Y: Generation born in the period from the early 1980s to the late 1990s.
8 Gen Z for short, this is the simplified term used to describe the successor generation to Generation

Y.
9 The term Generation X (also Gen X) usually refers to the generation following the Baby Boomers.

10 Baby Boomers refers to the generation born during the periods of rising birth rates (the “baby
boom”) following World War II or wars in other countries.
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go through a transformation in the next decade, demanding more standard-
ized and easier to use interfaces (API'). These digital improvements will serve
the business model targets of corporates and will put speed pressure on the
availability of financial transactions.

Trends A & B are relevant for insurance companies in the same way.

These trends will affect and change the infrastructure (driven by outside
digitalization). It does not make sense to work with two kinds of infrastruc-
tures (in terms of employees’ technological skills). It is therefore expected that
the modern streaming architecture patterns and infrastructures will become
available to the finance department (even without a business case!?).

To summarize, modern streaming architectures (like Delta architecture) are
about to be driven by outside digitalization (customer-related) and by inside
digitalization (optimizing processes and data flows).

In-Memory Databases

An in-memory database (IMDB) is an innovative database management
system that uses the main memory of a computer as data storage. In-memory
databases can be distinguished from conventional database management
systems, which use hard disk drives for this purpose. Many standard soft-
ware vendors'? and a number of open-source frameworks'# offer in-memory
databases as a tool or toolset. Most of the in-memory databases have also
implemented column-oriented storage and query to improve performance.

In-memory databases are fast and extremely valuable in selected applica-
tions, but the required hardware can be costly. A function-driven distribution
of data among the different types of databases (hot, warm, and cold storage),
called data tiering, is extremely useful and can reduce costs.

11 Application programming interface.

12 A business case for only speeding up accounting processes is a challenge because the value of timely
information will always be viewed differently.

13 SAP—HANA (for details see Kopic et al., 2019), Oracle—TimesTen, Microsoft—Hekaton.
14 Apache Ignite, Redis, VoltDB.
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Unstructured Data

Addressing the challenge of unstructured data, a new kind of database
(NoSQL!) was established. Well-known implementations include Riak,
Apache Cassandra, CouchDB, MongoDB (see Bialek, 2021), and Redis.
Most of the cluster databases like Hadoop can be file-based and therefore
have at least components of NoSQL databases.

Unstructured data can be text (like in an email or a PDF file) already
containing electronic characters, but it also covers text scans or other kinds
of graphics, videos, and spoken recordings. Text scans, graphics, videos and
spoken recordings can be classified as raw material. Voice detection, OCR!©
and image processing are well-established tools to transform the raw formats
into a character-driven (or object-driven) format. Natural language processing
is the standard toolset to transform content from a character-driven format
to structured data.

The ability to process unstructured data (especially character-driven data)
opens up an endless stream of data that can be transferred into structured
information using natural language processing.

The new availability of data generates demand to put the different entities
in a context of interconnectedness by showing the connections (“Everything
is connected” see also (Enzinger & Grossmann, 2019). To handle this connec-
tion, a graph!” (originated from the mathematical object!®) is an extremely
powerful tool. Another new database class has been established to handle this
connection data: graph databases and special-purpose query languages like
Cypher (for more details see Bajer et al., 2021).

Distributed Ledger

In terms of storing data, distributed ledger with all its facets is a huge subject.
Starting in 2008 with the Nakamotos Bitcoin whitepaper (Nakamoto, 2008),
Bitcoin has gained visibility and attention. After the price peak at the end of
2017, it has now (March 2021) moved to new high values. In Bitcoin, the

15 NoSQL (Not Only SQL) refers to databases that follow a non-relational approach and break with
the paradigm of relational databases.

16 Optical character recognition.
17 A graph consists of nodes and edges (see Biggs et al., 1986).

18 Graph Theory is a branch of discrete mathematics and theoretical computer science (see Diestel,
2017).
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transfer and storage of values is paramount, or, if we oversimplify it, it is
payment without an intermediator.

The next topic in the distributed ledger universe is smart contracts and the
enrichment of the storage and payment functions by an almost endless set
of functions that can implement the intentions in or behind legal contracts
(dividend payments, digital rights, ...). The most popular technology in
the domain of public blockchains!” is Ethereum. To implement private
blockchains, Corda2? and I-Iypelrlf:dgelr21 are popular frameworks.

The different alignments of distributed ledger are summarized under
the umbrella of the abbreviation DeFi (decentralized finance), highlighting
the decentralized and distributed approach. Decentralized finance empha-
sizes the lack of intermediator, making it an experimental, novel form of
financial market based on smart contracts and decentralized autonomous
organizations.

Smart contracts enable participants to implement tokens with a variety
of characteristics and features. The tokenization of real-world assets like
Everledger (Foreverhold Ltd., 2020) has become more and more popular,
while the mirroring of real-world assets into a distributed ledger can digitalize
and optimize processes happening around real-world assets.

Another important aspect in the digital world is self-sovereign identity
(SSI). This also allows control over the way personal data is shared and used.
Self-sovereign identity allows a person, organization, or machine to create
and fully control a digital identity without requiring permission from an
intermediary or central entity Distributed ledger technology has certain tech-
nological advantages, making the distributed ledger an optimal platform for
implementing SSI.

Data Analysis

The last part of the data journey in Fig. 1 is data analysis. In this subject
area, data mining and analysis can be applied as well as machine learning
and deep learning. There are various baskets of different open-source propri-
etary tools, frameworks, and platforms available, and they are improving and

19'The concept of a public blockchain is behind most major cryptocurrencies. Access to this blockchain
variant is open to any participant, so anyone who wants to execute transactions, validate blocks, and
view the entire history of the blockchain is allowed to do so.

20 See Corda, 2020.

21 See The Linux Foundation, 2020.
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transforming continuously to serve the purpose of transforming data into
information to support the core business model of the company.

Artificial Intelligence

Machine Learning

Deep Learning

Fig. 3 Overview artificial intelligence (© ifb SE)

Figure 3 shows the traditional subset visualization of artificial intelli-
gence. Machine learning has evolved from different statistical disciplines. A
good definition of machine learning is given in (Chakraborty and Joseph,
2017) and an introduction can be found in (Liermann et al., Mathemat-
ical Background of Machine Learning, 2019). Representation leaurning22 aims
to replace manual feature engineering, using techniques allowing feature
detection or other raw data classification by representations. Deep learning
is a subset of machine learning methods that implements artificial neural
networks (NN) by forming an internal structure with numerous hidden layers
between the input layer and the output layer. See (Goodfellow, Bengio und
Courville, 2014) for a comprehensive introduction to deep learning and
(Liermann et al., Deep Learning—an Introduction, 2019) for an introduc-
tion to deep learning.

22 Sometimes also referred to as feature learning.



Introduction to Volume lll—Data Storage, Data Processing ... XV

Overview of Book Series “The Digital Journey
of Banking and Insurance”

This book is the third volume of the three-volume book series “The Digital
Journey of Banking and Insurance.” The first volume “Disruption and DNA”
focuses on change and the things staying stable in the banking and insurance
market (outside view) as well as the effect on accounting, risk management,
and regulatory departments (inside view). The inside view is rounded off with
an analysis of cultural alterations.

The second volume “Digitalization and Machine Learning Applications”
mainly emphasizes use cases as well as the methods and technologies applied
(such as processes, leveraging computational power and machine learning
models).

This volume “Data Storage, Processing and Analysis,” the last one of the
series, considers how to deal with data. The angle shifts over the volumes
from a business-driven approach in “Disruption and DNA” to a strong tech-
nical focus in “Data Storage, Processing and Analysis,” leaving “Digitalization
and Machine Learning Applications” in-between with business and technical
aspects.
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