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Preface

This LNEE volume contains the papers presented at the iCatse International
Conference on Information Science and Applications (ICISA2020) which was held
in Zoom event platform (virtual Conference) during December 1618, 2020.

ICISA2020 will provide an excellent international conference for sharing
knowledge and results in information science and application. The aim of the
conference is to provide a platform to the researchers and practitioners from both
academia as well as industry to meet the share cutting-edge development in the
field.

The primary goal of the conference is to exchange, share, and distribute the latest
research and theories from our international community. The conference will be
held every year to make it an ideal platform for people to share views and expe-
riences in information science and application-related fields.

On behalf of the Organizing Committee, we would like to thank Springer for
publishing the proceedings of ICISA2020. We also would like to express our
gratitude to the ‘Program Committee and Reviewers’ for providing extra help in the
review process. The quality of a refereed volume depends mainly on the expertise
and dedication of the reviewers. We are indebted to the Program Committee
members for their guidance and coordination in organizing the review process and
to the authors for contributing their research results to the conference.

Our sincere thanks to the Institute of Creative Advanced Technology,
Engineering and Science for designing the conference web page and also spending
countless days in preparing the final program in time for printing. We would also
like to thank our organization committee for their hard work in sorting our
manuscripts from our authors.

We look forward to seeing all of you next year at ICISA.

Suwon-si, Korea (Republic of) Kuinam J. Kim

Busan, Korea (Republic of) Suhyun Park
Cheonan-si, Korea (Republic of) Hyuncheol Kim
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Experience and Prospects of Tele-health )
Technologies L

Valery Stolyar, Anastasiia Goy, and Maya Amcheslavskaya

Abstract The article describes the concept of modern telemedicine, and deals with
basic directions of using tele-health technologies in clinical practice and the educa-
tional process. Particular attention is paid to such areas as remote video consultation
and master classes, tele-mentoring. To conclude, the prospects of new technological
solutions for telemedicine are estimated.

Keywords Informatics - Digital health - Telemedicine + Video consultation *
Tele-lecture - Tele-mentoring

1 Introduction

An unprecedented leap in the development of information, multimedia and telecom-
munication technologies that took place at the turn of the twentieth and twenty-first
centuries has had a significant impact on all spheres of our daily life. Computer tech-
nologies is so deeply rooted in everyday activities that human functioning without
them seems impossible. The education and health care systems were also influenced
by them, as a result of which the telemedicine direction was founded.

The subject of telemedicine is the transfer of medical information between points
that are distant from each other (for example, between individual medical insti-
tutions). Telemedicine involves the use of telecommunications to connect health-
care professionals with clinics, hospitals, physicians, remote patients for diagnosis,
treatment, consultation and continuing education.
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The communication of doctors in the framework of medical consultations, medical
education had reached a new qualitative level by telemedicine technologies. Such
terms as remote video consultations «Doctor-Doctor» and «Doctor-Patient», inter-
active master classes and tele-mentoring are now in common parlance, in our vocab-
ulary. However, there are unrealistic expectations in the medical community of
using telemedicine. Therefore, we deemed it necessary to consider the possibilities,
limitations and prospects of telemedicine technologies in this article.

2  Main “Vectors” of Modern Telemedicine

Put simply, telemedicine is medicine at a distance. It involves diagnostic consulta-
tions, managerial, educational, scientific and enlightenment activities in the field of
health implemented with the use telecommunication technologies.

To date, the main application areas of telemedicine technologies are remote video
consultations, interactive distance education, remote master classes, tele-mentoring,
«Doctor-Patient» video consultations.

During a remote video consultation (scheduled or emergency) doctors from several
clinics can jointly review and discuss patient information in order to clarify the
diagnosis, treatment method, and indications for surgery. Patient participation and
researching is also possible at the consultation. The attending physician reports on
the patient’s condition to the consultants, thereby turning for help to the experience
and knowledge of senior colleagues from leading clinics. In some cases, remote
video consultations are much more convenient than face-to-face consultations in
these clinics, and help save the patient’s time and energy (Fig. 1).

An up-to-date interactive distance education allow participate in lectures and
seminars by the best professors from leading Russian and foreign universities, with

Fig. 1 Remote video consultation
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studio audio and video quality, take a part in clinical discussions or scientific-
practical conference. This technology allows to collect training courses for doctors
and students from building blocks—from individual lectures by leaders in their fields
[1]. Having extensive experience in this area, we regularly organize tele-lectures for
RUDN University students with the participation of famous professors from Russia,
India and Germany. Thus we are providing learners to receive knowledge from top
professionals, which greatly improves the quality of education (Fig. 2).

Remote master classes based on modern video conferencing systems, and could
get us into the operating room of leading clinics. A contemporary high-tech develop-
ments allow to connect to multiple cameras in the operating room simultaneously (to
cameras on the surgeon’s helmet, in the operating lamp, on the ceiling of the operating
room, operational monitors, medical equipment), and display qualitative images on
large monitors. Trainees have the opportunity to seeing an operation from different
positions. Most cameras have remote control (for example, zoom, rotate), so that
listeners can observe in detail the work of the operating surgeon and team members,
to conduct a dialogue with them while in the classroom. A similar technology is
adapted for interactive distance learning of diagnostic procedures and manipulations
(ultrasound diagnostics of the heart, endoscopic procedures, etc.) when the full-time
presence of students is undesirable (Fig. 3).

A tele-mentoring is the inverse task of remote master classes. A tele-mentoring
make it possible to control the operation of young surgeons and diagnosticians with an
option of remote consulting supportin complex cases by more experienced colleagues
based on video conferencing. This technology has already shown to be effective in
the learning of new surgical and diagnostic methods and medical equipment (Fig. 4).

The stereoscopic complex can be used as an instrument of tele-mentoring. Stereo-
scopic technologies develop spatial thinking and make it possible to present a detailed
model of any object. It is important to understand the implementation of one or
another stereoscopic content is aimed at solving a narrow range of tasks for specific
areas of activity. Great value stereoscopic technologies are presented in the task of

Fig. 2 The distance lecture from India
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Fig. 4 Examples of tele-mentoring in ultrasound heart diagnosis and dentistry

improving the qualifications of already established surgeons in the course of interac-
tive master classes and are successfully used in such areas as neurosurgery, oncology,
maxillofacial surgery, laser surgery.

3 Future Developments and Expectations

When considering the possibility of using telemedicine technologies in the curative
process and medical education, it is important to understand objectively both the
possibilities and limitations (technical, organizational, economic, psychological etc.)
of modern telemedicine. There will be fewer restrictions as technology develops, but
they will never disappear in principle.

What should we expect from telemedicine in the next five years?

Firstly, it is dynamic transmission of a stereoscopic image of the operating field
(for example, for maxillo-facial operations in addition to static images of 3D scan-
ners) with spatial image processing to improve the effectiveness of remote interac-
tive master classes, or issuing recommendations to the operating surgeon from an
experienced colleague.
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Secondly, remote transmission of tactile sensations during teleconsultation for
palpation, percussion, assessment of skin areas surface problem using a remote
«hand-glove».

Thirdly, remote transmission of smell during teleconsultation. Electronic dog
nose created, and it is important to learn how correctly generate sets of smells on
the receiving side. This technology will be in demand for a whole range of medical
specialties (for example, dentistry, purulent surgery, etc.).

Fourthly, use of artificial intelligence (AI) technologies during emergency video
consultations for rapid analysis of patient information and presentation of effective
recommendations to the doctor based on available databases. At the current stage
of development of digital medicine, it is extremely important to support medical
decisions in emergency situations using intelligent systems located on the servers of
large medical organizations or in “cloud” data centers. The appeal to these decision
support systems (DSS) should be provided by calling the Al system by the doctor
directly in the process of working in the electronic medical record system. The
corresponding intelligent system will analyze the signs noted in the patient’s card
and form hypotheses of the differential diagnostic series, the possible prognosis of
complications and recommendations for treatment.

Fifthly, use of augmented reality (AR) methods in conducting video conferences
and educational process (tele-mentoring, master classes). AR considered one of
the variations of virtual reality (VR). The main difference is that VR technology
completely immerses the user in the virtual world. AR brings 3D virtual objects in
real time into a 3D real environment. Thus, due to the possibility of generating any
3D-objects and their further integration into the real environment, augmented reality
technologies are widely used in surgical practice, namely in training future surgeons.
With the help of augmented reality, it has become possible to simulate various surg-
eries online, which greatly facilitates, for example, the practical part of the training
of future surgeons [2].

Sixthly, the emergence of a whole range of implanted and pasted sensors connected
by a single digital platform with pre-processing and analysis of data, for monitoring
the condition of chronic patients and patients during long-term rehabilitation after
complex operations. Currently available services, gadgets and medical devices for
home use will remind the patient of the need to take medications on time, conduct
research, fill out a diary about their condition, track the dynamics of indicators and
automatically transmit them to the attending doctor. In this way, the doctor can fully
assess the patient’s condition by the time of the teleconsultation. Despite the fact that
aremote appointment takes an amount of time equal to a face-to-face appointment, it
is always less informative for the doctor, and the psychological burden for specialist
is significantly higher.
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4 Conclusion

Telemedicine services are actively developing all over the world, involving
Tesrleme TUITMHCKYIE CEPBUCHI AKTMBHO PA3BUBAIOTCA BO BCeM Mupe, involving the
best minds of doctors and programmers, implementing artificial intelligence and the
latest computer technologies. Success achieved only where they based on knowl-
edge and experience of skilled doctors and diagnosticians, who should be involved
as analysts at the stage of setting the task. We actively cooperate with Russian and
foreign developers of new technologies and equipment for telemedicine, taking part
in the search for ideas, formulating new tasks, creating and testing prototypes. We are
optimistic about the prospects for the development and practical use of telemedicine,
given the presence of strong medical schools in Russian.
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Abstract The separation of the control plane and the data plane in the Software-
Defined Networking (SDN) architecture makes it easier and more feasible to imple-
ment per-flow Quality of Service (QoS) provisioning in the network which is bene-
ficial for flows that require special QoS handling such as VoIP and video streaming.
Applying QoS mechanisms to a distributed single-layered set of switches in the con-
text of SDN has shown promise in previous studies. Using a test framework that
was previously developed for QoS algorithms and networking topologies in SDN,
this study explored how layers in the network topology affect the performance of
QoS in the network. This is in order to replicate real-world networking scenarios
where packets travel through layers of networking equipment. Generally, results
have shown that having less layers in the network means better performance. How-
ever, this does not mean that adding layers creates a material disadvantage. Results
also show that despite adding layers to the networking topology, the SDN distributed
Leaf-enforcement of QoS performed better or as good as compared to the tradi-
tional centralized Core-enforcement of QoS. This is despite having leaf-enforced
environments have more points of enforcement as layers are added.

Keywords Software-defined networking + Quality of service + Class-based
queueing

1 Introduction

The emergence of Software-Defined Networking (SDN) provides dynamic, flexible
and scalable—all of which are weaknesses of traditional networks—control and
management for networks. The separation of the control plane and the data plane
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enables flow-management and resources to be dynamically optimized. In addition,
this makes it easier and more feasible to implement per-flow Quality of Service (QoS)
provisioning in the network which is beneficial for flows that require special QoS
handling such as VoIP and video streaming [7].

Multiple studies have explored QoS in the context of SDN. Chato and Yu [2,
3] explored Class-Based Queuing (CBQ) QoS algorithms (Basic CBQ and Source
CBQ) in a virtual network topology implemented inside the Mininet emulator [4]
using a custom POX OpenFlow Controller to in terms of throughput, bandwidth,
and latency. The Basic CBQ algorithm was a protocol-based classification queuing
and the Source CBQ algorithm was a classification queuing based on source IP
addresses. Results showed that QoS algorithms applied to the distributed nature of
SDN have better performance in terms of bandwidth and decreased latency. In 2020,
Regencia and Yu [8] introduced a testing framework for QoS algorithms and network
topologies in the context of Software-Defined Networking. As an anchor to test the
framework, Destination IP address based CBQ and Source-Destination IP addresses
CBQ algorithms are introduced and compared against the CBQ algorithms in the
Chato and Yu [2, 3] inside the test framework. The test framework has two test cases
for each QoS algorithm: the traditional centralized Core-enforcement where QoS
is only enforced in a centralized core switch and the SDN distributed nature Leaf-
enforcement where QoS is distributedly enforced to switches that are closer to the
edge called the client leaf switches. The test framework introduced by Regencia and
Yu [8] has been submitted to the CANDAR’20 Conference and is currently awaiting
paper acceptance notification.

In the previous 2020 study by Regencia and Yu [8], Leaf-enforcement is only
applied to a single-layered set of client-leaf switches where results showed that Leaf-
enforcement generally showed better performance compared to Core-enforcement.
In this study, the test framework introduced by Regencia and Yu [8] is used to test how
layers in the network topology affect QoS in both Core-enforced and Leaf-enforced
test cases of QoS algorithms. The addition of layers is an experiment to replicate a
real-word scenario networking topologies.

2 Related Literature

The flexibility and programmability of SDN has been seen as an answer to the issues
traditional networks continue to face when it comes to QoS especially as standard
QoS policies have become no longer capable of supporting today’s complex networks
due to the rapid increase of network applications and devices [7].

Applying proper QoS mechanism is a difficult task due to different needs of
different types of flows. For example, multimedia flows from applications such as
video conferences or video streaming require steady network resources and as much
as possible, little to no packet drop and delay. In designing frameworks for such
flows, prioritization and classification are both key factors [7]. Queuing is a common
QoS mechanism. QosFlow [6] provides flexible control mechanisms by manipulating
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multiple packet schedulers such as Hierarchical Token Bucket (HTB), Random Early
Detection (RED), and Stochastic Fairness Queuing (SFQ) schedulers. Chato and Yu
[2, 3] also explored use of queuing QoS mechanisms by applying two (2) algorithms
Class-Based Queuing (CBQ): Basic CBQ and Source CBQ. Each algorithm is tested
on both centralized Core-enforcement and distributed Leaf-enforcement.

In 2020, Regencia and Yu [8] introduced a testing framework for QoS algorithms
and network topologies in the context of Software-Defined Networking. As an anchor
to test the framework, Destination IP address based CBQ and Source-Destination
IP addresses CBQ algorithms are introduced and compared against the CBQ algo-
rithms in the Chato and Yu [2, 3] inside the test framework. As shown in Fig. 1, the
key component of the test framework is the separation of the SDN Controller, the
Topology which is software simulated using Mininet, the Test Simulator, and the
implementations of QoS algorithms. In addition, generator scripts create configu-
ration files that define features of networking devices in the virtual topology. The
test framework has two test cases for each QoS algorithm: Core-enforcement where
QoS is only enforced in a centralized core switch and Leaf-enforcement where QoS
is distributedly enforced to switches that are closer to the edge called the client leaf
switches. In this study, the test framework introduced by Regencia and Yu [8] is used
to test how layers in the network topology affect QoS in both Core-enforced and
Leaf-enforced test cases of QoS algorithms. The addition of layers is an experiment
to replicate a real-word scenario networking topologies.

3 Framework

This study was performed using an Amazon Web Services (AWS) EC2 m5.xlarge
Ubuntu 18.04 environment with 40GB storage size. The implementation of the net-
work topology was performed using Mininet version 2.3 [5] along with a custom
Ryu OpenFlow 1.3 Controller [1]. The type of network topology used in this study
is a fat-tree topology. Figure 2 shows two examples of how the topology looks when
the number of client leaf switch layers is 2(a) and 3(b). Switches encompassed
within the bracket are all called the client leaf switches. Quality of Service (QoS)
is enforced in these switches if the test case is Leaf-enforcement. If the test case is
Core-enforcement, QoS is enforced in the core switch. Switch 7 in the case of (a)
and Switch 15 in the case of (b).

In the experiments performed, the network also had a total of 70 client hosts
divided as equally as possible across the client leaf switches in the first layer. All
client hosts run both Apache Bench and VLCt. The network also has six (6) server
hosts connected to server aggregate switch, Switch 8 in the case of (a) and Switch
16 in the case of (b). Three (3) servers function as HTTP servers running Python3
simple.http server inside them. The other three (3) function as Video on Demand
(VOD) servers running VLC Streaming Media using VLC version 3.8. All links in
the network run at the default 10Gbps of Mininet.
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4 Methodology

In this study, Quality of Service (QoS) mechanisms are tested in order to answer how
layers in the topology affect their performance. QoS mechanisms used are all listed
in Table 1. The experiments in this study focused on testing from 2 layers up to 6
layers of client leaf switches. This is mainly due to computational constraints. For
every layer test case, the number of first layer switches is always 2/47*"S. The number
of switches in the following layers will then only be half of the number of switches
from its previous layer.

The simulations in this study follow the same simulations from Chato and Yu
[3]. This simulation is also adapted in the test framework introduced by Regencia
and Yu [8]. Each Class Profile listed in Table 1 is executed one at a time through the
process shown in Fig. 3. Each Class Profile in this study was given a 5-min window to
perform test simulations. The following tools were used to perform the simulations
and get data results concurrently:

e Ifstat Bandwidth results—This tool is used to get Bandwidth In and Bandwidth
Out for every second during the 5-min window. This was performed and executed
at the Core Switch for all Class Profiles

e Ping Round Trip Time—Round Trip Time (RTT) was measured in milliseconds
(ms) by sending Ping packets to all destination servers from each of the 70 client
hosts. Each destination server has its own measurement but the overall result was
calculated by getting the mean results of all destination servers.

e ApacheBench HTTP Results—ApacheBench was used to simulate the HT TP traf-
fic to web servers. The data taken from this tool were the transfer rate, mean time
per request in ms, and total data transferred.

e VLC Streaming Media statistics results—VLC Streaming Media software client
take both De-multiplexer (Demux) Bytes Read (KB) and Demux Bitrate (in Kbps).
The De-multiplexer takes feeds from disparate and separate streams and assembles
them into a single coherent media stream for playing.

Table 1 Class profiles

CBQ class profile CBQ class grouping Switch QoS
Basic at leaf Traffic protocol Client leaf switches
Basic at core Traffic protocol Core switch
Source at leaf Source IP address Client leaf switches
Source at core Source IP address Core switch
Destination at leaf Destination IP address Client leaf switches
Destination at core Destination IP address Core switch
Source-destination at leaf Source-destination IP address | Client leaf switches
Source-destination at core Source-destination IP address | Core switch
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5 Results

The mean Quality of Service (QoS) performance results from layer 2 up to layer 6
can be found in Figs. 4, 5, 6, 7 and 8 respectively. Generally, it can be observed from
the charts that for both Leaf-enforcement and Core-enforcement test cases, having
less layers in the topology results to better performance. However, with regards to
video streaming, the charts from Figs.4, 5, 6, 7 and 8 show that layering does not
have substantial impact to its performance. This is likely because the protocol is quite
heavy and the additional switching enforcement is not too material.

For Apache Bench Transfer Rate, Figs.4, 5, 7, and 8 show that when the network
has 2, 3, 5, or 6 layers respectively, Leaf-enforcement of QoS performed better than
Core-enforcement where we can conclude that in this aspect, the distributed nature of
Software-Defined Networking is better than the traditional centralized enforcement
of QoS. IFSTAT Bandwidth In and Bandwidth Out can also be generally observed
to have similar results.
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Fig. 4 2 layer results

For the latency tests, Destination Class-Based Queueing (CBQ) at the Leaf showed
to have performed best as can be seen where 3 out 5 layer cases Destination CBQ at
the Leaf performed best latency while in the other 2 layer cases, Destination CBQ at
the Leaf performed second best latency.

Howeyver, it should also be noted that some tests indicate that the Core-enforcement
algorithm performed better than the Leaf-enforcement algorithm. In order to test the
significance of the result, a student’s t-test was performed comparing both algorithms
with significant level is set to @ = 0.05. If the p-value is less than & = 0.05, then the
difference will be considered as statistically significant. Otherwise, the difference
will be considered as statistically insignificant.

The following instances show examples when Core-enforcement performed better
than Leaf-enforcement and what the t-tests conclude with regards to the comparison.

e For VLC Demux Bitrate in 3 layer test case, Source CBQ at the Core (3rd) per-
formed better than Source CBQ at the Leaf (5th). However, the t-test shows that its
p-value is 0.9312 which is greater than o = 0.05. Hence, the performance advan-
tage of Source CBQ at the Core over Source CBQ at the Leaf for VLC Demux
Bitrate in the 3 layer test case is statistically insignificant.
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Fig. 5 3 layer results

e For VLC Demux Bitrate in 5 layer test case, Source CBQ at the Core (best)
performed better than Source CBQ at the Leaf (3rd). However, the t-test shows
that its p-value is 0.9522 which is greater than o = 0.05. Hence, the performance
advantage of Source CBQ at the Core over Source CBQ at the Leaf for VLC
Demux Bitrate in the 5 layer test case is statistically insignificant.

e For Ping Round Trip Time latency test in 4 layer test case, Basic CBQ at the
Core (4th) performed better than Basic CBQ at the Leaf (5th). However, the t-test
shows that its p-value is 0.8851 which is greater than &« = 0.05. Hence, the latency
advantage of Basic CBQ at the Core over Basic CBQ at the Leaf for VLC Demux
Bitrate in the 4 layer test case is statistically insignificant.

e For Ping Round Trip Time latency test in 5 layer test case, Basic CBQ at the
Core (3rd) performed better than Basic CBQ at the Leaf (7th). However, the t-test
shows that its p-value is 0.4169 which is greater than « = 0.05. Hence, the latency
advantage of Basic CBQ at the Core over Basic CBQ at the Leaf for VLC Demux
Bitrate in the 5 layer test case is statistically insignificant.
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e For Ping Round Trip Time latency test in 6 layer test case, Basic CBQ at the
Core (3rd) performed better than Basic CBQ at the Leaf (7th). However, the t-test
shows that its p-value is 0.1008 which is greater than @ = 0.05. Hence, the latency
advantage of Basic CBQ at the Core over Basic CBQ at the Leaf for VLC Demux
Bitrate in the 6 layer test case is statistically insignificant.

6 Conclusion

This study uses the testing framework for Quality of Service (QoS) algorithms and
network topologies in order to test how layers in a network affect the performance
of QoS which was introduced by Regencia and Yu [8] and is submitted to the CAN-
DAR’20 Conference awaiting paper acceptance notification. The purpose for testing
layers in the topology is to replicate a real-world networking scenario. Two types
of QoS enforcements were tested and compared: Leaf-enforcement which is a dis-
tributed enforcement of QoS and Core-enforcement which is a centralized enforce-
ment of QoS at the core switch. Having less layers in the network topology resulted to
better performance in QoS for both Leaf-enforcement and Core-enforcement. How-
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ever, adding layers to the network topology does not create material disadvantage as
can be seen from the results where Leaf-enforcement of QoS performed better or as
good as Core-enforcement of QoS despite adding layers to the topology. Therefore,
Software-Defined Networking logic has to be applied in many devices. This is despite
the fact that enforcement in an SDN topology adds logic in more switches as the lay-
ers increase. Although it is noted that there were instances were Core-enforcement
performed better than Leaf-enforcement, the student t-test results have shown that
the difference in performance is not material and considered as insignificant.



