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FOREWORD
You will never do anything in this world without courage.

It is the greatest quality of the mind, next to honor.
—Aristotle

Businesses today are faced with increasing demands for
privacy protections, ever-more complex regulations, and
ongoing cybersecurity challenges that place heavy
demands on scarce resources. During these difficult times
it is important that we have the courage to proactively deal
with these imperatives. This book is an essential tool for
any business executive who needs to orchestrate the
“handshake” between privacy, security, and ongoing
regulations. Oh yes, and courage.
A few years ago, I returned to one of my passions—security
—when I took over as the leader of a business in the
eastern US. These last three years have been challenging
but exciting, and I have seen an unprecedented level of
interest by business executives in privacy and security. I
have made more board presentations and been in more
meetings with the C-suite on these topics in the last three
years than the ten years before that combined. When I was
appointed to the board of the ISACA (Information Systems
Audit and Controls Association), I was thrilled at the
opportunity to make significant change in the security
profession. But I expected too much too soon, and the
board's message after my first presentation was clear: “We
need more research on the concept of information security
management and how security is viewed by executives
before we make any investments.”
It was early in the new millennium, and security was
becoming a topic of conversation in the executive suite.



Even though the first CISO had been appointed at Citi in
1995, the body of knowledge for security was defined by
technical and product-specific certifications with no
frameworks to support organizations, and privacy
regulations such as GDPR were still just a distant thought.
At that time, I had made my recommendation to the board
of the ISACA to drive the setting of “common body of
knowledge” of the future CISO. I had a strong belief that
there was wider acceptance of the role and its importance
in protecting the organization.
Maybe it was a turning point, but several events came
together early in the new millennium to reinforce this
belief. “I LOVE YOU” infected millions of computers,
followed by the first criminal conviction of a hacker, the
widespread disruption caused by denial-of-service attacks
on Microsoft systems (and Bill Gates's decree that
Microsoft products would embed security as part of the
product), and a series of other high-profile hacks. This was
exacerbated by the financial collapse of Enron and its
impact on the trust in the US economic system. Regulation
followed with the Sarbanes-Oxley Act and many others
around the globe. It was a new world, and the continued
regulation around security and privacy gained momentum.
That year I became chairman of the board of ISACA, and
the new body of knowledge accompanied by a certification
(CISM) was launched. The founding group was made up of
four dedicated CISOs, and the certification is still the
standard for security management professionals.
Which brings me back to my good friend Chris, with whom
I have formed a terrific bond over mutual interests. Fine
food and wine and a connection as first-generation Greeks
cemented our friendship. Recently, we discussed and
debated many topics, including the need for those
executives who understand security risks to transform that



knowledge into action around privacy and security around
regulation.
I have found Chris's intellectual curiosity and sense of
humor to be both compelling and engaging. These traits
are a perfect vehicle to take the reader on this journey,
from the fundamentals of privacy to the ongoing regulatory
pressures and how companies can be better prepared at
the executive level to tackle these changes.
Chris is able to interpret complex principles and distill
them into a natural flow, where the reader is taken on a
journey. In Homer's Odyssey, Circe warned Odysseus of the
impending perils so that he would be prepared. Likewise,
Chris's book prepares the executive to be aware of the
perils and opportunities ahead and provides a roadmap on
how to act with courage as security and privacy regulations
continue to proliferate.
Be prepared and do the right thing and not just because of
regulation—do it for your customers, employees,
shareholders, and everyone who places trust in you and
your company. Use the step-by-step approach from this
book, so you and your company can be ready for whatever
challenges the future might hold.
It is time to act, and with this guide in hand, you are well
on your journey.

Marios Damianides
Cyber Security Leader, Ernst & Young LLP

Chair of the Board, ISACA (2003–2005)



PREFACE
“What? I've been working like this all my life! Now, you're
telling me that I have to be GDP…umm…GD-whatever
compliant?”
My friend and client, an immigration attorney from way
back when “immigration” was not a dirty word, was angry.
Her practice had been very successful over the years,
dealing with all sorts of immigration issues across
continents. The problem is that she is doing business with
citizens of the European Union (EU). Worse, she has a
partner in Athens, Greece, an EU-member country.
Fabulous! She must comply with the General Data
Protection Regulation of the EU, better known by its
acronym, GDPR. For those of you blissfully unaware of
GDPR, it is a law passed by the European Union in 2016. It
has far-reaching consequences to businesses worldwide,
including yours!
If you are a businessperson who, like my friend, has no idea
where to begin with GDPR, then this book is for you! It is
the sequel to Cybersecurity Program Development for
Business: The Essential Planning Guide (Wiley, 2018), and
just like that book, this one is designed with you, a
businessperson, in mind. In Cybersecurity, my goal was to
give you enough information so that you wouldn't be at the
mercy of experts talking over your head and around your
business when it came to cybersecurity. In its introduction,
I wrote:



What if there was a book that put the whole
cybersecurity thing into perspective, using simple, direct
language? What if there were sections and chapters
explaining what is going on, what the risks are, and what
all the technobabble really means? And, what if the book
had a step-by-step, actionable approach on what you can
do about all this? A book that aggregated the current
best practices, put them in perspective, injected my
experience and my own point of view, and how I applied
all this across all our clients?
All the while poking a little fun at ourselves, too?

The goal, approach, and style remain the same—only this
time, the aim is to transform your hard-earned
cybersecurity awareness into one that is privacy-centric
and regulation-aware. If you're one of the many
businesspeople out there who are new to all this, just
starting to confront the new cyberwar realities, concerned
about yours and your business' privacy, and worried that
some regulation will descend to levy God knows what kind
of fine, then you're in luck!
This book will guide you through all this step-by-step,
section-by-section: privacy, regulations, and cybersecurity.
We'll work through the basics together, as well as
reviewing case studies and examples of best practices
across different industries and different size companies.
Just like in the first book, which I will be referencing
frequently, especially in Part Three, we need a case-study
disclaimer: The case studies and examples presented
throughout both books are aggregated from my own work
and from the work of many colleagues who were gracious
enough to share their experiences. As you would expect, all
names, industries, and geographies have been changed to
protect the anonymity of these clients. In some of the
cases, multiple problems were combined into one. In



others, many assignments were broken out into a single
one. The goal has been to distill the essential lesson from
each case while protecting the identity and respecting the
privacy and confidentiality of every client.
There is a fundamental difference, though, between the
first book and this one. The first book dealt strictly with the
practical and pragmatic design of a cybersecurity program
with the goal of protecting your business. This book
synthesizes two distinct, diverse, and complex segments
into a privacy-first and regulation-focused cybersecurity
program. If you already have a cybersecurity program in
place, then this book will help you hone what's already
there into a privacy-centric and regulation-compliant
cybersecurity program.
If you don't have a cybersecurity program in place, then…
where have you been?
Nevertheless, I am glad you're with us now! This is your
opportunity to start building a cybersecurity program from
the bottom up that, from inception, will be privacy- and
regulation-compliant-focused.
One more thing before we dive right in: Just as it is
important to understand what this book is, and who it is for,
it is equally important to know what it is not. This is
especially true since we will be dealing with topics that are
at once scholarly, legal, and technical in nature. This book
is not intended to be an academic analysis, a legal brief, or
a technical how-to manual, although it will borrow and
reflect work from all these disciplines. If you're looking for
the latest scholarly book on privacy, an in-depth legal
treatment of the California Consumer Privacy Act, or how
to configure your firewall, this book is not for you!
This book is intended as a practical, pragmatic, and
actionable business guide for people across industries and



business sizes who need to understand what all this talk
about privacy really means, what the effect of all these laws
and regulations are, and how to put it all together in a
cybersecurity program to protect what's of value to them.
It relies heavily on the outstanding work of numerous
scholars, lawyers, and information technology and
cybersecurity professionals, without whom it would not
have been possible to write it. You will find a detailed
bibliography of sources at the end of the book, and I urge
you to use it and dig deeper as you see fit.
For me, each one of these topics, and especially privacy,
represent fascinating areas of study. Privacy and
cybersecurity force us to confront questions of how we as
people manage difficult, complex concepts and how we
translate those concepts into actionable laws and ways of
doing business.
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PART ONE
Privacy
What man art thou that, thus bescreened in night, so

stumblest on my counsel?
—William Shakespeare, Romeo and Juliet



CHAPTER 1
Understanding Privacy

Bene vixit, bene qui latuit.
—Ovid, Tristia

In case your Latin is rusty, Ovid's quote above translates to:
“To live well is to live concealed.” My interpretation is
different: “To live well is to live in privacy.”
But let's not get ahead of ourselves here. What, exactly, is
privacy? What does it mean? What do we understand when
we describe something as “private”?
Do we mean secret? Is something private also secret?
Certainly, the reverse is not true: we can have many secrets
that are not private! They may be secrets of others, secret
negotiations, secret deals, and so on.
Do we mean personal? Is it data coupled with our
personhood? If so, is all personal data private? What about
our name? Are there degrees of privacy?
Defining privacy has puzzled minds far greater than mine,
and the definitions for privacy have been just as grand and
diverse. Let's start with our perennial friends at Merriam-
Webster. They define privacy as:



1. a: the quality or state of being apart from company
or observation: SECLUSION
b: freedom from unauthorized intrusion

2. a: SECRECY
b: a private matter: SECRET

3. archaic: a place of seclusion

The Oxford English Dictionary, on the other hand, defines
privacy as:

1. A state in which one is not observed or disturbed by
other people.

1.1 The state of being free from public attention.

And, one of my favorites, Wiktionary's definition, covers all
the bases, albeit sometimes cyclically:



1. The state of being secluded from the presence,
sight, or knowledge of others.

2. Freedom from unwanted or undue disturbance of
one's private life.

3. Freedom from damaging publicity, public scrutiny,
surveillance, and disclosure of personal information,
usually by a government or a private organization.

4. (obsolete) A place of seclusion.
5. (obsolete, law) A relationship between parties seen

as being a result of their mutual interest or
participation in a given transaction, contract, etc.;
Privity.

6. (obsolete) Secrecy.
7. (obsolete) A private matter; a secret.

Not to be left out, of course, is the legal definition of
privacy. Black's Law Dictionary defines privacy as:



The right that determines the nonintervention of secret
surveillance and the protection of an individual's
information. It is split into 4 categories:

1. Physical: An imposition whereby another individual
is restricted from experiencing an individual or a
situation;

2. Decisional: The imposition of a restriction that is
exclusive to an entity;

3. Informational: The prevention of searching for
unknown information; and

4. Dispositional: The prevention of attempts made to
get to know the state of mind of an individual.

It's worthwhile to pay attention to those four categories:
physical, decisional, informational, and dispositional. We'll
be returning to those in more detail when we take on the
meanings of privacy for your business.

It's not that I have something to hide,
I have nothing I want you to see.

—Amanda Seyfried
Definitions of privacy have evolved over time, and our
understanding of the concept is constantly changing.
Therefore, it would be naive to assume that Privacy with a
capital P can be rendered via a legal definition, complex or
not, or a dictionary entry.
Privacy has been, and remains, the subject of rigorous
academic study. Anthropology, sociology, psychology,
history, and other disciplines have been looking into the


