Table of Contents

Cover

Enabling_the Internet of Things: Fundamentals, Design,,
and Applications

Copyright
About the Authors
Preface
Acknowledgments
1 Internet of Things (IoT)_ Fundamentals
1.1 Introduction
1.2 Evolution of IoT Concept
1.3 IoT Vision
1.4 10T Definition
1.5 IoT Basic Characteristics
1.6 IoT Distinction
1.7 IoT General Enablers
1.8 10T Architectures
1.9 Advantages and Disadvantages of IoT
References
2 IoT Building_Blocks - Hardware and Software
2.1 IoT Building Blocks
2.2 The Smart Things
2.3 The IoT Gateway
2.4 Network Infrastructure
2.5 10T Cloud
2.6 10T Analytics
2.7 10T Applications



file:///tmp/calibre_5.42.0_tmp_nicr51qk/gp9kygvf_pdf_out/OPS/cover.xhtml

References
3 Sensing_Principles and Wireless Sensor Network
3.1 Sensor Fundamentals
3.2 Sensor Classification
3.3 Anatomy of Sensors
3.4 Physical Principles of Sensing

3.5 Use of Basic Sensing_Principles in RFID
Technology

3.6 Actuators
3.7 Wireless Sensor Networks (WSNSs)
References

4 1oT Gateway
4.1 The 10T Gateway
4.2 Sensing_ Domain and IoT Gateways
4.3 The Architecture of 10T Gateway
4.4 Selection of IoT Gateway

4.5 10T Gateways and Edge Computing

4.6 10T Gateway Providers
References

5 IoT Protocol Stack
5.1 IoT Protocol Stack
5.2 10T Protocols
References

6 IoT Cloud and Fog Computing
6.1 IoT Cloud
6.2 Fog Computing_for [oT

6.3 Case Study - Vehicles with Fog Computing

References



7 10T Applications
7.1 Application Domains of 10T

7.2 1oT and Smart Home

7.3 10T and Healthcare

7.4 10T and Smart Mobility
7.5 10T and Agriculture

7.6 Smart Grid

7.7 1oT-based Smart Cities
7.8 10T and Smart Education
7.9 Industrial IoT
References

8 IoT Security
8.1 IoT Systems and Security Constraints
8.2 10T Security Requirements
8.3 Security Challenges
8.4 Taxonomy of IoT Security Threats/Attacks
8.5 IoT Architecture and IoT Security
8.6 Multilayer Security Attacks
8.7 10T Application Scenarios and IoT Security
References
9 Social IoT
9.1 Smart Things to Social Things
9.2 The Epitome of SIoT
9.3 Smart Thing_Relationships in SIoT
9.4 SIoT Architecture
9.5 Features of SIoT System

9.6 Social Internet of Vehicles (SIoV) - An Example
Use Case of SIoT




9.7 SIoV Application Services
References
10 Packet Tracer and IoT
10.1 ToT and Packet Tracer
10.2 Packet Tracer Programming_Environment

10.4 Simple Smart Light Project
References

11 IoT Projects in Packet Tracer
11.1 IoT Projects in Packet Tracer

11.2 Smart Things Directly Connected with
Gateways

11.3 Smart Things and Sensors Directly Connected
with MCUs (Without Gateways),

Index
End User License Agreement

List of Tables

Chapter 1
Table 1.1 IoT definitions by standard organizations.

Table 1.2 Description of fundamental
characteristics of I0T.

Table 1.3 Difference between embedded systems
and IoT.

Table 1.4 Difference between M2M and IoT.
Table 1.5 Difference between CPS and IoT.
Table 1.6 Difference between WSNs and IoT.
Table 1.7 Difference between WoT and IoT.




Table 1.8 10T enabling technologies.
Table 1.9 Wireless technologies.

Table 1.10 Standardization organizations at
different levels.

Table 1.11 Pros and cons of IoT.
Chapter 2

Table 2.1 ToT Analytics - Techniques and tools.
Chapter 3

Table 3.1 Difference between sensor,_actuators, and
transducer.

Table 3.2 Comparison of WSN OSs.
Chapter 4

Table 4.1 Similarities of 10T systems and edge
computing.

Table 4.2 Names of 10T edge technology vendors
and service providers.

Chapter 5

Table 5.1 Functional features of five-layered 10T
architecture.

Table 5.2 Categories of EPC tags.

Table 5.3 Comparison between IEEE 802.15.4 and
IEEE 802.11ah.

Table 5.4 Details of fixed length packet header
field.

Table 5.5 MQTT QoS ILevels.
Table 5.6 Control packets that contain a payload.

Table 5.7 Comparison of 10T application layer
protocols.



Chapter 6

Table 6.1 Complementary characteristics of IoT and
cloud.

Table 6.2 10T application domains and comparison
of cloud platforms.

Table 6.3 Comparison between fog_and cloud
characteristics.

Chapter 7

Table 7.1 10T application domain and example
scenarios.

Chapter 8

Table 8.1 Smart home devices, functionality, and
associated security threats.

Table 8.2 Security attacks and potential threats to
healthcare systems.

Table 8.3 Security attack functionality in smart
vehicle environment.

Table 8.4 Influencing factors and security/privacy
concerns in smart cities.

Chapter 9
Table 9.1 Smart thing relationship types and SIoT
applications.

Table 9.2 Intrusive and non-intrusive sensors.

List of lllustrations

Chapter 1
Figure 1.1 The concept of As and Cs in the IoT.




Figure 1.11 Six-layer IoT architecture.

Figure 1.12 Seven layer 10T architecture.
Chapter 2

Figure 2.1 Building_blocks of an IoT system.

Figure 2.2 Smart thing_conceptual model. Source:
Adapted from Serbanati et a...

Figure 2.3 Smart thing_components.

Figure 2.4 10T components and smart things
available in Cisco Packet Tracer....

Figure 2.5 10T smart things directly connected to
home gateway.

Figure 2.6 IoT components and smart things
connected to MCU.

Figure 2.7 10T components and smart things
directly connected to MCU.

Figure 2.8 Different levels of smart objects.




Figure 2.9 Simple IoT gateway in IoT system.
Figure 2.10 IoT cloud architecture.
Figure 2.11 Challenges of IoT data analytics.

Figure 2.12 10T analytics techniques and tools.
Figure 2.13 IoT analytics lifecycle phases.
Chapter 3

Figure 3.1 Comparison between human body
functionality and working_of intell...

Figure 3.2 Simple sensor.
Figure 3.3 Complex sensor.

Figure 3.4 Anatomy of a sensor node.

Figure 3.6 Proximity sensor.

Figure 3.7 Simple capacitive sensor to measure
water level.

Figure 3.8 Working_of touch screen capacitive
Sensor.

Figure 3.9 Production of magnetism through
electricity.

Figure 3.10 Production of electricity through
magnetism.

Figure 3.12 Hall sensor-based fuel detection.
Figure 3.13 Basic working_of RFID technology.
Figure 3.14 Wireless sensor network architecture.
Figure 3.15 WSN protocol stack layers.
Figure 3.16 PHY and MAC layer details.




Figure 3.17 Channel access mechanisms in IEEE
802.15.4.

Figure 3.18 Few proposed WSN transport layer
protocols.

Figure 3.19 Cross-layer design of WSN
communication protocol stack.

Chapter 4

Figure 4.1 Three domains of 10T architecture.

Figure 4.2 Simple IoT gateway in the 10T system.

Figure 4.3 10T gateway with embedded sensors in
the IoT system.

Figure 4.4 Overview of the 10T gateway
functionalities.

Figure 4.5 Different types of 10T gateways.

Figure 4.7 (a)_End-devices with built-in gateway,_(b),
central gateway.

Figure 4.8 Edge computing-based IoT architecture.
Figure 4.9Figure for Question 4.6.

Chapter 5
Figure 5.1 10T protocol stack.

Figure 5.2 Mapping_of IoT protocol categories to
five-layer architecture.

Figure 5.3 Basic format of EPC code.

Peer-to-Peer,_ and (c) Clu...

Figure 5.5 TEEE 802.11ah-based network structure
for 10T systems.




Figure 5.6 ZigBee layered architecture.
Figure 5.7 6L.oWPAN network architecture.

Figure 5.15 MQTT workmg with RETAIN = 1.
Figure 5.16 CoAP functionality.

Figure 5.17 Reliable message transmission.
Figure 5.18 Unreliable message transmission.
Figure 5.19 Requests and piggybacked responses.
Figure 5.20 GET Request with separate response.

Figure 5.21 RST response from server.
Figure 5.22 CoAP message format.
Figure 5.23 CoAP layers over DLTS.
Figure 5.24 AMQP communication between nodes.
Figure 5.25 AMQP frame format.
Egure 5.26 AMQP architecture.

Figure 5.29 Generic structure of XMPP Stanza.
Figure 5.30 Figure for Question 5.4.



Figure 5.31Figure for Question 5.5.
Chapter 6

Figure 6.1 Integration of IoT applications with fog
and cloud computing.

Figure 6.2 VM-based configured servers on 0T
cloud architecture.

Figure 6.3 10T cloud implementation details.

Figure 6.4 Application domains of 10T cloud
platform.

Figure 6.5 Comparison of fog computing with
edge/MEC computing.

Chapter 7
Figure 7.1 IoT-based smart home framework.

Figure 7.2 System architecture IoT-based
healthcare system.

Figure 7.3 Challenges for IoT-based healthcare
system.

Figure 7.4 Smart hospital healthcare system.
Figure 7.5 IVC in ITS.

Figure 7.6 (a) ITS application domains and (b),
challenges.

Figure 7.7 Car parking system.

Figure 7.8 IoT-based agriculture architecture.

Figure 7.9 Communication technologies from
renewable energy resource to data...



Figure 7.10 Wireless sensor technology to monitor
powerline.

Figure 7.11 V2G technology concept home and
office/industry tags can be put ...

Figure 7.12 Generic architecture of smart city.

Figure 7.13 Tracking and monitoring of production
line.

Chapter 8
Figure 8.1 IoT ecosystem.

Figure 8.2 Classification of 10T security attacks.

Figure 8.3 10T architecture and security

issues/attacks.

Figure 8.4Figure for review question 8.6.

Figure 8.5 Figure for review question .
Chapter 9

Figure 9.1 Interaction of SIoT components.

Figure 9.2 Architecture layers of SIoT server.

Figure 9.3 Architecture layers of SIoT
gateway/object.

Figure 9.4 VANETSs reference architecture.
Figure 9.5 [0V reference architecture.
Figure 9.6 Communication standards for IoV.

Figure 9.7 SIoV architecture.

Figure 9.8 In-vehicle sensors.
Figure 9.9 On-road sensors.
Chapter 10
Figure 10.1 The Cisco Packet Tracer user interface.




Figure 10.2 Few IoT devices available in Cisco
Packet Tracer.

Figure 10.3 Device selection window in Cisco
Packet Tracer.

Figure 10.4 Create Project window in Cisco Packet
Tracer.

Cisco Packet Tracer.

Figure 10.6 Cisco Packet Tracer programming
interface.

Figure 10.7 Types of program blocks.

Figure 10.8 Programming_blocks available in Cisco
Packet Tracer.

Figure 10.9 Blocks available in Cisco Packet Tracer.
Figure 10.10 Blocks to print and format text.
Figure 10.11 Text field block with tool tip.

Figure 10.12 Hello World block.

Figure 10.13 Output window.

Figure 10.14 Selection of devices.

Figure 10.15 Rename a device.

Figure 10.16 Selecting rocker switch from the
components.

=

igure 10.17 Description for rocket switch device.
igure 10.18 States of light (OFF,_DIM, HIGH).

Figure 10.19 Selecting the MCU board from the
components.

T

Figure 10.20 Selecting_cables from the
connections.



Figure 10.21 Connecting _devices through
connection cable in Cisco Packet Tra...

Figure 10.22 Connecting all the three devices
together.

Figure 10.23 Creating new project.

Figure 10.24 Settings pinMode parameters.
Figure 10.25 Connecting _blocks together.
Figure 10.26 Inserting_blocks into function.
Figure 10.27 Creating_a new variable.
Figure 10.28 Addition of new variables.
Figure 10.29 Light program test mode.
Figure 10.30 Light program output window.

Figure 10.31 Writing D1 port.

Figure 10.32 If-else block statements.

Figure 10.33 Complete flow for the light program.

Figure 10.34 Light program in execution mode.
Chapter 11

Figure 11.1 Controlling smart things with mobile
phone through gateway.

Figure 11.2 Ceiling_fan properties in Cisco Packet
Iracer.

Figure 11.3 Network adapter card setting in Cisco
Packet Tracer.

Figure 11.4 Selection network adapter card setting
in Cisco Packet Tracer.

Cisco Packet Tracer.



Figure 11.6 SSID settings for smart phone in Cisco
Packet Tracer.

Figure 11.7 IP address configuration of smart
phone with gateway in Cisco Pa...

Figure 11.8 Desktop configuration of smart phone
in Cisco Packet Tracer.

Figure 11.9 Login screen of smart phone in Cisco
Packet Tracer.

Figure 11.10 Interface to control IoT devices in
Cisco Packet Tracer.

Figure 11.11 Selection of devices in Cisco Packet
Tracer.

Figure 11.12 Adding_sensors in Cisco Packet
Tracer.

Figure 11.13 Adding _cooling/heating_elements on
the workspace in Cisco Packe...

Figure 11.14 Smart room devices connecting with
MCU board.

Figure 11.15 Setting_all the pin modes.

Figure 11.16 Reading values from the rocker switch
sensor button with the de...

Figure 11.17 If-else statements for switching the
light and coffee maker to ...

Figure 11.18 While block.
Figure 11.19 Setting_pin function flow of blocks.

Figure 11.20 Flow for the function definition of
readingFromSensor (Rocker S...

Figure 11.21 Main program.



Figure 11.22 Overview of the workspace including
functions and the main prog...

Figure 11.23 Reading_temperature sensor and
mapping_to Celsius degree.

Figure 11.24 Function for the heating element to
turn on.

Figure 11.25 Temperature block for value greater
than 25 °C.

Figure 11.26 Block for temperature between 18
and 25 °C.

Figure 11.27 Handling logical AND operator for
temperature between 18 and 25...

Figure 11.28 Complete overview of if-else-if block.

Figure 11.29 Function block for getting the room
temperature value.

Figure 11.30 Final main program.

Figure 11.31 Temperature greater than 25 °C (air
cooler on, fan and heater o...

Figure 11.32 Temperature less than 15 °C (heating
element on, fan and air co...

Figure 11.33 Temperature between 18 and 25 °C
(air cooler off, heating_eleme...

Figure 11.34 Smoke detection IoT implementation
diagram.

Figure 11.35 Detecting smoke and sprinkling water
along with ringing alarm....

Figure 11.36 IoT Scenario for Question 11.2.

Figure 11.37 10T Scenario for Question 11.3.




Enabling the Internet of
Things: Fundamentals,
Design, and Applications

Muhammad Azhar Igbal

Southwest Jiaotong University, China

Sajjad Hussain
University of Glasgow, UK

Huanlai Xing

Southwest Jiaotong University, China

Muhammad Ali Imran

University of Glasgow, UK



This edition first published 2021
© 2021 John Wiley & Sons Ltd

All rights reserved. No part of this publication may be reproduced, stored in a
retrieval system, or transmitted, in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise, except as permitted by law.
Advice on how to obtain permission to reuse material from this title is available
at http://www.wiley.com/go/permissions.

The right of Muhammad Azhar Igbal, Sajjad Hussain, Huanlai Xing, and
Muhammad Ali Imran to be identified as the authors of this work has been
asserted in accordance with law.

Registered Offices
John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, USA

John Wiley & Sons Ltd, The Atrium, Southern Gate, Chichester, West Sussex,
PO19 8SQ, UK

Editorial Office
The Atrium, Southern Gate, Chichester, West Sussex, PO19 8SQ, UK

For details of our global editorial offices, customer services, and more
information about Wiley products

visit us at www.wiley.com.

Wiley also publishes its books in a variety of electronic formats and by print-on-
demand. Some content that

appears in standard print versions of this book may not be available in other
formats.

Limit of Liability/Disclaimer of Warranty

While the publisher and authors have used their best efforts in preparing this
work, they make no representations or warranties with respect to the accuracy
or completeness of the contents of this work and specifically disclaim all
warranties, including without limitation any implied warranties of
merchantability or fitness for a particular purpose. No warranty may be
created or extended by sales representatives, written sales materials or
promotional statements for this work. The fact that an organization, website, or
product is referred to in this work as a citation and/or potential source of
further information does not mean that the publisher and authors endorse the
information or services the organization, website, or product may provide or
recommendations it may make. This work is sold with the understanding that
the publisher is not engaged in rendering professional services. The advice and
strategies contained herein may not be suitable for your situation. You should
consult with a specialist where appropriate. Further, readers should be aware
that websites listed in this work may have changed or disappeared between
when this work was written and when it is read. Neither the publisher nor
authors shall be liable for any loss of profit or any other commercial damages,


http://www.wiley.com/go/permissions
http://www.wiley.com/

including but not limited to special, incidental, consequential, or other
damages.

Library of Congress Cataloging-in-Publication Data
Names: Igbal, Muhammad Azhar, author. | Hussain, Sajjad,
author. | Huanlai, Xing, author. | Imran, Muhammad Ali, author.

Title: Enabling the internet of things : fundamentals, design, and applications /
Muhammad Azhar Igbal, Sajjad Hussain, Huanlai Xing, Muhammad Ali Imran.

Description: First edition. | Hoboken, NJ : Wiley, 2021. | Series: Wiley - IEEE |
Includes bibliographical references and index.

Identifiers: LCCN 2020040726 (print) | LCCN 2020040727 (ebook) | ISBN
9781119701255 (cloth) | ISBN 9781119701477 (adobe pdf) | ISBN
9781119701484 (epub)

Subjects: LCSH: Internet of things.

Classification: LCC TK5105.8857 .177 2021 (print) | LCC TK5105.8857 (ebook) |
DDC 004.67/8--dc23

LC record available at https://lccn.loc.gov/2020040726
LC ebook record available at https://lccn.loc.gov/2020040727
Cover Design: Wiley

Cover Image: © ivanastar/Getty Images


https://lccn.loc.gov/2020040726
https://lccn.loc.gov/2020040727

About the Authors

Muhammad Azhar Igbal received his MS degree in
Computer Software Engineering from the National
University of Sciences and Technology, Pakistan, in 2007
and completed his PhD in Communication and Information
Systems from Huazhong University of Science and
Technology, China, in 2012. Currently, he is working as
Lecturer in School of Information Science and Technology
at Southwest Jiaotong University, China. Previously, he has
served as Associate Professor in Computer Science



department at Capital University of Science and
Technology, Pakistan. He has experience of teaching
various basic and advanced courses related to the domain
of computing and mobile/wireless communication and
networks. His research interests include wireless ad hoc
networks, Internet of Things (IoT), and large-scale
simulation modeling and analysis of computer networks in
Cloud.

Sajjad Hussain is a Senior Lecturer in Electronics and
Electrical Engineering at the University of Glasgow, UK. He
has served previously at Electrical Engineering
Department, Capital University of Science and Technology
(CUST), Islamabad, Pakistan as Associate Professor. Sajjad
Hussain did his masters in Wireless Communications in



2006 from Supelec, Gif-sur-Yvette and PhD in Signal
Processing and Communications in 2009 from University of
Rennes 1, Rennes, France. His research interests include
5G self-organizing networks, industrial wireless sensor
networks and machine learning for wireless
communications. Sajjad Hussain is a senior member IEEE
and fellow Higher Education Academy.

Huanlai Xing, received his B.Eng. degree in
communications engineering from Southwest Jiaotong
University, Chengdu, China, in 2006; his M.Eng. degree in
electromagnetic fields and wavelength technology from
Beijing University of Posts and Telecommunications,
Beijing, China, in 2009; and his PhD degree in computer



science from University of Nottingham, Nottingham, UK, in
2013. He is an Associate Professor with School of
Information Science and Technology, Southwest Jiaotong
University. His research interests include edge and cloud
computing, network function virtualization, software
defined networking, and evolutionary computation.

Muhammad Ali Imran Fellow IET, Senior Member IEEE,
Senior Fellow HEA is Dean University of Glasgow UESTC
and a Professor of Wireless Communication Systems with
research interests in self organised networks, wireless
networked control systems and the wireless sensor
systems. He heads the Communications, Sensing and
Imaging CSI research group at University of Glasgow and



is the Director of Glasgow-UESTC Centre for Educational
Development and Innovation. He is an Affiliate Professor at
the University of Oklahoma, USA and a visiting Professor at
5G Innovation Centre, University of Surrey, UK. He has
over 20 years of combined academic and industry
experience with several leading roles in multi-million
pounds funded projects. He has filed 15 patents; has
authored/co-authored over 400 journal and conference
publications; has edited 7 books and authored more than
30 book chapters; has successfully supervised over 40
postgraduate students at Doctoral level. He has been a
consultant to international projects and local companies in
the area of self-organised networks.



Preface

Objectives

The emerging paradigm of Internet-of-Things (IoT) plays a
consequential role to improve almost all aspects of human
life, i.e. domestic automation, transportation, education,
health, agriculture, industry, etc. The simple conception of
IoT as a network of identifiable connected smart things is
fundamentally based on the integration of various
diversified technologies including pervasive computing,
sensor technology, embedded system, communication
technologies, sensor networking, Internet protocols, etc.
for the provisioning of intelligent computing services. In
our experience we have noticed that although the simple
idea of 10T is easy to comprehend, at the undergraduate
level, students are unable to describe the importance and
placement of IoT components in an IoT system. This book
tries to provide the basic, precise, and accurate
demonstration of IoT building blocks as well as their role in
various IoT systems. The objective of this book is to provide
a good starting point for undergraduate students who have
basic prior knowledge of Internet architecture. At an
abstract level, this book is an effort to partially fill the gap
associated with the understanding of IoT concepts through
the designing of the IoT system prototypes in Packet
Tracer. We believe that after implementing IoT system
prototypes in Packet Tracer, students will find it easier to
grasp complete details of IoT systems.

Key Feature

Concerning the building of IoT foundations, this book can
be used as a textbook at the undergraduate level. The key
feature of this book is that it targets core aspects of IoT



and provides its readership a better perspective both in
terms of basic understanding of IoT technologies as well as
the designing of IoT systems in Packet Tracer. To the best
of our knowledge, this book can be considered as the first
attempt to design simple IoT systems using Blockly
programming language.

Audience

This book is suitable for undergraduate students enrolled in
the IoT course. This book assumes that the reader has a
good understanding of Computer Networks and basic
programming concepts. Students are comprehensively
facilitated in this book to explain IoT essentials besides the
guidance of designing IoT systems in Packet Tracer.

Approach

At the end of each chapter, review questions in the form of
case studies have been asked to explore students' clarity
about IoT concepts discussed in that particular chapter. In
this book, the design and implementation of IoT systems at
an abstract level are presented in Blockly language.

Organization of the Book

To address the issues related to the understanding of IoT
fundamentals at the undergraduate level, this book is
structured as follows:

Chapter 1 is exclusively written to introduce the
evolution, vision, definition, characteristics, enablers,
architectures of the IoT paradigm, and its distinction
from other related technologies. This chapter builds the
foundation for the understanding of IoT systems and is
considered a prerequisite for the following chapters.



The primary focus of Chapter 2 is to establish an
understanding of the IoT building blocks along with the
necessary details related to various IoT hardware and
software technologies. Besides, this chapter also
provides a concise design and implementation
perspective of IoT systems in Packet Tracer.

The contents of Chapter 3 are oriented along the lines
of sensing principles and understanding of various
aspects related to the design and implementation of
wireless sensors and sensor networks. The layer-level
functionality of wireless sensor networks in this
chapter explains the effective communication
requirements of sensors in IoT systems.

Chapter 4 describes the basics of IoT gateways in
terms of its architecture and functionalities. In
addition, this chapter also elaborates how IoT gateways
having advanced features of data filtering and analytics
support Edge computing and how Edge computing-
based solutions provide benefits to specific IoT-based
real-life applications.

Chapter 5 discusses the mapping of IoT protocols to
layered IoT architecture and provides in-depth details
of various infrastructure, service discovery, and
application layer protocols of IoT protocol stack in
terms of their functionality and usage in a real-life
scenario.

Chapter 6 focuses on the description and explanation of
components and employment of Cloud and Fog
architectures in different IoT systems.

Chapter 7 introduces real-life application domains (i.e.
domestic automation, smart transportation, smart
agriculture and farming, smart manufacturing and
industry automation, energy conservation, etc.) where



the IoT technologies play a vital role to improve the
standard of human life through the automation of these
systems.

In Chapter 8, the classification of IoT attacks, as well as
constraints and requirements of IoT systems, are
discussed. Moreover, the discussion about security
threats at each layer of IoT architecture is also the part
of this chapter.

Chapter 9 illustrates the nature of social relationships
between IoT devices, explains the functionality of the
components of social IoT architecture, and provides an
understanding of the applicability of social aspects of
smart devices in IoT applications.

Chapters 10 and 11 are devoted to the design and
implementation details of 10T projects in Packet Tracer
exploiting constructs of Blockly programming
language.
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1
Internet of Things (IoT) Fundamentals

4 N

LEARNING OBJECTIVES

After studying this chapter, students will be able to:

e describe the evolution of the 10T concept.

» state the vision and definition of IoT.

» explain the basic characteristics of IoT.

o distinguish the IoT from other related technologies.
» elaborate the IoT enablers.

e explain the IoT architectures.

e articulate the pros and cons of IoT.

e apply the IoT architecture concepts for specific IoT
applications.

e understand the implementation aspect of IoT
architecture.

- /

1.1 Introduction

In our daily lives, the augmented practice of Information
and Communication Technologies (ICT) plays a paramount
role in the development of emerging information societies.
In developed countries, ICT is being employed to develop
various innovative applications and services to address the



