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o, here it is, in your hands. A book with a message that took the
field of cybersecurity only a couple of years—decades at most—
to come around to. Its premise is something that human factors pro-
fessionals wish they could get through to the people they work with
every day: the medical device manufacturers, the cockpit designers, the
“autonomous” vehicle developers, the construction site planners, the
procedure writers—if they could just get this simple message. Spoiler
alert, this is the message: If your people are doing stupid things, it’s not
because you have stupid people. It’s because you have a stupid system.
And then to think that human factors is a field that’s been around
for almost 80 years. It was at the basis of the discoveries that led to this
premise. Design a cockpit that puts two toggle switches next to each
other—one for the landing gear, and the other for the flaps—and you
are going to get belly landings. Which the new, bigger, badder Boeing
B-17 bomber was getting a lot of during WWII. The solution was not
punishing the errant pilots. It wasn’t putting up posters exhorting them
to try harder. It wasn’t mounting an incident counter on the wall that
announced how many days had gone by without a fellow B-17 pilot
planting the aircraft on its belly. As long as the toggle switches were
inviting pilots to mix them up, then pilots would mix them up.

In 1943, Alphonse Chapanis, a human factors pioneer, fashioned a
little flap handle and a little wheel in a workshop and mounted them on
the respective toggle switches of some of the B-17s. The ones that were
thus equipped never belly-landed again. A gear lever that looks and
feels like a wheel, and a flap handle that looks and feels like a flap, now
constitute a design and certification requirement for airplane cockpits.
If your people are doing stupid things, then you have a stupid system.
So, go fix your system. As Ira and Tracy put it, “The simple fact is that
a user can’t initiate loss unless an organization creates an environment
that puts them in a position to do so.”

When you suffer a loss, it is, of course, attractive to gravitate to emo-
tionally satisfying and low-cost interventions. Blame the person who
messed things up. Hold them accountable. But Ira and Tracy have a
different, and more sustainable, message for you. If you want to talk
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about accountability, then you are actually accountable for setting your
people, your users, up for success. You are accountable for avoiding
safety barriers that get unreasonably in the way of work, which leads
to undesired side effects. You are accountable for showing nonjudg-
mental curiosity in how work actually gets done, rather than how you,
or your designers, imagined it to be done. You are accountable for giving
your people error-resistant and error-tolerant designs to work with. You
are accountable for reducing the resource constraints and goal con-
flicts that set your system up for drifting into failure. You are account-
able for valuing your people’s native resilience and adaptive capacity
over dogmatic, strict rule-following. And you are accountable for
identifying and enhancing the capacities in your people that make
things go well.

There is so much you can do to stop “stupid.” But you need to see
“stupid,” not as the root cause of your problems. If you discover “stupid”
somewhere, then that is just the beginning of your inquiry, of your
curiosity, of your journey toward improvement. “Stupid” comes from
somewhere. It is an effect, an outcome—not a cause. When you start
looking behind that label “stupid,” you will find lots of things that actu-
ally make sense: where people were looking at the time, which things
they considered important to focus on, what knowledge they brought
to bear, which interacting goals they were trying to achieve simulta-
neously, what resource constraints they were trying to make up for,
what work they were trying to get done despite all the obstacles you
may well have helped put in their way.

If you think your people were doing “stupid” things, then muster the
courage to go behind that label and face up to what you find. Stop stupid
by fixing your system. Because otherwise the label “stupid” might well
stop with you, and stick.

Sidney Dekker
Professor, Griffith University (Australia)
and Delft University of Technology (Netherlands)



FOrword . ..o e e Xiii

Introduction ... XXVii
Stopping StupidIsYourJob .......................... 1
Failure: The Most Common Option..................... 3
Users Are Partofthe System ......................... n
What Is User-Initiated LOSS? ... ..o 17
Foundational Concepts............................. 37
Risk Management. .........ccoviiiiiieee ... 39
The Problems with Awareness Efforts ................. 65
Protection, Detection, and Reaction................... 79
Lessons from Safety Science ............... ...l 89
Applied Behavioral Science................ ... ... .. 103
Security Culture and Behavior ....................... 123
User Metrics . ... 141
TheKillChain. ... ..o e 153

Total Quality Management Revisited ................. 167



xvi Contents at a Glance

Countermeasures...................oovviiiii... 181
(CT0)Y < g g =T [l 183
Technical Countermeasures ..........coovviiinnnn... 197
Creating Effective Awareness Programs............... 225
ApplyingBoom ......... ... i 253
StartwithBoom ...t 255
Rightof Boom. ...t 265
Preventing Boom ... 279
Determining the Most Effective Countermeasures ... .. 289
Implementation Considerations ..................... 303

If You Have Stupid Users, You Have a Stupid System.....317



FOrwWOrd . ..o e Xiii

Introduction ... XXVii
Stopping StupidIsYourJob .......................... 1
Failure: The Most Common Option..................... 3
HistoryIsNotontheUsers'Side...........coovvviini ... 4
Today's Common Approach ...t 6
Operational and Security Awareness. ............c.oovvuenn. 6
Technology . ..o e 7
GOVEIMANCE. ..ottt 8

We Propose a Strategy, Not Tactics..........coovviiien... 9
Users Are Partof the System ......................... "
Understanding Users'Role inthe System ..................... 1
Users Aren'tPerfect........oovviiiiiiii e 13
“Users” Refers to Anyone in Any Function..................... 13
Malice Isan Option. . ......viv i e 14
What You Should Expect fromUsers.............coovineon... 15
What Is User-Initiated LOSS? . ... ..o v vt 17
ProCeSSeS . oottt e 18
CUIUNE e 20
PhySiCal LOSSES .« v v vttt e 22
Crime. .o 24
UserMalice. ..o e 25

Social Engineering. ....ovveneii e 27

USer ErrOr. .ot e 28

Inadequate Training. ....c.vvrt v 29



xviii Contents

Technology Implementation. ...t 30
Design and Maintenance . .......ovve v vinennnenn, 31

User Enablement. ... 32
Shadow IT ..o e 33
Confusing Interfaces. ... 35

UILIS Pervasive. . ... i 35
Foundational Concepts............................. 37
Risk Management. .........ccovviiiiiieeiiniinnnn.. 39
Death by 1,000 CULS . . .vvvv et 40
The Risk EqQUation . .......vvr e 41
Value .o 43
TRrEatS. . et 47
Vulnerabilities. .. ..o 48
COUNTEIMEASUNES ..\ttt e e naaee 54

Risk Optimization ... e e e 60
Risk and User-Initiated LOSS ... ...ovveviiii e 63
The Problems with Awareness Efforts ................. 65
Awareness Programs Can Be Extremely Valuable .............. 65
Check-the-BoxMentality.......covvuiviiiniiiii i 66
Training vS. AWareNess . ......veuuetn e, 68
The Compliance Budget. ..o, 68
Shoulds vs. MUSES . ..ot 70
When It's Okay to BlametheUser..............ccooiiiiin... 72
Awareness Programs Do Not Always Translate into Practice... .. 74
Structural Failings of Awareness Programs.................... 75
Further Considerations .........ovuuvviiiiin i 77
Protection, Detection, and Reaction................... 79
Conceptual OVervieW. . ..ot e 80

PrOteCtiON. ottt 81



Contents Xix

DeteCtion ..o e 82
Reaction ...t 84
Mitigating a Lossin Progress ...........covieiiiiennn.. 86
Mitigating Future Incidents........... ...t 87
Putting It All Together ... e 88
Lessons from Safety Science .............. ... . ...... 89
The Limitations of Old-School Safety Science .................. 91
Most UIL Prevention Programs Are Old-School ................ 93
The New School of Safety Science..........oovviii . 94
Putting Safety SciencetoUse........ovvviviiiviiininnn 96
Safety CUIUre ..o e e e e 97
The Need to Not Remove AILErrors.......coovvevvvnnnnn.. 98
WhentoBlame Users. ... ..oouuiiiii i 100
We Need to Learn from Safety Science....................... 100
Applied Behavioral Science.......................... 103
The ABCs of Behavioral Science.............ccooiiiiiii., 105
Antecedents . ...t e 106
Behaviors ... m
CONSEQUENCES ottt ettt e 112
Engineering Behavior vs. Influencing Behavior............ 120
Security Culture and Behavior ....................... 123
ABCsof Culture. ..o 125
Types Of CUITUNES. ..ottt e e 127
Subcultures ... 130
WhatIsYour Culture?. ..o 132
Improving Culture ... ...t 133
Determining a Finite Set of Behaviors to Improve.......... 134
Behavioral Change Strategies ............ccooviviiiennnn.. 135
Traditional Project Management ........................ 137

Change Management..........coooiiiiiiiiniiineenn.. 137



xx Contents

IsCultureYour Ally? . ..o 138
User Metrics .. ... 141
The Importance of Metrics .. ....oovvivi i 141
The Hidden Cost of Awareness. .......ovvveevninneennnnen.s 142
Types of Awareness MetricS ... vvvuv v i i 143
Compliance Metrics. ...vvvvi e 144
Engagement Metrics. ...t 145
Behavioral Improvement..............ccoiiiiiiiiin. ., 147
Tangible ROL. ...t e e 149
Intangible Benefits ... 149

Day O MetriCS. vt 150
Deserve MOore ... 151
TheKillChain. ... 153
Kill Chain Principles . ... .o e 154
The Military KillChain.........ooiiii i 154

The Cyber Kill Chain and Defense in Depth................ 155
Deconstructing the CyberKillChain......................... 157
Phishing Kill Chain Example. ...t 159

Other Models and Frameworks ..........covviviininennn.,. 162
Applying Kill Chainsto UIL . ... 164
Total Quality Management Revisited ................. 167
TQM:InSearchof Excellence ........ccvvvvvvviinns, 168
Exponential IncreaseinErrors ... 169
Principles of TQM. ... .o 171

What Makes TQM Fail? ... 172

Other Frameworks .. ..ot 174
Product Improvement and Management................. 177

Kill Chain for Process Improvement..............covvnn. 178



Contents xxi

COVID-19 Remote Workforce Process Activated. .............. 178
Applying Quality Principles. ..o 179
Countermeasures...................coovviiiiin... 181
(CT0)V/< g g =T o (ol 183
Defining the Scope of Governance for Our Purposes .......... 184
Operational Security or Loss Mitigation .................. 185
Physical Security .......coouiiiiii i 186
Personnel Security. .....covvi i 186
Traditional GOvernance .........vuvirtiiiii e, 187
Policies, Procedures, and Guidelines..................... 188
IntheWorkplace ... 190
Securityand the Busingss. ........covviiiiiiiiiinineenns 191
ANalyzZiNg ProCesSSeS. .\ vv ettt 192
Grandma’'s HOUSE . .. v vt vt nie e 194
Technical Countermeasures ...........covvvvvennnn.. 197
Personnel COUNtermMeasUres . ....o.vvuevrenrennennennennens 199
Background Checks...........ooiviiiiiiiii i, 200
Continuous Monitoring ........oovvvviiie i 201
Employee Management Systems .........covvvvievnnnnnn 201

Misuse and Abuse Detection............covvvvvnnennn., 202

Data Leak Prevention ............ ..o, 203
Physical Countermeasures . ......ovvveteiiiieeeninneennns 203
Access Control Systems ...t 203
Surveillance and Safety Systems. ............ ... ... 204
Point-of-Sale Systems . ... 206
Inventory Systems and Supply Chains. .................. 207
Computer Tracking Systems ..........cviiiiienne.n. 207
Operational Countermeasures. ........o.vvvuievnennnennn. 208

Accounting Systems ... e 209



xxii Contents

Customer Relationship Management .................... 210
Operational Technology.........ccooviivii i 210
Workflow Management ..., 211
Cybersecurity Countermeasures . ........oovvueevneenneennn.. 212
The 20 CIS Controls and Resources ............c.ovvunn. 212
Anti-malware Software........... ... 213
Whitelisting. . . ...ocov e 214
Firewalls. . ... 214
Intrusion Detection/Prevention Systems ................. 215
Managed Security Services ........ ..o, 215
BaCKUPS . vttt e 215
Secure Configurations .........vvuiviiivin i 216
Automated Patching ... 216
Vulnerability ManagementTools ........................ 217
Behavioral Analytics ... 217
Data Leak Prevention .............ccoiiiiiiiiiannnnn. 218
Web Content Filters/Application Firewalls................. 218
Wireless and Remote Security........ovvvviivinevnenn, 219
Mobile Device Management ............covveiiiiennenn. 219
Multifactor Authentication................. ... ..ot 220
SiNgle Sign-On ... e 221
Encryption. . ... 221
NothingIsPerfect...... ...t 223
Putting It All Together ...t e 223
Creating Effective Awareness Programs............... 225
What Is Effective Awareness?. ... .....ccoviiiiiiiennenn. 226
GovernanceastheFocus. ..., 227
Where Awareness Strategically Fits in the Organization....... 229
The Goal of Awareness Programs ............coovvivvvnnnnn. 230
Changing CUlture ... e 231
Defining Subcultures ... 232

Interdepartmental Cooperation ...............coovviine.n. 233



Contents xxiii

The Core of All Awareness Efforts...............ooovvinnn.. 234
PrOCeSS ottt e 235
BUSINESS DIiVerS oot 237
Culture and CommunicationTools................cous. 238
Putting It Together ... ..o 245

MEtEICS vttt e e e 246

Gamification ... i 246
Gamification Criteria. .......covvii i 247
Structuring Gamification.............ooii i, 248
Gamification Is Not for Everyone ....................... 248

Getting Management's SUppOrt .........covviieiiiieannn 249
Awareness Programs for Management.................. 249
Demonstrate Clear BusinessValue ..................... 250

Enforcement ... 250

EXperiment. . ... 251

ApplyingBoom .............. ... o i 253
StartwithBoom ... 255

What Are the Actions That Initiate UIL? ..................... 257
Startwitha List ... e 257
Orderthe List.....ouiviriii i 258

M EtriCS 259

CT0)Y 7= g o= o [ = 260
User EXperience. .. ..o e 261
Prevention and Detection .............ccvvivvinennn., 262

AWAIBNESS ottt et 263

FeedingtheCycle ... ..o 263

Stopping Boom . ... 264

Rightof Boom........ ..o, 265

Repeat as Necessary ......ovueiiiiiin i iiiieenns 266

What Does Loss Initiation Look Like? .............cooviiiinn. 267



xxiv Contents

What Are the Potential LOSS@S? .. ..o vvveiieii i 268
Preventing the LoSS ... vt 272
Compiling Protective Countermeasures ................. 273
Detecting the LoSS .o v vt 274
Before, During, and After........ ... 275
Mitigatingthe LosS. ... v e 276
Determining Whereto Mitigate..........coovvivivnenn., 277
Avoiding Analysis Paralysis............cooviiiiiiiii ., 278
Your LastLineof Defense ..., 278
Preventing Boom . ..., 279
Why Are We Here?. . ..o 280
Reverse Engineering ..........c.cooviiiiiiiiiiiiieana 281
GOVEINANCE. . ittt 283
AWAIENESS. oottt e 284
Technology ..o vt 285
Step-by-Step. . ot e 287
Determining the Most Effective Countermeasures .. ... 289
Early Preventionvs.Response ...........covvvvivnnnnn., 290
Startwith Governance. .........o.vviiiii i 292
Understand the BusinessGoal ......................... 293
StartLeftof Boom........ooviiiiiiiii 294
Consider Technology. . ....ovovvvi e 295
Prioritize Potential LOSS . . .. ..o e 296
Define Governance Thoroughly. ..o, 297
Matrix Technical Countermeasures. ...........c.oevvvvnenn.. 299
Creatingthe MatriX........coovvviiiiiiii e 300

Define AWareness. .. ..ot e 301
ItsJustasStart. ..o e 302
Implementation Considerations ..................... 303

YOU'VE GO ISSUBS v vttt ettt e 304



Contents xxv

Weak Strategy . ...ovveei e 304
Resources, Culture, and Implementation................ 305
Lack of Ownership and Accountability .................. 307
OneEffortataTime ... ..ot 308
Change Management........c.vvviivieviieenneennens 308
Adopting Changes. .. ..o 309
Governance, Again . ....o i 314
Business Case for a Human Security Officer.................. 315
IEWON'tBEEASY. ..ttt e 316

If You Have Stupid Users, You Have a Stupid System.....317

A User Should Never Surprise YOU. ......oovvvviiieeennnnn, 317
Perform Some MoreResearch...............cooviiiiiintn. 318
Start Somewhere . ... 319
Take Day Zero Metrics .. ..vvue v 320
UIL MitigationIsa Living Process ............covvvinennnn 320
Grow frOmM SUCCESS. . oottt 321
The Users Are Your CanaryintheMine ..................... 322






e believe that the title of a book is perhaps its most critical

characteristic. We acknowledge that the title, You Can Stop
Stupid is controversial. We had considered other possible titles, such as
Stopping Human Attacks, but such a title does not convey the essence
of this book. Although we do intend to stop attacks that target your
users, the same methodology will stop attacks by malicious insiders,
as well as accidents.

The underlying problem is not that users are the targets of attacks
or that they accidentally or maliciously create damage, but that users
have the ability to make decisions or take actions that inevitably lead
to damage.

That is the fundamental issue this book addresses, and it makes a
critical distinction: The problem lies not necessarily in the user, but
also in the environment surrounding the people performing operational
functions.

What Is Stupid?

Managers, security specialists, IT staff, and other professionals often
complain that employees, customers, and users are stupid. But what is
“stupid”? The definition of “stupid” is having or showing a great lack
of intelligence or common sense.

First, let’s examine the attribute of showing a great lack of intelli-
gence. When your organization hires and reviews people, you gener-
ally assess whether they have the requisite intelligence to perform the
required duties. If you did hire or retain an employee knowing that they
lacked the necessary intelligence to do the job, who is actually stupid
in this scenario: the employee or the employer?

Regarding a person who shows a great lack of common sense, there is
a critical psychological principle regarding common sense: You cannot
have common sense without common knowledge. Therefore, someone
who is stupid for demonstrating a great lack of common sense is likely
suffering from a lack of common knowledge. Who is responsible for
ensuring that the person has such common knowledge? That respon-
sibility belongs to the people who place or retain people in positions
within the organization.
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In general, don’t accuse someone in your organization of being stupid.
Instead, identify and adjust your own failings in bad employment or
training practices, as well as the processes and technologies that enable
the “stupidity.”

Do You Create Stupidity?

When people talk about employee, customer, and other user stupidity,
they are often thinking of the actions those users take that cause damage
to your organization. In this book, we refer to that as user-initiated
loss (UIL). The simple fact is that a user can’t initiate loss unless an
organization creates an environment that puts them in a position to do
so. While organizations do have to empower employees, customers, and
other users to perform their tasks, in most environments, there is little
thought paid to proactively reducing UIL.

It is expected that users will make mistakes, fall for tricks, or purpose-
fully intend to cause damage. An organization needs to consider this in
its specification of business practices and technological environments
to reduce the potential for user-initiated loss.

Even if you reduce the likelihood for people to cause harm, you
cannot eliminate all possibilities. There is no such thing as perfect
security, so it is folly to rely completely on prevention. For that reason,
wise organizations also embed controls to detect and reduce damage
throughout their business processes.

How Smart Organizations Become Smart

Consider that large retail stores, such as Target, have a great deal to lose
from a physical standpoint. Goods can be physically stolen. Cashiers
can potentially steal money. These are just a couple of common forms
of loss in retail environments.

To account for the theft of goods, extensive security controls are in
place. Cameras monitor areas where goods are delivered, stored, and
sold. Strict inventory control systems track everything. Store associates
are rewarded for reporting potential shoplifters. Security guards, some-
times undercover, patrol the store. High-value goods are outfitted with
sensors, and sensor readers are stationed at the exits.



