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Foreword

I’d say the most coveted positions in cybersecurity and information technology 
as a whole are roles as penetration testers, or pentesters, also known as ethical 
hackers. I want to emphasize the ethical part of that last sentence. There are 
many that go down the path of self-study, trying to get into the field, who end 
up crossing the line into unethical and even illegal behavior.

Remember always to use your superpowers for good. Funny enough, when 
people find out that I’m an ethical hacker, many ask me to break into something 
for them. They also ask how they can learn what I know so that they can get 
a cool job. I certainly will point them to two books that I co-authored with 
Jennifer Jin, Tribe of Hackers: Cybersecurity Advice from the Best Hackers in the 
World and Tribe of Hackers Red Team: Tribal Knowledge from the Best in Offen-
sive Cybersecurity, both published by Wiley in 2019, to which my friends Kim 
Crawley and Phillip Wylie contributed.

If I were to point someone trying to get into this line of work, I’d most cer-
tainly point them to Phillip Wylie. Phillip is the only person I know that can 
teach you how to break into a company ethically for security purposes and to 
have wrestled a bear and lived to talk about it. Like many of our backgrounds, 
Phillip’s was unique and something that should be embraced. There is no one 
correct path to be a penetration tester.

Phillip continues to pay it forward by helping tons of people to learn about 
ethical hacking and volunteering hundreds of hours helping people learn. You 
will learn a lot from this book, and I’m going to ask you a favor: Please pay it 
forward and help someone else by teaching them something that you already 
know or learn from this book which can help them out.

I just want to thank Phillip for being such a blessing to so many people. I 
hope you learn a lot or even fill in some blanks in your knowledge. I wish you 
an abundance of success on your journey.

Marcus J. Carey
Creator of Tribe of Hackers Series





Introduction

The Pentester Blueprint was born from ethical hacker Phillip Wylie’s excellent 
pentesting curriculum of the same name. Whether or not you’re able to attend 
one of the many workshops and classes that Phil gives every year, this book 
will teach you not only how to become a pentester but also how to become a 
successfully employed pentester! By reading this book, you have started the 
journey on your ethical hacking career. The future looks bright for you!

How I Became a Pentester

“My journey to becoming a pentester started with my first IT job 
as a system administrator. In my previous career as a draftsman, 
I learned about the system administrator role. It intrigued me 
and seemed more interesting that creating drawings on AutoCAD. 
I taught myself how to build computers and about a year later I 
took a certified NetWare engineer (CNE) certification course and 
learned the Novell NetWare network operating system. Not long after 
completing the course I got my first system administrator job and 
spent a little over six years in that IT discipline. I got interested in 
information security three years into my system administrator career 
and later moved into a network security role at the company where I 
worked. One and a half years later I became part of a newly formed 
two person application security team. I got to learn how to use web 
application vulnerability scanners and learned about penetration 
testing, which became my next career move. Almost seven years later 
I was part of a layoff and was fortunate enough to land my first 
penetration testing job working as a consultant for a cyber security 
consulting company. That was the start of my eight and a half pene-
tration testing career.”


