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Introduction

“Deliver apps to virtual desktop environments in seconds, and at scale with the click of a
button.”

App Volumes delivers applications in real time to virtual desktop machines
enabling VDI deployments to return even greater flexibility, agility, and cost reduction.
Enterprises can now fully utilize the nonpersistent, floating desktop model in all VDI use
cases, and before, where users such as developers required a persistent virtual desktop of
their own, they can now take advantage of the lower-cost nonpersistent delivery model.

This book will focus on how to get started with VMware App Volumes and how
to deliver applications to virtual desktop machines and RDSH-based application
publishing solutions. In this book, we will not only look at VMware’s own virtual desktop
and app delivery solutions with Horizon View and Horizon Apps but also Microsoft
RemoteApp and RDSH.

Throughout this book, we will work through the solution to enable you to design,
install, configure, and manage an App Volumes deployment, using step-by-step
instructions with real-life screenshots as you follow the test lab that is used throughout
the book to demonstrate each key feature.

Starting with an in-depth overview of where the solution fits within the market, and
its key features, we will then move on to explaining the architecture and components
and then look at how to design an optimized solution. The next phase of the title is to
start installing and configuring App Volumes for the different use cases such as VMware
Horizon View, Horizon Apps, VMware ThinApp, and Microsoft RDSH.

Throughout the chapters, you will be given hints and tips, along with best practice,
all seen from the eyes of somebody who works with this technology day in, day out, and
in many different types of environments and scenarios.

By the end of this book, you will have acquired the skills to build an App Volumes
environment for a proof of concept, a pilot, or in a live production environment.

Xix



INTRODUCTION

What we will cover in this book:

e Learn how the VMware App Volumes solution can enhance
the management and delivery of applications in your desktop

environment

e Design areal-life App Volumes solution, using best practice and
following the recommended sizing guides

o Install, configure, and deploy App Volumes ready to start delivering
applications

o Create and prepare applications ready for delivering to end users

e Learn how App Volumes can enhance other desktop solutions by
looking at how it integrates with VMware Horizon View, VMware
ThinApp, and RDSH

e Learn how to configure the advanced options within App Volumes

Finally, I would like to say thank you for picking up this book. I hope that you enjoy
reading the chapters and that they help you learn all about VMware App Volumes and
how to deploy and manage the solution.



CHAPTER 1

Introduction to App
Layering and VMware App
Volumes

Application layering is a software-based technology solution that delivers applications
to endpoint devices. It does this by capturing or containerizing just the application,
including the application files and settings, and storing that on a virtual hard disk -
hence the use of the word container. The virtual hard disk is often referred to as the
container or in some cases the application package or application layer. This means you
have abstracted the applications from the underlying operating system, and they are in a
format whereby you can deliver them to your endpoints.

To deliver an application using application layering, the virtual hard disk containing
all the application runtimes, settings, and files gets attached, over the network, to the
endpoint device. Once attached, the application layering software will have an agent
running on that endpoint that makes the application appear as if it were natively
installed. Basically, this means that it will insert or layer, hence the name app layering,
any settings such as registry settings and other pointers into the OS on the endpoint
device that ensure any calls made to the application get redirected to the virtual hard
disk containing the application. The agent also has the job of ensuring the correct files
are called, especially where DLL files are concerned.

The virtual hard disks containing the application layers are stored on a file server or
some form of network share and then attached to endpoint devices when required, and
on demand, as the end user logs in or the endpoint machine boots.

© Peter von Oven 2021
P.von Oven, Delivering Applications with VMware App Volumes 4,
https://doi.org/10.1007/978-1-4842-6689-2_1
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CHAPTER 1  INTRODUCTION TO APP LAYERING AND VMWARE APP VOLUMES

Application layering use cases

Having started the chapter with a high-level overview of what application layering is, let
us now move our attention to why and where it would be used.

Helping desktop administrators

Application layering came about to try and solve the issue of delivering applications

to fully stateless or nonpersistent virtual desktops. Before the advent of application
layering solutions, desktop administrators had to manage multiple virtual desktop
images to accommodate all the different applications required by their end users. One
of the reasons they moved to a virtual desktop environment in the first place was to
reduce management overheads and cut down on the number of images that they had to
manage. But here we are back to managing multiple images all over again, albeit virtual
images this time.

Multiple images also typically meant that a stateful or persistent virtual desktop
model would be adopted, meaning every user had their own virtual desktop. Again,
not very effective, and this certainly will not deliver the full benefits that virtual desktop
infrastructures offer.

But the question is why have multiple images and persistent virtual desktops? The
answer is simple: so that the apps can be delivered to the end user. In a stateless virtual
desktop model, when the end users log out, either the virtual desktop gets deleted
completely, or it gets reset back to a base level. Either way, the apps could or will be lost,
and also the end users’ personal documents and data. You could of course just install
every app into the image, but that means you will have one big old image to manage, and
also you will need to license every app within the image regardless of whether the end
user uses it or not. That is not very cost-effective.

With application layering, applications are abstracted away from the underlying OS
of the machine and can therefore be managed independently. That immediately takes
away the need to have multiple OS images for different applications, as they can now
be delivered independently of the OS image. So straightaway, savings can be achieved
by deploying the more cost-effective stateless desktop model and only needing to have
virtual desktops available when required - not just cost savings but management time in
building and maintaining multiple images, as well as lower infrastructure costs as you do
not need to deploy as many virtual desktop machines up front.
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About management time and overheads, where else can savings be made? The first
one is when updating applications. No longer is there the need to build a whole new
OS image just because an app has gone from v1.2 to v1.3. Instead, the app layer can
be created away from the OS, tested, and then easily delivered out. If by any chance
something goes wrong, as long as the old virtual hard disk with the previous version of
the app layer has been kept, then it’s a simple case of detaching the nonworking app and
going back to the known working one and allowing the end user to carry on while the
problem app is remediated.

Enhanced end user experience

For an end user, they will have access to their applications much quicker than they
would before, especially if it was an application they did not already have. No longer
would they need to wait for the desktop admin team to come and install the app or give
them a new virtual desktop OS image.

Instead, the desktop admins would simply click a mouse and allow that user to have
access to the apps they need. Or if the end user changes role, the desktop administrator
can simply change their AD group membership, and the user will automatically inherit
the apps assigned to that AD group. The apps will simply appear on their desktop.

In this chapter

In the introduction to this chapter, I have given you an overview of what application
layering is all about. A high-level overview of what it is, and then the use cases for an end
user and a desktop administrator.

In the next sections, we are going to start diving deeper into the solution, and how it
works, first from a general app layering perspective and then at a VMware App Volumes
level.

This book will cover the theory of App Volumes, its components, how it works, and
where you should use it, but then also covers the more practical elements and how
to deploy and manage the solution as well as how to deliver the end user experience.
Following these practical examples will allow you to build, configure, and deploy your
own App Volumes environment.

Let us start by delving a bit deeper into how application layering works.
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How does application layering work?

As we have already discussed in the introduction to this first chapter, application layering
provides a solution that enables desktop administrator to abstract applications from the
underlying operating system, so that those applications can be managed and delivered
independently. But that was at a high level, so now we are going to dig deeper and see
how it does it.

The concept of application layering is not too dissimilar to what we already do with
other virtualization solutions, whether that’s desktop or server based. The keyword here
is abstraction.

With any virtualization solution, you are abstracting different components. In
traditional virtualization technology, you are abstracting the server OS or the desktop OS
in the case of VDI away from the physical hardware. Application layering performs its level
of abstraction at the next level up, between the OS and the applications. In fact, it goes a
bit deeper than just the applications as by deploying fully stateless virtual desktops, you
also need to consider any user-authored data and other user-specific settings or end user
personalization - the bits that make it personal to that particular end user. Basically, all the
things that come together to build a full desktop experience for the end user.

I refer to this as the composite desktop model. The end user desktop experience
comprises all those elements that come together to form a complete end user desktop
experience and are abstracted, managed, and delivered independently. Elements such as
the operating system, applications, user profiles, and user-authored data are all extracted
from the operating system, centrally managed, and then delivered back independently in
order to “reassemble” the complete desktop environment on demand. In this instance,
with application layering, we are talking about the application element of this process.

Prior to this way of building the desktop experience on demand, all the desktop
components would have been tightly integrated into the device operating system and
therefore managed as a single entity.

Now for the technical bit, starting with how to create an application layer.

Creating application layers

Application layering can be described as a two-step process:
e Step 1: Creating and capturing the application layer

o Step 2: Delivering the application layer to the end users
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In this section, we are going to look at the starting point for application layering, the
create and capture process. This can be summarized using the diagram in Figure 1-1.

Install the applications you

Create a blank virtual hard
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application layer

want to deliver in the layer
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Detach the virtual disk
which now stores the
applications for delivery

o
Vs
/Capture °

o // Machine @ |
/

| {

\ \ /*
\.\ \ -
74
—

Attach the empty virtual
disk to a capture machine
Figure 1-1. Creating and capturing application layers

To look at the steps in more detail:

o Step 1: The first part of the process is to create the virtual hard disk
that will be used as the application layer. This virtual hard disk is
where the applications will be installed to create the layer.

o Step 2: The next step is to attach the virtual hard disk to a vanilla
virtual desktop machine. By vanilla  mean a brand-new virtual
desktop with a patched and up-to-date OS and no other apps
or software installed other than the app layering software that is
required.
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e Step 3: You can now install your apps by switching your app layering
software into “record” mode and then running the application
installer. As the installation files are installed, they are redirected to
the virtual hard disk.

o Step 4: With the application now installed, you can switch off record
mode and detach the virtual hard disk, which now contains your
application ready to be delivered to end users.

Delivering application layers

Once an application layer has been created, as described in the previous section, the
resulting applications can now be delivered dynamically and on demand, based on the
end user entitlement.

The process is almost like the capture process in reverse as the virtual hard disk
is again attached to the end user’s virtual desktop machine, and the application files
appear as if they are natively installed on the OS of the virtual desktop machine.

Under the hood, however, the application layering software is managing the access
to these files, especially should a file conflict occur.

Figure 1-2 shows what happens when an application layer is attached to an end
user’s virtual desktop machine.

’”
por—r—r—r —
Registry } ; > |  Registry
i ‘_g
-
o
/ . aml | 3 (e svecer
Virtual File System 1 : = »| File System
Desktop — S T
Machine == ® (T
App Files E ; = > App Files
Operating System Application Layer
Y, A\
7
I\ 2

~  Virtual Hard Disk Attached -
- -

- -

Figure 1-2. Architecture of delivering an application layer
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When the end user logs in to their virtual desktop machine, the virtual hard disk
or app layer that they have been entitled to is mounted to the operating system of the
virtual desktop machine.

The application layering software on that virtual desktop machine, typically known
as a filter driver or agent, temporarily inserts or layers all the files and settings that the
application needs into the operating system of the virtual desktop machine. As far as
the operating system is concerned, these application files and settings are installed
and available locally. This is also true for the end user experience, with the icon for the
layered application appearing on the desktop of the virtual desktop machine. They
simply click it to launch it in the same way as they would for any other applications. As
far as the end user and the virtual desktop operating system are concerned, the app is
actually installed locally in the virtual desktop machine.

You can see this by opening and editing the registry of the virtual desktop machine.
Ifyou did this, then you would see the layered application registry settings present in the
registry, even though in reality it has not been installed on that virtual desktop machine.
The same is true for the application files. If you open Windows Explorer, for example,
and navigate to something like C:\Program Files, there you would find all the application
files, its executables, its DLL files, and so on. You would see everything that references
the application, and to make it run, however, these files and settings reside on the virtual
hard disk or layer that is mounted on the virtual desktop machine and not on the virtual
desktop machine itself.

So, the end user is now running their layered applications. What happens when they
log out of their virtual desktop machine?

When the end user logs out or shuts down their virtual desktop machine, the
currently mounted layer, or virtual hard disk, is unmounted which means that the
settings and the application files for the layered app no longer appear within the
operating system of the virtual desktop machine. Essentially, it is as if the application
has been uninstalled. The registry will have no mention of the application and neither
will you find any other reference to the application, its files, or its settings. It is like it was
never even there!

If the end user had shut down the machine rather than logging out, and that virtual
desktop machine was a nonpersistent or stateless virtual desktop machine, then it would
revert back to a clean state in preparation for the next user to log in.

When that next end user logs in, they may have a completely different set of
applications that get layered into the operating system.
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Having now covered the essentials to what application layering is, why you would
need it, and how it works, in the next section, we are going to focus on the VMware
implementation of application layering and look at VMware App Volumes.

VMware App Volumes

App Volumes came about when VMware acquired CloudVolumes in August 2014.
CloudVolumes enabled the real-time delivery of applications to virtual and physical
desktops. Then, in December 2014, after the acquisition, VMware rebranded
CloudVolumes and changed the name to App Volumes and in doing so added an
application layering solution to the VMware Horizon solution stack.

As an application layering solution, App Volumes works in the same way in which we
have described application layering in the previous section. It is designed to enable the
real-time delivery of applications within a virtual desktop environment.

Application layers are captured and stored on virtual hard disks within your virtual
infrastructure environment. Then, when an end user logs in to their virtual desktop
machine and is entitled to use a particular application, then the virtual hard disk
containing that application is mounted, and the applications layered into the operating
system ready to be launched. The end user will see just the application icon.

When the end user logs out, the layer is removed from the OS of the virtual desktop
machine, and the virtual hard disk is unmounted.

How does App Volumes work?

We have already discussed the general mechanics around how application layering
works, so now we are going to take those principles and look specifically at the VMware
implementation of those with App Volumes.

Aswith any other application layering solution, App Volumes sets out to address the
issue of how to deliver tightly integrated applications that are essentially part of the operating
system image and take away that operating system dependency so that the applications can
be delivered on demand and allow VMware customers to take advantage of the full Horizon
virtual desktop solution and deploy a fully stateless virtual desktop.
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App Volumes provides the layer of abstraction between the operating system and the
applications, allowing the applications to be delivered to the end user’s virtual desktop
machine on demand and based on policy. The applications are effectively containerized
within a virtual hard disk file (either VMDK based for VMware environments or VHD
based for other virtual infrastructures). These virtual hard disk containers or layers were
called AppStacks in previous versions of App Volumes, but this has now been replaced
with a more application lifecycle management-based approach referred to as simplified
application management (SAM).

SAM comprises the application, package, and program that go to make up the
application layer as shown in Figure 1-3.
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Figure 1-3. Simplified application management (SAM)

So that is at a high level. How does SAM look under the covers?

Application

The first part of creating a layer is to create an Application. In App Volumes 4, an
application allows you to create a logical construct for an individual application or a
group of applications. It is the application that is assigned to your end users.

As part of the application lifecycle management process, an application could be
made up of multiple different packages and programs, so one thing to bear in mind is
not to give the application a version number as it could well be made up from multiple
different versions.

The next part to look at is the Package.
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Package

The Package stage is more like the AppStack creation process of the previous version.
Using a template virtual hard disk file from which to create the layer, a packaging virtual
machine is used to capture the installation process of the application or applications you
want to include in the Application construct, with the files and settings captured during
install, redirected to a virtual hard disk that is temporarily attached to the package
machine during app installation.

When the capture process starts, a copy of the template virtual hard disk file is
mounted on the packaging machine. Once mounted, you can install the individual
applications as you would do on any other machine with the application files and settings
being redirected to the virtual hard disk. It’s like recording the app installation process.

Once the installation of the applications is complete, you switch out of that record
mode, and the virtual hard disk is unmounted. It is then ready to be assigned to end
users based on AD group policy.

A new feature introduced with App Volumes 4 is the ability to choose the package
stage. This is the lifecycle of the Package, and you can select either New, Tested,
Published, or Retired. It is also worth noting that only one Package inside an Application
can be current at any one time.

Finally, there is Program.

Program

The Program elements are automatically generated based on the applications you install
during the Package stage. It is made up of the actual application executables and files
that were captured during the Package phase.

So now that we have covered the three stages of creating an application layer, how
does that translate when creating actual layers? First, let us look at the theory of how to
manage an individual application.

Managing a single application

Taking the SAM approach with Application, Package, and Program, what would that look
like in a real-life application lifecycle scenario?

10
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So first you create the Application itself, so in this example, maybe that is for a PDF
reader. This is the element that gets assigned to the end users. Once the application has
been created, the next step is to capture the PDF reader application by installing it on
the packaging machine. The files and settings for the PDF reader are then automatically
created in Programs. Our PDF reader example would look something like Figure 1-4.
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Figure 1-4. Creating a single application using the SAM methodology

The preceding example shows the process for a single application and a single
version, but as we all know, applications do not stay on the same version for very long.
So, what happens when the PDF reader updates to a new version?

Unlike when you create the application as we described previously, you do not
need to create a new application. We already have an application for the PDF reader in
place. Instead, you go straight to the Package process and capture the new version of the
PDF reader using the packaging machine, which in turn creates the Program elements
automatically. Once completed, you will have updated the Application with the new
version of the PDF reader, which will look something like Figure 1-5.

11



CHAPTER 1 INTRODUCTION TO APP LAYERING AND VMWARE APP VOLUMES

7

Application
m (PDF Reader)

( = ®
Package O
(PDF Reader V2.0) m /
" /
Program

(PDF Readerv2.0 |PDF
files and settings)

\

Figure 1-5. Updating a single application using the SAM methodology

As part of the simplified application management methodology, you could now
mark the old version as Retired and the updated version as New or Published.

So that is how to manage an individual application. How do you manage a group of
applications?

Managing a group of applications

Groups of applications are typically used to deploy multiple applications based on
departmental use. So, for example, the finance department will have a set of specific
finance-based apps, and the sales department will have a set of sales-based apps, and
so on. In this example, we are going to create an Application for the finance department
which contains a PDF reader and a spreadsheet application as shown in Figure 1-6.
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Figure 1-6. Managing a group of applications using the SAM methodology
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So, let’s run through a similar scenario as we did for single applications. First,
you create the Application itself, so in this example, we are going to call it something
department related rather than app specific, as this Application is going to contain more
than one individual application. We have chosen the finance department for this example.

Again, the Application is the element that gets assigned to the end users, but in this
case, it means more than one application. It is a set of applications. Once the Application
has been created, the next step is to capture the applications by installing them on
the packaging machine. The files and settings for each individual application are then
automatically created in Programs. In this example, we have created a Package that
contains Programs for the PDF reader and the spreadsheet app.

The next question is how do you update the Application should there be an update
to one or more of the Programs? It is the same story as we covered with updating a single
app.

You do not need to create a new application as that is already in place. Instead, you
go straight to the Package process and capture the new version of the application you
want to update, using the packaging machine, which in turn will update the Program
elements automatically. This means you could update each application independently.
For example, if the PDF reader updated and the spreadsheet app did not, then you
simply just update the PDF reader, capturing that update using the packaging machine.

The new package will contain the updated app, as will the Programs. Once
completed, you will have updated the Application with the new version of the PDF
reader and spreadsheet app, which will look something like Figure 1-7.
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Figure 1-7. Updating a group of applications using the SAM methodology



