INFORMATION SYSTEMS, WEB AND PERVASIVE COMPUTING SERIES

Systems and Network

Infrastructure Integration

Design, Implementation,
Safety and Supervision

Saida Helali







Systems and Network Infrastructure Integration






Series Editor
Jean-Charles Pomerol

Systems and Network
Infrastructure Integration

Design, Implementation,
Safety and Supervision

Saida Helali

;

WILEY




First published 2020 in Great Britain and the United States by ISTE Ltd and John Wiley & Sons, Inc.

Apart from any fair dealing for the purposes of research or private study, or criticism or review, as
permitted under the Copyright, Designs and Patents Act 1988, this publication may only be reproduced,
stored or transmitted, in any form or by any means, with the prior permission in writing of the publishers,
or in the case of reprographic reproduction in accordance with the terms and licenses issued by the
CLA. Enquiries concerning reproduction outside these terms should be sent to the publishers at the
undermentioned address:

ISTE Ltd John Wiley & Sons, Inc.
27-37 St George’s Road 111 River Street
London SW19 4EU Hoboken, NJ 07030

UK USA

www.iste.co.uk www.wiley.com

© ISTE Ltd 2020

The rights of Saida Helali to be identified as the author of this work have been asserted by him in
accordance with the Copyright, Designs and Patents Act 1988.

Library of Congress Control Number: 2020938682

British Library Cataloguing-in-Publication Data
A CIP record for this book is available from the British Library
ISBN 978-1-78630-526-8




Contents

Preface ... ... . . . . . . .. ix
Chapter 1. Introduction to Project Management . . . . . ... ... ... 1
L.1.Introduction. . . . . . ... ... ... 1
1.2. Project management. . . . . . ... ... ... ... 2
1.3. Project management methods and tools . . . . ... ............ 3
[3.1.Ganttdiagram . . . . . .. .. ... 5
1.3.2. RACI (Responsible, Accountable, Consulted, Informed) matrix . . 5
1.3.3. The concept of specifications. . . . . ... ............... 6

1.4. Chapter summary . . . . . ... ...t 8
Chapter 2. Simulating Network Architectures with GNS3 . . . . . .. 9
2.1.Introduction. . . . . . . ... 9
22. Definition. . . . ... 10
2.3. Introductionto GNS3. . . . . . .. .. L 11
2.3.1. Functionalities of GNS3. . . . . . ... ... ... ........ 12
232, Limitations. . . . . ... 12
233.GNS3installation. . . . .. .. ... L 12
2.3.4. Getting started with GNS3 . . . ... ... ... .. ... .. ... 13

2.4, Chapter SUMMAry . . . . . . oo vttt ittt e 25
Chapter3.GreenIT. . . . ... ... . . . ... ... . . . . .. . . .. 27
3.1.Introduction. . . . ... ... 27
3.2. Introductionof concept. . . . . . ... ... 28
3.3. Green IT trigger factors. . . . ... ... ... .. .. ... ... ... ... 29
34.Benefitsof Green IT ... .. ... ... . ... ... ... ........ 29

3.5. Thelifecycle of ICTs . . . . . . ... ... .. ... .. 30



Vi

Systems and Network Infrastructure Integration

Chapter 4. Design of Network Infrastructures

Chapter 5. Network Services

3.6. Mechanisms and technical solutions for the implementation of a

Green IT infrastructure. . . . . ... ... ... ... ... ... . .. .....
3.7.Green IT labels and standards . . . . . ... ................
3.8. Some examples of Eco-ICTs. . . .. ....................
3.9.Chapter SUMMAry . . . . . . ..o v vttt

4.1.Introduction. . . . .. ...
4.2. The founding principles of networks. . . . .. ..............
4.2.1. Definition and preliminaries . . . ... ................
4.2.2. Classification of digital data networks . . ..............
4.2.3. Components of anetwork . . . ... ..................
4.2.4. Measuring network performance. . . . .. ...... ... .....
4.2.5. Concepts of collision domain/broadcast domain and VLANSs. . . .
4.3. Methods and models of IT network design . . . ... ... .......
4.3.1. Principles of structured engineering . . . .. .............
4.4. Assessment of needs and choice of equipment . . . . ... .......
4.5.Chapter SUMMAry . . . . . . . vttt e e e e e

SQ.Introduction. . . ... ...
S2.DHCPSErvice . . . . .ottt
S2. 1. Introduction . . . . ... ...
5.2.2. Operating principle. . . . . .. ... ... L
523.Renewaloflease . . ... ..... ... ... ... ........
5.2.4. The conceptofa DHCPrelay. . . . ... ...............
S53.DNSSErvice . . . ..ot
53.1.Introduction . . . . ... L
5.3.2. Operating principle. . . . ... ... ... ... .,
S54.LDAPSErvice . . .. ..
54.1. Introduction . . . .. ... L
54.2.LDAPprotocol . . ... ... ...
543.LDAPdirectory. . . . . . . ... ...
55.E-mailservice . . ... ...
5.5.1. Introduction . . . . ...
5.5.2. Architecture and operating principle. . . . . .. ... ... ... ..
5.5.3.Protocolsinvolved . . . . ... ... ... ..,
560 WebServer . . . . .. .
5.6.1. Introduction . . . .. ... ...
5.6.2. Operating principle. . . . . ... ... ... ... ... ... .. ...
5.6.3. The principle of virtual hosting. . . . ... ..............

31
33
34
36

37

37
38
38
39
40
45
47
48
48
54
56

57

57
58
58
58
62
62
63
63
63
66
66
67
68
70
70
71
72
73
73
73
74



Contents  vii

5.7.FTP file transfer service . . . . ... ... ... . . ... ... ..... 76
S7.1.Definition . . ... ... 76
5.7.2. Operating principle. . . . . .. ... ... ... ... .. 77
5.7 3. TYPeS o o v e 77

5.8.Chapter sSummary . . . . ... ..ottt 78

Chapter 6. System and Network Security. . . . ... ............ 79

6.1. Introduction. . . . .. ... ... 79

6.2. Definitions, challenges and basic concepts . . .. ............. 80

6.3. Threats/attacks . . . . ... ... ... . .. ... 82
6.3.1. Accessattacks. . . . ... .. 82
6.3.2. Modification attacks . . . . . .. ... ... 83
6.3.3. Saturation attacks. . . . . . ... ... 83
6.3.4. Repudiation attacks. . . . . ................ .. ...... 83

6.4. Security mechanisms . . . . . ... ... . ... ... 83
6.4.1. Encryptiontools. . . . ... ... ... ... ... ... 84
6.4.2. ANLIVITUS PrOZrams. . . . . v v v e e ettt e e e e 84
6.43. Firewalls/IDSandIPS . . . . . ... ... ... . ... ... 84
644 VPNS . . .o 86
6.4.5. Other means of security . . . . ... ................... 89

6.5. Security management systems: norms and security policies . . . . . . . 91
6.5.1.NOIMS. . . . oo 91
6.5.2. The idea of security policy . . . ... ...... ... ........ 92

6.6. Chapter SUMMAry . . . . . ... ...ttt 93

Chapter 7. Virtualization and Cloud Computing . . . ... ..... ... 95

7.1 . Introduction. . . . ... ... 95

7.2.Virtualization. . . . ... ... 96
7.2.1.Definition . ... ... 96
7.2.2. Benefits of virtualization . . . ....... ... ... ...... 96
7.2.3. Areasof application . . . ... ... ... 97
7.2.4. Categories of virtualization . . . . .. .................. 100
7.2.5. Limits of virtualization. . . . . . ..................... 103

7.3.Cloud computing . . ... ... ... ... 103
73.1.Definitions . . . . ... 103
7.3.2. Leverage factors and generic principles. . . . . ... ... ...... 104
7.3.3. Architecturemodels . . . ... ... ... L 104
734.Typesofcloud. . .. ... ... ... ... . ... ... 107
7.3.5. Areas of application . . . . ... ... ... .. 109
7.3.6. Advantages and limitations . . . . .. ... ... .. ... ..., .. 110

7.4.Chapter SUMMArY . . . . . . . oo vttt 111



viii  Systems and Network Infrastructure Integration

Chapter 8. Quality of Service and High Availability. . . . ... ... .. 113
8.1.Introduction. . . . . .. ... 113
8.2. Qualityofservice . . . ... ... ... .. 114

82. 1. Motivation . . . . . ... 114
82.2.Definition(s). . . . v v v 115
8.2.3. Objectives of QoS . . . . . . ... ... 116
82.4. Metricsof Q0S . . . . ... 117
8.2.5. General principlesof QoS. . . . ... ... ... ... . ... 118
82.6.QoSmechanisms . . ... ... ... ... . ... . 120
83.Highavailability. . . . ... ... ........ ... .............. 141
8.3.1. Redundancy in the physical layer . . ... ............... 143
8.3.2. Redundancy in the data link layer . . . ... .............. 143
8.3.3. Redundancy in the network layer . . ... ............... 149
8.3.4. Redundancy in the application layer. . . . .. ............. 154
8.4.Chapter sSummary . . . . .. ... vttt 156

Chapter 9. Monitoring Systems and Networks . . . . ... .. ... ... 157
9.1. Introduction. . . . .. ... ... 157
9.2. Main concepts of network and service supervision . . ... ....... 158

9.2.1.Definition . . ... ... ... ... 158
9.2.2. Challenges of monitoring . . . . .. ................... 158
923. Typology. . . o o oo 159
9.3. Monitoring protocols . . . . ... ... 161
9.3.1. SNMP protocol (Simple Network Management Protocol). . . . . . 161
9.3.2. WMI (Windows Management Instrumentation). . . . .. ... ... 164
9.3.3. WS-Management (Web Services for Management). . . . . ... .. 164
9.3.4. IPMI (Intelligent Platform Management Interface). . . . . ... .. 164
93.5. NetFlow/IPFIX . . . ... .. . .. 165
9.3.6.Netconf. . . . ... ... .. 165
9.4.Monitoringtools. . . . ... ... ... 165
9.4.1. Commercial monitoring solutions (HP OpenView, Tivoli)
and software publisher solutions. . . . . .. ... ... ... . ...... 166
9.4.2. Free monitoring solutions . . . . .. ... ................ 167
9.5. Chapter sSummary . . . . . ... ... .. 171
References. . . . ... .. ... .. ... 173



Preface

This book, a true independent learning tool intended principally for
students of network and systems sectors, is a guide to understanding the
various facets of a network and systems integration project by learning the
underlying concepts and acquiring the skills necessary to implement such
projects. It is aimed at helping students acquire technical skills stemming
from the analysis of needs, the specification of infrastructure characteristics,
the definition of the equipment and components of the resulting networks,
and their incorporation into the construction of a complete high-performance
infrastructure that will satisfy the needs of a client company. Moreover, the
methodological and organizational skills needed to oversee this type of
project in terms of various considerations such as cost and deadline are also
necessary and will be furnished by this book. This book also addresses the
concept of Green IT, in order to raise students’ awareness of environmental
issues before they begin their professional lives, so that they will take these
issues into account during the deployment of IT infrastructures.

The ultimate objective of this book is to enable students to learn how to
design and develop network infrastructures for medium-sized and large
businesses, and, more specifically, how to analyze needs and subsequently
translate them into the design of the topology of a network that is fit for
purpose. How do we define need in terms of interconnection equipment?
How do we put an optimized addressing scheme in place? How do we
determine the technologies, tools and manufacturers best suited to create a
high-quality, high-performance network that is highly secure and accessible
while being eco-friendly and state-of-the-art at the same time?
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This book is made up of nine chapters, set out in two complementary
sections adapted for IT network technicians; specifically:

— A methodological and organizational section that will enable students
to understand, from the first chapter, the concept of specifications, and
how to decipher them and to acquire the knowledge needed to manage
an IT project, that is, the corresponding approaches, methods and tools.
Indeed, it is vital to plan every stage of the implementation of an IT
solution, to be familiar with its principal actors, and to know how to develop
an efficient communication plan with regard to deliverables requested,
milestone dates, etc.

This section will also provide an overview of the basic concepts of
simulation in Chapter 2, and will more specifically introduce the GNS3 tool
for the prototyping and testing of IT infrastructures before their on-site
deployment. The use of this type of software protects an IT infrastructure
integration project team for disrupting the operation of the production
network. In addition, GNS3 is highly prized for teaching purposes,
particularly in the absence of network hardware.

This section will also present the aspects of the environmental impact of
IT infrastructures, or Green IT, with the aim of introducing students to and
increasing their awareness of this reduced energy consumption approach in
all network infrastructure implementation projects.

— A technological section that will address the purely technical aspects of
network infrastructures in an organically laid-out sequence based on the
actual process of setup and implementation.

Chapter 4, which begins this section, gives a concise introduction to the
main network services generally provided by IT infrastructures.

The design of these infrastructures is a vital stage in the process of their
implementation, which is discussed in Chapter 5.

Chapter 6 is dedicated to the theme of security. Any infrastructure
integration project must be sure to implement certain security mechanisms
depending on the needs of the client company.

Chapter 7 focuses on virtualization and cloud computing, two
interdependent paradigms that are omnipresent in every network
infrastructure today.



Preface «xi

Concepts dealing with the quality of service (QoS) and high availability
increasingly demanded by modern IT infrastructures, in which the types of
applications are extremely diverse and performance is more and more of a
priority, are discussed in Chapter 8.

The final chapter is dedicated to the supervision of a network
infrastructure and its various tools, with the objective of monitoring
the infrastructure installed in order to mitigate and possibly prevent
technical failures.

Each chapter ends with a mental map in the form of a visual summary of
the main points of information discussed, in order to better structure them
and facilitate their memorization.

Saida HELALI
June 2020






Introduction to Project Management

“A little impatience can ruin a great project.”

Confucius

— Understanding the basic principles of project management.
— Learning the principal methods and tools of project management.

— Understanding the usefulness of specifications and how to interpret them.

1.1. Introduction

Managing an IT project is similar to managing any type of project
in general. According to Wysocki, a project is a sequence of unique,
non-repetitive, complex and connected activities intended to achieve
an objective. This must be done within both a specific time frame and
a budget, and in compliance with a set of specifications.

An IT project (ITP) requires technical skills (programming, security,
networks, architecture, etc.), as well as organizational and communication
skills. The objective is to design a reliable, viable and satisfactory IT
solution for a client, particularly in terms of agreeing upon deadlines, cost
and quality. There are multiple aspects to a project:

— functional: responds to a need;

— technical: complies with clearly defined specifications and limitations;
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— organizational: adheres to a predetermined mode of operation (roles,
culture, function, resistance to change, etc.);

— temporal: complies with deadlines;

— economic: adheres to a budget.

Economical Functional

Temporal

Organizational

Figure 1.1. Facets of a project

1.2. Project management

Project management is an approach based on the application of
knowledge, skills, tools, and techniques to project activities aimed at
fulfilling the expectations of the parties involved in the project.

Every project can be broken down into phases. Each phase can be further
broken down into stages, and these stages into tasks. The main phases of a
project are shown in Figure 1.2.

Figure 1.2. The main phases of a project

— The initiation phase consists of defining the work to be carried out. It
recalls its genesis, usefulness and end goal in answering “why” and “what”
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questions. The expected completion date can be set during this phase, and
an overall budget can be estimated. A set of specifications must be drawn up
at this point.

—The design phase involves the actual definition of the project; it
structures, organizes and plans it. Its objective is to prepare and organize
the implementation of the elements laid out during the initiation phase.

— The execution phase represents the realization or implementation of
the project. Each of the points laid out in the action plan is worked on during
this phase, according to the set of specifications.

—The closure phase involves building on recent experience with the
goal of ongoing improvement through assessment reports and rigorous
documentation.

1.3. Project management methods and tools

Project management methodologies enable a project to succeed and
comply with the deadlines, budget and resources provided. They help each
stage of the project to be completed, from planning to implementation, in the
interests of efficiency and profitability.

Principal methodologies include:

a. Classic methods: these methods are most often used in project
management. They are referred to as “cascading” because each stage must
end by moving on to the next. The major disadvantage of this approach lies
in its lack of flexibility with regard to changes.

b. Agile methods: these methods are gaining more and more popularity.
They offer more flexibility and control in project management and better
fulfill client expectations. Client needs are the cornerstone of agile methods.
The client is involved throughout the entire project, which is executed
according to an iterative, incremental process. Scrum, the agile method most
often used, introduces the concept of sprints, which represent the different
stages of the project. Throughout the project, existing functionalities will be
continuously improved. It is also possible to add new functionalities if
needed. Scrum is based on three roles:

—the product owner, who sets the technical requirements for the
product,
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— the development team, which develops the project according to the
needs specified by the product owner and the scrum master,

— the scrum master, who oversees the realization of these objectives and
is responsible for management within the project team. Successful
communication with the product owner and the development team lies
within the remit of the scrum master.

c. Adaptive methods: these methods adjust themselves to fit variations in
projects, especially those that are complex and difficult to manage with a
classic approach.

d. Critical path method: this method corresponds to the full set of tasks
that must be accomplished in order to complete the project by a
predetermined date. These critical tasks must not be subjected to any
delay, otherwise the project will fall behind schedule.

e. The PERT method: this method is used to manage sequencing in
a project. It involves representing the project in the form of a graph,
a network of tasks whose sequencing will enable the achievement of
preset objectives.

All of the tasks necessary for the execution of the project are listed and
put in a specific order, with their dependence on one another established.

In this method, the stages of a project are represented graphically in a
PERT diagram, which establishes the critical path that determines the
minimum duration of the project.

f. The PRINCE2 (PRojects IN Controlled Environments, version 2)
method: this method is a structured, pragmatic and adaptable project
management methodology that can be used for any type of project. It
guarantees that projects will be delivered on time, within budget and
ensuring risk, advantage and quality management.

g. The Lean Management method: this method is used to provide
high-quality work with minimal money, resources and time.

A wide range of tools is available for the management of a project.
These are used to increase productivity and efficiency. Thus, it is necessary
to know which ones to choose depending on our needs.
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Table 1.1 recaps the main tools available for each phase of a project.

Initiation Design Execution Closure
(pre-project)

Objective tree Pareto Collaborative work Project
Z .
'S | RACI matrix WBS tools review
:5 Specifications Gantt diagram Brainstorming
3 Communication plan | Problem-solving tools
g Risk management Control panel
<
=
&=

Table 1.1. Main tools for project management

1.3.1. Gantt diagram

This is an effective and practical tool for project management created
by Henry Gantt in 1917, which remains the most widely used
representation tool. It consists of a graphic diagram useful for project
planning and gives information and time frames for a project’s phases,
activities, tasks and resources.

Tasks are put in rows and durations (days, weeks or months) in
columns. They are represented by bars whose length is proportional to the
estimated duration. These can take place sequentially or partially or entirely
simultaneously.

1.3.2. RACI (Responsible, Accountable, Consulted, Informed)
matrix

The success of a project relies on the clear and precise definition of
the roles and responsibilities of each actor involved. To do this, a RACI
matrix is used. In this matrix, activities are laid out in rows and roles in
columns. In each cell of the table, the role’s responsibility for the activity is
indicated, using the letters R, A, C or .
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Role 1 Role 2 Role m
Activity 1 R A I C
Activity 2 I R I A
R C I
Activity n C R I

Table 1.2. Example of a RACI matrix

It can be used to set out responsibilities in a project or within a company
or business.

1.3.3. The concept of specifications

This is a contractual document describing what is expected from the
project manager by the contracting authority. It is generally developed by the
client and contains the following main sections: context, objectives,
vocabulary or terminology, scope, schedule, etc.

The contracting authority is the party responsible for the expression of
needs; they are the entity that places the order. The project manager is
responsible for making these needs a reality.

The specifications must set out needs in a functional manner, independent
of any technical solution with the exception of specifying the technical
environment into which the solution requested must be inserted.

According to norm NF X 50-150 developed by the AFNOR, a functional
specification document (FSD) is the document by means of which the
requesting party expresses its needs in terms of service features and
limitations. For each function and limitation, assessment criteria and their
levels are defined.

NOTE.— The FSD is concerned with the service features of a product and
their corresponding limitations, and does not contain any technical ideas or
impose any solutions. Its objective is to propose the product best suited to
provide the service(s) requested under the conditions specified and at
minimal cost.
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Knowing how to read and correctly interpret a set of specifications is
very important for the success of the associated project. The project team
must analyze needs, including understanding the expectations of the final
users (the WHAT), and know how to put them into practice (the HOW). The
team must gain a perfect understanding of the associated issue by asking
itself the following questions:

— Who is requesting this solution?
— Who will use the proposed solution? With what benefits?
— What will be the solution’s environment?

— What are the limitations and problems that may be encountered?

The ultimate goal always remains the satisfaction of the end-users’ and
clients’ needs. These needs can be explicit or clearly stated, implicit or
unstated but necessary. In this context, we can speak about functional
specifications, pertaining to the functionalities expected of the project, and
non-functional specifications, which represent the secondary characteristics
to be offered.

Interpreting a set of specifications consists of:

— describing the project, including the context of work, motivations and
objectives that will be evaluated at the end of the project, the challenges or
difficulties to be overcome, and the criteria for success, or how to evaluate
the project in relation to objectives;

— subsequently defining the phases of implementation of the project and
the links between these phases using a Gantt diagram, for example. In
addition, milestone targets and deliverables corresponding to each phase
must be set, and a clear idea of the procedures has to be followed for the
management and follow-up of the project.



