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This book is dedicated to the Ohana of the Salesforce ecosystem.  
Each person who contributes to its Trust, Customer Success, 

Innovation, and Equality makes it possible to extend the ecosystem  
to amazing heights.
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Introduction

This book is intended for several different audiences including (1) Salesforce 

implementation partners who are building their practice and want to define the 

overall strategy and architecture approach, (2) Salesforce industry professionals who 

need a one-stop educational resource to Salesforce architecture and for the Salesforce 

architecture domain certification exams, and (3) enterprise cloud champions who are 

involved in implementing, optimizing, and architecting Salesforce-based solutions 

within their organization.

�What This Book Is About
This book takes an in-depth look into the seven key architecture domains that form the 

pillars of any Salesforce-based solution.

�Platform as a Service Architecture
•	 Provides an overview of the Force.com platform as a service (PaaS) 

architecture and the key components that empower the Salesforce 

SaaS model.

•	 Understand the microservices-based architecture of Salesforce 

Lightning consisting of highly scalable and reusable Salesforce Lightning 

components, Salesforce Lightning pages, and Salesforce Lightning apps.

•	 Understand “When to Use What” standard features of Salesforce 

and the considerations, limitations, and trade-offs of declarative vs. 

programmatic configurations.

•	 Understand the AppExchange marketplace and the significance of 

considering third-party AppExchange microservices components 

and AppExchange apps.

•	 Understand the considerations, limitations, and trade-offs between 

declarative and programmatic design on the Salesforce platform.
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�Salesforce Data Architecture
•	 Provides an overview of the Salesforce platform architecture 

considerations when working with large data volumes (LDVs).

•	 Understand the object-oriented data modeling concepts within 

Salesforce and key considerations in designing the right Salesforce 

object model.

•	 Understand the data migration strategy, considerations, and 

appropriate tools to use.

�Salesforce Security Model Architecture
•	 Understand the “Who Sees What and How” within Salesforce.

•	 Architect a solution that utilizes the appropriate platform security 

mechanisms.

•	 Design a secure Salesforce community portal architecture including 

access by both internal and external users.

•	 Identify declarative platform security features that can be used to 

meet record-level security requirements.

•	 Identify the programmatic platform security features that can be used 

to meet security requirements.

•	 Describe how to incorporate the platform security features into a 

solution.

�Salesforce Integration Architecture
•	 Understand and evaluate the integration strategy for cloud-to-cloud, 

cloud-to-on-premise, and multi–Salesforce org integration scenarios.

•	 Understand when to use Canvas apps vs. integrating with Heroku 

apps vs. integrating using Salesforce Connect vs. integrating using a 

middleware such as MuleSoft.

•	 Understand the various integration patterns and justify their use as 

part of the overall integration architecture.
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•	 Recommend and justify the appropriate integration strategy and 

integration patterns.

•	 Recommend the appropriate platform-specific integration 

technology.

�Salesforce Identity and Access Management Architecture
•	 Understand the concepts of identity provider (IDP)–initiated and 

service provider (SP)–initiated protocols.

•	 Understand the out-of-the-box declarative capabilities to configure 

single sign-on (SSO).

•	 Understand the capabilities of integrated apps and ODATA 

integrations.

•	 Understand the benefits, considerations, and trade-offs of 

incorporating external applications.

•	 Understand the considerations, trade-offs, and benefits of using 

middleware solutions vs. Salesforce Identity.

�Mobile Architecture
•	 Understand the concepts of Mobile Device Management (MDM) and 

Mobile Device Federation (MDF).

•	 Understand the considerations for a mobile platform strategy.

•	 Understand the Salesforce mobile architecture options, design trade-

offs, and benefits.

•	 Understand the design approaches of architecting a Salesforce 

mobile solution using Mobile SDK or Salesforce1 Mobile App or the 

Field Service Lightning app.

•	 Understand the capabilities of the Salesforce Mobile SDK.

•	 Understand the strategies and use cases for wearables and connected 

devices and the appropriate architecture patterns.
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�Development and Deployment Lifecycle
In addition to the six architecture concepts outlined previously, this book also offers the 

industry best practices and the recommended framework for approaching, managing, 

delivering, and continuously improving a Salesforce solution using the Salesforce 

Development and Deployment Lifecycle:

•	 Understand the Salesforce Development Lifecycle Methodology 

(SDLM).

•	 Learn to evaluate and mitigate Salesforce implementation risks, 

dependencies, and constraints.

•	 Understand the key stakeholders needed for any Salesforce projects 

and understand their roles and responsibilities.

•	 Understand the best practices for setting up a Center of Excellence 

and a Salesforce Governance Model.

•	 Identify the appropriate test strategy and user acceptance strategy for 

Salesforce implementations.

•	 Learn to evaluate and use the appropriate tools for Salesforce project 

management, business requirements management, testing, and 

release management.

•	 Understand benefits and best practices for using source control and 

continuous integration for Salesforce release management.

�What This Book Is Not
This book is not a screen-by-screen configuration guide for Salesforce, nor does it have 

any code snippets to learn programming. Although configuration, Apex, and Visualforce 

capabilities are discussed in this book, they are explained at the level that is necessary 

for an architect to architect an ideal Salesforce solution.
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This book is not an encyclopedia covering every feature of Salesforce as we did not 

intend to replace the user manuals and Salesforce Trailhead1 published by Salesforce. 

We have made the best attempt to add as many references as possible to Salesforce 

content, Salesforce trailheads, and other Salesforce contents throughout the book. Even 

if we could have covered every feature of Salesforce, it would be outdated by the time you 

read this book, given the pace at which Salesforce changes every day.

Instead, this book covers the consistent context needed by a Salesforce architect to 

group old and new features for their architectural use. It also connects the dots between 

any two features by categorizing their relevance within the seven architectural domains.

�How Best to Read This Book
We have arranged each chapter in this book in the most logical order possible to match 

the sequence of architecting an ideal Salesforce solution. We have decoupled each 

chapter from other chapters such that they can be read independently on their own. 

For the readers who are just beginning their architect journey, we would definitely 

recommend completing Chapters 1 and 2 before jumping into any domain-specific 

chapters located within Chapters 3–9.

For some of our advanced architects, we would highly recommend starting with 

Chapter 2 before jumping into any domain-specific chapters located within Chapters 3–9.

This book is meant to be an architecture handbook that should be referenced and 

revisited by Salesforce architects throughout their architectural practice. For instance, 

if you are working on an assignment which requires heavy integrations, you can jump 

directly to Chapter 6 or Appendix B to get everything needed to design your integrations.

The content in this book is a culmination of our combined industry experiences 

and consultations with Multiple Salesforce Certified Technical Architects (CTAs) and 

aspiring CTAs in their approach to architecting a Salesforce solution. The content in 

this book comprises the learning materials we used to achieve our Salesforce Certified 

Application Architect and Salesforce Certified System Architect certifications. This book 

is also a reference guide to studying for the Salesforce CTA board exam.

1�https://help.salesforce.com/articleView?id=mth_what_is_trailhead.htm&type=5.
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CHAPTER 1

Salesforce Architecture
You have been assigned to build something in Salesforce. You may have been an admin 

or developer or merely heard about Salesforce. Where do you begin?

You probably started by searching on YouTube, Google, or even Trailhead, 

Salesforce’s free learning management tool, to learn everything about Salesforce, but 

all you found was piecemeal information about Salesforce and its architecture. There 

are several books on administration and development with Salesforce, but what about 

architecting with Salesforce? Here we will start with the fundamentals of Salesforce 

architecture and what makes it unique compared to other technologies.

This chapter covers some key points, including

•	 Why companies choose Salesforce over other cloud solution 

alternatives

•	 Distinctions between on-premise, infrastructure as a service (IaaS), 

platform as a service (PaaS), and software as a service (SaaS) options 

to build solutions

•	 How Salesforce can be used as a PaaS as well as a SaaS solution

•	 The mechanics of a multi-tenant architecture and the metadata-

driven framework that drives Salesforce

•	 The seven architectural domains of Salesforce that need to be 

considered when architecting with Salesforce

https://doi.org/10.1007/978-1-4842-6631-1_1#DOI
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�Why Do Companies Choose Salesforce?
Salesforce was started in 1999 by Marc Benioff, Parker Harris, Dave Moellenhoff, and 

Frank Dominguez.1 In its 20 years of exponential growth, Salesforce has surpassed a 

market cap of more than $180 billion2 with a total annual revenue of $13.3 billion in the 

year 2019 and employing over 36,000 global employees.3 The annual revenue for the 

year 2020 is estimated to surpass $16.5 billion, which is over $3 billion in revenue growth 

within a single year (see Figure 1-1).4

Figure 1-1.  Salesforce Growth Over the Years

1�“The History of Salesforce.” Salesforce News, September 18, 2020, www.salesforce.com/news/
stories/the-history-of-salesforce/.

2�Jordannovet. “Marc Benioff’s Salesforce Has Eclipsed Larry Ellison’s Oracle in Market Cap.” 
CNBC, July 10, 2020, www.cnbc.com/2020/07/10/salesforce-eclipses-oracle-in-market-
cap.html.

3�“2019 Annual Report: Celebrating 20 Years of Salesforce.” www.annualreports.com/HostedData/
AnnualReportArchive/s/NYSE_CRM_2019.pdf.

4�“The History of Salesforce.” Salesforce News, September 18, 2020, www.salesforce.com/news/
stories/the-history-of-salesforce/.
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Salesforce provides several benefits over other cloud solutions, including

	 1.	 No Code/Low Code Platform: Most things in Salesforce can 

be configured by a business user with no programming skills. 

Almost everything in Salesforce is configured using and by just 

using a GUI interface with drag and drop capabilities that support 

reusable components.

	 2.	 Time to Market: Building production-ready business applications 

in Salesforce can be achieved within days, not months.

	 3.	 No Additional Costs for All Upgrades Made to the Platform 
Each Year: Salesforce constantly improves its SaaS and PaaS 

offerings by releasing new features three times a year that are 

automatically released to all Salesforce customers at no additional 

cost. The three major upgrades each year keep the platform in 

sync with the latest technology features in the industry, such 

as upgrades related to artificial intelligence, block chain, and 

machine learning.

�Modern-Day Options to Build Technology Solutions
Before we begin architecting in Salesforce, it is important to understand all the options 

out there to build a solution and when building something in Salesforce makes sense.

Every solution requires a technology stack to operate in. A typical technology stack 

consists of eight tiers:

	 1.	 Application code

	 2.	 Runtime engine

	 3.	 Integration server

	 4.	 Operating system (OS)

	 5.	 Virtualization engine

	 6.	 Network device

	 7.	 Computation server

	 8.	 Data storage server
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In this book, we will not get into the details of each tier, as each tier merits its own 

book. But for our context, it’s important to realize that an organization needs to invest in 

all eight tiers to build even the simplest of solution. Whether they build one or multiple 

solutions, the eight tiers are the required building blocks. For any organization, investing 

in these eight tiers can range from a few thousand dollars to millions of dollars.

Given the investments needed, every organization has four options to build 

solutions. They are as follows:

	 1.	 Invest in an on-premise solution.

	 2.	 Leverage an infrastructure as a service (IaaS) cloud solution.

	 3.	 Leverage a platform as a service (PaaS) cloud solution.

	 4.	 Leverage a software as a service (SaaS) cloud solution.

The four approaches listed here differ from each other based on which tiers a 

company manages on their own vs. which tiers the company outsources to an external 

cloud service provider (CSP) such as Salesforce, ServiceNow, Appian, AWS, Microsoft 

Azure, Google, and so on.

In Figure 1-2, I have outlined the four options in a side-by-side comparison based on 

who manages which tier. 
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The various technology options can also be viewed in terms of a nested diagram with 

each option being an improvement over the other.

In Figure 1-3, I have illustrated such a nested diagram with a few examples of the 

popular CSPs that provide each type of service.

Figure 1-2.  Comparison of On-Premise, IaaS, PaaS, and SaaS5

5�https://www.redhat.com/en/topics/cloud-computing/iaas-vs-paas-vs-saas
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�On-Premise Solution
Traditionally, any company interested in building a business application had to size up, 

buy, and set up all the tiers of the technology stack in-house from scratch. They would 

also need to manage and maintain each tier set up within the organization’s premises, 

hence the industry term “on-premise.” With this approach, the organization requires 

dedicated staff to manage the technology infrastructure, often at a stack-by-stack (i.e., 

each infrastructure component) level.

Some key advantages and disadvantages of the on-premise option are provided in 

Table 1-1.

Figure 1-3.  Nested Diagram of Solution Development Options
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�Infrastructure as a Service (IaaS)
In an infrastructure as a service (IaaS) model, cloud service providers such as Amazon 

Web Services, Microsoft Azure, or Google Cloud Platform provide outsourced raw 

computing infrastructure, data storage, and virtualization that are provisioned on 

demand within minutes and can be available instantly.

Some advantages and disadvantages of the IaaS approach are provided in Table 1-2.

Table 1-1.  Advantages and Disadvantages of On-Premise Solution Development

Advantages Disadvantages

Full ownership and control of the technology 

stack used to support the business operations. 

Every tier of the stack can be custom designed 

and managed to meet the unique needs of the 

organization.

Higher initial capital outlay and cost for specialty 

resources. On-premise solutions are expensive to 

build, and a single company cannot have economies 

of scale to support resources and component cost 

compared to other CSP solutions.

Internally administered security for the 

organization’s data, application code, and 

user base is proprietary to – and managed 

entirely within – the organization. Access to 

the entire technology stack resides within 

the organization’s premises. Each technology 

component can be custom tailored or entirely 

replaced to meet the organization’s needs for 

adherence to security standards.

Time intensive to build with slower time to market. It 

is time consuming to plan, size up, and procure the 

hardware and software needed. The initial planning 

also does not consider seasonal spikes and load 

demands. Additionally, resources at each tier need 

to coordinate and self-organize their divisions to 

support the solution, which could take months or 

even years to launch a single solution in production 

environment.

Controlled solution deployment can be entirely 

self-managed and timed as per the availability 

of in-house technical staff and without any 

reliance on third-party cloud providers because 

each component of the technology stack can 

be designed, tested, approved, and launched 

for live production use through internal 

coordination and readiness.

Difficult to keep up with industry standards in 

security and best practices.

The technology industry is changing at a rapid pace 

with new standards emerging on a daily basis. Some 

standards may be nice-to-haves for a company, 

but some may be critical to compliance and market 

adherence. Failure to comply with these standards 

could even mean closing down business completely.
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