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Foreword

It is often said that air traffic controllers have the most stressful job in the
world. Being able to coordinate the safe takeoff and landing of dozens
of commercial airliners, each carrying hundreds of passengers per day,
all while dealing with a myriad of externalities, including the weather,
ground control, controlled and noncontrolled airspaces, regulators like
the FAA, flight crews, and airport operators, must seem like an impos-
sible task. That is why in the United States, air traffic controllers must
undergo a series of background checks and psychological exams, a rig-
orous training program, and certification testing, all before they ever
set foot in a control tower.

If air traffic controllers have the most stressful job, cybersecurity
incident responders might be a close second. As an incident responder,
you're responsible for performing technical forensic investigations of
highly complex environments as well as ensuring that the response team
is maintaining its composure and working toward a common goal of
mapping the full extent of attacker activity and eliminating their access
to the network. It requires producing answers to questions that do not
have an easy answer. It demands a deep level of technical knowledge in
addition to a militaristic ability to lead a team toward a common objective.
A responder must also consider the potential ramifications of a breach
that may only surface much further down the line and take measures to
protect the organization involved in the scenario, however improbable,
that events unfold in such a way. It is part art form, part science.

xXiii



xxiv Foreword

When I interview people for incident responder positions, I often ask
candidates to describe a situation where they were able to thrive under
adverse conditions, because they will absolutely find themselves in an
even more difficult position as an incident responder. During a cyber-
security breach, stress levels are at their peak, people fear for their jobs
and for the survival of their business, and in some circumstances, even
fear for the physical safety of the general public. Attacks against criti-
cal infrastructure are not unheard of and seem to become even more
prevalent as time goes on. In addition to the high-stress environment,
financial budgets and higher-level business objectives undermine every
step of the process. If you're not prepared to have the CEO of a Fortune
500 company channel his or her anger and frustration by yelling at you,
you might not be cut out for the job. It is for these reasons that most
incident responders do not stay in the field for very long. They move on
to other roles and apply their experience in a proactive way to prevent
organizations from experiencing their worst day. A responder with 10
years of experience is considered a relic.

All of this helps to explain why I always believed that there was no
manual for how to do incident response, no textbook you could give
to an inexperienced responder that tells them everything they need to
know to be able to respond to incidents. The cybersecurity industry does
not have a standard training curriculum and testing process to admit
new entrants into the field, like the aviation industry has for air traffic
controllers. Incident response is one of those things that you can truly
learn only by doing, and you can only succeed after you have failed sev-
eral times. It is baptism by fire, and the anointed need no other teacher.

That’s why this book is so ambitious—it is an attempt to bring order to
an inherently chaotic process. Over the past several years that Andrew
and I have worked together, I have learned that he has a knack for reading
complex situations, digesting critical information, and building struc-
ture around the process that allows various elements to operate more
efficiently. Most responders get so “into the weeds” in trying to solve the
immediate problem that they don’t have either the time or the ability to
step back and consider the bigger picture. Andrew has taken his expe-
rience and engineered a framework for doing incident response more
effectively. Take his advice and run with it—and if even one paragraph
of this book helps your organization avoid the worst-case scenario in a
cybersecurity incident, you'll know who to thank.

—Kurt Rohrbacher



Introduction

Cybersecurity has taken the media by storm in recent years, and cyber-
attacks are now headline news, from destructive ransomware attacks
that impact manufacturing plants to data breaches that involve Fortune
500 companies.

Organizations have experienced notable disruptive cyberattacks in
recent years. A ransomware attack on a global shipping company, A. P.
Moller — Meersk, wiped out their entire IT infrastructure across 600 sites
in 130 countries. As a result of the cyberattack, Maersk had to rebuild
their entire infrastructure in a heroic effort over 10 days. The total losses
are estimated to have cost Meersk up to $300 million.!

The National Health Service (NHS) in the U.K. incurred a cost of £92
million ($120 million) as a result of the WannaCry ransomware outbreak
in June 2017. The cyberattack also resulted in the cancellation of 19,000
appointments.?

There are also numerous examples of data breaches resulting in
significant financial losses, damage to brand reputation, and fines imposed
by regulators. One of the most significant data breaches in recent years
was the Equifax breach that led to the disclosure of personal data of 145
million U.S. consumers, including Social Security numbers, credit card
information, addresses, and birth dates.?

As businesses and other organizations increase their digital footprint
and online presence, the need to secure their information assets is more
critical than ever before. The Ponemon Institute’s Cost of a Data Breach
Study (2019) determined an average cost of a data breach across various

XXV



xxvi Introduction

industries was $3.92 million.* Furthermore, the World Economic Forum
identifies cyberattacks as the fifth top risk in terms of likelihood and the
seventh top risk in terms of impact.®

Many organizations are increasingly concerned about their exposure
to cyberattacks. Businesses exist to generate value for their shareholders,
and cyberattacks ultimately impact the bottom line. Even nonprofit
organizations can suffer severe financial consequences as the result of
a cyberattack.

In my consulting engagements, I have observed that cyber risk has
become a frequent topic of board-level conversations, and enterprises
increasingly perceive exposure to cyberattacks as a business issue. To
address cyber risk, organizations build information security programs to
protect critical assets and reduce risk to an acceptable level. As residual risk
is inevitable, incident response is a critical control in the risk management
process that allows organizations to address the aftermath of an inci-
dent, reduce the impact of a cyberattack, and restore the affected assets
to a fully operational state.

An effective cyber breach response program is like a fire department.
Organizations design a set of capabilities based on their needs and
requirements, build an incident response team, acquire the necessary
technology, and operationalize those capabilities. When the inevitable
happens, the affected stakeholders can call the fire department, who
might be able to extinguish the fire before the real damage is done, or
at least reduce the amount of damage.

The benefits of developing an effective cyber breach response program
include the following;:

Minimize the impact of cyberattacks. The sooner an organization
detects and responds to a cyberattack, the lesser the impact to
business operations, brand reputation, and financial standing,.

Decrease the cost of response. Effective incident response helps
organizations decrease the overall attacker dwell time on their
network, leading to a decreased cost of response. Dwell time is the
time a threat actor remains on your network from the initial com-
promise to eradication.

Prevent enterprisewide incidents. Undetected intrusions can swiftly
progress into enterprisewide incidents within weeks. The response
effort is usually proportional to the time an attacker dwells on the
network. Furthermore, enterprisewide incidents usually require
disruptive remediation and can impact the bottom line of the victim
organization.
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Improve security posture. Incident response is an iterative process, with
evaluation being one of its core components. The lessons-learned
outcome can help organizations improve their policies, controls,
and the incident response process itself. This approach ultimately
leads to an enhanced security posture and cyber resilience.

Ensure compliance. Specific regulations and standards require orga-
nizations to have incident response capabilities, including an inci-
dent response plan.

Enhance service quality. Information technology is a business enabler,
and its mission is to provide value to the business. The role of
information security, on the other hand, is to protect that value. By
building incident response capabilities, organizations can mini-
mize the impact of cyberattacks on their services and core business
functions, leading to overall better service quality to internal and
external clients.

Who Should Read This Book

I have written this book for anyone who is looking for an authorita-
tive source of information on building and managing a cyber breach
response program, including senior cybersecurity managers and chief
information security officers (CISOs).

This book is also a valuable source of information for executive leaders,
business and technology professionals, legal counsel, risk managers,
and other stakeholders who have an active interest in cyber breach
response in their organizations or who are planning to transition into
a career in this field.

In this book, I explain cyber breach response concepts in a clear, con-
cise, and technology-agnostic language that anyone with a grasp of
fundamental cybersecurity and risk management concepts can under-
stand.

How This Book Is Organized

I organized this book into six chapters that provide a comprehensive
discussion of various topics relating to cyber breach response. I designed
the book to serve both as a guide for building cyber breach response
programs from scratch and as a reference guide for organizations that
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strive to grow and evolve their capabilities. Although the book consists
of progressive chapters, each chapter provides stand-alone content that
the reader can reference. Where appropriate, I also direct the reader to
other chapters for specific information.

Chapter 1: Understanding the Bigger Picture This chapter defines
cyber breach response and discusses foundational concepts. It
starts with a brief overview of the threat landscape and discusses
drivers for cyber breach response and their role within an overall
cybersecurity program. A discussion of the critical building blocks
of a sound cyber breach response strategy concludes this chapter.

Chapter 2: Building a Cybersecurity Incident Response Team
Chapter 2 discusses the various considerations that organizations
need to take into account when building an incident response team.
The topics in this chapter include incident response competencies
and functions, team models, skills, the hiring and retaining of talent,
and cross-functional team development. A brief discussion on out-
sourcing considerations concludes this chapter.

Chapter 3: Technology Considerations in Cyber Breach Investiga-
tions This chapter focuses on building the technical capabilities
necessary to support incident response investigations. The chapter
starts with a discussion on general considerations for sourcing
incident response technology. Then it progresses into a discussion
on data acquisition in on-premises and virtualized environments,
including cloud computing. The final two sections discuss sources
of network data and log management solutions.

Chapter 4: Crafting an Incident Response Plan Chapter 4 starts with
a discussion on the incident response lifecycle. Then it dives into
various incident management concepts before concluding with a
discussion on post-incident activities and continual improvement.

Chapter 5: Investigating and Remediating Cyber Breaches This
chapter takes an in-depth look at a methodology that incident
responders employ during investigations. It discusses topics such
as digital forensics and data analysis, cyber threat intelligence,
malware analysis, threat hunting, and reporting. This chapter also
discusses evidence types before concluding with a discussion on
remediating cyber breaches.

Chapter 6: Legal and Regulatory Considerations in Cyber Breach
Response Chapter 6 discusses how the legal and regulatory
landscape impacts cyber breach investigations. It goes in-depth



