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Foreword

Foreword

I am pleased to offer this Foreword to Modeling and Design of Secure Internet of
Things.

Cybersecurity theorists and practitioners alike face the challenge of securing a
new, global information technology ecosystem. Already, over half the people alive
today are connected to the Internet, making moot the question of whether cyber-
space is, indeed, its own “domain.” 5G Internet, Internet Protocol Version 6 (IPv6),
Artificial Intelligence (AI), and ubiquitous connectivity are converging to create
new ways of managing infrastructures, businesses, government services, and other
aspects of daily life. IPv6 is providing virtually unlimited (to be more precise, 2128
or approximately 3.4 X 1038) Internet Protocol addresses, which will allow the
connectivity of any device to which an IP address can be assigned. 5G Internet
offers high-speed, direct connectivity between and among “traditional” informa-
tion technology devices and the Internet of Things (IoT) devices that will encom-
pass our world. Indeed, the authors note that by 2020, perhaps 50 billion devices
will be connected to the Internet and that, on average, each person will possess
seven connected devices. Advanced, cloud-based analytics will provide us the
means to find patterns and meaning in the behavior of the devices and networks
that will comprise this new ecosystem; AI will allow us to direct the behavior of
these devices, and the businesses and infrastructures they populate. Ubiquitous
connectivity provided by today’s carriers and tomorrow’s low-earth orbit constel-
lation-based carriers will provide the means by which people, networks, and
devices will be connected constantly — everywhere, on land and sea, and in the
air. The technologies needed to create “smart cities” will be combined, commodi-
tized, productized, and taken to market as tech giants such as Google, Alibaba, and
Amazon compete to build connected communities throughout the world. In fact,
the convergence of these technologies is likely to create a new x-as-a-service envi-
ronment one might call “6G,” in which business services, including analytics and
Al are offered as-a-service within and through global networks.
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Foreword

Where will this new ecosystem-of-things make its mark? My answer: every-
where! Critical and business infrastructures will rely increasingly on data from
connected devices to optimize performance, from transportation and energy infra-
structures, to complex global chains, and to adjusting the behavior of implanted
medical devices. Manufacturers will modulate production on the fly, even as man-
ufacturing becomes more distributed and 3D manufacturing devices expand in
their presence.

National security systems will also depend increasingly on this new IoT-enabled
ecosystem. Weapons systems will be comprised of IP-enabled devices designed to
optimize performance, maintenance, and integration into the battlefield. Weapons
systems and sensor with 10T devices will be connected via 5G battlefield networks
to each other, to warfighters, and to commanders as the battlefield of the
(very near) future becomes, in the authors’ words, the “Internet of Battlefield
Things.” Autonomous and semi-autonomous platforms will collect data and
may, depending on the rules of combat, carry and deploy weapons of their own.

Securing this new ecosystem will be hard, and the authors of Modeling and
Design of Secure Internet of Things are making a powerful contribution to those
seeking to tackle this challenge. The cybersecurity of these new networks, com-
prised of ever-more-numerous IoT devices, connected via 5G technology, and
mediated by AI, will depend on new ways of understanding how these networks
behave, including how they should behave and how they really behave. Such net-
works are more complex; they change constantly and in complex ways and are,
therefore, more dynamic than the networks to which we are accustomed. Modeling
and Design of Secure Internet of Things describes the techniques by which we can
gain the understanding we need to secure them. The book’s organization reflects a
multimodal approach to securing IoT networks. “Game Theory and Deception”
allows us to explore adversary behavior, efforts to deceive our adversaries, and
ways adversaries might detect and counter that deception. In effect, “Game Theory
and Deception” helps us understand the human threat to the security of our net-
works, and how human design can confront this threat.

“Modeling” takes us further, giving us the opportunity to study network behav-
ior in the face of a broad range of attacks (e.g. stepping-stone attacks, polymorphic
advanced persistent threats), and the effects of the defenses we might employ and
manage. “Design” completes our exploration by applying what we have learned
about effective cybersecurity technologies and architectures, overlaying them
against the architectures of the advanced IoT networks we seek to defend. Overall,
Modeling and Design of Secure Internet of Things is a comprehensive exploration of
how best to secure the evolving IT ecosystems from which we intend to profit, and
that our adversaries seek to exploit and attack.
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The authors have assembled an impressive group of contributors to this volume,
many of whom have worked at or with the Army Research Laboratory and with
our NATO partners. Dr. Alexander Kott (ARL’s Chief Scientist), Dr. Charles A.
Kamhoua (ARL electronics engineer and Fulbright Fellow), Dr. Laurent L. Njilla
(a cybersecurity leader at the Air Force Research Laboratory), and Dr. Sachin
Shetty (Associate Professor in the Virginia Modeling, Analysis, and Simulation
Center at Old Dominion University) are an impressive quartet guiding this
exploration of advanced cybersecurity for complex networks and the Internet of
Things.

I am confident that cybersecurity theorists and practitioners alike will profit
from the discussions offered in this volume, and the world will be made safer
as they do.

Samuel Sanders Visner

Director, National Cybersecurity Federally Funded Research
and Development Center, The MITRE Corporation
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Preface

The ubiquitous adoption of Internet of Things (IoT) technologies in commercial
and military sectors has resulted in the widespread availability of various IoT
solutions. However, the massive scale and distributed nature of such devices
may introduce security and privacy challenges. IoT device manufacturers have
not implemented security mechanisms, making IoT devices vulnerable when con-
nected to the Internet. In addition, IoT devices and networks do not have resources
typically available in traditional IT networks to host sophisticated security solu-
tions; thus, it is challenging to port any of the existing security solutions to IoT
domains. These challenges necessitate the need to comprehensively and accu-
rately characterize the attack surface in IoT, conduct systematic modeling and
analysis of the threats and potential solutions, and propose secure design solutions
that balance the trade-off between cost and security risk.

This book examines issues in modeling and designing secure IoT to provide a
flexible, low-cost infrastructure; reduce the risks of exploitable attack surfaces;
and improve survivability of physical processes. The contributions address
design issues in developing secure IoT, such as secure software-defined net-
work-based network orchestration, networked device identity management,
tactical battlefield settings, and smart cities. The book has encompassing
themes that drive the individual contributions, including modeling techniques
to secure IoT, game-theoretic models, cyber deception models, moving target
defense (MTD) models, adversarial machine learning models in military and
commercial domains, and empirical validation of IoT platforms. It synthesizes
a mix of earlier work (on topics including MTD and cyber agility) as well as
newer, cutting-edge research findings that promise to attract strong interest
(on topics including Internet of Battlefield Things, advanced persistent threats,
and cyber deception).

The editors would like to acknowledge the contributions of the following
individuals (in alphabetical order): Fatemeh Afghah, Ioannis Agadakos, Kemal
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1.1 Introduction

1.1.1 loT Overview

Wireless technologies such as Wi-Fi, Bluetooth, Mesh networks, Zigbee, and RFID
are ubiquitous in supporting mobile devices and applications. According to the
Cisco Visual Networking Index, the number of mobile-connected devices exceeded
the world population in 2014, with over half a billion devices introduced each
year [1].

It is expected that there will be a steady transition to smarter mobile devices and
an exponential increase in machine-to-machine connections. Global mobile data
traffic may experience a sevenfold increase between 2016 and 2021. The explosion
of mobile devices and traffic will lead to a more connected world, where by 2020
each person will own an average of seven connected devices, with over 93% of
adults using smart phones for online services. It is anticipated that 2.7% of all
things in the world (over 50 billion) will be connected. Also, the adoption of cloud
computing and big data analytics paves the way for a smarter world, with smart
energy, smart cities, smart health, smart transport, smart agriculture, smart
industry, and smart living.

The Internet of Things (IoT) is the inter-networking of physical devices, vehicles,
buildings, and other items embedded with electronics, software, sensors,
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actuators, and network connectivity that enable these objects to collect and
exchange data [1].

Figure 1.1 depicts the IoT system architecture comprising four key components:
Things, Networking, Cloud, and Information Processing. The Things component
is responsible for integrating physical devices with sensors and actuators;
collecting and processing data; and serving as the interface to the physical world.
The Things component is also responsible for addressing device diversity and
capability with high-end devices such as drones, smart homes, cameras, laptops,
smartphones, and tablets, and low-end devices such as sensors, actuators, and
passive entities such as barcodes, QR-codes, and RFID. The Networking compo-
nent handles network connectivity and heterogeneous communication links such
as Ethernet, Wi-Fi, cellular, Bluetooth, Zigbee, Long Range Wide Area Network
(LoRAWAN), Narrow Band IoT (NB-I0T), IPv6 over Low-Power Wireless Personal
Area Networks (6LOWPAN), and so on. It is also responsible for providing inter-
connectivity of various wireless access technologies and interference management.
Further, the network can be empowered by blockchain technology to securely
handle transactions among untrusted IoT devices. Our prior book fully describes
blockchain for distributed system security [2]. The Cloud component is responsi-
ble for supporting domain-centric applications through its infrastructure in data
center, storage, and service providers. Although we do not address cloud security
in this book, we refer any interested reader to our prior book describing cloud com-
puting details [3]. Finally, the Information Processing component is responsible
for providing the intelligence to realize smart IoT by using big data analytics
and machine learning to transform data to information and eventually aid in
game-theoretic modeling, optimization, and decision-making.

1.1.2 loT Security and Privacy Challenges and Opportunities

Though IoT has greatly impacted systems in commercial and military domains,
there is a growing concern about the security risks introduced by IoT devices.
IoT vendors and manufacturers are not typical security experts and do not empha-
size security aspects in the design and implementation of IoT devices. IoT device
manufacturers have not implemented security mechanisms, making IoT devices
vulnerable when connected to the Internet. For example, in December 2013,
the first IoT botnet was discovered by Proofpoint [4], which included IoT devices
such as smart TVs, baby monitors, and other smart devices found in modern
homes. In late 2016, there were reported distributed denial of service (DoS) attacks
on popular websites, such as Netflix, Twitter, Spotify, Airbnb, and Reddit, from a
network of consumer IoT devices [5]. Researchers have also demonstrated vulner-
abilities in medical devices, such as pacemakers and implantable cardiac defibril-
lators [6]. An insulin pump was hacked, which resulted in a fatal dosage delivery



Information

processing

1.1 Introduction

1]

Data
management

Data
privacy

Decision
upport

g

Data
analytics

Data analytics

£

Optimization

lr

User
monitoring

O

Machine
learning

Services

Data center

=

Automotive
==

B»If

L
"X

Retail Healthcare

52

Industry

)
[ Storage ] Service ({ND)
providers Azure

4 ®

Energy Surveillance

B
@
[Loetmcomer
8
()

Wifi, Zigbee,
Bluetooth,

Zwave,
LoRAWAN

< @ B

&

et [ Routing ] [ Wireless ] [Blockchain ]

rj P (}&3
Zlgr?cl,lg Dedicated Vehicle-to-X
network short-range communication

communication

- | =] BP & w H O
._% d"’;slbc":s Wearable  Autonomous Drone  Smarthome  Smart city
devices vehicle
Things [\
K ) € & !
actuators
Chemical Smoke alarm Temperature
Flow sensor sensor Actuator sensor
Figure 1.1 loT system architecture.

over the air. Smart vehicles are also susceptible to attack. In 2015, Miller and Val-
sasek demonstrated the takeover of a jeep on a highway [7]. The pervasive net-
worked computing capabilities provided by IoT increase their security risks as
attack enablers rather than attack targets. The IoT devices can be unwitting par-
ticipants in a botnet, which could lead to secondary attacks. In a 2008 attack on a
Turkish oil refinery, security analysts found that vulnerabilities in surveillance
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camera communication software enabled the attackers to gain entry and penetrate
deeper into the internal network [8]. Thus, the cameras were used as stepping
stones to gain access to the network housing the critical assets.

There are several reasons for the need for IoT security. IoT devices are mass pro-
duced rapidly to be low-cost commodity items without security protection in their
original design. These devices are highly dynamic, mobile, and heterogeneous
without common standards. As a result, those systems are the frequent targets
of cyberattacks that aim to disrupt mission effectiveness. Particularly, the low-
end devices are not capable of supporting sophisticated security solutions due
to constrained computing, storage, and networking requirements. Typically, most
IoT devices and networks are characterized by weak security configurations and
inadequate security policies, making them subject to data loss, theft, and reverse-
engineering. Unprotected IoT devices can be used as “stepping stones” by
attackers to launch more sophisticated attacks, such as advanced persistent threats
(APTs). These challenges and the high risk and consequence of IoT attacks in the
battlefield and on commercial systems drive the need to accelerate basic research
on 10T security. It is imperative to understand the natural world and the physical
process(es) under IoT control, and how these real-world processes can be compro-
mised before recommending any relevant security countermeasure.

In addition to security risks, the collection and analysis of personal identifiable
information, geolocation, and health and financial information can lead to
increased privacy risks. Exploitation of smartphone sensors that are capable of
inferring mood, stress level, personality type, smoking habits, sleep patterns,
and physical movement can compromise safety. Researchers have reported the
potential of privacy leakage through gesture-control devices [9].

There is a large body of security research activities in mobile and wireless net-
works that can be leveraged from the IoT networking technologies [10]. Conven-
tional cryptography-based network security techniques have been proposed to
secure wireless networks. However, these crypto solutions may not be feasible
for many low-end devices. In addition, there is sufficient opportunity for insider
attack to circumvent crypto-based security checks. This book presents a compre-
hensive suite of solutions to secure IoT from the devices to the overall IoT
infrastructure.

1.2 Overview

The focus of this book is to provide modeling and design techniques for securing
IoT in both commercial and military environments. The contributions address
design issues in developing secure IoT, such as secure software-defined network
(SDN)-based network orchestration, networked device identity management,



