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Preface

“You never change things by fighting the existing reality. To change something,
build a new model that makes the existing model obsolete.”

—Buckminster Fuller

It’s a great privilege for us to present the proceedings of International
Conference on IoT Inclusive Life (ICIIL) 2019 to the authors, delegates and general
public. We hope that you will find it useful, exciting and inspiring.

Unlike previous conferences, this time the theme was the link between the IoT
and various applications in day-to-day life. The power of Internet connectivity has
now stepped beyond computers and smartphones. Every ‘smart’ device around us is
now aiming to solve real-world problems with digital interventions. These are the
real-life applications of IoT. Needless to mention, the buzz around IoT is immense.
This disruptive technology is penetrating into various industries, developing new
real-life applications of IoT and connecting every Internet-enabled device around
us. But amongst the mad rush of ‘newer’ and ‘better’ IoT applications, some shine
through more than the rest.

ICIIL 2019 aimed to provide a platform for discussing the issues, challenges,
opportunities and findings in the area of IoT. The ever-changing scope and rapid
development of IoT create new problems and questions, resulting in the real needs
for sharing brilliant ideas and stimulating good awareness of this important research
field.

This book focuses on the following sub-themes:

Security and Privacy in IoT

IoT Sensing, Monitoring, Networking and Routing
Data Science and Computational Intelligence

IoT Enabling Technologies

ix



X Preface

The book contains survey papers highlighting the challenges or manuscripts
showing simulation or testbed-based experimental results. We hope this book will
be quite useful for academicians, researchers and scientists in order to carry out
further experimentation and technology enhancements.

Chandigarh, India Maitreyee Dutta
C. Rama Krishna

Rakesh Kumar
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Security and Privacy in IoT



Remotely Triggered Blackhole Routing )
in SDN for Handling DoS L

Sugandhi Midha and Khushboo Tripathi

Abstract The DoS attack is one of the simplest yet most vulnerable attacks that
is prominent in SDN. No doubt, SDN is leveraging several benefits like no vendor
lock-ins, better fault tolerance, more opportune to innovations, etc., over traditional
networks. Yet, SDN controller is a bigger target of security attacks. DoS makes the
SDN controller unavailable for providing information/services. Remotely Triggered
Black Hole technique is used to protect SDN from DoS attack. This technique has the
ability to drop traffic coming from an undesired network element before it penetrates
into the network. Our paper explains how this algorithm works and how it can be
used to secure our SDN. We have tried to analyse, quantify and detect the impact of
DoS in SDN. One key advantage of the proposed approach is its ability to accurately
detect DoS with a nominal rate of failure. We simulated the system with our test bed
of virtual machine with different attack scripted in Python.

Keywords Denial of Service (DoS) - Software-defined network controller -
Remotely Triggered Black Hole (RTBH) routing - Access Control List (ACL)

1 Introduction

Software-Based Network [1] commonly called Software-Defined Network (SDN)
is a new networking technology that has removed several shortcomings like high
equipment cost, buggy product, complex infrastructure, vendor dependencies, etc., of
a conventional network. SDN has made innovations easy and has brought flexibility
in the networking environment. SDN has lowered down the cost and reduced the
complexity of network devices.

SDN is broken down into three layers: Application Plane, Control Plane and Data
Plane.

Application plane is how the user manages and uses applications like security,
load balancing, SNMP, NETCONF, etc. Control Plane defines how SDN Controller

S. Midha (X)) - K. Tripathi
Amity University, Gurgaon, India
e-mail: mailmetech@gmail.com
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Application plane

SDN application SDN application } Application Layer

= SDN nortbound interfaces (NBls)
A-CPI : Applicaton-controller plane nterface

SDN controller }83:3I ;L;lauy:

D-CPI : Data-controller plane interface
SDN southbound interface se—

Network Network Infrastructure Layer

Element Network E— Data plane
Element

Fig. 1 SDN architecture [2]

handles the Network Elements (NEs). It dynamically provisions the NEs by setting up
the flow rules on them. It improves automation by using common APIs and provides
amechanism for the rapid deployment of new services [1]. The Data Plane is merely
a collection of physical devices that are responsible for the flow of packets among
NEs (Fig. 1).

SDN is the sum of North Bound Interfaces (NBI) and South Bound Interfaces
(SBI) which allows the creation of a powerful and dynamic virtual network that
enables SDN Controller to configure NEs flow table and allows for more sophisticated
traffic management [3].

2 DoS Attack

“CIA Triad” [1] is a key term in the security field which refers to three major goals
of security:

Confidentiality: It deals with ensuring the privacy and secrecy of information, i.e.
no unauthorised user gets access to information and resources.

Integrity: It ensures that no tampering has been done on the data either on the
storage or communication medium.

Availability: It ensures that information is available to the intended/right user, i.e.
the user is legitimate and has the right to access that information. Ensuring timely
information to the legitimate user is the key goal of availability.

DoS is one of the key attacks on the SDN Controller that affects the availability
of information to legitimate users. In the DoS attack, a malicious attacker consumes
all the network capacity by flooding packets on SDN Controller that attacked SDN
Controller is left with no capacity to reply to the legitimate user (Fig. 2).
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SDN controller

sender switch receiver

Fig. 2 DosS attack [5]

3 Remotely Triggered Blackhole Routing—Proposed Work

In this paper, the RTBH routing protocol has been proposed for SDN Controller with
an aim that all packets from the malicious attacker will be dropped in no time by
maintaining ACL (Access Control List). Both of these mechanisms, RTBH routing
and ACL, can be applied as an edge on the SDN Controller for providing access
to legitimate users. For defeating the DoS attack, SDN Controller can scale up to a
level based on the size of ACL. It depends on how quickly a packet is accessed and
filtered so that it can either be dropped or forwarded (Fig. 3).

RTBH routing algorithm triggers a discard route and maintains an ACL. ACL is
updated from time to time to take care of the scalability issue too. The attacker ID is
checked against an ACL. If the ID is not found in ACL, traffic is routed to discard

ACL
-
SDN Controller
& |---> Q==
= TN
al VW  _— v Sets ACL
_I at each
Ja) — router
D iscard Route]
scar oute
c—%a

,»;%‘?a

Fig. 3 Maintaining ACL and configuring discard route
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SDN Controller

A

= | setsAcL
at each
router

Fig. 4 Redirecting traffic to discard route

the route or else an entry is further checked into the flow table for forwarding the
packet to a legitimate user (Fig. 4).

4 Analysis, Detecting and Quantifying DoS—Results
and Discussion

A complete scenario is simulated on the virtual machine using a Python script.
IP/TCP stack is used and the src—192.168.1.1 and destination 192.168.1.7 are the
valid addresses.

version =4

ihl = None

tos = Bx0

len = None

id =1

flags =

frag =0

ttl = 64

proto = ip

chksum = None

src = 192.168.1.1
dst = 192.168.1.7
\options \

Figure 5 shows the Wireshark packet capture file at normal packet flow.
An attacker with the src—192.168.1.6 tries to flood the route with the packets so
that legitimate user and controller do not connect.
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M riippeap - o *
File Edt View Go Capture Anshyze Ststistics Telephony Wireless Tools  Help

ERRRe==E3TL S aaan

£ -] Bpression.. +

Source Destnation Protocdl  Length Info |
1 2.000000 D-LinkIn_dB:f8:a7 Broadcast ARP 42 who has 192.168.1.27 Tell 192.168.1.1 |
2 1.023457 D-LinkIn_dB:f8:a7  Broadcast anp 42 Who has 192.168.1.47 Tell 192.168.1.1
3 1,637945 192.168.1.1 192.168.1.7 e 58 B8 + 28 [SYN, ACK] Seqe Ack=1 Win=3192 Len=B MSS=1468
6 1.945366 D-LinkIn_dBif8:a7  Broadcast anp 42 Who has 192.168.1.47 Tell 192.168.1.1
7 2.968979 D-LinkIn_dB:fB:a7  Broadcast ane 42 Who has 192.168.1.47 Tell 192.168.1.1
8 3.999899 D-LinkIn_dBifB:a7  Broadcast ane 42 Who has 192.168.1.87 Tell 192.168.1.1
9 5.017069 D-LinkIn_dB:fB:a7  Broadcast ane 42 Who has 192.168.1.87 Tell 192.168.1.1
10 5.938594 D-LinkIn_d8ifB:a7  Brosdcast ane 42 Who has 192.168.1.8? Tell 192.168.1.1

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
» Ethernet II, Src: D-LinkIn_dB:¥8:a7 (74:da:da:dB:f8:a7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

f ff ff f 74 da da dB fB a7 08 86 00 01
84 900 @1 74 da da dE B a7 c@ a8 01 01 t
80 00 00 cO a8 01 02

222
g2z
LR =)

Fig. 5 Packet capture—normal flow

version =4

ihl = None

tos = @xe

len = None

id =1

flags =

frag =0

ttl = 64

proto = ip

chksum = None

s -192.168.1.6
dst =192.168.1.7

\options \

Sent 21394 packets.

Figure 6 shows the Wireshark packet capture file at abrupt packet flow which
identifies the source attacker and reroutes the packets to a configured discarded
route.

5 Conclusion and Future Work

In this paper, we have discussed what a DoS attack is and what aims to consume
network resources and hampers its performance. We highlighted the ways how it
could be detected and analysed. We pointed out that in SDN, the control plane is at
stake in the case of DoS. We mentioned and focused on Black Hole based routing
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B, Tme Source Destriaton Frotecol  Length Info
1 0.000000 D-LinkIn_dB:f8:a7 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.1
2 0.267596 5.9.54.112 TCP 55 54494 = 80 [ACK] Seqe1 Ack=1 Win=66 Len=1
3 0423024 192.168.1.7 (<] 66 B3 + 54434 [ACK] Seqel Acks2 Wins25@ Len=p SLE=] SAE=2
4 1.0824497 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.1
S 1.945060 L ! 187 Broadcast ARP 42 who has 192.168.1.8?7 Tell 192.168.1.1
6 2.962391 192.168.1.1 224.0.0.1 IGMPV3 5@ Membership Query, general
7 2.970022 D-LinkIn_d8:f3:a7 Broadcast ARP 42 Who has 192.168.1.87 Tell 192.168.1.1
& 3.33a579 192.168.1.7 172.217.161.3 TLSvl.2 143 Application Dota
9 3.344824 192.168.1.7 172.217.161.3 TLSv1.2 93 Application Data

Frame 18: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet IT, Src: D-LinkIn_d8:f8:a7 (74:da:da:d8:B:a7), Dst: LiteonTe_dS:7c:91 (58:00:e3:d5:7¢:91)

Fig. 6 Packet captures—DoS (Packets flooding)

which can serve as an edge to protect our SDN from DoS. No doubt, this routing
technique maintains an ACL and there is a serious check on scalability.

For future work, there are many directions to explore to deal with the scalability

issue. Our next set of experiments regarding this is in progress.
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Uddalak Chatterjee, Dipanwita Sadhukhan and Sangram Ray

Abstract Internet of Things (IoT) is heterogeneous in nature and has diverse appli-
cation areas. Smart healthcare (s-health) is one of the most significant applications of
IoT that handles sensitive health-related data, which can be manipulated to cause fatal
safety consequences. Hence, security and privacy must be considered as the most
important factors during the design of wearable s-health. Therefore, it is necessary to
establish a secure communication channel between wearable sensors or devices and
the remote server of the IoT network. In this work, we propose a protocol for authen-
tication and key agreement using ECC (Elliptic Curve Cryptography) to protect the
health-related data in s-health. In this work, trusted sensors take the responsibility of
completing the complex cryptographic operations on behalf of resource-constraint
sensors. The smartphones accelerometers data and the data received from sensors
installed on the body are used to do the trust verification by finding data correlations.
Moreover, through security and performance analysis we have shown that the pro-
posed protocol is secure against all relevant cryptographic attacks and is lightweight
due to the use of ECC.
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1 Introduction

Importance and issues of s-health: 10T integrates physical objects irrespective of
their resource and computing capabilities or type of networks [1] for seamless com-
munication and transmission of data over the Internet. It involves devices with various
sensing, measuring and data capture capability sensors, RFID, etc., to achieve intel-
ligent identification and monitoring. One of such standalone IoT device is smart
wearable devices that have become an essential part of our daily life. These have
a wide area of implementation such as healthcare applications, smart home appli-
cations, sports and fitness tracking applications, etc. Wearable devices like Fitbit,
smartwatches, etc., in health care have become very common in the present life. The
main issues that arise in this context and considered in this paper are — (i) how the
remote server and the resource-constrained sensors are authenticating each other to
be paired; and (ii) how to balance users’ privacy and usability. Moreover, the sen-
sor nodes have very less computing capabilities and constrained resources in the
area of the potential of processing, memory, communication bandwidth, and energy
especially in s-health. Since the sensors are of different resource types in nature, the
same encryption technique cannot be used for all sensors. Hence, security measures
must be pre-embedded. To achieve high-security strength, it is necessary to establish
secure key management among the communicating parties. In general, the symmet-
ric encryption algorithms such as AES are well suited to achieve sound security
of constraint resources with processing capability. However, due to the high com-
munication overhead and huge storage requirements, the symmetric key encryption
techniques are not suitable for this purpose [2]. Asymmetric key cryptography has
also its own demerits like high computation and communication overheads which
are the prime concern for sensors with less resource and computing capability. Other
established security measures also could not be applied due to less resources, low
computing capability, and heterogeneity of sensors implanted or worn in the body in
IoT-based healthcare system. To prevent sensitive health data from malicious activity,
end-to-end (E2E) data protection is crucial.

Our contribution: In this paper, the complex cryptographic operations which need
high computing capability and resources are offloaded from less resourceful sensors
to resource-rich correlated sensor nodes. Thus, we have proposed an enhanced and
lightweight protocol using ECC for s-health in the context of IoT.

Organization of the paper: The structure of the rest of the paper is as follows.
Section 2 highlights the summary of the related works; Sect. 3 describes the assump-
tions and preliminaries for selection; Sect. 4 describes the proposed key establish-
ment protocol; Sect. 5 focuses on the security evaluations of the proposed protocol;
Sect. 6 illustrates performance analysis, and finally Sect. 7 concludes the work with
an overview of future work directions.
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2 Related Work

Authentication and key agreement protocols are mainly motivated to design for estab-
lishing a secure key between the communicating entities for secure data transfer as
well as to achieve the primitive security objectives such as protection of users privacy
or confidentiality of the users credentials that are transmitted over the network; main-
tain the integrity of the transferred message as well as providing required services to
be availed by the legitimate user.

Many different security measures for providing security in IoT devices and other
remote servers, in the network have been proposed and implemented to achieve
secure authentication between endpoints of the network. Among them, many have
proposed public-key cryptography, but could not become successful due to signifi-
cant computational and processing overheads. Therefore, researchers are aiming to
reduce overheads which occur during key agreement and authentication handshake.
In the case of resource-constraint sensors, the use of public-key cryptography in
such a scenario will increase the overhead since the resources are limited. In [3], the
authors have implemented an authentication scheme which is a two-way scheme for
the IoT using PKI. X.509 certificates and RSA public keys with DTLS handshake
are being used in this approach, which is not suitable as it generates a high amount of
network traffic. Other existing protocols using compression of IPV6 header, exten-
sion headers, and UDP (User Datagram Protocol) header have been proposed which
is standard in 6LoWPAN. To authenticate header and encapsulating security, 6LoW-
PAN compressions have been presented by the authors in [1] for [Psec payload header.
In another interesting approach, the authors in [4] proposed a solution based on the
proxy to move the heavy cryptographic operations from a less resourceful device to
resource-rich sensor nodes. Although the authors [1] assumed the assisting nodes
to be trustworthy, the authors have not described any trust determination technique.
Moreover, in the scheme [1] the re-keying processes of compromised proxies are
not described, which behaves irrationally or does not perform their assigned task.
(n, k) threshold scheme and polynomial interpolation by Lagrange for reconstitut-
ing the sender’s Diffie—-Hellman’s public key are considered in these protocols [1,
4] where reconstructing sender’s DH public-key k polynomial shares are sufficient.
However, the potential threat of revealing the secret key could not be avoided as
they [1, 4] have overlooked the threat of revealing these secret keys through crypt-
analysis although the shared symmetric keys are considered secure from brute force
attacks. The requirement of IoT-based application is to have a secure end-to-end
connection between devices. Both the remote server and resource-constrained sen-
sor require having a secure E2E communication link between them that means both
ends first need to authenticate each other and securely establish a secret session key
to encrypt the transmitted data. In this regard in [2] Diffie-Hellman (DH) security
protocol is used in their proposed key agreement and distribution protocol. The secu-
rity of this key scheme lies in the difficulty of computing discrete algorithms that is
very hard to break and also achieves the perfect forward secrecy property. DH key
establishment protocol requires both ends to agree first on the appropriate prime (p)
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and generator (g) numbers. If remote server A wants to communicate with a highly
resource-constrained sensor, an E2E key distribution protocol is needed to establish
a secure channel between them for further communications. In accordance with this
paper [2] the public keys for node B will be generated in server side and eventually the
session key will be generated using the DH algorithm. In this research, an enhanced
version of the protocol developed in [2] with the same network model explained in
[2] is proposed with much lesser communication and computation overheads. The
proposed scheme also reduced the existing limitations of the previous protocol [2].

3 Preliminaries

The essential preliminaries for the proposed protocol are discussed as follows:
A. Finding correlation and selection of assisting sensor nodes

The sensor nodes have a triaxial accelerometer which is the same as the smartphone
to compare data directly for correlation. Accelerometers detect force acting in the
opposite direction to the displacement vector. The magnitude of these three axes of
accelerometers is used for data correlation. We can get the rate of change of speed over
time for a particular sensor. We can find how two signals correlate in the frequency
domain by finding coherence, which is the cross-spectral density of each individual
signal [2]. After the correlation is found, the selection of assisting trusted sensors in
the proximity of the resource-constraint sensor node is done by finding whether they
are installed on the body or not. If any of the sensor nodes data is not correlated with
the gateway nodes accelerometer’s data, then it implies that the sensor is not trusted
and therefore could not be assigned any task related to key agreement mechanism.

B. Network Model

The network model for the s-health system consists of different sensors with dif-
ferent resource limitations. They are accompanied by triaxial accelerometers which
are wearable or implanted on the body of a person and a smartphone working as a
gateway. The implanted or wearable sensors are highly resource constraint, there-
fore they are unable to perform cryptographic operations. Some sensors which are
less resource-constraint are able to do heavy cryptographic computations for the
key agreement protocol. Others are the devices or sensors with no constraint on
resources like remote servers. Now if the remote server wants to communicate with
a highly resource-constraint sensor then an E2E key distribution protocol is essen-
tial to establish a secure channel for further communications. In this regard, the
resource-constraint sensor offloads its heavy computational task to the neighboring
trusted sensors which are installed on the body and are correlated.

C. Elliptic Curve Cryptography (ECC)

The elliptic curve cryptosystem [5, 6] was initially proposed by Koblitz [7] and then
Miller [8] in 1985 to design public-key cryptosystem and presently, it becomes an
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integral part of the modern cryptography. Let E/F,, denotes an elliptic curve E over
a prime finite field F,, can be defined by the following equation:

Y2 =x3+ax +b, (D

where a, b € F,, and the discriminate D such that, D = 4a° + 27b* # 0.
The points on E/F ), together with an extra point O called the point at infinity used
for additive identity form an additive group A as

A={(x,y):x,y € Fp, E(x,y) = 0}u{0} (@)

Let the order of A be n, which is very large and it can be defined as n x G mod ¢
= O, where G is the generator of A.
The A be a cyclic additive group under the point addition “+” defined as follows:

P+0=P
where P € A. The scalar point multiplication over A can be defined as
tP=P+ P+...P(ttimes) 3)

The hardness of ECC depends on solving the computational problems of ECC
such as ECDLP in polynomial time.

4 Proposed Authentication and Key Agreement Protocol

In our approach, if a remote server R; wants to communicate with resource-constraint
node the gateway reports the IDs of neighboring assisting nodes installed on the body
by the data correlation process [2]. The sensor is said to be compromised when the
neighboring sensor accelerometer’s data and gateway accelerometer’s data fails to
correlate. The asymmetric key agreement involves heavy cryptographic computa-
tions. Since the node R, is resource constraint it distributes the heavy tasks to its
neighboring trusted sensors installed on the body for assistance. In our proposed
protocol for key agreement and distribution, ECC-based Diffie—-Hellman (ECDH)
protocol is used since ECC based scheme is much lighter and secure than the DH
method [9-12, 15-19]. The proposed key agreement protocol is designed considering
the following initial assumptions (Table 1).



