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Foreword

Cloud computing has become a pivotal part of business and our world. Azure, the
world’s computer, is at the forefront of delivering cloud computing at the scale the world
needs. Azure SQL has been part of Microsoft’s cloud lineup since the beginning. From
SQL Services to SQL Azure to the powerful lineup of Azure SQL cloud services, databases
have always been a core part of Azure.

In this book, Bob Ward, an architect on my team who for 27 years has been an
integral part of the SQL Server story for Microsoft, leads you on a journey to learn Azure
SQL starting with the compelling history of Azure and Azure SQL. Then he describes in
detail the Azure SQL lineup, including SQL Server for Azure Virtual Machine, Azure SQL
Managed Instance, and Azure SQL Database. A complete chapter is available for you to
understand the details of using SQL Server in Azure Virtual Machine.

The heart of the book gives you what you need to deploy and configure Azure SQL
to meet your requirements. You will then learn how to secure your data, maintain
performance, and achieve high availability with your Azure SQL investments. I love how
Bob compares and contrasts our SQL Server product you know so well to Azure SQL
deployment options. But you will also learn the innovation of Azure SQL that can truly
provide your business new value, including built-in High Availability, Automatic Tuning,
Advanced Threat Protection, Serverless computing, and Hyperscale databases.

With 60+ Azure cloud regions around the world and more coming every quarter,
Azure is everywhere you need it with scale, compliance, and resiliency for even the
most demanding applications. Azure SQL services are a core element of our strategy to
provide databases at scale. I believe this book will give you the knowledge you need to
translate your skills with SQL Server to maximize the capabilities of the Azure SQL data
platform and meet the needs of your migrations or new database applications.

—Scott Guthrie, Executive Vice President, Microsoft, Cloud and Al
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Introduction

In November of 2019, I had just released my second book on SQL Server called SQL
Server 2019 Revealed (my first book was Pro SQL Server on Linux which was released in
2018). It was only one week after we had also just launched the SQL Server 2019 release.
I had also delivered some eight sessions at the recent PASS Summit conference in
Seattle. Therefore, near the end of calendar 2019, I wanted to reflect back on what was
successful but also look toward the future.

I found myself sitting in a room with my manager Asad Khan reviewing the work I
had done over the last year and what might be the next focus for me (that is how we will
roll at Microsoft; yes, we were celebrating the release of SQL Server 2019, but we are
always looking at what is our next big thing). We agreed that for at least the foreseeable
future I needed to focus on delivering the message of SQL Server 2019, Containers,
Linux, and Kubernetes to customers and our internal teams.

I then asked a very dangerous question: “What about Azure?” Asad owns the
program management for SQL Server and Azure SQL. He paused for a few seconds
and then asked me, “Bob, what do you mean? Do you mean you want to get involved
in Azure?” I had been thinking about this for some time. Back in the fall of 2019, I did
a roadshow with Buck Woody and Anna Hoffman called “Ground to Cloud” (see the
workshop for yourself at https://github.com/microsoft/sqlworkshops/tree/master/
SQLGroundToCloud). During the roadshow, I was also thinking ahead despite the fact
that I was still finishing the SQL Server 2019 Revealed book and part of our overall launch
work for SQL Server 2019. So I told Asad, “I think one thing I can help with the cloud is
to do an assessment of Azure SQL from the perspective of a SQL Server expert” Why not
take my 27+ years of experience on SQL Server and see how it lines up with the cloud?
Asad in his usual calm demeanor said that he thought this would be an excellent idea,
but I think he was privately excited to see my involvement.

Roll forward to early January of 2020. I had spent time over the holiday break in
December of 2019 talking to my wife Ginger and my sons Troy and Ryan. “Should I go
for a third book?” Ginger replied with her usual wry smile “Why not? Don’t you have
a hang for this book writing thing now?” I thought it over for a bit and then decided to
dive in. After all, 2020 marks the tenth anniversary of Azure and Azure SQL. I thought
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this introduction would include all the places I travelled while writing this book, as I
had with my previous two books. However, there was a historic worldwide event you
may have heard of called COVID-19 which disrupted not only my travel but has also
affected so many people. I grieve and pay respects to all of those reading this book for
themselves and any of their loved ones affected. The time not travelling did allow for me
to have more focus to write this book, so I hope you like the final result. All of this book
was written in my home office in North Richland Hills, Texas, but I was connected to the
world throughout the writing.

This book is the culmination of work for an assessment of Azure SQL from the
perspective of SQL Server. However, even if you don’t know SQL Server, I believe you
will gain much knowledge to learn Azure SQL. The book has many examples embedded
into the text you can use, but you can also download code examples from my GitHub
repository at https://github.com/Microsoft/bobsql.

The book starts out with a history of Azure and Azure SQL. I think understanding
the history of something can help you gain knowledge of current capabilities and what is
possible. I had fun writing the first chapter as it involved some fairly intensive research
and interviews with some names you will find familiar.

I then will take time to explain what Azure SQL means. This is a great chapter to get
started so you understand what is possible with Azure SQL cloud services, including the
Azure ecosystem. This chapter will also help guide your decisions as you choose which
Azure SQL option best fits your requirements. I recommend anyone reading this book to
review this chapter.

One of the choices for Azure SQL is Azure Virtual Machine. Since the experience
of Azure Virtual Machine (VM) inside the guest OS is very much like SQL Server on-
premises, I chose to dedicate a single chapter to the subject instead of including Azure
VM in the rest of the book. This chapter is great though if Azure VM is your target as I talk
about deployment, networking, storage, and performance. The rest of the book covers
Azure SQL Managed Instance and Azure SQL Database as Azure SQL.

One of the first things you do with SQL Server is install the software and configure
it. Therefore, that is where your Azure SQL journey begins: learning the details and
options to deploy and configure Azure SQL. I think you will find this is a fairly thorough
discussion of the topic, because in some cases, making the right decisions during
deployment will save you time and money. Even if you are familiar with the basics
of deploying Azure, I recommend you review these chapters. You might find some
interesting details you didn’t know about.
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The heart of the book then takes you on a journey to learn the core of Azure SQL,
which are security, performance, and availability. Every customer I've talked to that
has mastered SQL Server knows these three areas, and they represent the core of the
SQL Server engine. Therefore, when you read these chapters, you will understand the
capabilities and tasks of Azure SQL compared to SQL Server. These chapters are the
largest in the book and contain the most examples.

You will finish the book learning “What else.” There are some topics like Job
Management that don’t fit into security, performance, and availability, so you will round
off your knowledge in the second to last chapter. One of the goals of this book is to get
the SQL Server professional comfortable with Azure SQL. However, I want readers to
end their journey with the book in the last chapter to see what is possible beyond the
fundamentals because you are now in the world’s computer, Azure.

This book is intended to help you get to Azure SQL, stay on Azure SQL, and use
Azure SQL to its maximum potential. So gear up and start learning. Welcome to the
world’s database: Azure SQL.

Bob Ward
North Richland Hills, Texas



CHAPTER 1

SQL Server Rises
to the Clouds

In late 2005, Microsoft as a company was humming (I'm a little biased here) in the
enterprise space and so was the SQL Server product. In October of 2005, we were close
to releasing SQL Server 2005 (code name Yukon) which was unfortunately 5 years in
the making (that is a story for another book; just ask Paul Randal). I was in Microsoft
Support in those days, and despite the delay in getting SQL Server 2005 to market, I
was very proud of the release. Windows, Windows Server, Office, and Xbox 360 were all
popular products from Microsoft.

In October of 2005, an architect new to Microsoft named Ray Ozzie sent an internal
email to several executives at Microsoft (which eventually was sent to all employees
including a 12-year veteran named Bob Ward) called The Internet Services Disruption
(the email leaked to the Web fairly quickly which you can read at www.cnet.com/news/
ozzie-memo-internet-services-disruption/).Iremember hearing about the email
leak and some of its contents as an employee but didn’t pay much attention. Wasn'’t the
Internet just for email and web browsing? In that email, Ray Ozzie painted a picture of
Microsoft becoming a cloud provider vs. just a “traditional software company.” Microsoft
only really had a few “Internet services” offerings at the time which included the
legendary Hotmail email service (which had existed since 1997), the Bing Search Service,
and Xbox Live. The email from Ray Ozzie painted a picture for something far bigger.

One of the key statements from this email was “..All Business Groups have been
asked to develop their plans to embrace this mission and create new service offerings
that deliver value to customers and utilize the platform capabilities that we have today
and are building for the future.” Little did I know how much behind-the-scenes work
would kick in within the SQL Server team to develop plans for this statement.

© Bob Ward 2021
B. Ward, Azure SQL Revealed, https://doi.org/10.1007/978-1-4842-5931-3_1
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Ray Ozzie became the Chief Software Architect of Microsoft in the summer of 2006
(taking the role held by Bill Gates), and this email would set the stage for what would
become known as Azure. SQL Server was destined to become a huge part of it.

CloudDB

In early 2006, Paul Flessner, Vice President of the Data Storage and Platform division of
Microsoft, decided to step down as the leader of SQL Server and turn over the reins to
Ted Kummert. When Ted took over to lead SQL Server, a project was already underway
to look at cloud services led by Technical Fellow Peter Spiro, who was a chief architect
for several SQL Server releases, including SQL Servers 7.0, 2000, and 2005. Peter formed
a team which included several engineers. Among them were two architects still at
Microsoft today: Ajay Kalhan and Tomas Talius. The team embarked on a project to build
a cloud-based service to host databases. They called it CloudDB. As Ted tells it, “We
needed to build a cloud version of SQL. Our goal was to build a serverless or Platform as a
Service (PaaS) SQL. A customer wouldn’t worry about a server or VM, just a database.”
In order to build a cloud-based database service, the team needed to build out a
robust design to support the concept of hosting multiple customers or “databases”
isolated from each other using shared resources. This concept is called multi-tenant.

Note The term tenant can mean many things in the cloud. For CloudDB, in the
beginning, a tenant referred to a database owned by a customer. You will see
throughout this book the word tenant, but I'll be clear about the scope of what |
mean when using the term.

According to Ajay Kalhan, from the beginning the CloudDB team started working
out designs to incorporate concepts such as failure detection, logical master (think
of a “metadata” master, not physical), load balancing, and deployment. Early designs
even looked at the idea of a “key-value store” instead of traditional relational database
concepts. Not long after the team was building out the design for CloudDB, Ted assigned
David Campbell to also work on the project and lead the team toward a true mission of
“SQL Server in the Cloud.”
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The team believe it needed an internal customer to help dogfood the project and
prove they could host customers. That internal customer would become a public-facing
cloud service called Exchange Hosted Archive (EHA) (an email archive solution in the
cloud predating Office 365). For this internal customer, early designs to support multi-
tenants (which in this case even though there was one internal customer, that customer
serviced the needs of multiple customers) used a concept called silos where a SQL
Server could host multiple databases, but tenants were partitioned within the database
itself. EHA became one of the first Software as a Service (SaaS) services at Microsoft
to use our cloud-based database service. Think of SaaS as purchasing software on a
subscription basis and using the software from a hosted solution, like in Azure. You just
focus on using an application hosted somewhere other than your computers. Since SQL
Server hosted the back-end databases, the team forked the codebase of SQL Server 2005
to use for the service.

While the CloudDB team was working on their project with a goal to support EHA
and other customers, another team at Microsoft was chartered by Ray Ozzie to look at
how to host compute services in the cloud.

The Red Dog

In 2006, Ray Ozzie enlisted Microsoft veteran Amitabh Srivastava to lead a “Cloud
OS” project in the attempt to move forward the “Internet services disruption” he

had talked about a year ago. One of the first actions Amitabh took was to bring out of
retirement Dave Cutler, the “father” of DEC VMS and Windows NT operating systems.
As part of their initial project work, Srivastava and Cutler visited groups at Microsoft
that were providing “cloud services,” including Xbox Live, Hotmail, and Bing. On one
of the trips to visit Hotmail in San Jose, California, the team drove by a club called the
Pink Poodle. It was Dave Cutler who famously said, “Maybe we should name

our project the Pink Poodle?” The project team all agreed that would not go

over well so named the project instead “Red Dog.” The name stuck (you can read
more about the great history of the beginning of Red Dog at www.wired.com/2008/11/
ff-ozzie/?currentPage=7 and www.zdnet.com/article/how-the-red-dog-dream-
team-built-a-cloud-os-from-scratch/).
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From the beginning, the Red Dog team did things differently at Microsoft to build
the “Cloud OS.” They built their own “data center” in the heart of the Microsoft campus,
even taking reserve power from neighboring buildings. Their goals were ambitious and
still resonate today. Their main overall goal was to build a cloud service for developers
to build scalable web applications. They also had a massive theme from the beginning:
reliability. As Dave Cutler said back in 2008, “One of the things you did not ask is why
aren’t we saying more about Azure and in the process filling the marketplace with
sterling promises for the future? The answer to this is simply that the RD group is very
conservative, and we are not anywhere close to being done. We believe that cloud
computing will be very important to Microsoft’s future and we certainly don’t want to
do anything that would compromise the future of the product. We are hypersensitive
about losing people’s data. We are hypersensitive about the OS or hypervisor crashing
and having properties experience service outages. So, we are taking each step slowly and
attempting to have features 100% operational and solidly debugged before talking about
them. The opposite is what Microsoft has been criticized for in the past and the RD dogs
hopefully have learned a new trick”

The RedDog and CloudDB teams were marching together as separate projects
(ironically on the same campus only buildings apart) to support cloud services for web
applications and hosted databases in the cloud. These projects were on a path to come
together in 2007 and 2008 for a launch of a unified cloud service.

The Azure Services Platform

In October of 2008 at the Microsoft Professional Developers Conference (PDC) in Los
Angeles, California, Ray Ozzie announced Windows Azure. The PDC was the pre-cursor
to today’s Microsoft //Build conference (https://en.wikipedia.org/wiki/Build_
(developer conference). PDC was a huge event for Microsoft for developers.

Windows Azure was launched as part of the Azure Services Platform. Figure 1-1
shows a snapshot of the Azure Services Platform offerings.
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Figure 1-1. The Azure Services Platform in 2008

The Red Dog team had been cranking away since 2006 with the goal of releasing a
cloud service for developers. Ray Ozzie called Windows Azure a “new Windows offering
at the web tier of computing” (watch the video for yourself at www. zdnet.com/article/
ray-ozzie-announces-windows-azure/). He also called Azure “Windows in the cloud.”
Microsoft now would offer customers Windows on your laptop (at that time, it was
Windows Vista), servers for your enterprise (Windows Server), and Windows in the
cloud (Azure).

Note | sought out many folks at Microsoft on why our cloud service was named
Azure. As Buck Woody, who is my colleague now but worked on Azure in the early
days, tells the story, “Azure means clear blue sky with no clouds. The name just
seemed right without using the word cloud in our name.”

Like the goal of the CloudDB project, when Windows Azure first released, the
goal was all about scalability and availability targeting web applications in the form
of a Platform as a Service (PaaS). Think of Paa$ as purchasing a platform to host your
application or database based on a subscription where the platform is managed by a
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provider, like Azure. With PaaS, you are typically abstracted from a host computer or
virtual machine. Therefore, Cloud Services was the first service in Windows Azure. This
type of service was known internally as PaaS V1.

Note Cloud services is still offered today in Azure. You can read more about cloud
services at https://azure.microsoft.com/en-us/services/cloud-
services/. A new service for web applications has become popular today

called Azure App Service which you can read more about at https://azure.
microsoft.com/en-us/services/app-service/.

Even though a cloud service application ran in one or more Virtual Machines, the
idea was to support easy-to-scale web applications in the cloud where developers didn’t
focus on the details of the virtual machine but more on the application. Developers
at this time for Windows were used to the Internet Information Server (IIS) feature of
Windows Server. While developers didn’t have to worry as much about deploying and
configuring IIS, they typically had to have an administrator within their organization.
While developers had some access to the Virtual Machine native OS environment for
cloud services, that access was limited. It would be a few years later that Microsoft
would introduce the concept of Infrastructure as a Service (IaaS) through Azure Virtual
Machine. Think of [aa$ as purchasing an infrastructure to host your virtual machine
based on a subscription. You worry about the guest VM and the provider manages the
host, hardware, networking, and storage.

One of the other promises of PaaS and cloud services is to create an easy-to-use
concept of application deployment, configuration, and updates. Furthermore, providing
capabilities for scalability, built-in high availability, and load balancing made the
concept of cloud services extremely appealing to web developers. These same concepts
you will see are a part of the appeal as well for Azure SQL and databases.

In order to host PaaS cloud services, an underlying hosting system had to be built.
The Windows Azure team took the designs from the RedDog project to build this hosting
system to support deployment, networking, high availability, scale, and security, as
cloud services abstracted all these details from the developer. This software hosting
system was known as the Windows Fabric. Providing the underlying hosting system for
services consumed by users is the power of the cloud. I found this interesting slide from
a talk at the PDC 2008 conference that talks about all the details required for someone to
run their own fabric in a data center as seen in Figure 1-2.
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Deploying A Service Manually
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Figure 1-2. Building your own fabric in a data center

This slide speaks volumes for what a fabric must support for cloud services at scale.
A highly available fabric controller (FC) is key to the system. The FC maintains a graph
of the inventory of what it manages: computer, Virtual Machines, load balancers, and
switches with edges being objects like network cables. One key to the fabric system is
the use of a declarative model so the FC takes what you declare and implements it. Very
early on, the Windows Fabric in Azure had concepts of high availability such as fault and
update domains (I'll describe the importance of these in Chapters 2 and 3 of the book).
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Tip The slide from Figure 1-2 comes from an excellent presentation from the
PDC 2008 event which talks about Windows Fabric and the hosting environment of
the original Windows Azure service. You can watch this presentation at https://
channel9.msdn.com/blogs/pdc2008/es19. Another good resource | found on
some basics of hosting and Windows Fabric comes from an interview with Azure
CTO Mark Russinovich at https://searchcloudcomputing.techtarget.
com/blog/The-Troposphere/How-Azure-actually-works-courtesy-
of-Mark-Russinovich.

Windows Fabric is today known as Service Fabric. The usage of service fabric is
also exposed to applications to host their own services in a Service Fabric cluster. You
can read more about Azure Service Fabric at https://azure.microsoft.com/en-us/
services/service-fabric/.

Note As you read more about service fabric in this chapter in the book, you

will likely see some similarity to another fabric system called Kubernetes. If you
want to read more about differences between these two systems, this blog post

is a good place to start: https://techcommunity.microsoft.com/t5/
azure-developer-community-blog/service-fabric-and-kubernetes-
community-comparison-part-1-8211/ba-p/337421.

To round out the set of Azure Services, Microsoft announced the data platform or
SQL Services, thus beginning the first public announcement of the journey that would
become Azure SQL.

The Road to SQL Azure

A big part of the announcement for Windows Azure at PDC in 2008 involved data. Since
the CloudDB project in 2006, Peter Spiro, David, Campbell, Ajay Kalhan, Tomas Talius,
and the rest of the team had built out a set of cloud services for SQL Server to now host
multi-tenant databases (or multiple customers in a shared set of SQL Servers).
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