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Preface

This monograph is based on the doctoral thesis “Global Anti-Money Laun-
dering Regimes and their Compatibility with Human and Civil Rights in
the US and EU: A Comparative Study” submitted in the winter semester
2017/2018 to complete requirements for a doctoral degree in International
Law at the Interregional Academy of Personnel Management in Kyiv,Ukraine.
The thesis was successfully defended on 6 March 2018 before the Specialized
Academic Board of the Interregional Academy of Personnel Management in
Kyiv. It has been revised and updated for this publication.

This work analyses the objectives, the development and the effectiveness
of global Anti-Money Laundering (AML) regulations in order to assess their
compatibility with international human and civil rights. AML legislation
was initially aimed at preventing financial institutions from being misused
by money launderers. After the 9/11 terrorist attacks on the World Trade
Center in New York, international AML regulations were expanded to include
Counter-Terrorism Financing (CTF), resulting in the passage of the USA
Patriot Act 2001 and the tightening of the Bank Secrecy Act 1970 in the US;
the promulgation of the Proceeds of Crime Act 2002 in the UK; and the
fourth Anti-Money Laundering Directive in the EU, respectively. These laws
have added tax evasion to the list of money laundering offences. Nevertheless,
the lack of regulatory and legislative harmonisation among the EU Member
States, the US and other Financial Action Task Force (FATF) members with
respect to tax evasion as a predicate offence remains a central enforcement
problem.

Although the rationale behind AML legislation has been to move from
a punitive to a preventive system of enforcement, based on the FATF’s rec-
ommendations, it has resulted in a “catch-all” approach that places ordinary
citizens under a general blanket of suspicion. In an effort to avoid legal
liability and the excessive sanctions imposed by AML/CTF legislation for
non-compliance, banks have developed a new de-risking policy that have
largely led to the suspension of banking secrecy laws and made financial
institutions de facto an extended arm of law enforcement authorities.

The implementation of these compliance policies by financial institutions
have led to denying entire groups of people access to basic financial services,
including denying many people with migrant backgrounds access to bank
accounts, in effect forcing them to use alternative systems of money transfer
like hawala that are opaque and unaccountable and thus perfectly suited for
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terrorist financing. As a result, the stated objectives of AML/CTF legislation,
such as greater transparency in financial transactions, are de facto undermined
by the way the EU is implementing these goals.

Thus an unintended result of the implementation of the AML/CTF legal
framework is the methodical and systematic discrimination against entire
population groups, which infringes upon Article 14 of the European Conven-
tion on Human Rights (ECHR) and Article 21 of the Charter of Fundamental
Rights of the European Union. Although Article 14 is an accessory equality
right that can only be claimed in connection with the infringement of an-
other freedom right, viz. Article 8, it would seem to apply to non-nationals
living in the European Union since the protection of the right to private and
family life applies to foreigners that reside in the Member States in accordance
with Article 8 ECHR.

This monograph also analyses the connection between money laundering
and corruption. Corruption is a major problem in both developing and
highly developed industrialised countries, as it undermines the fair competi-
tion and the rule of law. Political elites in countries like Nigeria, Equatorial
Guinea and Venezuela have often used their country’s abundant natural
resources to enrich themselves and their cronies at the public’s expense re-
sulting in a culture of corruption and creating economic inefficiencies that
undermine free and fair economic competition. In such situations, influence
and votes are subject to the highest bidder and can be bought and sold like
commodities. Public funds are often misappropriated to gain loyalty through
bribes. The presence of oil reserves and the financial resources resulting
from them offer abundant opportunities for corruption and bribery, putting
the brakes on democratic reforms and economic development. By contrast,
countries that are less corrupt have substantially more efficient governments.
Thus, reducing corruption is the single most important factor in improving
government and public service efficiency.

Frankfurt am Main, April 2019 Michele Sciurba
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1. Introduction

1.1 Global Anti-Money Laundering Regimes & Human and Civil Rights:
State Control without Proportionate Safeguards

This monograph deals with the progressive derogation of civil and human
rights in the fight against money laundering, terrorist financing and tax eva-
sion. The marriage of Anti-Money Laundering (AML) and Counter-Terrorism
Financing (CTF) legislation has systematically expanded the scope of the au-
thorities’ rights of enforcement and compliance such that ordinary citizens
are now placed under a general blanket of suspicion without any initial rea-
sonable grounds. This work assesses whether AML/CTF legislation is actually
effective in its stated aim of preventing the financing of organised crime
and terrorism. There is currently no comparative analysis in the academic
literature of international AML regimes. In addition, there is surprisingly
little research into whether these regimes violate national or international
civil and human rights and freedoms. This monograph proposes ways and
mechanisms to effectively address money laundering while maintaining fun-
damental human rights. It also addresses the symbiotic relationship between
money laundering and political corruption based on a current analysis of the
fundamental characteristics and types of AML regimes in the United States
(US), the European Union (EU), Latin America, Africa and Southeast Asia.

During the Prohibition Era in the US in the 1920s, large-scale organised
crime had to find ways to reintegrate revenues derived from the illegal traf-
ficking of alcohol into the US financial system. This was the birth of modern
money laundering. At the time, the primary objective of the AML regimes
was to combat organised crime. Over the past three decades, the scope of
money laundering and predicate offences for money laundering has increased
significantly. After 9/11, the US initiated a fundamental and global change of
AML policies under the banner of fighting a “war on terror”. This resulted
in the marriage between AML and CTF legislation, leading to new policies
governing security and pre-emptive surveillance such that vast amounts of
personal data have been gathered and the activities of ordinary citizens are
constantly monitored without initial legal grounds for suspecting they are
engaged in illegal activities.1 AML/CTF legislation allows public authorities

1 V Mitsilegas,‘Surveillance and Digital Privacy in the Transatlantic War on Terror: The
Case for a Global Privacy Regime’ (2016) 47 Colum Hum Rts L Rev1, 3.


