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PREFACE

n the five plus years since the first edition of this book was published, information gover-

nance (IG) has matured as a discipline, and business executives and managers at leading

enterprises now see IG programs as increasingly valuable. A combination of factors have
created an imperative for IG programs: new, tightened regulations; the continuing deluge
of Big Data; and the realization that new value can be gained from information stores
using analytics have all combined to raise the profile of IG programs across the globe.

In particular, new privacy legislation, including the EU General Data Protection
Regulation and the California Consumer Privacy Act, helped foster a newfound aware-
ness of data protection issues, and organizations worldwide scrambled to inventory
and gain insight into their information stores. This is often a first step in IG programs,
and so the realization of IG as a needed and valued undertaking set in. Enterprises
began to see IG not only as a cost center and risk reduction activity, but also as one that
can add value to the enterprise, in some cases even monetizing information.

This book clarifies and codifies what IG is—and what it is not—and how to
launch, control, and manage IG programs. Based on exhaustive research, and with the
contributions of a number of industry pioneers and experts, this book lays out IG as a
complete discipline, fully updated, including an expanded section on information pri-
vacy and new material on managing emerging technologies.

IG is a “super-discipline” of sorts in that it includes components of privacy,
cybersecurity, infonomics, law and e-discovery, records management, compliance,
risk management, information technology (I'T), business operations, and more. This
unique blend calls for a new breed of information professional who is competent across
these complex disciplines. Training and education are key to IG program success, and
this book provides the fundamentals as well as advanced concepts to enable organiza-
tions to train a new generation of IG professionals. The book is being used to guide IG
programs at major corporations, as well as to educate graduate students in information
science, computer science, law, and business.

Practitioners in the component areas of IG will find the book useful in expanding
their knowledge and helping them understand the linkages between the various facets
of IG. And how breaking down existing siloed approaches and leveraging information
as an asset across the enterprise is critical to gaining the full benefits of IG programs.

The book strives to offer clear and concise IG concepts, actionable strategies,
and proven best practices in an understandable and digestible way; a concerted effort
was made to simplify language and offer examples. There are summaries of key points
throughout the book and at the end of each chapter to help the reader retain key
points. The text is organized into five parts: (1) IG Concepts, Definitions, and Prin-
ciples; (2) IG Risk Assessment and Strategic Planning; (3) IG Key Impact Areas; (4)
IG for Information Delivery Platforms, including a new section on emerging technol-
ogies; and (5) Long-Term Program Issues.

No other book offers comprehensive coverage of the complex and challenging field
of IG with such clarity. Use the insights and advice contained in these pages and your IG
program will have lower risks and costs, and produce better and more measurable results.

Robert Smallwood

XVii
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| The Information
Governance
Imperative

and compliance capabilities while leveraging information as an asset to maximize

their value. Active IG programs are the hallmark of well-managed organizations,
and increasingly IG has become an imperative, especially for global enterprises.

A “perfect storm” of compliance pressures, cybersecurity concerns, Big Data vol-
umes, and the increasing recognition that information itself has value have contributed
to a substantial increase in the number of organizations implementing IG programs.

Most significantly, the European Union (EU) General Data Protection Regula-
tion (GDPR), which went into effect May 25, 2018, left companies across the globe
scrambling to gain control over the consumer data they had housed. The GDPR leg-
islation applies to all citizens in the EU and the European Economic Area (EEA),
regardless of where they reside, and also visitors and temporary residents of the EU. So
any global enterprise doing business with EU/EEA citizens—or even visitors—must
comply with the legislation or face a major fine. The primary goal of GDPR is to give
citizens control over their personal data.

Brought about in part because of GDPR compliance concerns, membership in the
International Association of Privacy Professionals (IAPP) grew from around 25,000
members in 2017 to over 40,000 members in 2018, and it continues to grow.

A first step in the GDPR compliance process is to conduct an inventory of an enter-
prise’s information assets to create a data map showing where all incidences of data are
housed. This is commonly the first major implementation step in IG programs, so the
IG discipline and support for IG programs made substantial strides in 2018 with the
lead-up to GDPR going into effect. Then California passed its California Consumer
Privacy Act (CCPA), which borrowed many concepts from GDPR and required that
any company (of a certain size) handling the personally identifiable information (PII)
of California residents (in specified volumes) comply by January 1, 2020. Suddenly
US-based companies could no longer ignore privacy regulations, and the momentum
for IG programs that could manage privacy compliance requirements accelerated.

During this same time frame, data breaches and ransomware attacks became
more prevalent and damaging, and organizations adopted IG programs to reduce the
likelihood of cyberattacks, and their impact. IG programs implement effective risk
reduction countermeasures.

Effective information governance (IG) programs improve operational efficiency
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A first step in the GDPR compliance process is to conduct an inventory of an
enterprise’s information assets to create a data map.

Added to that has been the continued massive increase on overall data volumes
that organizations must manage, which results in managing a lot of unknown “dark
data,” which lacks metadata and has not been classified. Organizations also retain large
volumes of redundant, outdated, and trivial (ROT) information that needs to be iden-
tified and disposed of. Cleaning up the ROT that organizations manage reduces their
overall storage footprint and costs, and makes information easier to fine, leading to
improved productivity for knowledge workers.

IG programs are also about optimizing and finding new value in information. The
concept of managing and monetizing information is core to the emerging field of info-
nomics, which is the discipline that assigns “economic significance” to information
and provides a framework to manage, measure, and monetize information.! Gartner’s
former analyst Doug Laney published a groundbreaking book in 2018, Infonomics,
which delineates infonomics principles in great detail, providing many examples of
ways organizations have harvested new value by finding ways to monetize information
or leverage its value.

Infonomics is the discipline that assigns “economic significance” to information
and provides a framework to manage, measure, and monetize information.

Early Development of IG

IG has its roots in the United Kingdom’s healthcare system. Across the pond, the
government-funded National Health Service (NHS) has focused on IG to ensure data
quality and protect patient data since 2002. Although IG was mentioned in journals
and scholarly articles decades ago, the UK is arguably the home of healthcare IG,
and perhaps the IG discipline.? Could this be the reason the UK leads the world in
healthcare quality? Certainly, it must be a major contributing factor.

The United States has the most expensive healthcare in the world, the most
sophisticated equipment, the most advanced medicines, the best-trained doctors—yet
in a recent study of healthcare quality, the United States came in dead last out of 11
civilized nations.* The UK, Switzerland, and Sweden topped the list.

The U.S. healthcare problem is not due to poor training, inferior equipment,
inferior medicines, or lack of financial resources. No, the problem is likely primarily #
failure to get the right information to the right people at the right time; that is, caregivers must
have accurate, current clinical information to do their jobs properly. These are IG issues.

Since 2002 each UK healthcare organization has been tasked with completing the
IG "Toolkit, managed by NHS Digital for the UK Department of Health. Although
the IG Toolkit has evolved over the years, its core has remained constant. However, in
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April 2018 it was replaced with a new tool, the Data Security and Protection Toolkit,
based around 10 National Data Security Standards that have been formulated by the
UK’s National Data Guardian.*

Big Data Impact

According to the research group Gartner, Inc., Big Data is defined as “. . . high-volume,
high-velocity and high-variety information assets that demand cost-effective, innova-
tive forms of information processing for enhanced insight and decision making.”” A
practical definition should also include the idea that the amount of information—both
structured data (in databases) and unstructured information (e.g. e-mail, scanned
documents, PDFs, MS Office documents) is so massive that it cannot be processed
using traditional database tools (e.g. DB2, SQL) and analytic software techniques.®

In today’s information overload era of Big Data—characterized by massive growth
in business data volumes and velocity—the ability to distill key insights from enor-
mous amounts of data is a major business differentiator and source of sustainable com-
petitive advantage. In fact, a report by the World Economic Forum stated that data is
a new asset class and personal data is “the new oil.”” And we are generating more than
we can manage effectively with current methods and tools.

The Big Data numbers are overwhelming: Estimates and projections vary, but it
has been stated that 90% of the data existing worldwide today was created in the past
two years,® and that every two days more information is generated than was from the
dawn of civilization until 2003.° This trend will continue.

Certainly, there are new and emerging opportunities arising from the accumulation
and analysis of all that data we are busy generating and collecting. New enterprises are
springing up to capitalize on data mining and business analytics opportunities. Back
in 2012, the US federal government joined in, announcing $200 million in Big Data
research programs.'

The onslaught of Big Data necessitates that IG be implemented to discard
unneeded data in a legally defensible way.

However, established organizations, especially larger ones, are being crushed by
this onslaught of Big Data: it is just too expensive to keep all the information that is
being generated, and unneeded and ROT information becomes a sort of irrelevant
sludge of data debris for decision makers to wade through. They have difficulty know-
ing which information is accurate and meaningful “signal,” and which is simply irrele-
vant “noise.” This means they do not have the precise information on which they can
base good business decisions.

And it has real costs: the burden of massive stores of information has increased
storage costs dramatically, caused overloaded systems to fail, and increased legal dis-
covery costs.!! Furthermore, the longer that data is kept the more likely that it will
need to be migrated to newer computing platforms, driving up conversion costs; and
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legally, there is the risk that somewhere in that mountain of data an organization keeps
is a piece of information that represents a significant legal liability.!?

This is where the worlds of Big Data and business collide. For Big Data pro-
ponents, more data is always better, and there is no perceived downside to the
accumulation of massive amounts of data. In the business world, though, the realities
of legal e-discovery mean the opposite is true.!* To reduce risk, liability, and costs, it is
critical for unneeded or useless information to be disposed of in a systematic, method-
ical, and “legally defensible” (justifiable in legal proceedings) way, when it no longer
has legal, regulatory, or business value.

Big Data values massive accumulation of data whereas in business, e-discovery
realities and potential legal liabilities dictate that data be culled down to only
that which has clear business value.

Organizations are struggling to reduce and right-size their information footprint
by discarding superfluous and redundant data, e-documents, and information. Buz the
critical issue is devising policies, methods, and processes, and then deploying information tech-
nology (I'T) to sort through the information and determine what is valuable and what no longer
bas value and can be discarded.

I'T, compliance, and legal representatives in organizations have a clear sense that
most of the information stored is unneeded, raises costs, and poses risks. According to
a survey by the Compliance, Governance and Oversight Council (CGOC), respon-
dents estimated that approximately one-quarter of information stored in organizations
has real business value, while 5% must be kept as business records, and about 1% is
retained due to a litigation hold."* This means that [about] 69% of information in
most companies has no business, legal or regulatory value. “Companies that are able
to dispose of this debris return more profit to shareholders, can use more of their I'T
budgets for strategic investments, and can avoid excess expense in legal and regulatory
response” [italics added].

Only about one-quarter of the information that organizations are managing
has real business value.

With a smaller information footprint, organizations can more easily find what they
need and derive business value from ir.” They must eliminate the data debris regularly
and consistently, and to do this, processes and systems must be in place to cull out
valuable information and discard the data debris. An IG program sets the framework
to accomplish this.
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The business environment has also underscored the need for IG. According to
Ted Friedman at Gartner, “The recent global financial crisis has put information gov-
ernance in the spotlight.... [it] is a priority of I'T and business leaders as a result of
various pressures, including regulatory compliance mandates and the urgent need for
improved decision-making.”'¢

And IG mastery is critical for executives: many CIOs in regulated industries have
been fired from their jobs for failed IG initiatives.”

With a smaller information footprint, it is easier for organizations to find the
information they need and derive business value from it.

Defining Information Governance

Information governance is a sort of “super discipline” that has emerged as a result of
new and tightened legislation governing businesses, privacy concerns, legal demands,
external pressures such as hacking and data breaches, and the recognition that multiple
overlapping disciplines were needed to address today’s information management chal-
lenges in an increasingly regulated and litigated business environment.'s
IGisasubset of corporate governance, and includes key concepts from information
security, data privacy and protection, records and information management (RIM),
content management, I'T and data governance, risk management, litigation readiness,
regulatory compliance, long-term digital preservation (LI'DP), and even analytics
and information economics, (infonomics). This also means that it includes related
technology and discipline subcategories such as document management, enterprise
search, knowledge management, and disaster recovery (DR)/business conti-

nuity (BC).

Information governance is a subset of corporate governance.

Practicing good IG is the essential foundation for building legally defensible dispo-
sition practices to discard unneeded information, and to secure confidential, sensitive,
and secret information, which may include trade secrets, strategic plans, price lists,
blueprints, or personal information subject to privacy laws. Good IG provides the basis
for consistent, reliable methods for managing, securing, controlling, and optimizing
information.

Having trusted and reliable records, reports, data, and databases allows managers
to make key decisions with confidence.'” And accessing that information and data
analytics insights in a timely fashion can yield a long-term sustainable competitive
advantage, creating more agile enterprises.
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IG is a sort of “super discipline” that encompasses a variety of key concepts
from a variety of related disciplines.

To do this, organizations must standardize and systematize their handling of
information, and audit their processes to ensure so. They must analyze and opti-
mize how information is accessed, controlled, managed, shared, stored, preserved,
and audited. They must have complete, current, and relevant policies, processes, and
technologies to manage and control information, including who is able to access what
information, and when, to meet external legal and regulatory demands and internal
governance policy requirements. The idea is to provide the right information to the
right people at the right time—securely. Security, control, and optimization of information;
this, in short, is IG.

Practicing good IG is the essential foundation for building legally defensible
disposition practices to discard unneeded information.

Information governance is a subset of corporate governance, which has been
around as long as corporations have existed. IG is a rather new multidisciplinary field
that is still being defined, but has gained significant traction in the past several years.
The focus on IG comes not only from privacy, cybersecurity, compliance, legal, and
records management functionaries, but also from executives who understand they are
accountable for the governance of information, and that theft or erosion of information
assets has real costs and consequences. It can cause corporate brand equity to collapse,
and stock price to tumble.

IG is an all-encompassing term for how an organization manages the totality of its
information.

Information governance programs are about minimizing information risks and
costs, while maximizing its value. In short, IG is the security, control, and opti-
mization of information.

Information governance programs are about minimizing information risks and
costs, while maximizing its value. IG is control of information to meet business, legal,
regulatory, and risk demands.

Stated differently, information governance is “a quality-control discipline for
managing, using, improving, and protecting information.”*



