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Foreword

During the last decades, information systems became increasingly interconnected.
What started with the Internet has evolved into the Internet of Things (IoT), where
sensors and actuators are interconnected to measure and control systems from cof-
fee machines to smart cities. This goes along with the collection of more and more
data using IoT devices resulting in real-time availability of data about temperature,
geolocation, pollution, gas and water flows, force, acceleration, and traffic through-
put. These types of data are used already in our daily life. My smart phone warns me
if there is a traffic jam, and I have to leave earlier than usual. The daily life of citi-
zens has undergone drastic change and is likely to undergo even more changes
(Chatterjee et al. 2018). In a similar vein, government practice is also changing.
IoT-generated data provides immense potential for improving our daily life and can
be used by the public sector to create societal value. Such types of changes are
already visible in evidence-based policy-making in which data collected by IoT is
used to develop better policies based on factual data.

The editors of the book recognized the immense opportunity of IoT on our society.
J. Ramon Gil-Garcia, Theresa A. Pardo, and Mila Gasco-Hernandez did a wonderful
job in bringing together the most recent advances in this field by covering a range of
aspects resulting in a multidisciplinary book covering a comprehensive range of topics.
They show that [oT is not a standalone technology and needs to be integrated in public
administration practice. The adoption and use of IoT is typically an interdisciplinary
endeavor in which organization and technical knowledge need to come together.

The relevance of this book does not have to be explained further when looking at
the immense possibilities offered by IoT. For instance, 10T is used in smart homes.
When my family and I are coming home and it is too cold, my smart home will
detect this and will start heating my place. Governments use traffic and pollution
data to guide traffic in different ways on a real-time basis and use the same data for
the planning of new roads and public infrastructure. IoT can have many benefits
ranging from the technical to the strategic level (Brous and Janssen 2015); however,
unlocking the value is not easy. The IoT can be used to collect more and more data
which can be used by public decision-makers to acquire the necessary insights in a
timely fashion. IoT-enabled capabilities in real-time sensing and responding can
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viii Foreword

spur digital transformation, serve the public interest, and create public value
(Chatfield and Reddick forthcoming). To take advantage of IoT as a transforma-
tional technology, new organizational and administrative processes are needed, sys-
tems need to be adapted, or new systems need to be developed and organizations
need to develop new capabilities. IoT can have a transformative effect which
requires considerable changes to profit from this technology (Brous et al.
forthcoming).

The book consists of two main parts. In the first part entitled “Theory, Frameworks,
and Concepts on Internet of Things (1oT) in the Public Sector,” the foundations of
IoT in government are discussed. A range of issues from participation to security are
part of the foundations and should be covered to advance this field. Although many
people talk about the IoT, actual use is often limited to smart cities. Collaboration
between agencies can be viewed as a condition for success to advance the use of [oT
in government (Chatfield and Reddick forthcoming). In the second part of this book
entitled “Applications, Cases, and Experiences of Internet of Things (IoT) in the
Public Sector;” all kinds of international experiences are presented which can be
used as a source of inspiration and facilitate learning. There is a need to share prac-
tices and conduct comparative research to learn from each other.

Beyond smart government requires the connection of the data generated from
IoT with Artificial Intelligence (AI), which in turn can help to intervene in the envi-
ronment. Algorithms are becoming an integral part of these connected systems like
autonomous cars, smart living environments, and smart energy applications for
energy transition (Janssen and Kuk 2016). Within these systems, Al can be used for
simple tasks like cleaning data to complex decision-making processes involving
data from countless distributed sensors. The intelligence provided by systems
enable better information sharing and cooperation resulting in improved user-
experiences and personalization, higher levels of efficiency, and a reduction of
costs. Connected systems integrate data, algorithms, people, processes, and systems
to create, for example, connected cars, smart living, and smart energy applications.

IoT is a new topic that has not been discussed widely. In particular in govern-
ment, this is an area in which research and comprehensive insight is lacking (Brous
and Janssen 2015). In this regard, this book fills the void in literature by being the
first comprehensive work in the field of IoT in government. This book contributes to
unlocking the value of IoT and provides insight to avoid its risks of violating privacy
and avoiding security breaches.

Given the increasing use of devices, the knowledge this book provides is a timely
and very relevant contribution for organizations wanting to unlock the societal value
of IoT and for researchers working in this field. This is an issue that many organiza-
tions struggle with and deserves attention. Collaboration is needed, and public orga-
nizations need to develop knowledge in this field. This book can help to raise our
understanding on how the digital society is shaped.
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Chapter Summaries

Chapter 1: The Internet of Things (IoT) is the newest example that fills the gap
between cyber world and physical world. The Internet of Things is poised to revo-
lutionize state and local governments. The transformational journey of IoT prom-
ises the power to change the world in such a way that people will get closer to their
fully integrated and smart surroundings for better management of energy, health,
transportation, and life resources. This chapter aims to introduce the presence and
relevance of the study of the Internet of Things from a government and public policy
perspective.

Chapter 2: The IoT is a revolutionary development for both society and govern-
ments. In this chapter, opportunities and threats of the IoT are discussed. Linking
technological, societal, economic, and policy-oriented aspects of the [oT, this chap-
ter introduces a conceptual framework to map and analyze the factors or obstacles
that arise in addressing IoT opportunities and threats, and possible government
measures to mitigate these factors. By adopting a broad view and paying attention
to the relations between different factors, this chapter shows that there is no one-
size-fits-all solution for IoT-related issues, as different problems and solutions are
interdependent and require a coherent government approach.

Chapter 3: Smart cities seek to address public issues via digital connected solutions
on the basis of a multi-stakeholder, municipally based partnership. This urban
model includes using Internet of Things (IoT) facilities to deliver public services.
However, the implementation of public service delivery and use through IoT in
smart cities is frequently fragmented, hindering a sustainable urban development.
Citizens remain unaware of various single tools developed without their participa-
tion. Security issues also prevent citizens from using [oT facilities in smart cities.
The objective of this chapter is to explain the development of a participatory gover-
nance approach, aiming to establish a sustainable development path for the design
and implementation of public services for work and mobility, delivered through IoT
in smart cities. Progressing from key issues extracted from existing research about
public service delivery using IoT in smart cities, the approach adopts a socio-tech-
nical, processual methodology combining several social research methods as well

XixX



XX Chapter Summaries

as visualization and game simulation techniques. The chapter concludes with a
short discussion about the application of this participatory framework in the ongo-
ing design and evaluation of sustainable public service delivery using IoT in
smart cities.

Chapter 4: This chapter reviews the expanding role of the Internet of Things (IoT)
in our lives as well as the security concerns of IoT. While IoT has expanded enor-
mously in recent years both in the private and public sectors where it has enhanced
the quality of life, it has also created potential security risks for users in various
ways, such as in enabling unauthorized access and misuse of personal information,
facilitating attacks on other systems, and creating safety risks. Even though these
risks were already common in cyberspace contexts, the introduction of IoT has
increased these risks given its role in expanding the Internet and its connections to
every aspect of our daily lives. This chapter will provide a systematic review of the
current literature of IoT in order to identify IoT security challenges, and to offer
recommendations for responding to these challenges. As a result of our study, we
identified pervasiveness, privacy, and vulnerability as main challenges that are dis-
cussed in the literature. In this research, we also compiled some recommendations
such as encryption, cryptology, authentication, authorization, and advanced security
frameworks, schemes, and protocols to respond current security challenges in the
IoT. Policy recommendations are also discussed to give ideas to policymakers about
IoT security.

Chapter 5: Blockchain technology is attracting the interest of professionals and
academics across a variety of disciplines, including the interdisciplinary field of
Digital Government. Such technology has the potential to transform the public sec-
tor by providing innovative ways to secure data and avoid tampering. However, few
studies have theorized on experimental applications of such technology and how it
could be applied to data management practices in data-rich environments such as
the Internet of Things (IoT) applications in smart cities. This chapter proposes a
workflow diagram for technical experiments that explore how blockchain technol-
ogy can protect the integrity of data from sensors in a context where IoT is the
underpinning infrastructure. This endeavor helps to contextualize this emerging
technology and sheds light on opportunities, risks, and challenges of using block-
chain technology in environments where intensive data collection is the norm.
Contributions include a framework on data management for IoT that can be of spe-
cial value to local governments that are considering blockchain as instrumental in
engaging in or enhancing data-driven operations.

Chapter 6: This chapter explores implementation challenges as opportunities for
moving beyond smart and connected governments by focusing on awareness in rela-
tion to sensing, sensors, and the Internet of Things (IoT) in the public sector in the
context of smart cities. A review of the research literature for smart city implemen-
tations is conducted from multiple perspectives highlighting a range of issues and
challenges for the public sector. The theoretical framework for this chapter uses the
construct of awareness in relation to the key smart city characteristics of adaptability,
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complexity, innovation, and readiness. The research design for this work utilizes a
single case study approach to explore evolving understandings of smart city imple-
mentations in contemporary urban environments. Multiple methods of data collec-
tion are used including survey and interview while content analysis is used in the
iterative analysis of data. Data were collected and analyzed from diverse individuals
in multiple small- to medium- to large-sized cities, mostly in Canada and extending
to other countries (e.g., Israel). This work makes several contributions by providing:
(a) an expanded way of looking at IT implementation in the public sector for twenty-
first century urban environments encompassing sensing, sensors, and the [oT; (b)
understandings of IT implementation challenges as opportunities in the public sec-
tor for more responsive and aware solution-making; and (c) a conceptual framework
for more dynamic notions of implementation in the public sector, as in, ambient
implementation. This chapter advances an awareness-based explanatory model for
ambient implementation of use to the public sector in smart cities.

Chapter 7: The Internet of Things is being actively introduced in Russian public
governance for inspection and oversight. In this chapter, based an analysis of IoT
policy, legal acts, secondary statistical data, and the authors’ own involvement in
testing IoT technologies, we formulate cases and use them as a basis for an IoT clas-
sification oriented to the needs of government agencies. The spheres of application
we consider are transport, justice, retail, and manufacturing. The case we study in
greatest detail is that of the fur industry. We apply the method of cost-benefit analy-
sis and examine the costs of using IoT in public governance to regulate the turnover
of fur goods as well as the benefits for key stakeholders (government, society, busi-
ness). We identify barriers that prevent IoT technology from being used effectively
and describe the effects of implementing IoT in the fur industry and other areas in
which IoT is used for inspection and oversight.

Chapter 8: Since 2014, the question of the implementation of the Internet of Things
has been crucial in France. Public authorities have created arenas where digital
entrepreneurs and politicians can discuss the evolution of the Internet of Things. In
January 2017, the National Assembly published a report on the economic and social
consequences of the adaptation of the Internet of Things. This chapter analyzes the
political discourse that gives legitimacy to the implementation of the Internet of
Things in France. The digital entrepreneurs are the privileged actors of this imple-
mentation, their social recognition by the French Parliament and the labeling cam-
paigns (French Tech) reinforce the myth of technological innovation. The field of
the critical analysis of discourse is mobilized to evaluate the spread of this new myth
in France and the analysis of the legitimization of the digital entrepreneurs. This
case study reveals how European countries tackle new digital policies in order to
control the evolution of the Internet of Things and the field of Artificial Intelligence.

Chapter 9: In its simplest form, smart government can be understood as the combi-
nation of new technologies and organizational innovation strategies to further
modernize the public sector. Within this development, the Internet of Things (IoT)
often forms a key technological foundation, offering government authorities new
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possibilities for interaction with citizens and local communities. On one hand, citi-
zens can indirectly participate in governmental services’ value creation by using
public infrastructure or (un)knowingly sharing their data with the community. On
the other hand, smart government initiatives may rely more intensively on citizens’
active participation to improve public service delivery, increase trust in government
actions, and strengthen community sentiment. In this chapter, we discuss active and
passive participation scenarios of smart government initiatives and explain how
sensor-based systems may enhance citizens’ opportunities to participate in local
governance. We present two practical cases from Switzerland demonstrating these
two citizen involvement modes. We argue that active and passive participation of
citizens and other stakeholders play key role in generating necessary data for algo-
rithmic decision-making to enable personalized interaction and real-time control of
infrastructure in the future. We close with a discussion of the possibilities and
boundaries of the IoT in the public sector and their possible influences on citizens’
private lives and policy-making.
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Theory, Frameworks, and Concepts

on Internet of Things (IoT) in the Public
Sector



Internet of Things and the Public Sector M)

J. Ramon Gil-Garcia, Theresa A. Pardo, and Mila Gasco-Hernandez

Abstract The Internet of Things (IoT) is one of the most recent examples of a
technology that has the potential to bridge the cyber world and the physical world.
The IoT can be understood as the integration of a great number of small devices
(including many types of sensors, which are components capable of detecting
changes in its environment and converting this change into an electrical signal) into
a network that shares and integrates their data, which can be used for real-time
decision-making. The transformational power of the IoT promises to change the
world by fully integrating people into their surroundings for better management of
energy, health, transportation, and life resources. In the public sector, the IoT has the
potential to revolutionize federal, state, and local government programs and ser-
vices, particularly in domains in which the physical infrastructure or the natural
world are key elements of those programs. This chapter conceptualizes the IoT,
outlines some potential benefits generally and in the public sector, and presents
some of the challenges to adoption and use of the IoT. The chapter closes with an
overview of the subsequent book chapters.

Keywords Internet of things - IoT - Public sector - Public policy - Government -
Sensors
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Introduction

The Internet of Things (IoT) is one of the most recent examples of a technology that
has the potential to bridge the cyber world and the physical world. The IoT could be
understood as the integration of a great number of small devices (including many
types of sensors, which are components capable of detecting changes in their envi-
ronment and converting those changes into an electrical signal) into a network that
shares and integrates their data, which can be used for real-time decision-making.
Since fiscal year 2011, federal government spending on the IoT has grown at a com-
pound annual rate of 10 percent (Perera et al. 2014). Growth figures such as those
presented during the OECD’s 2014 Technology Foresight Forum provide further
evidence of interest in the IoT: “The number of connected devices in households in
OECD countries is expected to be 14 billion by 2022, up from around 1.4 billion in
2012, or to put it differently, from 10 connected devices in a household with two
teenagers to 50 in ten years’ time” (OECD, Technology Foresight Forum, 2014). It
is estimated that by 2020, there will be 50-100 billion devices connected to the
Internet (Sedrati and Mezrioui 2018). The vision of the IoT is to allow “things” to
be connected anytime, anyplace, with anything and anyone (Perera et al. 2014). In
general terms, the IoT refers to a network of interconnected everyday objects. It
comprises billions of connected “things” or devices that can sense, communicate,
compute, and potentially actuate. These objects have intelligence, multimodal inter-
faces, and physical/virtual identities and attributes (Perera et al. 2014).

Maximizing the potential of the IoT requires understanding of the technology
itself, as well as a consideration of that technology within potential use contexts
(Werthmuller 2016). Understanding the nature of the IoT and its potential to create
value across the sectors is still in its nascent stages. However, in recent years, the
IOT has gained much attention from researchers and practitioners from around the
world (Xia et al. 2012). For instance, Erfanmanesh and Abrizah (2018) found that
there has been a continuous increase in the number of scholarly publications about
the IoT per year over the period between 2011 and 2016, with a 6.7-fold rise in the
number of publications and the highest share of research output (4989) published in
2016. Research on the IoT has largely focused around single application domains or
single technologies (Miorandi et al. 2012).

This book makes a unique contribution to efforts to understand the IoT and its
value-creation potential in the public sector, specifically through an integrative
examination of the relevant literature and presentation of a set of studies that intro-
duce concepts and frameworks for IoT use, present methodologies for building
understanding of the IOT, and provide case studies.

This chapter introduces the concept of the IoT by highlighting definitional ele-
ments from the literature, implications for use, and potential applications in the
public sector context. The chapter is organized in seven sections, including the fore-
going introduction. Section “Conceptualizing the Internet of Things (IoT)” presents
some definitions of the IoT from the academic literature. Section “Potential Benefits
of IoT” includes some of the potential benefits of the Internet of Things. Section
“IoT and the Public Sector” describes and explains how the IoT could affect the
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public sector. Section “Challenges to Creating Value with the IoT” discuss some of
the expected challenges to the use of Internet of Things. Section “A Book on the IoT
from a Public Sector Perspective” presents brief summaries of the chapters included
in this book and section “Concluding Remarks” offers some final comments and
ideas for future research about this topic.

Conceptualizing the Internet of Things (IoT)

The phrase “the Internet of Things” is syntactically composed of two terms. The
first one pushes towards a network-oriented vision, while the second one moves the
focus onto generic “objects” to be integrated into a common framework (Atzori
et al. 2010). Semantically speaking, the “Internet of Things” means “a world-wide
network of interconnected objects uniquely addressable, based on standard com-
munication protocols” (Infso 2008), which implies a huge number of (heteroge-
neous) objects involved in the process. At its inception, the concept was related to
the use of emerging sensor technologies and radio frequency identification
(Sundmaeker et al. 2010).

The term “the Internet of Things (IoT)” seems to act as an umbrella concept that
covers various features such as the extension of the Internet, the web as a physical
realm, deployment of extensive embedded distributed devices, and actuation abili-
ties (Miorandi et al. 2012). Some call it the “Internet of everything,” defined as
“people, process, data and things to make networked connections more relevant and
valuable than ever before, turning information into actions that create new capabili-
ties, richer experiences, and unprecedented economic opportunity for businesses,
individuals, and countries” (Hatem et al. 2016).

Today, many mobile devices have built-in sensors (e.g., a GPS sensor or an accel-
erometer). These sensors can be useful for tasks such as traffic monitoring. The data
collected can be analyzed using a range of techniques, and used for predictions,
pattern recognition, forecasting, visualizations, and decision support (Johannessen
and Berntzen 2016).

In the vision of the IoT, an increasing number of embedded devices of all sorts
are capable of communicating and sharing data over the Internet (Zeng et al. 2011).
The IoT will increase the ubiquity of the Internet by integrating every object for
interaction via embedded systems, leading to a highly distributed network of devices
communicating with human beings as well as other devices. The condition required
to make something an IoT object is that it contains a sensor/actuator that can com-
municate and support the three pillars of the interconnection of smart objects: iden-
tification, communication, and interaction (Sedrati and Mezrioui 2018; Bilal 2017).

From a research perspective it is more difficult to understand what exactly the
IoT is and what the technical, economic, and social implications of full deployment
of the IoT may be (Atzori et al. 2010). For some authors, the IoT represents the next
evolution of the Internet; it is increasing the universality of the Internet by integrat-
ing every object for interaction via embedded systems, creating a highly distributed



