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Foreword

WELCOME TO THE OFFICIAL (ISC)* Guide to the SSCP CBK! By
picking up this book, you've made the decision to take the next step in

your career and have demonstrated your commitment to continuing your
professional education.

The recognition that comes with an (ISC)? Systems Security Certified
Practitioner (SSCP) credential next to your name shows your understand-
ing of and proficiency with the hands-on technical work that is needed in
the information security field. It demonstrates that you closely follow best
practices, policies and procedures in accordance with the SSCP Common Body of Knowledge.
Whether you are using this guide to supplement your preparation to sit for the exam or you are
an existing SSCP using this as a reference, this book helps to facilitate the practical knowledge
you need to assure strong information security for your organization’s daily operations.

The recognized leader in the field of information security education and certification, (ISC)?
promotes the development of information security professionals throughout the world. As a
SSCP with all the benefits of (ISC)* membership, you will become part of a global network of
more than 140,000 certified professionals who are working to inspire a safe and secure cyber
world. By becoming a member of (ISC)? you will have also officially committed to ethical
conduct commensurate to your position of trust as a cybersecurity professional.

Reflecting the most pertinent issues that security practitioners currently face, along with
the best practices for mitigating those issues, The Official (ISC)* Guide to the SSCP CBK offers
step-by-step guidance through the seven different domains included in the exam, which are:

®  Access Controls

m  Security Operations and Administration

m  Risk Identification, Monitoring and Analysis
m  Incident Response and Recovery

®  Cryptography

m  Networks and Communications Security

m  Systems and Application Security

XXi



Drawing from a comprehensive, up-to-date global body of knowledge, this book
prepares you to join thousands of practitioners worldwide who have obtained the SSCP.
For those with proven technical skills and practical security knowledge, the SSCP cer-
tification is the ideal credential. The SSCP confirms the breadth and depth of practical
security knowledge expected of those in hands-on operational I'T roles. The certification
provides industry-leading confirmation of a practitioner’s ability to implement, monitor
and administer information security policies and procedures that ensure data confidenti-
ality, integrity and availability (CIA).

The goal for SSCP credential holders is to achieve the highest standard for cybersecu-
rity expertise — managing multi-platform I'T systems while keeping sensitive data secure.
This becomes especially crucial in the era of digital transformation, where cybersecurity
permeates virtually every value stream imaginable. Organizations that can demonstrate
world-class cybersecurity capabilities and trusted transaction methods enable customer
loyalty and fuel success.

The opportunity has never been greater for dedicated men and women to carve out
a meaningful career and make a difference in their organizations. The Official (ISC)?
Guide to the SSCP CBK will be your constant companion in protecting and securing the
critical data assets of your organization that will serve you for years to come.

Thank you for reading and good luck in this next step along your career path.

Regards,

D8 B

David P. Shearer, CISSP
CEOQ, (ISC)?
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Introduction

CONGRATULATIONS ON CHOOSING TO become a Systems Security Certified
Practitioner (SSCP)! In making this choice, you're signing up to join the “white hats,” the
professionals who strive to keep our information-based modern world safe, secure, and
reliable. SSCPs and other information security professionals help businesses and orga-
nizations keep private data private and help to ensure that published and public-facing
information stays unchanged and unhacked.

Whether you are new to the fields of information security, information assurance, or
cybersecurity, or you've been working with these concepts, tools, and ideas for some time
now, this book is here to help you grow your knowledge, skills, and abilities as a systems
security professional.

Let’s see how!

ABOUT THIS BOOK

You're here because you need a ready reference source of ideas, information, knowledge,
and experience about information systems security. Users of earlier editions of the CBK
describe it as the place to go when you need to look up something about bringing your
systems or networks back up and online —when you can’t exactly Google or Bing it. As

a first responder in an information security incident, you may need to rely on what you
know and what you've got at hand as you characterize, isolate, and contain an intruder
and their malware or other causal agents. This book cannot answer all of the questions
you'll have in real time, but it may just remind you of important concepts as well as crit-
ical details when you need them. As with any reference work, it can help you think your
way through to a solution. By taking key definitions and concepts and operationalizing
them, showing how they work in practice, this book can enrich the checklists, trouble-
shooting guides, and task-focused procedures that you may already be using in your work.
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¢ Why This CBK as Well as a Study Guide?

Good question! This Common Book of Knowledge (CBK) provides you the data, informa-
tion, knowledge—and in some cases, some bits of wisdom—that have been hard-won
by the experience of many SSCPs and other information security professionals. This CBK
is structured around the SSCP domains of knowledge; as such, it's not a cover-to-cover
learning journey but more of an atlas for such a journey.

The SSCP Official Study Guide exists because (ISC)? wanted a book that would teach as
well as guide, explain as well as capture the common knowledge about keeping infor-
mation systems secure, protecting information assets, and information assurance that
all SSCPs should have at their mental fingertips. As creators of the SSCP program, (ISC)?
defines that common body of knowledge, in continuous consultation with system secu-
rity experts and practitioners from business, industry, government, and academia from
around the world. This book is its natural companion.

The SSCP Seven Domains

This book directly reflects the SSCP Common Body of Knowledge, which is the com-
prehensive framework that (ISC)? has developed to express what security professionals
should have working knowledge of. These domains include theoretical knowledge,
industry best practices, and applied skills and techniques. Chapter by chapter, this book
takes you through these domains, with major headings within each chapter being your
key to finding what you need when you need it. Topics that are covered in more than one
domain will be found within sections or subsections in each chapter as appropriate.

(ISC)? is committed to helping members learn, grow, and thrive. The Common
Body of Knowledge (CBK) is the comprehensive framework that helps (ISC)? fulfill this
commitment. The CBK includes all the relevant subjects a security professional should
be familiar with, including skills, techniques, and best practices. (ISC)? uses the various
domains of the CBK to test a certificate candidate’s levels of expertise in the most critical
aspects of information security. You can see this framework in the SSCP Exam Outline
at www.isc2.org/-/media/ISC2/Certifications/Exam-Outlines/
SSCP-Exam-OutTine-Nov-1-2018.ashx.

Chapter by chapter, domain by domain, these domains are as follows:

Chapter 1: Access Controls  Policies, standards, and procedures that define who
users are, what they can do, which resources and information they can access, and
what operations they can perform on a system, such as:

1.1 Implement and maintain authentication methods

1.2 Support internetwork trust architectures

XXiv
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1.3 Participate in the identity management life cycle
1.4 Implement access controls

Chapter 2: Security Operations and Administration Identification of informa-
tion assets and documentation of policies, standards, procedures, and guidelines that
ensure confidentiality, integrity, and availability, such as:

2.1 Comply with codes of ethics

2.2 Understand security concepts

2.3 Document, implement, and maintain functional security controls
2.4 Participate in asset management

2.5 Implement security controls and assess compliance

2.6 Participate in change management

2.7 Participate in security awareness and training

2.8 Participate in physical security operations

Chapter 3: Risk Identification, Monitoring, and Analysis Risk identification is
the review, analysis, and implementation of processes essential to the identification,
measurement, and control of loss associated with unplanned adverse events. Mon-
itoring and analysis consists of determining system implementation and access in
accordance with defined IT criteria. Collecting information for identification of, and
response to, security breaches or events, such as the following:

3.1 Understand the risk management process
3.2 Perform security assessment activities

3.3 Operate and maintain monitoring systems
3.4 Analyze monitoring results

Chapter 4: Incident Response and Recovery The show must go on is a well-
known saying that means, even if there are problems or difficulties, an event or
activity must continue. Incident response and recovery ensures the work of the organi-
zation will continue. In this domain the SSCP gains an understanding of how to han-
dle incidents using consistent, applied approaches like business continuity planning
(BCP) and disaster recovery planning (DRP). These approaches are utilized to miti-
gate damages, recover business operations, and avoid critical business interruption.

4.1 Support incident life cycle
4.2 Understand and support forensic investigations

4.3 Understand and support Business Continuity Plan (BCP) and Disaster Recovery
Plan (DRP) activities

Introduction
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Chapter 5: Cryptography  The protection of information using techniques that
ensure its integrity, confidentiality, authenticity, and nonrepudiation, and the recov-

ery of encrypted information in its original form.

5.1 Understand fundamental concepts of cryptography

5.2 Understand reasons and requirements for cryptography
5.3 Understand and support secure protocols

5.4 Understand Public Key Infrastructure (PKI) systems

Chapter 6: Network and Communications Security The network structure,
transmission methods and techniques, transport formats, and security measures used

to operate both private and public communication networks.
6.1 Understand and apply fundamental concepts of networking
6.2 Understand network attacks and countermeasures

6.3 Manage network access controls

6.4 Manage network security

6.5 Operate and configure network-based security devices

6.6 Operate and configure wireless technologies

Chapter 7: Systems and Application Security Countermeasures and prevention
techniques for dealing with viruses, worms, logic bombs, Trojan horses, and other
related forms of intentionally created damaging code.

7.1 Identify and analyze malicious code and activity
7.2 Implement and operate endpoint device security
7.3 Operate and configure cloud security

7.4 Operate and secure virtual environments

Using This Book to Defeat the Cybersecurity Kill Chain

Your employers or clients have entrusted the safety and security of their information
systems to you, as one of their on-site information security professionals. Those systems
are under constant attack—not just the threat of attack. Each day, the odds are great that
somebody is knocking at your electronic front doors, trying the e-window latches on your
organization’s web pages, and learning about your information systems and how you use
them. That’s reconnaissance in action, the first step in the cybersecurity kill chain.

As an SSCP you're no doubt aware of the cybersecurity kill chain, as a summary of
how advanced persistent threat (APT) actors plan and conduct their attacks against many
private and public organizations, their I'T infrastructures, and their information assets and
systems. Originally developed during the 1990s by applying military planning doctrines
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of effects-based targeting, this kill chain is similar to the value chain concept used by
businesses and public-sector organizations around the world. Both value chains and kill
chains start with the objective—the desired end state or result—and work backward, all
the way back to choosing the right targets to attack in the first place.! Lockheed-Martin
first published its cybersecurity kill chain in 2011; the MI'TRE Corporation, a federally
funded research and development corporation (FFRDC), expanded on this in 2018 with
its threat-based Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK)
framework. ATT&CK takes the kill chain concept down into the tactics, techniques, and
procedures used by squad-level and individual soldiers in the field. (Note that in military
parlance, planning flows from strategic, through operational, to tactical; but common
business-speak usage flips the names of the last two steps, looking at business operations
as being the point-of-contact steps with customers, and the tactical layer of planning
translating strategic objectives into manageable, measurable, value-producing packages
of work.) ATT&CK as a framework is shown in Figure 1, highlighting the two major
phases that defenders need to be aware of and engaged with: prestrike planning and the
enterprise-level targeted strikes at your systems, your data, and your mission.

Maintain

Deliver Control

Weaponize Exploit Execute

... Enterprise ..o~
PRE-ATT&CK ATT&CK
Priority Definition Initial Access
« Planning, Direction Execution
Target Selection

Persistence
Privilege Escalation
Defense Evasion
Credential Access

Information Gathering

« Technical, People, Organizational
Weakness Identification

« Technical, People, Organizational

Discovery
Advergary OpS§c . Lateral Movement
Establish & Maintain Infrastructure Collection
Persona Development Exfiltration

Build Capabilities
Test Capabilities
Stage Capabilities

FIGURE 1 MITRE's ATT&CK cybersecurity kill chain model © 2018 The MITRE Corporation. This work is
reproduced and distributed with the permission of The MITRE Corporation.

Command and Control

'T had the privilege of developing and teaching some of these evolving concepts at the U.S. National
Defense University’s School of Information Warfare and Strategy, 1998-2000. At the School, we
made extensive use of the “Strategic Information Warfare” series of publications by Roger C.
Molander and others at the RAND Corporation, which were exploring this backward chain from
desired strategic effect to the “kill effect” required of attacks on information and information systems.
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MITRE, Lockheed Martin, and others may give slightly different names to the dif-
ferent phases of their kill chain models. For example, MITRE’s combines exploitation
with installation, while emphasizing the persistent presence of the adversary inside your
systems as they maintain their capabilities to quietly wreak havoc and achieve their
objectives. The names of the phases aren’t important; their underlying flow of ideas is
what matters. To date, there does not seem to be any evidence that any given attacker has
used exactly one planning model or another. There is abundant evidence, however, that
defenders who do not understand these models pay for their ignorance —or, more pre-
cisely, their employers and clients do.

Combining these two models gives us eight phases of the life of an APT’s kill chain
and suggests which domains of knowledge (and therefore which chapters) may be your
first ports of call as you plan to detect, prevent, degrade, or defeat the individual tasks that
might make up each step in such a kill chain’s operation. These are shown in Table 1.

TABLE 1 Kill Chain Phases Mapped to Chapters

KILL CHAIN PHASE ATTACK OPERATIONS DEFENSIVE OPTIONS
Reconnaissance All-source intelligence gathering to inform All chapters: enhance over-
the attack: OSINT, scanning, early intrusion,  all risk/security posture,
social engineering awareness, vigilance
Weaponization Select and prepare access techniques and Chapters 1,7
pathways
Delivery Email, USBs, URLs, access control gaps, etc. ~ Chapters 1,2,5,6,7
Exploitation Malware, rootkit exploits, live off the land Chapters 1,4,6,7
Installation Backdoors, false or subverted user IDs Chapters 1,7

Command & Control  Privilege escalation, credential access; lateral Chapters 1,2, 4,6
movement; find, fix, select in-system targets

Execute the Attack Exfiltrate; corrupt; encrypt for ransom; Chapters 4,5
springboard to other targets

Maintain Hostile Continue to exploit target’s systems and Chapters 1,4,6,7
Presence data; continue hiding one’s tracks

You might be wondering why all chapters seem to apply to the Reconnaissance phase.
The key to this is to recognize that the attacker will seek to find all possible sources of
information about your organization, its business associates and relationships, its commu-
nications patterns, and its I'T systems. APT’s seek understanding of their targets” business
and social networks, the “watering holes” where their people gather to collaborate with
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